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DNS RADIUS Providers

FIPS and Common Criteria )

Access List
Hostname ‘Order Service Auth Port

(L350 16 _i>) aidlio] a5 RADIUS 90 JSJ .3 glazl
a8Lo| 595 Ll RADIUS (5,990 dabnio 5 .3.1
assllnall puill 55k a8 RADIUS 3950 ddlio] diliv 2id 5,%a; .3.2

RADIUS ,9g0 Lol ,loxJl g1,0 SUEY 38lg0 §o9 il .3.3



Edit 10.88.244.50 ? /(%

Hostname/FQDN(or IP Address):*

Order:* 1
Key: TIITIIL SetYes

Confirm Key: lllll.!.l.l
Authorization Port:* 1812

Timeout:* 5 Secs

Retries:* 1

QK Cancel
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Identity Services Engine Home

» Context Visibility + QOperations + Policy ~ Administration
* System  » ldentity Management = - Metwork Resources b Device Portal Management  pxGrid Services ¢ Feed Service  + Threat Cenfric NAC

» Network Davices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Sarver Sequances NAC Managers External MDM b Location Services

(<]
Network devices Metwork Devices List > New MNetwork Device
Network Devices
Default Device
* Name | FX0S
Device Security Settings

e —

IP Address: | 10.83.180.6 NIEE

* Dewica Profile % Cisco » &

) —
] —

* Network Device Group

DeviceType [xos (o | [ SetTo Defaut |

IPSEC (15 [PSEC Device

© | [ Set To Default |

Location [ul Locations © | [ Set To Default |

¥+ RADIUS Authentication Seftings

RADIUS UDP Settings

Protocol  RADIUS

* Shared Secrel | spassess |  Show |
CoA Port [ 1700 | ["setTo Defautt |
RADIUS DTLS Settings (i
DTLS Required []
Shared Secret  radiusilis i
Coa Pont | 2083 | | set Ta Defautt |
Issuer CA of ISE Centificates for CoA [ Salect if required (optional) v]

opeaiimally dsgll olegazo cliv]
il dgD olegazs < olegass < degll 5,15] < &,b] I Jaul 1 sglazll

(Add) @lo| b il .2 solaxl

~ Administration
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» Context Visibility » Operations » Policy » Work Centers

» Systemn |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
» Identities  Groups  External Identity Sources  Identity Source Sequences b Settings
I
Identity Groups User Identity Groups
& L)
O ow B v Gk, J Edit =bAdd M Delete v @almport s Export v
» ] Endpoint Idenity Groups Name a | Description
» ; User Identity Groups &1 ALL_ACCOUNTS (default) Default ALL_ACCOUNTS (default) User Group
£ Employee Default Employee User Group

5 GROUP_ACCOUNTS (default)
£ GuesiType_Coniractor (default)
& GuesiType_Daily (default)

&1 GuestType_Weekly (default)
&% OWN_ACCOUNTS (default)

ODOoOooooag

Default GROUP_ACCOUNTS (default) User Group
Identity group mirroring the guest type

Identity group mirroring the guest type

Identity group mirroring the guest type

Default OWN_ACCOUNTS (default) User Group
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thutlie  Identity Services Engine Home ¢ ContextVisbility  » Operations ~ Administration

» System =~ |dentity Management = » Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» ldentiies  Groups  Extemnal [dentity Sources  |dentity Source Sequences  » Settings

—
Ide o User ldantity Groups > New User Identity Group
[. e ] Identity Group

& - & *Name [ FXOS ADMIN |
» ; Endpoint Identity Groups Description [

3 :Mm@mps

E3 | cancel |
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«lali.  |dentity Services Engine Home  » ContextVisbility  » Operations  » Policy [RRd el C -l * Work Centers
» System |~ ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b ldentiies  Groups  External Identity Sources  Identity Source Sequences b Settings

v
Identity Groups User Identity Groups
& L)
Sow |l fro J Edit <jeAdd M Delete v @almport P Export v

13 : Endpoint Identity Groups Name 4 | Description

» | User ldentity Groups 51 ALL_ACCOUMTS drafauiry Default ALL_ACCOUNTS (default) User Group
- Name: Currently Sorted -
&R Employee Default Employee User Group
51 FXOS AAA

2% FXOS ADMIN
51 FXOS OPER

&2 FXOS Read Only
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Latest Manual Netwaork Scan Results =
J Edt <= add B thange Status Solmport Gk Eport 3 Delete [y Duplicate

Status MName & Description First Mame Last Name Email Address User Identity Groups Admin
No data avallable
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ubuils |dentity Services Engine Home

» Context Visibility + Operations ~ Administration

» System v identity Management | » Network Resources  » Device Portal Management  pxGrid Services

» Feed Service  » Threat Centric NAC
~Identities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
(<]
Uisi Network Access Users List > New Network Access User
v Network Access User

Latest Manual Network Scan Results

*Name | fuosagmin

Status Enabled

Email |

» Passwords

Password Type:  Intemal Users -

Password Re-Enter Password

* Login Passworg | seessase [snenenes [ Generate Password | (i

Enable Password | | | Generate Password | (i

= User Information

First Name | |

Last Name | |

 Account Options

Description | 4

Change password on next login [

= Account Disable Policy

) bisable account if date exceeds | 2018-03-01 (yyyy-mm-dd)
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» Threat Centric NAC
=ldentities  Groups  Ewxiernal Mdentity Sources  |dentity Source Sequences  » Settings
o
Usars Network Access Users

Latest Manual Network Scan Results -', e #m E Status + | @ lmport @ Export 3 Delete ~ LﬁD..p At
Status Name - | Description First Name Last Name Email Address User Identity Groups Admin
[0 gEnabled g Mxosasa FXOS AR
[ mEnabled g Fxosadmin

FXOS ADMIN
[} g Enabled ¢ fxosoper FX05 OPER
[J mEnabled § Mosro FXOS Read Only
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‘G Identity Services Engina Home  » ContextVisbilly  » Operations [EESCTSWN + Administraion  + Work Centers
Authentication  Authorizaion  Profiing  Posture

Dictionaries » Condiions  ~Resulls

Client Provisioning ~ ~ Policy Elements

o
SN Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Reslone > Policy Export Page
» Authorization
# Edit add  [PyDuplicate | 3¢ Dalate
Authorizalicn Profiles " + -
[ name Profile + | Description
Dowriloadable ACLE .
[0 Blacknole_Wirelass_Accass sty Cisco &8 Default profile used to blacklist wireless devices, Ensu
EERIS O Cisco_IP_Phones & Cisco @ Default profile used for Cisco Phones.
» Posturs O cCisco_websuth &t Cisco € Default Profile used to redirect users to the OWA port
O NSP_Onboard &t Cisco £ Onboard the device with Native Supplicant Provisionir
e sl [0 Mon_Cisco |P_Phanes ik Cisco @ Default Profile used for Non Cisco Phones.
O DenyAccess Default Profile with access type as Access-Reject
O Permitaccess

Authentication  Authorization  Profiling

Dictionaries » Conditions = Resulls

Default Profile with access type as Access-Accept

Jaszill caes cala) Slowdl JS disiy @8 .2 bglazill

ap,eill alo puwl oSy pd 2.1

Posture  Client Provisioning =~ Policy Elements

Authorization Profiles > FXOS-ADMIN-PROFILE

» Authentication

Authorization Profile

= Authorization

Authorization Profiles

Downloadable ACLs

+ Profiling

*Name | FXOS-ADMIN-PROFILE

Description |

" Access Type | ACCESS_ACCEPT M

Meatwnrk Device Profile Ak Cisen o« (8
I Cisco-AV 29 ¢p9Siy 09 doadiall Slawdl oblag] 9 .2.2

"cisco-av-pair=shell:roles="admin

v Advanced Attributes Settings

=m
s

=m
s

Cisco:cisco-av-pair

O

shell:roles="admin" W

Jna> §od Lail 2.3

Reset |

aJWl Cisco-AV 2lg;i plaiwly dsisiall pasiwall Hl9sY 2 sglaxll S .3 sglazll



"cisco-av-pair=shell:roles="aaa
"cisco-av-pair=shell:roles="operations

"cisco-av-pair=shell:roles="read-only

v Advanced Attributes Settings

* | Cisco:cisco-av-pair | = [shell:roles="aaa" o
v Advanced Attributes Settings

ICisoo:cisco-av—pair O| = |shell:roles="operatjons" O|

v Advanced Attributes Settings

Cisco:cisco-av-pair )| = |shell:roles="read-only" W

‘thuk  Identity Services Engine Home  » ContextVisbilty  » Operations [ERdX"BM * Administation ) Work Centers

Authentication Authorization Profiling Posture Client Provisioning - Policy Elements

Dictionaries  » Conditions  ~ Results

<]
» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
» Authorization
f Edit Add “wDuplicate | Y Delete
Authorization Profiles /Edt qpadd 1
] Name Profile
Downloadable ACLs .
[0 Blackhole_Wireless_Access i Cisco £
» Profiling [ cisco_IP_Phones et Cisco £
. sl 23]
» Posture [0 cisco_WebAuth st Cisco 6B
D FXOS-AAA-PROFILE i Cisco £
R, [0 FXOS-ADMIN-PROFILE & Cisco
[J FXOS-OPER-PROFILE 2 Clsco 5
O FXOS-ReadOnly-PROFILE at: Cisco &
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4> FXOS AUTHENTICATION RULE :|f DEVICE:Device Type EQUALS All Device Types#FXOSAllow Protocols : Default Network Access  and
Default wse Intemal Users
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Difiss 13 ALhaviEaBon Py By Smbatng Abss s 55 S0y RO0S SR SN SoRIGnS. D] SR M RS 13 A 1 SROaT
For Polcy Export g0 1o Adwinstration » Systm > Backup & Resirm > Poscy Export Fage
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* Exceptions (0)
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Status Rule Name
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Conditions (identity groups and other conditions) Permissions

f [FX.. = |and | Condition(s) $ | then [AuthzPr.. & |

if no ma

FXOS ADMIN Q =44

4
Il

- Oy
FXOS AAA

GuestType_Weekly (default)
OWN_ACCOUNTS (default)
GROUP_ACCOUNTS (default)
FXOS ADMIN

FXOS OPER

Employee

GuestType_Daily (default)
GuestType_Contractor (default)
FXOS Read Only
ALL_ACCOUNTS (default)
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FXOS# &;¢2Y1 gloil gra> s9lu jledl g055lel < na> o cliwl 19.2.3

Conditions (identity groups and other conditions) Permissions
I FX... qp [and | DEVICE:Device Type EQUALS All ... e | hen | Selectan item <

[fno maiches, inen DenyAd [ Agd All Conditions Below to Library

Condition Name Description
[DEVICE:Device Ty.. ©| [Equals  ~| [AlDevice Types#... O &,

<=

( 2]

\.DVEV

= All Device Types
\. o Al Device Types#FXOS

£ a0

[ Airespace

[ Alcatel-Lucent

£ Aruba

[ Brocade

] CERTIFICATE

£ disco

[ Cisco-BBSM

£ Cisco-vPN3000

£ cwa
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Permissions

en | EXOS-A.L -
FXOS-ADMIN-PROFILE ) == k-
Standard
a-=- B
@ Blackhole_Wireless_fccess
@ Cisco_IP_Phones
\ G Cisco_WebAuth )
@ DenyAccess
(G4 FXOS-AAA-PROFILE
(i FXOS-ADMIN-PROFILE
(G4 FXOS-OPER-PROFILE
(&4 FXOS-ReadOnly-PROFILE
(&4 NSP_Onboard
@ Mon_Cisco_IP_Phones
@ PermitAccess
Status Rule Name Conditions (identity groups and other conditions) Permissions
ra Fxos Admin Rule " FXOS ADMIN - DEVICE:Device Type EQUALS All Device hen FXOS-ADMIN-PROFILE
Types#FX0S
Status  Rule Name Conditions (identity groups and other conditions) Permissions
Fxos Admin Rule I FXOS ADMIN A0 DEVICE:Device Type EQUALS All Device then FXOS-ADMIN-PROFILE
Types#FXOS
Fxos AAA Rule I FXOS AAA AND DEVICE:Device Type EQUALS All Device then FXOS-AAA-PROFILE
Types#FX0S
Fxos Oper Rule i1 FXOS OPER AMND DEVICE:Device Type EQUALS All Device then FXOS-OPER-PROFILE
Types#FX0S
Fxos Read only Rule i1 FXOS Read Only AND DEVICE: Device Type EQUALS All Device then  FX0S5-ReadOnly-FROFILE
Types#FX0S
Default if no matches, then  DenyAccess
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fxosadmin : paiuwel| puwl

09,0l dals
Slaill ol #FPR4120-TAC-A §laill ¢ Lol
a2y o padiwmall Jwolas Hlgbl # FPR4120-TAC-A /security
‘fxosaaa usJl paiuell
lwogll
: p 2ol | 190l
AAA : o)l
loas sel a8l : puwVl
:IxOsadmin su=dll paziuwoll
fwogll
: p 2%l | 19>l
J9guuall : )l
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J9guall patiamo 59>

¢ # FPR4120-TAC-A /security
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I gl s 3l
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plaill & logles lgh)

ol CIMC Jag oluwl> clgl
FPR4120-TAC-A#connect fxos
FPR4120-TAC-A (fxos)# debug aaa-requests
#(fpr4120-TAC-A (fxos

J0ad oclyall pasiwe 59>

¢ # FPR4120-TAC-A /security
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plaill ologles ,lgbl
FPR4120-TAC-A#connect fxos

FPR4120-TAC-A (fxos)# debug aaa-requests

193l ogd sall (Y1 7

ISE e ®3Lis] o ol cpuoriimsall o sl placiialy Jo339 FXOS JSug Lol P wlgie | pauas 2
-J9gumall paziime 595
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* AAn Add RADIUS Provider Al
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FIP and Comman Criteria L o R
Jhcoess List
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10.88.204. 16 1 Conirm Kay: Ja
Authorisation Pert: 2
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o= Cancel
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~RADIUS | Threat-Conirc MAC Live Logs  » TACACS & Troubleshoot  » Adaplive Nebwork Contrel  Repons
Click hrm 10 do wireiess seiup and visiiity setup C

0t Show this again
LiveLogs  Live Sessions

Misconfiguned Supplicants O Misconfigured Network Devices & RADIUS Drops O Cilent Stopped Responding O Repeat Counter
Refrash  Mever j Show ~ Latest 20 reconds j Within | Last 3 hours il
O Refresh & RessiRepesiCounts 2 Expon To- ¥rierr O
Time Status Details Repeat C...  Identity Authentication Policy Avihorization Policy Authorization Profiles Metwork Dev...  Identity Group

: 4

Jan 20, 2098 101408 [ -] o frasadmin Defauli >» FXOS AUTHENTICATION RULE =» Detauli Diefault =» Fxos Admin Rule FROS-ADMIN-PROFILE FROS Uhser |dendty Groups FXOS
Jan 20, 2018 10:13:58.... [} a frasadmin Detault >» FXOS AUTHENTICATION RULE > Detaull FXOS User |denity Groups FXOS
Jan 20, 2018 10:08:01, a a frasm Do »x FXOS AUTHENTICATION RULE »» Dustault Diefauit >> Fxos Raead orly Rule FXOS-ReasOnly-PROFILE FXOS User |darsty Groups FXOS
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