odosu syslog sldwe$d pu LoTwo B¢
FirePOWER Device Manager

lJpzossle

| Jp, 9506

IJpobJole Il wsé
lJodasule

lJo2.9.9 ol o

|, wod wled 1Jisble ol oJl>ol

lJp 9500
S9uoe o3l ldpuwews Jsdsse wdysy syslog »lgJ FirePOWER Device Manager (FDM).
IJpcbdule Wil uss

lJecbJule
w9os Cisco viu oJ9u s pgy96 wldesluose 1Joldss:

- Firepower Threat Defense
- Syslog Server 1J3s suved wulpeg syslog Jgee IJoslole

IJodsule

IJgho9s 1. oo Iduiluivs Iyissuuss JIshs 1zoj6 FirePOWER: 235 Jesble IJoguzsd lundd
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ahalv oo e Device Manager &R o = == @ @ : admin
ElEeG,, e e Monitoring Policies Objects Device: FTD=1 ’ Administrator

Model Software VDB krusion Rule Updste  Cloud Services High Availabiity
Ciseo Firspower 2130 Threat Difense  6.7.0-65  338.0  20201020-1329 © Connuctod |[EUTAC Mot Configured

T Insice Matwork ESPIWAN Gatpway
(o | | -
e Smart License
Interfaces Routing Updates
Connected are are tatic routes yet Geolocation, Rule, VDB, Systern Upgrade,
Enabled 3 of 17 Secuity Intelligence Feeds
View All Interfaces > View Configuration » View Configuration >
A Ha

Smart License Backup and Restore Troubleshoot e i

T IVICEs
Registered L ! Cloud Services
View Configuration » View Configuration » ol S See mory
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

Inchudes: FlexConfig, Smast CLI Audit Events, Deployment History,

Daownload Configuration

View Configuration » Configure > View Configuration > View Configuration »

IJg9s 2. O Juluvs lesble Iduble: g5 esble IJogwesd Os 1U8kses IUsuws.

Device Summary

Logging Settings

System Settings <«

Logging Settings Remote Servers

DHCP Server

DATA LOGGING t)

Syslog Servers

DNS Server

Management Interface
+

Hostname

Severity level for filtering FXOS chassis syslogs

Time Services

@ Information ~
HTTP Proxy

Message Filtering for Firepower Threat Defense

Cloud Services
(® Severity level for filtering all events
Web Analytics @ Emergency -

Reboot/Shutdown O Custom Logging Filter

Traffic Settings

1Jgb9é 3. §p vogssu ldpzad vossd ouwesd ldoslole po gdld weass gdlps + Iowdd g9l
Syslog.

1Jgbb9d 4. 25> | oo ¢lpe syslog. wodl pu 3Jde spdod logile Jlisy gl e syslog W IJJlisule -
&9l>p syslog.



Device Summary

Logging Settings

Remote Servers

IDATA LOGGING ‘)l
Syslog Servers

T Filter

Mathing found

CAMCEL OK

I.Jth_gé 5.5¢Jo IJgwslo po I syslog ulbd 958 lsuwy. 235 ) 1Jesh Jslzos Iduslole 935
P9l G.



Edit Syslog Entry

IP Address

10.88.243.52

Protocol Type

UbP TCP
O O

Port Number
514, 1025 - 65535

Interface for Device Logs

Select the interface for sending diagnostic syslog messages.

o Note: The source IP address will either be for the management interface, or
for the gateway interface if you route through data interfaces.

O Data Interface

(® Management Interface
|

CANCEL

1Jglb9s 6. g> 3JJ: 23> ¢lop syslog [Jg>s> 9235 p9ldd.



Syslog Servers

T Filter

© B 10.88.24352

1Jgb9s 7. 255 puweys 1Ugby,6 Joodss JJ IJizsle 10589 9235 puwess IJouwesd 1Jss
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Remote Servers

DATA LOGGING ‘)

Syslog Servers

+

E 10.88.243.52

severity level for filtering FXOS chassis syslogs

© Information b

Message Filtering for Firepower Threat Defense

(® Severity level for filtering all events

Information
O ® Alert
Critical
Error
" Warning
Syslt

{0 Notification

L*:'q o Nakaems

IJg1096 8. 235 p b Bs IuwdJ IJuil s,
SAVE

1Jgb9s 9. w8l pu wele IJlgsble.



Device Summary

Logging Settings

@ Successfully saved logging settings.

IJgbgs 10. v, IJleshble 1Ugasss.

=+r . admin g

Administrator

Pending Changes

Q Last Deployment Completed Successfully
18 Aug 2022 03:18 PM. See Deployment History

Deployed Version (18 Aug 2022 03:18 PM) Pending Version @ LecEnD

&) Access Rule Edited: Inside_Outside_Rule

ruleAction: TRUST PERMIT
eventLogAction: LOG_BOTH LOG_FLOW_END

€) Syslog Server Added: 172.16.1.250:514

= syslogServerIpAddress: 172.16.1.250
- porthumber: 514

= protocol: UDP

= name: 172.16.1.250:514

deviceInterface:
= inside

) Device Log Settings Edited: Device-Log-Settings
syslogServerLogFilter.datalogging.loggingEnabled: ... true
syslogServerLogFilter.datalogging.platformLoglevel ...  INFORMATIONAL

- syslogServerLogFilter.fileMalwareLogging.loggingEn:
- syslogServerLogFilter. fileMalwarelLogging.severityL:
syslogServerLogFilter.datalogging. syslogServers:

- 172.16.1.250:514

&) Access Policy Edited: NGFW-Access-Policy

MORE ACTIONS w CANCEL DEPLOY NOW ~




lZosbs.

Adluol96 |Js 3dds spdu wessu ¥sles Idopde Vs 1Usuosd Juog IJeede S 1Usuosd
Jouwesd 1Usged 1Js ¢lbp syslog:

IJgbo9s 1. lud)y B9 15y umsluwle B leds 1dubluve.

afr]ne . i o T &
Firepower Device Manager - S
Cisco. P 9 Monitoring Policies Objects Device: FTD-1

1Jg1096 2. 3 lJpu9) 898 Izlow IJlspeu po Bless ACP Jluolds ouwpsd 908y lsdous
JdJdp 10su0lue.

@ Security Policies

1 rule Y Filter a’ @. -
ACTION  ZONES NETWORKS POATS z APFLICATIONS  URLS
s 1 Inside_Outside... inside_zone outside_zone 8
Trust

IJ¢bo9s 3. 22> el IJowase ouwesd: 225 i 1Jesh J ews wolss Idlogald: 233 Idwop
lJoouwsd o weass wdysu wuusoe Syslog: gas eds ¢lop Syslog g p9los.

Edit Access Rule

Order Title Action

1 » Inside_OQutside_Rule
Source/Destination Applications URLs® Users @ Intrusion Pol icvo File po[ic\.lo

SELEGT LOG ACTION SEND CONNECTION EVENTS Tt
@ AL I
() AtEnd of Connection
= . q ! 4
C) No Connection Logging B 10.88.243.52
FILE EVENTS Create new Syslog Sener

Show Diagram (. )| & Bl e “

IJ¢b9é 4. §p wuu) vEssile ldodssu.



IJo2dd pu IJuors

IUglogs 1. w&> Idopld IJpops: spdoud Idoedd eo llesble B 9uog 9lzos yulo, IJlsle, (CLI)
J FTD olguosle [Jlp, show running-config logging.

14 s Cis

gistered trademark of

timesta
buffer

IJ¢b9é 2. lue9d |Js ¢lbpe Syslog see 9l pu Ywod wbosy ¢be Syslog J,uwlisd Syslog.

i Titpct4 by Ph. Jounin - O X
Cunent Directory | C:\Program FileshT fitpdEd j Browse |
Server interfaces |10.88.243.52 InteliR] PRO/M 000 MT Network Conneclion ﬂ Shiows Din I
Titp Sewer] Thip Client |55‘6|09 SEIVEL ILog viewer]

bt from date A
167400 19 2022 16:44:26: %FTD-7-710008: U... 10.88.146.119 19/08 11:45:10.683

<167>Aug 19 2022 16:44.27. %FTD-7-710005: U... 1088146113 19/0811:45:11.215

<167>Aug 19 2022 16:44:30: 2FTD-7-710005: U... 10.88.146.119 19/08 11:45:14.586

<167:Au0 19 2022 16:44:31: 2FTD-7-710005: ... 10.88.146.119 19/08 11:45:15.085

<167>Au0 19 2022 16:44:31: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:15.602

<167>Aug 19 2022 16:44:33 ZFTD-7-710005: U.., 1088146119 19/08 11:45:17.13

<167>Aug0 19 2022 16:44:34: XFTD-7-710005; U... 10.88.146.119 19/08 11:45:18.573

<167:Au0 19 2022 16:44:35: %FTD-7-710005: ... 10.82.146.119 19/08 11:45:19.245

<167>Au0 19 2022 16:44:36: %FTD-7-7F10005: U... 1088146113 19/08 11:45:20.685

167800 19 2022 16:44:28: 3FTD-7-710005: ... 1082746119 19/08 11:45:22.572

<167>Au0 19 2022 16:44:353: %FTD-7-710005: ... 10.88.146.119 19/08 11:45:23.684

167400 19 2022 16:44:42 %FTD-7-710005: U... 1088145119 19/08 11:45:28.124

<167>Aug 19 2022 16:44:43: ZFTD-7-710005: U... 1088146119 19/08 11:45:27.688

167400 19 2022 16:44:44: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:27.875

167400 19 2022 16:44:44: %FTD-7-710005; U... 10.82.146.119 19/08 11:45:28.219

<167>8u00 19 2022 16:44,45 %FTD.Z-710005; U.., 10088.146.113 19/08 11:45,28.691

<167:Au0 19 2022 16:44:46: 3FTD-7-710005: ... 1082746119 19/08 17:45:30.062

167800 19 2022 16:44:48: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:32.688

167800 19 2022 16:44:4% %FTD-7-710005: U... 100851461139 19/08 11:45:33.568

<166>Aug 19 2022 16:44:50: XFTD-6-199018; F.. 10.88.146119 19/08 11:45:34.034

<167xAu0 19 2022 16:44:52: XFTD-7-710005; ... 10.88.146.119 19/08 11:45:38.127

167400 19 2022 16:44:53: XFTD-7-710005: U... 10.88.146.119 19/08 11:45:37.568

<167»Aug 19 2022 16:44:54: ZFTD-7-710005: U... 1088146119 19/08 11:45:38.210

<167:Au0 19 2022 16:44:54: 3FTD-7-710005: .. 1082746119 19/08 17:45:38.682

167400 19 2022 16:44:55: XFTD-7-710005: U... 10.88.146.1149 19/08 11:45:39.121

<167:8ug 19 2022 16:44:57: ZFTD-7-710005: U.., 10088.146.119 19/08 11:45:41.199

<167>Aug 19 2022 16:44:57; XFTD-7-710005: U... 10.88.146.119 19/08 11:45:41.231

<1664 19 2022 16:44:57: %FTD-6-302016; Te... 10.88.146.119 19/08 11:45:41.371

167400 19 2022 16:44:57; %FTD-7-609002: Te... 10.88.146.119 19/08 11:45:41.371

<167»Aug 19 2022 16:44:57: ZFTD-7-609002: Te... 1088.14E1719 19708 17:45:41.371

<167:Au0 19 2022 16:44:58: FTD-7-710005: ... 10.88.146.119 19/08 11:45:42.199

W
Clear | Copy
About | Sellings Help

lwedunldd IJigble gl oJlzol
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|IJ FTD CLl iy sz 0 JJeie ¥ wldogss) o 9uog Clish |Js LINA oo eI 1beld IJio, system
support diagnostic-cli s p9z0 IJie, Clish.

Press

T

[ U - B =

*assword:

FTD-1#

rrD-14 [

IJgho9s 2. G wlouble IUedlb 2506 slz> J UDP 514 (i9 TCP 1468 |3l due wuveése TCP)

IJz_bgo 3. veldld U Iu lJloold 5@99 vhuwldo |Js wbl8s glzgod IU v dé gds ¢l e syslog.
quua.),o Wireshark I3 516 puwless Ia_,s JIdodlb 1Uz)e pzeds. 1@y ud)l pjo9z] eds 1Uglzos s
Wireshark Jglse Syslog Juse IJo@lbe 1Jgje.

‘ The Wireshark Network Analyzer — [m] 4
Archive Edicién  Viswalizacién Ir Captura  Analizar  Estadisticas Telefonia Wireless Hemamientas Ayuda
aAm @ XE = == 888§
| s wirt i . it -
Bienvenidos a Wireshark
Capturat
usando este filtro: | ~ | Todas las interfaces mostradas ¥
Local Area Connection™ 9
Local Area ;cnnectlc:n E.
Adapter for [0
Mo hay
Descubrir
Guia de usuario © Wiki © Preguntas y respuestas - Listas de correo
Esta ejecutando Wireshark3. 6.7 (v3.6.7-0-g4a304d7ec222) Redbe actualizacones automaticas.
Preparado para cargar o capturar No hay paquetes Perfil: Default

IJ¢bgs 4. | o b pyuiz &0 VOs IJuiyshb IJngs J UDP 514 _lJYcloo udp.port==514
9uwedsy Iduwop gds spsu lduiysb. pu lJluolz: Idse o sJdou lyob szedo IJs IJ syslog
ul)d



M “Ethemetd = m} b
Archive  Edicién  Visualizacién Ir  Captura  Analizar  Estadisticas  Telefonia Wireless Herramientas  Ayuda
dm @0 I BRBRe=xEF 5 |Eaaan
ip.addr == 10,88.146. 11 -] +
Mo. Time: Source Destination Protocol [ Length Info
26 @.328459 IiG.BB.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:34: XFTD-7-710085: UDP request discarded from
145 8.965848 16.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:35: ¥FTD-7-710885: UDP request discarded from
294 1.992835 16.858.146.119 18.88.243.52 Sysleg 155 LOCAL4.DEBUG: Aug 19 2022 16:59:36: ¥FTD-7-710005: UDP regquest discarded from
383 1.969237 10.88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2022 16:59:36: XFTD-7-710005: UDP reguest discarded from
435 3.614217 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-718805: UDP request discarded from
461 3.998686 18.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: ¥FTD-7-718085: UDP request discarded from
523 4.329918 16.88.146.119 10.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-7100@5: UDP request discarded from
548 4.465525 16.88.146.119 18.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:38: XFTD-7-7108@5: UDP request discarded from
572 4.984842 16.85.146.119 109.88.243.52 Syslog 155 LOCAL4.DEBUG: Aug 19 2822 16:59:39: ¥FTD-7-710085: UDP request discarded from
4 = =2 —
> Frame 26: 155 bytes on wire (1246 bits), 155 bytes captured (1248 bits) on imterface \Device\NPF_{FFB4AATC-2AES-4A96-BFFA-F3A92CE11E17}, id @
> Ethernet II, Src: Cisco_df:1a:f5 (84:3d:c6:df:1a:f5), Dst: VMware_b3:f9:3b (@0:58:56:b3:79:3b)
i : Bitind.88.243052
User Datagram Protocol, Src Port: 36747, Dst Port: 514
Syslog message: LOCAL4.DEBUG: Aug 19 2822 16:59:34: ¥FTD-7-718@85: UDP request discarded from @.9.8.8/68 to diagnostic:255.255.255.255/67\n
@0 50 56 b3 f9 3b 84 3d c6 df 1a fS 98 00 45 €@ S ER R IR E-
20 8d 2b 12 40 20 3¢ 11 78 fl @a 58 92 77 @2 58 - -+-@- < x oXewX
T3 34 8f 8b 92 82 @0 79 62 al 3c 31 36 37 3e 41 ey §o<1672A
75 67 20 31 39 20 32 38 32 32 20 31 36 3a 35 39 ug 19 20 22 16:59
38 33 34 38 20 25 46 54 44 2d 37 2d 37 31 30 30 :34: XFT7 D-7-7100
38 35 3a 20 55 44 5@ 2@ TF2 65 71 73 65 73 T4 28 @5: UDP request
64 69 73 63 61 72 64 65 64 28 66 72 &f 6d 20 38 discarde d from @
2e 38 2e 38 2e 30 2f 36 38 28 74 6f 20 64 69 61 .8.8.8/6 & to dia
67 6e 6f 73 74 69 63 3a 32 35 35 2e 32 35 35 2e gmostic: 255.255.
32 35 35 2e 32 35 35 2f 36 37 @a 255.255/ 67
() 7 wireshark_Ethernetd 18P 10 1.peapng || Paquetes: 11855 - Mostrado: 77 (0.6%)- Perdido: 0 (0.0%) || Perfi: Default

IJgb9s 5. 5l Jp sIu wbosd Syslog Server sg)ue Idoslolo B9 wlgwod vl |Jig bole
Sluadlzel slgd whbos@ Syslog Server. wlds po lgwegsle Ido,9w9dsd IJuoese udpltep
9ldpuds IJozse 514/1468.
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