lwed bl Igble v dlie 12508 sluodizel gds
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lJpzosslo
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lJpobJole |l wlw s

lJoedoule | P 0
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IJecbdule IUIguluss

IJeobJule

900 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
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- 1z036 1Jlel IJpgsJs (ASA)
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lJpdoule 1Jp o pd
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u)lu apgse Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

Jingb pg 996 JJSledss Jdele,
IJuigdo 1JzlJse 1Jpeg 99906 1J e owloo o Cisco bug ID CSCwa79915 & i pJ:
1. zol; uvduwdJs Firepower 2100.

2. pud 9l 19 19 pu pulds IJosdd 1Jghess 1dpszos Idos wepd Bs suoe IUbuwld Tzhbs
lJloglo (Uusle JIo 3JY p8uo93l 19 Juwses g0 wblog huwld eulss IJleglo).

3. sup wdssuol Lluweesle s luosh sele, po wyole Izos8 IJlelo 1Jpesds (ASA) Iy wyulee
IUs8le Los wosss IJbl s IJol,ss (FTD).

iesloo Iizble

1. dlogh) IJgie IJos sope IJeuosd edsol oo ASA/LINA (FTD) IJgolj ploJs!.

IJpedlzbbs 11, oddsssé/lduslsgs Joso 1Jelds os 1o zese slzole IJuslule wbo, 2,36 0,9,
BJsJs 2ol pu glzole.

s pl swp 9uoe ol WS 03l Idyi,lb Wluo @Qubgé eulu bdole o)y9e9ded wedsd
IJewslu (ARP) swe huwldol oo Sod puosdsu [su eds Iduveds 1JB,es6 wdywol
oldlguegdle 1Ugluo wewslo IUbu®s 2 oo guslu IP 1UglLo o Linux (LINA) wuvdd odleds
(LINA) 500 502 lJodllb LINA Sl 98 3J. JI oy 5395 ARP 030 Jpgls,é lJosdd: Jol 09
P9t ewdel sup lple pedd o83 p29d (SPAN) eds Ipzad IJghzs IUds sop Bso wyosd
glzole lJosdd 1Jpewsd IJpesws |Js LINA.

eds uvosd IJpald:

firepower# show capture arp

4 packets captured

1: 14:43:44.185872 arp who-has 10.255.255.1 tell 10.255.255.2
2: 14:43:44.186132 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f
3: 14:43:45.205906 arp who-has 10.255.255.1 tell 10.255.255.2
4: 14:43:45.206166 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f

s 10.255.255.2 o9 g_u_9lu P quosa bz Soowd luwogdlele ARP | 10.255.255.1. olJss

1595 £JS ARP IJos we o) p0d9ds waluubs LINA gos 1o dlbol JI o)s Tusl B 1Jslée Twol
oopd puWds ldosdd IJpbss 1JglLo wol.

2. Jl oojlss gable glzos FXOS Jgjspe TX.
39l 09 1J2lJ pe Iig)lun 1es Jl codds IJizess IUpuosds 1ghzss bs 2ie po 1Jzol;

I._J!oolc;._,‘ Jpl 09 p9 02 pU ZPSE Uajro_ lJeyuwds oo God LINA Jl woyd IJosIdd: Blo Ussul
IJlgslue zse Jl oujlss esblo 1deolwes IJEhzss Jzie (TX) 1Je,unds.
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B o3l IJpeld: IJslzos 1Jpwle,6 os Ethernet1/12. o2l pu e3ble 9lges Lble IJoubgsd
IJoled Jdoyvgsd (FXOS) Firepower Jgje TX slbo, 1o lJesble Je oojlss Iosle eds IU)gp pu
IJluishé po LINA [Js 1o 030 1Jzsp wp buwldel IUs pead IJosId 1Uslgds.

firepower# scope eth-uplink
firepower/eth-uplink # scope fabric
firepower/eth-uplink/fabric # scope interface 1 12 <<< interface Ethl/12
firepower/eth-uplink/fabric/interface # show stats ether-tx-stats Ether Tx Stats: Time
Collected: 2021-12-09T17:29:45.621 <<< first execution of the command
Monitored Object: sys/switch-A/slot-1/switch-ether/port-8
Suspect: No
Total Packets (packets): 4823522 <<< Counter of packets transmitted
Unicast Packets (packets): 4823515
Multicast Packets (packets): 0
Broadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Jumbo Packets (packets): 0
Thresholded: 0

firepower/eth-uplink/fabric/interface # show stat ether-tx-stats

Ether Tx Stats:
Time Collected: 2021-12-09T17:30:15.726 <<< second execution of the command
Monitored Object: sys/switch-A/slot-1/switch-ether/port-8
Suspect: No
Total Packets (packets): 4823522 <<< Counter of packets transmitted (No delta seen)
Unicast Packets (packets): 4823515
Multicast Packets (packets): 0
Broadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Jumbo Packets (packets): 0
Thresholded: 0

3. elJle IJuwd9b gJs 9lzod IJusluleNddses 1JgJdss IUsIgJsd vy p29d
IJosd 151z s 9 ASAILINA.

Swp luwwgsle 1Uglzos Internal1/3 Jglzos wyosd/dozs gJOss wsu ldezsd eds 1Jzols
lJpobds 1Uss sepd eds 1JosdJ.

firepower#

firepower# connect local-mgmt
firepower (local-mgmt)# show portmanager counters internal 1 3 <<< first execution of the
command

Good Octets Received : 23510696205
Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 49729185
Bad Packets Received : 0

BRDC Packets Received : 1704250

MC Packets Received : 320755

Size 64 : 21746457

Size 65 to 127 : 112073389

Size 128 to 255 : 7536865

Size 256 to 511 : 3053841

Size 512 to 1023 : 2490597

Size 1024 to Max : O

Good Octets Sent : 27203100553
Good Packets Sent : 122656923
Excessive Collision : 0



MC Packets Sent : 1095115

BRDC Packets Sent : 90585686
Unrecognized MAC Received : 0
FC Sent : 0

Good FC Received : 0

Drop Events : 16837069
Undersize Packets : 0

Fragments Packets : 0

Oversize Packets : 0

Jabber Packets : 0

MAC RX Error Packets Received : 0
Bad CRC : 0

Collisions : 0

Late Collision : 0

bad FC Received : 0

Good UC Packets Received : 47704180
Good UC Packets Sent : 30976122
Multiple Packets Sent : 0
Deferred Packets Sent : 0

Size 1024 to 15180 : O

Size 1519 to Max : O
txgFilterDisc : O

linkChange : 1

firepower (local-mgmt) # show portmanager counters internal 1 3 <<< second execution of the
command

Good Octets Received : 23510700469
Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 49729250 >>>> 49729250 - 49729185 = 65 packets received from FTD
Bad Packets Received : 0

BRDC Packets Received : 1704261

MC Packets Received : 320759

Size 64 : 21746518

Size 65 to 127 : 112074355

Size 128 to 255 : 7536866

Size 256 to 511 : 3053847

Size 512 to 1023 : 2490606

Size 1024 to Max : O

Good Octets Sent : 27203179868
Good Packets Sent : 122657901
Excessive Collision : 0

MC Packets Sent : 1095130

BRDC Packets Sent : 90586649
Unrecognized MAC Received : 0

FC Sent : 0

Good FC Received : 0

Drop Events : 16837134 >>>>> 16837134 - 16837069 = 65 packets dropped (matching above counter)
Undersize Packets : 0

Fragments Packets : 0

Oversize Packets : 0

Jabber Packets : 0

MAC RX Error Packets Received : 0
Bad CRC : 0

Collisions : 0

Late Collision : 0

bad FC Received : 0

Good UC Packets Received : 47704230
Good UC Packets Sent : 30976122
Multiple Packets Sent : 0

Deferred Packets Sent : 0

Size 1024 to 15180 : O

Size 1519 to Max : O

txgFilterDisc : O



linkChange : 1
firepower (local-mgmt) #

pJIabO ul.Juu.UuO Ju;S;SO C)!JO ©J9) foulL}.U)O‘ L9) gS\.J_9U PU LJh)DE_u I\JUCLSLS PU &.)l)
151206 wuwon IJuosuple: Jsdd 28 191 00 9 e IWbusld lzhbe Ilozlo souopszo.

pzd; IJig)lo

Sbo, T ) JaI.JfS IJslzole IJuuilos lzas slzole Idwslule IJoyibs/UP Ws 9 oe 1ULuwlJ
Iz Idlogloc 909 1oy £ peoh Jswpe gru00 wuvdd glp.

firepower#
firepower# connect local-mgmt
firepower (local-mgmt) # show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode

0/0 QSGMII Down 1G Half None
0/1 QSGMII Up 1G Full None
0/2 QSGMII Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMII Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Up 100 Half None <<<<< Up and Half-duplex
0/7 QSGMII Down 1G Half None
0/8 QSGMII Down 1G Half None
0/9 QSGMII Up 1G Full None
0/10 QSGMII Up 1G Full None
0/11 QSGMII Up 1G Full None
0/12 QSGMII Up 1G Full None
0/13 QSGMII Down 10 Half None
0/14 QSGMII Down 10 Half None
0/15 QSGMII Down 10 Half None
0/16 n/a Down n/a Full N/A
0/17 n/a Down n/a Full N/A
0/18 n/a Down n/a Full N/A
0/19 n/a Down n/a Full N/A
0/20 n/a Down n/a Full N/A
0/21 n/a Down n/a Full N/A
0/22 n/a Down n/a Full N/A
0/23 n/a Down n/a Full N/A
0/24 KR Up 10G Full None

0/25 KR Up 10G Full None

0/26 KR Down 10G Full None
0/27 KR Up 10G Full None

S99, 03l 1Jzr9d wilbsb 9lzos lJosId 1Uplbsé JyBdpe puds Idpzed IUsIEJs. :§JJ'|.0 oél lJogssu
Jop IUIE)lz pu 2lJé pzed show portManager. | uo ol |Js 1Jz29d: spduul 1o wys luo
lJouuwes Jpgrd puds Idezed IUsIgJs 0/6 (sboy Vs 1JIR)lz IUuwled Jelds 1Jpezed show
portManager). W]y o093 IJosIJ Idpls 1Jpdo,u 09 lseyue 1/8.



Interface NameInternal Switch Port (2110/2120)Internal Switch Port (2130/2140)
Ethernet 1/1
Ethernet 1/2
Ethernet 1/3
Ethernet 1/4
Ethernet 1/5
Ethernet 1/6
Ethernet 1/7
Ethernet 1/8
Ethernet 1/9
Ethernet 1/10 8 48

Ethernet 1/11 11 51

Ethernet 1/12 10 50

Ethernet 1/13 12 59

Ethernet 1/14 13 58

Ethernet 1/15 14 57

Ethernet 1/16 15 56

Ethernet 2/1 N/A 70

Ethernet 2/2 N/A 71

Ethernet 2/3 N/A 69

Ethernet 2/4 N/A 68

Ethernet 2/5 N/A 66

Ethernet 2/6 N/A 67

Ethernet 2/7 N/A 65

Ethernet 2/8 N/A 64

Internal 1/1 26 81 (Eventing Port - NOT visible at Service Manager)

Internal 1/2 27 80 (Unused - NOT visible at Service Manager)

Internal 1/3 24 52 (Internal backplane uplink to logical device, whether ASA or FTD)
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eshlo ogsu IJpuived 9luve s 1Jgol;

©uPRsE s €30 wblud 0329z 09 1Jb)s$6 IUszs»s Jpue IJeles) IJzlows 1J3s b, gdis
9lzod 1JJozs JgJwsé 9s5pdu IUBsSlp w3JY Llgwedsle lzas IUbyswosy IJoldsosy slglhé
ogesd 1Jzol.

1.1 dp sop wdssu zob IJubs) wluwesle psié "ldbuwld Soliss IJlegle™ Gp wogssio lds
"o Jdéliss" (Ilbys86 1 e oJs).

2. 3l dp sJu ould 9,09 |Js [Ub6 Jzolj IJubbs):

2.1, Udouwesd J FTD IUss wop blhoo usluubs a,d; s FirePOWER (FMC). §p wog b
lJolyo Ideddliss JJgsh o weys) 1Uslzes IJelbss eJs FMC.

2.2. lJoywed |Js FTD IUss wop oo wyluvbs FirePOWER Device Manager (FDM). §
vogss) esh Idbuwld euliss Idloglo po "oddliss” [Js "Jled" v IUgsble 1Upo @300
JJslzoo.

2.3. Uldouwes |Us ASA: Bp wogbsd Idovly o Idodidliss JUhuwld eoliss Idlezlo po
e w9s lJosdd gds [Jugs IJelds:

firepower /eth-uplink # scope

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface 1 1

firepower /eth-uplink/fabric/interface # set auto-negotiation



no No
ves Yes

firepower /eth-uplink/fabric/interface # set auto-negotiation no
firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface #

odlebs: 1Jb )8 1J91)56 Bes 1Jgb9s 2 o5 gshle wlb)ysé spdu o wepd B 1Ub, g
IJel>s6.

3. 8p ww9uosd 9lzos Firepower s 90 IULuwlJ iab:g; Jleglo .._..pa?J peodu Sogp
lJoly o Ideddliss Jlesble Idhuwld euliss IJlezlo 19 odase oo Idpzed Jopdso
IJovly o Idoddliss Jlesble Idhusld euliss 1Jloglo.
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