leé wdosy IU>Ble Uos wosss galy 1Jzplsd
IJlow Juvduwdé 1000 9 2100 9 3100

lIJpeossle

lJp, 9506

sl Jole |l wl_w.sé
ool Jolo

lJedgule | Y2V
osJople [l w.sé

Sud lJooe

lJodesy

o288 oo loops

lJp 95,00

S 03l lUpuwews peldl Jizle g1 1Uuo9,s Jsdle IUlss g0 wosss 231y Iz plss (IUpg 98
olodl Gluwe 1dsB8le o> wosss FirePOWER).

lJecbdole 1wl st

lJpolbdolo

w9u2s Cisco wpg)96 IUpgoele IJoldse:
o Jloges pobdoule glues Jodl Idsdsd

IJedoule [Jpuesped

ouwowd Idpedspele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss Ideldss:
» Cisco Secure Firewall Threat Defense 2110 (FTD). IJl_o>l, 7.2.4

e logile IJro:g_Jg,olo Irng_).)é B 03l lJpuwows pu 1Ulzos6 1Je9z956 WBs wsisé pgpdss ¢luos.
o zese Ulzoss Ideuwotdps S o3l ldpuwows wodsso ppuwse (IBe)luos). bl Jlow
dvwdod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed Jis ).

ped9ple luwlymss

OO PU UPQJDJ;_JQ |J'a|u06 Josl Urou.uog):

o Jodgerd wedp pood eds FTD



* ebo TFTP 0395 wgjpé ldosuse (SPA) wpe weesdo wldwed
l)le lelsé 1Ju09,6 03l p3e9pe eds 1Jizoj6:

» Cisco Secure Firewall Threat Defense 1000 Series
» Cisco Secure Firewall Threat Defense 2100 Series
» Cisco Secure Firewall Threat Defense 3100 Series

Owd [Juse

1. 529 lole lehs 1Juesys IJ IJedssole [Jusluds. Juvaghs s odssole. $e wlugile
uuwed leuslbssé god wae ol Idlg)le.

2. subud osl llple Wb eds zlo Izelss IJos wuvéd woolez FTD.

3. 02B3 pu wlBdE IJuessz pe o3l IUlz)le.

lJodosuy

lJglbes 1. couwsyd IJegols:
L louod ©puds 9226 IJoede B IJzels 1JEluo wd 98p wlugile logald 9226 wzdp.
olos! - ouvesd 1U389d 1Js slzos wlb, 1Jisle, 1JglL06 wosIdd FXOS.
. [do o connect local-mgmt JJloosld 1Js 9226 Idoede b s6.
L Iguegse Ile) cowsd IJ vivse Je33d zese IJodssole 9,09, Ideposs eds Izols.

oldol - 1dow uep Joldss IUlg)le

Tirepower-2110# connect local-mgmt admin
firepower-2110({local-mgmt)# format everything

All configuration and bootable images will be lost.
Do you sti1ll want to format? (ves/no):yes

1Jglo96 2. pdlbgs gpdso IUwposs wlduogb eds pwle ESC JJsgsd |Js 9,28 ROMmon:



CI15Co SySTeEm ROMMON, VErsi o .12, RELEASE SOFTWARE
copyright (c) 1988=200% by C Sy E 5, 1IN,
comptled Mon OESLT 23:23.36 by bui

Current i1mage runfning: Bodt ROMI

Last reset cause: ResetRequest (OxOO0010007
DIMN_1/1 Present

DIMM_2/1 @ AbZent

PlatTorm FPR-Z110 with 16384 MByLes of main memory
BIOS has been successfully locked !!

MaC Address: 18:589:F5:d9;:60a:00

Use EREAK or ESC T TnteErrupt DoOt.

Use SPACE to begin boot immediately.
EGOT TRTerrupted.

FOmROn 1 >

|J¢lbgé 3. I,oJi pedplo IUuvods 9ldeisu o wed vldodssule 1Ugluesé vd Jdoeuos,)
Joujsd TFTP:

loJI - IJoblecsle IJelbdsws os:
I. IJg uslu=ip_address
. NetMask=netmask
C. gateway=gateway_ip
D. Server=remote_storage_server

E. IMAGE=path_to_the_file

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot interrupted.

ADDRESS=10.122.18/7.166
NETMASK=255.,255, 255, 22
GATEWAY=10.122.187.161

SERVER=10. 20/.204.10
IMAGE=Ccisco-ftd-fp2k.7.2.4-165.SPA

wedsy: Jlsxgp 9,08 ROMMON o 90999d TFTP 9 FTP 9 SCP 9 SFTP 9 USB |JI W
epdsé IJoposs 1Jlgdss.

rommon
rommon
rommon
rommon
rommon
rommon

1}
2
3
4
5
=



lJglogs 4. |Jo o set ._Joid..y lJodssule 1Jpw9es,)o:

rommon 6 > set
ADDRESS=10.122.18/7.166
NETMASK=255.255.255, 22¢
GATEWNT'—lD 122. lE.l"' 161

SERVER=10.207.204.10
IMAGE=£15cu-ftd-fp2k.F.E+4-155.SPA
CONFIG=
PS1="rommon

I L]

-

pdleos: ol po Lozs Ipedspele 1Jedr08 93l Jlebye 2290 tbl: $p wiowb 1eedps
slduse 1dpuowsbs 06 1E)s.

lJglogs 5. |Juo sync Jobosy vdysuolo Idgveds 99zsle g isu g0 web:

rommon 7 > Sync
rommon 8 >

IJg 1096 6. lusl £pds6 1Jwposs wluwegsle IUe, thitp -b:

romman & > tftp -b
Enable boot bundle: tftp_regsize = 268435456

ADDRESS: 0.122.187.
MET11;h: 25

T . SPA
2 59: 5 dﬂ ha ﬂl
: Frﬂﬁrﬁﬂﬁ

FHTiJ"EE Auto Detect

link up
Receiving =Frd-Fp2k.7.2.4-165.5PA From 10.207.204. 1000000 ppnpppprpppppnrpnnpnntl

pdlebo: gsl oee Jouisd Jueg)ys IJwpoess: u_éyuojs e36 gdlple wegw (1) wods Idoujsd:
Sldllze T IJedssole 1Jgluos wd poluuas Is wedd po Iuors 13l o IUzols 1JElue
Seduo lJsuosd |Js Ehe ldogiso eu wgd.



196 7. Loz bog, IJoble $o wouvzsd 15ged 1s Idzols wluwedsle wslole IUlgsels
IJle,luoss (admin/Admini123) 99, wwgss) Jdeod p)9) IJzols:

firepower-2110 login: admin
Password:
successful login attempts for user 'admin’

En tEI_‘ new pas sword:
Confirm new password:
Your password was updated successfully.

edlebs: spdu gy00 03l IJgbl Ieule za9e IUlesls IJlods: 908 3JY: pusep puve 03l IJgbl
w8 wiuse wuleg 1UxBIE gu ldwosss Jpl 09 paoz WO IJgbsle 1JJIz86.

Jun 14 21:37:17 firepower-2110 FPRM: <<%FPRM-2-DEFAULT_INFRA_VERSION_MISSING>> [F1309][critical][default-i

nfra-version-missing] [org-root/fw-infra-pack-default] Bundle version in firmware package is empty, need to
re-install

lJgloss 8. judJdo IJ IP oy IUb1L6 SLu:
L loodd lJs ubld IJouss uluvegsle 1, scope fabric-interconnect a
Il woee 1dbhs ouvdsd pe 1Jle) peeses pwlJdo luvolosds ip ip netmask netmask gw
P

firepower-2110# scope fabric-interconnect a e
firepower-2110 /fabric-interconnect # set out-of-band static ip 10.122.187.168 netmask 255.255.255.224 gw
10.122.187.161

warning: when committed, this change may disconnect the current CLI session.
Use commit-buffer command to commit the changes.
firepower-2110 /fabric-interconnect* # commit-buffer

12196 9. 9p woujsd 2jpd wudse wulpe [U>xle Jos [Jwoesss:
loJI - IJluedld 1Js ubld IJulez IJelows wluuegsle IJu)lee IJoluws Jobld 1Jisle,
Slosl - oujsd gjed IJovuse:

LBl Yoo ouweese USB. Bspdod |uuegsle IJle, download image
usbA:package_name

o Bl IO CuueEsp Ebe CEiSU EU wES p389p BspIdud [uuegsle IJle, download
image tftp/ftp/scp/sftp://path_to_your_package

firepower-2110# scope firmware

firepower-2110 /firmware # download image tftp://10.207.204.10/cisco-ftd-fp2k.7.2.4-165.5PA
firepower-2110 /firmware # |}

pdlzbé: gu> luvegsle g9bp lJogisu g0 wedc sdjp luveesdle Idpuvble Idebd 96 eds
w2sles Idley Jpl 09 per900 eds Idpeld.



1Jgb96 10. w0zl pu w@dp ldoussd wluwogsle 1Jle, show download-task:

firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server

cisco-ftd-fp2k.7.2.4-165.5PA
Tftp 10.207.204.10 Down loaded

pdlebé: Lpz)s gpdsle weasd glds ldousisd IJs Idouisd: spdud IJpologsd |Js
lJglbss IJoldss.

IJgbo9s 1. Slee 1o 1Ue506 092926 Lldbed B Blisps Iduslez IJelows eg 1Ule, show package:

firepower-2110 /firmware # show package
Package-Vvers

cisco-ftd-fp2k.7.2.4-165.SPA

edlebé: louwg ouwes 1Uzieé s luel guogueese VS wowuse wulee IUsdle go
lJoosso.

1Jgb96 12. §p voiwse wuleg IUsVle gu Idworss Jluoele lgle 1IUo9)6:
L loodd lJs ubly lJoouse oluvogsle lJoouse lJoddlss Jubld 1die).
. clog vouse wulez IUsBle g0 1Joosss Lluwogsle $96 luosh wowse zies 1Jlely

. wobo, bldool oldss s 9236 IJezdp Sozs wldssopl wIdolué uep.

Tirepower-2110 /firmware # scope auto-install

firepower-2110 /firmware/auto-install # install security-pack version 7.2.4 force
Invalid software pack

Please contact technical support for help g

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 7.2.4-165, it will do the following:
- upgrade to the new platform version 2.12.0.499
- install with CSP Ttd version 7.2.4.165

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This QDEFJtTGH upgr_‘adea f'il"l'['l'r".'-B.I"E and software on Security P1a1:1=c>rrr_1 Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Do you want to proceed? (yes/no):yes

Triggered the install of software package version 7.2.4-165
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show’ or 'show detail’' command.




02380t wunoErd Epdiss lehs 1Juo9)8 ol suod IJs 4558886 Ju edis ede vl b
lJzplsd gws@9pe wlelhsd [doposs loule lJoousw.

IJo2d0 pu lduors

IJozdd pu woes £pdss 1Je)dsé wluwegsle 1Jie, show detail:

firepower-2110 /firmware/auto-install # show detail

Firmware Auto-Install:
Package-vers: 7.2.4-165
Oper State: Scheduled
Installation Time: 2023-06-14T22:07:28.77
Upgrade State: validating Images

Upgrade Status: wvalidating the software package

Validation Software Pack Status:

Firmware Upgrade Status: Ok

Firmware Upgrade Message:

Current Task: validating the application pack(FSM-STAGE:sam:dme:FirmwaresSyst
emDeploy:validateApplicationPack)
firepower-2110 /firmware/auto-install #
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