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daneverify ietf.org <

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
.Connecting to 4.31.198.44 on port 25

.Connected to 4.31.198.44 frominterface 216.71.133. 161

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

. Checki ng TLS connecti on

. TLS connecti on established: protocol TLSvl.2, cipher ECDHE- RSA- AES256- GCM SHA384
Certificate verification successful

. TLS connection succeeded ietf.org

DANE SUCCESS for ietf.org

. DANE verification conpleted
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daneverify ietf.org <

BOGUS MX record found for ietf.org
DANE FAILED for ietf.org
. DANE verification conpleted
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daneverify cisco.com<

| NSECURE MX record(all n-nx-01. ci sco.com found for cisco.com
. I NSECURE MX record(all n-nx-01.cisco.con) found. The command will still proceed
I NSECURE A record (173.37.147.230) found for MX(alln-nmx-01.cisco.com in cisco.com
Trying next MX record in cisco.com
| NSECURE MX record(rcdn-nx-01. ci sco.com found for cisco.com
. I NSECURE MX record(rcdn-nx-01.cisco.con) found. The command will still proceed
I NSECURE A record (72.163.7.166) found for MX(rcdn-nx-01.cisco.con) in cisco.com
Trying next MX record in cisco.com
I NSECURE MX record(aer-nmnmx-01.cisco.com found for cisco.com
. I NSECURE MX record(aer-nx-01.cisco.com found. The conmmand will still proceed



I NSECURE A record (173.38.212.150) found for MX(aer-mx-01.cisco.com in cisco.com
DANE FAI LED for cisco.com
. DANE verification conpleted
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Success sample daneverify
daneverify ietf.org

SECURE MX record(mail.ietf.org) found for ietf.org

SECURE A record (4.31.198.44) found for MX(mail.ietf.org) inietf.org
.Connecting to 4.31.198.44 on port 25

.Connected to 4.31.198.44 frominterface 194.191. 40. 74

SECURE TLSA record found for MX(mail.ietf.org) inietf.org

. Checki ng TLS connection

. TLS connecti on established: protocol TLSvl1.2, cipher DHE- RSA- AES256- GCM SHA384
Certificate verification successful

. TLS connection succeeded ietf.org

DANE SUCCESS for ietf.org

. DANE verification conpleted

.debug level mail logs during the above 'daneverify' exeuction

Sample output from the execution of the daneverify ietf.org will populate the dns lookups within
the mail logs

(' Mon Feb 4 20:08:47 2019 Debug: DNS query: Q‘'ietf.org , 'MX

(' Mon Feb 4 20:08:47 2019 Debug: DNS query: OQN('ietf.org', 'MX, 'recursive_naneserverO0. parent
(Mon Feb 4 20:08:47 2019 Debug: DNS query: QP ('ietf.org','MX ,'194.191.40.84",60

(' Mon Feb 4 20:08:47 2019 Debug: DNS query: Q ('ietf.org', 'MX, '194.191.40.84

(Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data([(0, 'mail.ietf.org.')], secure, 0, 1800
Mon Feb 4 20:08:48 2019 Debug: DNS encache (ietf.org, MX, [(8496573380345476L, 0, 'SECURE , (0O,
([((""rail.ietf.org

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'muil.ietf.org, 'A

Mon Feb 4 20: 08:48 2019 Debug: DNS query: QN('nmmil.ietf.org', 'A,

(' ' recursive_naneserver0. parent

(Mon Feb 4 20:08:48 2019 Debug: DNS query: QP (‘mail.ietf.org ,'A,'194.191.40.84"', 60

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org', "A, '194.191.40.84

(Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data(['4.31.198.44'], secure, 0, 1800

Mon Feb 4 20:08:48 2019 Debug: DNS encache (mmil.ietf.org, A [(8496573380345476L, 0, 'SECURE ,
([('"4.31.198.44

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mumil.ietf.org' , 'AAAA

Mon Feb 4 20:08:48 2019 Debug: DNS query: ON('mail.ietf.org' , 'AAAA,

(' ' recursive_naneserver0. parent

(Mon Feb 4 20:08:48 2019 Debug: DNS query: QP ('mail.ietf.org' ,' AAAA','194.191. 40.84",60

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mmil.ietf.org , 'AAAA, '194.191.40.84

Mon Feb 4 20:08:48 2019 Warning: Received an invalid DNSSEC Response:

DNSSEC Error('mail.ietf.org , 'AAAA | '194.191.40.84', 'DNSSEC Error for hostnane nail.ietf.org
(AAAA) whil e asking 194.191.40.84. Error was: Unsupported qtype') of qtype AAAA | ooki ng up
mail.ietf.org

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q'mail.ietf.org' , 'CNAME

Mon Feb 4 20: 08:48 2019 Debug: DNS query: ON('nmail.ietf.org , 'CNAME ,

(' ' recursive_naneserver0. parent

(Mon Feb 4 20:08:48 2019 Debug: DNS query: QP (‘mail.ietf.org ,' CNAME ,' 194.191. 40. 83", 60

(' Mon Feb 4 20:08:48 2019 Debug: DNS query: Q ('mail.ietf.org", 'CNAME , '194.191.40.83

(Mon Feb 4 20:08:48 2019 Debug: DNSSEC Response data([], , O, 1800

Mon Feb 4 20: 08:48 2019 Debug: Received NODATA for donmain mail.ietf.org type CNAME

(Mon Feb 4 20:08: 48 2019 Debug: No CNAME record(NoError) found for domain(mail.ietf.org

('Mon Feb 4 20:08:49 2019 Debug: DNS query: Q('_25._tcp.mail.ietf.org', 'TLSA

Mon Feb 4 20:08:49 2019 Debug: DNS query: ON('_25. tcp.mail.ietf.org", 'TLSA',

(' ' recursive_naneserver0. parent

Mon Feb 4 20:08:49 2019 Debug: DNS query: QP

(('_25. _tcp.mail.ietf.org"," TLSA ,'194.191. 40. 83", 60

(' Mon Feb 4 20:08:49 2019 Debug: DNS query: Q ('_25. _ tcp.mil.ietf.org', 'TLSA", '194.191.40.83
Mon Feb 4 20:08:49 2019 Debug: DNSSEC Response
data(['0301010c72ac70b745ac19998811bl31d662c9ac69dbdbe7cb23e5b514b56664c543d46'], secure, 0,
(1800

Mon Feb 4 20:08:49 2019 Debug: DNS encache (_25. tcp.mail.ietf.org, TLSA, [(8496577312207991L,



([('0, 'SECURE', '0301010c72ac70b745ac19998811b131d662c9ac69dbdbe7cb23e5b514b56664c5d3d6

fail sample daneverify
thinkbeyond.ch <[]

INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found for thinkbeyond.ch

.INSECURE MX record(thinkbeyond-ch.mail.protection.outlook.com) found. The command will still proceed
INSECURE A record (104.47.9.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
Trying next A record (104.47.10.36) for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
INSECURE A record (104.47.10.36) found for MX(thinkbeyond-ch.mail.protection.outlook.com) in thinkbeyond.ch
DANE FAILED for thinkbeyond.ch

.DANE verification completed

mail_logs

Sample output from the execution of he danverify thinkbeyond.ch will populate the dns lookups
within the mail logs

(' Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond.ch', 'MX

Mon Feb 4 20:15:52 2019 Debug: DNS query: QN('thinkbeyond.ch', 'MX,

(' ' recursive_naneserver0. parent

(Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond.ch',' MX','194.191. 40.84', 60

(' Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond.ch', 'MX', '194.191.40.84

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data([(10, 'thinkbeyond-
(ch.mail.protection.outlook.com.')], insecure, 0, 3600

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond.ch, MX, [(8502120882844461L, O,
([((""INSECURE', (10, 'thinkbeyond-ch.mail.protection.outlook.com

(' Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outlook.com, "A
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch.mail.protection.outlook.com, 'A,
(' ' recursive_naneserver0. parent

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

(ch.pmail.protection. outl ook.com ,'A ,'194.191.40.83', 60

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch.mail.protection.outlook.com, 'A,
(''194.191. 40.83

Mon Feb 4 20:15:52 2019 Debug: DNSSEC Response data(['104.47.9.36', '104.47.10.36'], insecure,
(0, 10

Mon Feb 4 20:15:52 2019 Debug: DNS encache (thinkbeyond-ch. mail.protection.outl ook.com A,

[ (8497631700844461L, 0O, 'INSECURE , '104.47.9.36'), (8497631700844461L, 0O, '|NSECURE ,
([(''104.47.10.36

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outlook.coni,

(" " AAAA
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection. outl ook.com,
("' AAAA', 'recursive_naneserver0. parent

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

(ch.mail.protection.outl ook.com ,'AAAA' ' 194.191. 40. 84", 60

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch. mail.protection.outlook.com,
(""" AAAA', '194.191.40.84

(Mon Feb 4 20: 15: 52 2019 Debug: DNSSEC Response data([], , 0, 32768

Mon Feb 4 20:15:52 2019 Debug: Received NODATA for donain thinkbeyond-

ch.mail.protection. outl ook.comtype AAAA

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q'thinkbeyond-ch. mail.protection.outlook.coni,

("' CNAME
Mon Feb 4 20:15:52 2019 Debug: DNS query: ON('thinkbeyond-ch. mail. protection. outl ook.com,
('"CNAME' , 'recursive_naneserver0. parent

Mon Feb 4 20:15:52 2019 Debug: DNS query: QP ('thinkbeyond-

(ch.pmail.protection. outl ook.com ,' CNAME' , ' 194. 191. 40. 83", 60

Mon Feb 4 20:15:52 2019 Debug: DNS query: Q ('thinkbeyond-ch. mail.protection.outlook.com,
(""CNAME', '194.191.40.83

Mon Feb 4 20:15:53 2019 Warning: Received an invalid DNS Response: SERVER FAILED to IP
194.191. 40. 83 | ooki ng up thi nkbeyond-ch. mai | . protection. outl ook.com

Mon Feb 4 20:15:53 2019 Debug: DNS query: QP ('thinkbeyond-

(ch.pmail.protection. outl ook.com ,' CNAMVE' , ' 194. 191. 40. 84' , 60

Mon Feb 4 20:15:53 2019 Debug: DNS query: Q ('thinkbeyond-ch. mail.protection.outlook.com,
(""CNAME', '194.191.40.84



Mon Feb 4 20:15:54 2019 Warning: Received an invalid DNS Response: SERVER FAILED to IP

194.191. 40. 84 | ooki ng up thi nkbeyond-ch. mail . protection. outl ook.com
Mon Feb 4 20:15:54 2019 Debug: No CNAME record() found for domain(thinkbeyond-

(ch. mail.protection. outl ook.com
do ol ologleo
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https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-command-reference-list.html
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