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Add Sender Group to LocalHostTest

Sender Group Settings

Name: IM‘I’_TP.U STED_SPOOF_HOSTS

Order: 14

Comment: |
Policy: | | ACCEPTED

SBRS (Optional): l— to l—

Include SBRS Scores of "None"
Recommended for suspected senders only.

DNS Lists (Optional): (?) I
(e.g. 'query.blacklist.example, query.blacklistZ2.example')
Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.

Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

Cancel Submit and Add Senders >>
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2. 109, luol 96 Slpguw.
3. s 28J "lUluwe" 253 "VALID_INTERNAL_DOMAINS". Jlz,le IJouws sldduod Jeled
oL dsé 1y wlisd glds! pu IJigble.
4. o luolwe g §p wluolwo JJ IJpeldle Idos o)y [Jogile Idloeeld. i)é.J JeelJ
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Add Dictionary

Dictionary Properties

Name: |VALID_INTERNAL_DUMAINS
Advanced Matching: Match whole words

Case Sensitive

b Smart Identifiers: '?' Match specific patterns such as social security numbers and credit card numbers.

Dictionary Number of terms: 1
Add Terms: Term Weight Delete
@example.com @mydomain.com 1 @
4

Separate multiple entries with line breaks.
Weight: (7). [1 &
| Add

louble gled w096 HuwlJs

w83 3JY weolz lJs lugile glpd wuowso Huwlisd JJluwe s pu 1J8lesw 1J3s wp luuvlge
JJoo. "VALID_INTERNAL_DOMAINS":

1. owbe [s e, gb $bo (CLI) pu IJ ESA.

2. 5p wodugsd e9led wuodiss 1Jlsle,.

3. $p woubgsd lp) 228> Jlouble glod cuodss Humlds 22s>.

4. ot pold gled IJouodiss o3l sduodo: et lole corsile Jiuwele preses IJpuwdso
IJdedss I3l Jjp 1l

mark_spoofed_messages:
if(
(mail-from-dictionary-match("VALID_INTERNAL_DOMAINS", 1))
OR (header-dictionary-match("VALID_INTERNAL_DOMAINS","From"™, 1)))

AND ((sendergroup != "RELAYLIST")

AND (sendergroup != "MY_TRUSTED_SPOOF_HOSTS™)
)

{

insert-header("X-Spoof", "");

}
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Swgd lple eds gwslu X-Spoof:
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Add Action

B4

‘ Quarantine

Encrypt on Delivery

Strip Attachment by Content
Strip Attachment by File Info
Strip Attachment With Macro
URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Add Incoming Content Filter

Quarantine Help

Flags the message to be held in one of the system quarantine
areas.

Send message to quarantine: Policy

Duplicate message

Send a copy of the message to the specified quarantine, and
continue processing the original message. Any additional actions
will apply to the original message.

Content Filter Settings

Name

Currently Used by Policies:
Editable by (Rcles):

Description:

Order:

: ISpoof
No policies currently use this rule.

No custom user roles available

26 4| (of 26)

Conditions

I Add Condition... |

Order Condition

1 Other Header

Rule
header("X-Spoof")

Delete

Add Action... |
Order Action Rule Delete
i Quarantine duplicate-quarantine(“Policy") [}
| Submit |



8. yob glod 0o VBS6 1dpzess vuwsluwle 1dwsss 1Jshs B 9lzes IJpweése I)uwsess
(GUI) > Luslowle 1dosss> guslovle 1dosss 1Jsls.
9. buwld IJogss)le soudssol.

luolds | wesolele Jpuooos_ TRUSTED_SPOOF_HOSTS

gl weole IJs luplds gluoss Idluvesulsle (golssy IP s iwele IJpuos) IS pzeses
p&)d MY_TRUSTED_SPOOF_HOST.

1. 1Jeodd go) dlzos IJpuwesp lhumpess (GUI) o) IUgsw: pwsluwle IJosss > wlb,s gles
eJs HAT
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Logged in as: sbayer on rschille.rtp
My Favorites - Options - Help and Support -

A Monitor Mail Policies Security Services Network System Administration

| Commit Changes » |

Add Sender to MY_TRUSTED_SPOOF_HOSTS - LocalHostTest

Success — Sender Group "MY_TRUSTED_SPOOF_HOSTS" was changed.

Sender Details

Sender: (?) | [10.150.53.158]
(1Pvd or IPvE)

Comment: I

[Concel |

IJo2d0 pu lduors
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<tfroot>

Thu Apr 23 07:09:53 2015 Info: MID 102 ICID 9 RID 0 To: <xXXxXX_xxxx@domain.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 Subject 'testl'

Thu Apr 23 07:10:07 2015 Info: MID 102 ready 177 bytes from <user_l@example.com>

Thu Apr 23 07:10:07 2015 Info: MID 102 matched all recipients for per-recipient policy DEFAULT in the i
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2015

Info:
Info:
Info:
Info:

I nf o:

Info:

MID
MID
MID
MID

102
102
102
102

M D 102

Message

interim verdict using engine: CASE spam negative
using engine: CASE spam negative

interim AV verdict using Sophos CLEAN

antivirus negative

quarantined to "Policy" (nessage filter:quarantine_spoofed nessac

finished MID 102 done
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<tfroot>
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Message

Thu
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25:
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26:

accepted

23 07:26

57
57
02
10
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for delivery

111

2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015
2015

2015

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Info:

pedyple slo Lodo

IJpedsple 1Uslgdss po Cisco

Start MID 108 ICID 11

MID
MID
MID
MID
MID
MID
MID
MID

108
108
108
108
108
108
108
108

ICID 11 From: <user_l@example.com>

ICID 11 RID 0 To: <user_xxxx@domain.com>

Subject 'test2'

ready 163 bytes from <user_l@example.com>

matched all recipients for per-recipient policy DEFAULT in the i
interim AV verdict using Sophos CLEAN

antivirus negative

queued for delivery

Delivery start DCID 16 MID 108 to RID [O0]
Message done DCID 16 MID 108 to RID [0]
MID 108 RID [0] Response '2.0.0 t58EVGIN031598

Message finished MID 108 done
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