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"fireamp.json"

Sun Jul 9 13:52:28 2017 Info: anp begi nning downl oad of rempte file
""http://updates.ironport.confanp/1.0.11/fireanp.json/defaul t/100116

Sun Jul 9 13:52:28 2017 Info: anp successfully downl oaded file

""amp/ 1.0. 11/ fireanp.json/default/ 100116

"Sun Jul 9 13:52:28 2017 Info: anp applying file "anp/1.0.11/fireanp.json/default/100116
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Edit File Reputation and Analysis Settings

Advanced Malware Probection

af Malware Profechion Sarvices raguie Relwary Commumication [o the Soud Servars an ports 32137 ar 443 (for File Reputation) and 443 (for File Analysis), Fliaase saa [he Onling Halp for adoitional gerans

File Reputation Filtenng: | ¥ Enable File Reputation
File Analysis: () | & Enable File Analysis

= Select Al Expand Al pse Resst |

+ ¥ archived and compressed
¢ ¥ configuration

* ¥ patabase

¢ ¥ Document

» ¥ Email

¢ ¥ Encoded and Encrypted

= Executables
¥ o Microsoft Documents
¢ ¥ Miscellaneous

File Reputation

b Advanced Ssttings for File Reputation

b Advanced Settings for Fle Analysis

b Cache Settings | Advanced 5

Advanced Settinas for File Andlvsis Threshald Seore

i Threshold Settings | “9¥3NERT 2 gF I L

[Submit

aliwdl V3 e claily ol ampeonfig>setup JI CLIJI e Jd= 5,00 J AMP oS inorder to el
FTolalall Jud=d olalell glosl Jiass a5 J® 1Jlgudl 13D puasi aic Y nax oy .gllso

nyesa. | ocal > anpconfig

File Reputation: Enabl ed

Fil e Anal ysis: Enabled

:File types selected for File Analysis

(Adobe Portabl e Docunent Fornat (PDF

(Mcrosoft Ofice 2007+ (Qpen XM

(Mcrosoft Ofice 97-2004 (OLE

M crosoft Wndows / DOS Executabl e

O her potentially nmalicious file types

Appliance Group I D/ Nanme: Not part of any group yet

: Choose the operation you want to perform

. SETUP - Configure Advanced- Mal ware protection service -

. (ADVANCED - Set values for AMP paraneters (Advanced configuration -
. CLEARCACHE - dears the local File Reputation cache -

setup <[]

File Reputation: Enabl ed
<[Wuld you like to use File Reputation? [Y

<[Wuld you like to use File Analysis? [Y
:File types supported for File Analysis

[ Archi ved and conpressed [sel ected .
[ Configuration [selected .

[ Dat abase [sel ected .

[ Docunent [sel ected .

[Email [selected .

[ Encoded and Encrypted [sel ected .

[ Executables [partly selected .
[Mcrosoft Docunents [selected .

[ M scel | aneous [sel ected .

© 00 ~NO O WN P

Do you want to nodify the file types selected for File Analysis? [N >y



Enter comma separated serial nunbers fromthe "Supported" list. Enter "ALL" to sel ect al
"currently" supported File Types
ALL <[1,2,3,4,5]

(Specify AWVP processing timeout (in seconds
<[ 120]

. Advanced- Mal ware protection is now enabl ed on the system

Pl ease note: you nust issue the 'policyconfig" command (CLI) or Mi
Policies (GQUI) to configure advanced mal ware scanni ng behavi or for
.default and custom I ncomi ng Ml Policies
.This is recommended for your DEFAULT policy

LVl > colalall Sl giSas o5 il lalall glosl giass (oSl 13 I Dl

Slaloll Jd=i) AMP oMo ds>l )0

Jzs lgls (ESA e calall Ju>s ol (Laloll dsow) File Reputation dawlg, ligso o a8 all aue pi; loxic
a0l (CLI) 5oloVI law dg>ly (o @amp Jisiti; pd AMP clel>] JS) Sl 13 dexlh0) AMP Jow 5
cilall G235 &S 13 Lo GREP ol 0,95, .grep 9l tail oW elguw &bxiwdl gles N5 Jaidl, pb 91 ESA o

AMP Jzuw (8 lgie el a Lils 5,51 Jwolés 91 saxall

Jlo b Laud

nyl ocal .esa > tail anp

.Press Ctrl-Cto stop

Tue Aug 13 17:28:47 2019 Info: Conpressed/ Archive File: sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac M D = 1683600, Extracted File: File Name =
"[redacted].pdf', File Type = "application/pdf', sha256
deace8ba729ad32313131321311232av2316623cfe9ac, Disposition = LOARI SK, Response recei ved from
Cl oud, Malware = None, Analysis Score = 0, upload_action = Recormmended to send the file for
anal ysi s

Thu Aug 15 13:49:14 2019 Debug: File reputation query initiating. File Nanme =

"anp_wat chdog.txt', MD =0, File Size = 12 bytes, File Type = text/pla

Thu Aug 15 13:49:14 2019 Debug: Response received for file reputation query fromdC oud. Fi
Name = 'anmp_wat chdog.txt', MD = 0, Disposition = FILE UNKNOAN, Mal ware = None, Analysis Score
0, sha256 = abf28f 1f ed7c2f e88bcdf 403710098977f al2c32d13bf bd78bbe27e95b245f 82, upl oad_acti on
Recommended not to send the file for analys

I 1n o >

(7]

plas o 139 AMP oMoww (9 "AsyncOS "amp_watchdog.txt ¢,» 0281 ollaodl Lo e tda>Ne
bl Adlx iy 299 pill AMP o le > alall 133 a2y . oMol 9 B> e JS av,e piy Jasiw
Y ol)lausoYlg AsyncOS 10.0.1 o lea (oo calall 13

a5 psd W e seixs upload_action asMell ol AsyncOS (o pa8Y oblaoYl Jruwiw :da>No
alall s JI Jroxs Jobud Lgoy s

:020V1 AsyncOS e Jwoxil el,>Y &Ml obbuwYl
Jd=ill JLw,VL pss V «Reputation deasd 99,20 waloll :"upload_action = 0" -
upload_action = 1": send" -
J=ill JLw,yYL pss ¥ <Reputation doasd 99,20 walall ("upload_action = 2" -
02y Lbg AsyncOS ;0 X.12 Hlaoyl e ol el,2Y ol liwl

" Jd=ill calodl Jlw)| ¢juxiwe = upload_action" -



"Jd=ill calodl Jlw)l pac i = upload_action” :aad auuaill oMo -
Sl olalal glesl Jules (dgiwy ol wxy w531 6,09 .Y ol Julzill calo Jlul piy OIS 13] Lo & lxiwYl 03D Lo
el dlw)] pi > LeingSS 5

ozl 22| cloMe 2

.upload_action = 0": The file is known to the reputation service; do not send for analysis"

Galadl S| K D Ll Jlaill Jiod] da o o9l " Juail] 5,950 " calall o ells im0 )] il
alall Jluy| piy 18 Lgllne calall %; @ 13] w3 209 LoVl o) 15/ caladl Jalss I Jraxl

upl oad_action = 2": The file is known to the reputation service; do not send for analysis"
axllzo o9 pwl>9 ilg claVl 13® o lo JSuiny Jwaxill calo "Jlu,l pis V" calo 8 13 2" J] duuidly
olalall Sy

oDy ligul aliol

) lghazs pac 9l auzio JSuin Julzill olalall Jiass lgd piy (il dlaixall <@gy, liywd| awsll 13D Loy

DAR0
Jildl) walall Jwozs pi
:ped)l AsyncOS il ol

% .upload_action = 1 platiwl, ale doMe ging w9 uleall go 3315 s3I DOCX alo Jlall 1id ins,
Loyl AMP s (9 (SHA) @io¥l & il duojles Julsil) abass 3 Sl walall Jowws piy o JUI ol

Thu Jan 29 08:32:18 2015 Info: File reputation query initiating. File Name = 'Lab_Cui de. docx',
MD = 860, File Size = 39136 bytes, File Type = application/nsword
Thu Jan 29 08:32:19 2015 Info: Response received for file reputation query fromd oud. File Nane
= ' Royal e_Ranman_Lab_Set up_QCui de_Bet a. docx', M D = 860, Disposition = file unknown, Ml ware
None, Reputation Score = 0, sha256
754e3e13b2348f f d9¢701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce, upl oad_action = 1

Thu Jan 29 08:32:21 2015 Info: File uploaded for analysis. SHA256
754e3e13b2348f f d9c701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce

00y Lo AsyncOS 12.x

Jlwl i = upload_action plaziwl doMe ale gings9 juleall 2 SV PPTX calo Jloll 138 riog,

Jz (3 (SHA) ol &5 52l o)l Julail) algasxs 5 sl chlall Jraas it I sl 9 . Jubonill Galal
Ll AMP

Thu Aug 15 09:42:19 2019 Info: Response received for file reputation query fromd oud. File Nane
= "ESA_ AWP. pptx', MD = 1763042, Disposition = UNSCANNABLE, Malware = None, Analysis Score = 0
sha256 = Ocaade49103146813abaasd52edb63cf 1c285b6a4bb6a2987c4e32, upl oad_acti on = Reconmended to

send the file for analysis
Thu Aug 15 10:05:35 2019 Info: File uploaded for analysis. SHA256:
Ocaade49103146813abaasd52edb63cf 1c285b6a4bbh6a2987c4e32, file name: ESA_AMP. ppt x
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«lall 420w Ju daxlo Upload_action = 2 g0 AMP dlawlg, ligo axue pi PDF Gl Jlall 132 o9,
831 650 dioxs piy ¥ A Jd=ill aias o3h V9 dul) Lo 99 500 alall 132

Wed Jan 28 09:09:51 2015 Info: File reputation query initiating. File Nane = 'Zonbies.pdf', MD
= 856, File Size = 309500 bytes, File Type = application/pdf

Wed Jan 28 09: 09:51 2015 Info: Response received for file reputation query from Cache. File Nane
= 'Zonbi es. pdf', MD = 856, Disposition = nalicious, Milware = W2. Zonbi es. Not AVi rus, Reputation
Score = 7, sha256 = 00b32c3428362e39e4df 2a0c3e0950947c147781f dd3d2f f dObf 5f 96989bb002,

upl oad_action = 2

00y Log AsyncOS 12.x

Bilayg cllasVl auxai Sgiume e AMP oM e soixy s3I amp_watchdog.txt wale Jlall 138 zuog,
o 99,20 walall 130 .alall dgow Jzuw Lél.mJlg‘_L_.,lz;U ala)l Jlw)| pac i = upload_action
531 8,0 abaxi gty ¥ i) Jaxil) algoxs o3l V9 dyleunl)

Mon Jul 15 17:41:53 2019 Debug: Response received for file reputation query from Cache. File
Name = 'anmp_wat chdog.txt', MD = 0, Disposition = FILE UNKNOAN, Mal ware = None, Analysis Score =
0, sha256 = ab5f 28f 1f ed7c2f e88bcdf 403710098977f al2c32d13bf bd78bbe27e95b245f 82, upl oad_acti on =
Recomrended not to send the file for analysis

AV 2l pu9d) e Sl o S>3 Juaxs

> loghaders e ,all ;L1 2o (Soy dogeonfig ,oVl plaziuwl ,4l go ((CLI) Sol9VI Llow dg>19 (o
"X-AMP-File-Upload" Lul, elxsiwl .elowss ESA e lgaalleo cans il LisiSIV all Jiluy (usi)
ESA a0 oNoww e dizaws piww calall Jd=i) dioxi pac 9l walo Juoxi piy 99 Sl (9

: Jalil Lgloows 5 il o lalall @il gl oMo I laill xie

Mon Sep 5 13:30:03 2016 Info: Message done DCID O MD 7659 to RID [0] [('X-Amp-Fil e-Upl oaded',
[("" True

Jalil) Leboss iy ) Ll laladl gilis ol oMo I lail sie

Mon Sep 5 13:31:13 2016 Info: Message done DCID 0 MD 7660 to RID [0] [(' X-Amp-Fil e-Upl oaded' ,
[("" Fal se

do ol ologleo
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http://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
/content/dam/en/us/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
/content/en/us/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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