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Spam Quarantine Settings

Enable Spam Quarantine
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External Spam Quarantine Settings

| Enable External Spam Quarantine
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Routing 1iffe
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Certificates
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Spam Quarantine
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This is the default interface for Spam Quarantine
Quarantine login and notifications will originate on this interface.

URL Displayed in Motifications:
' Hostname

'E'Ihttps Amyquarantine.myesa.corm: 53

fexamples! http Alspamd.only, http A0, 1.1, 1855
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cISco IronPort Spam Quarantine

Enter your login information below. If you are
unsure what to enter, please contact vour
administrator.

Username: | |

Password: | |

Privacy Statement
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Paositively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine -+

Mote: IF focal and external guarantines are delined, mai will be sent to local guaraniine.

Add Text to Subject: | prapend - [[sp,n,rq]

b Advanced | Optional settings for custom header and message delivery,

Suspected Spam Settings

Emable Suspected Spam Scanning: 7 Mo 2 Yas

Apply This Action to Message: || Spam Quarantine =
Mote! IF local and external guarantines are defined, mail will be sent to local guaraniine.

Add Text to Subject: | prepend »  |[SUSPECTED SPAM]

¢ Advanced | Optional settings for custom header and message delivery.
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External Spam Quarantine Settings

¥ Enable External Spam Quarantine

Harme: Iaggiﬂ_;p.:.m_quaranine
(&.g. spam_guaranding)

1P Address: | [14,2.30.104

Part |5n:|25

Sefelist/Blocklist: | (7] Ensble End User Safelist/Blocklist Feature

Blocklist Action: Quaranting
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e ESA Lle olo¥l law dg>l9 oo Telnet jLis] M5 oo el 13 o gaxill Koy .> SMA
IV 1D uei 9 (Bgiso Jbg Jlail gid o5 13] .6025 isiall
tarheel.rtp> telnet 14.2.30.116 6025
...Trying 14.2.30.116
.Connected to steelers.rtp
.'[*' Escape character is
steelers.rtp ESMTP 220
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Spam Motifications

¥ Enable Spam MNotification

< Lol olMedl Jgax i3l .5
Motification Schedule: Monthly (Sent the 15t of each month 3t 12am)
wheekly | Moriday ¥ | (Sentat izam)
® FMmon FLTue ® wed ¥ Thu # Fri ¥ sat ¥ sun

12 1 2 3 4 5 & 7 & 9 10 ¥ 11 AM

12 1 2 3 4 =1 ] 798 g 10 11 PM
s olwedl Jw)l .6

szl N5 oo lodiall 3l Jia) loisall Syl ] el pasiiuall Jouo9 o3
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v Spam Quarantine End-User Authentication Query

MName: |mr,r|dap.i5q _user_auth

Designate as the active query

Cuery String: I{uid={u}}|

Email Attribute(s): Iman
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Test Query

Spam Quarantine End-User Authentication Query

Query Definition and Attributes*
Query String: (uid={u})

Email Attribute{s): mizil

*These items will be updated when the Update button befow is clicked.

Test Parameters

User Login: |sbayer@cisco.com

User Password: |esssssss

Run Test

Connection Status

Query results for host:192.168.170.101

Query (vid=sbayer) to server myldap (192.168.170.101:389)
email_attributes: [mail] emails: sbayer@cisco.com

Query (uid=sbayer) lookup success, (192.168.170.101:389) returned 1
results

first stage smtp auth succeeded. query: myldap.isg_user_auth results:
['cn=5tephan Bayer,ou=user,dc=sbayer,dc=cisco']

Bind attempt to server myldap (192.168.170.101:389)

BIND (uid=sbayer) returned True result

second stage smitp auth succeeded. query: myldap.isg_user_auth
Success: Action: match positive.
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End-User Quarantine Access

Enable End-User Quarantine Access

End-User Authentication: (2) | | oap M

End wsers will be authenticated aoainst Lo
Login without credentizls can be configured
messages, To configure an End User duthes!

Hide Message Bodies: | [ Do not display message bodies to end-u
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