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Thu Sep 18 16:17:38 2014 Info: New SMTP ICID 16488 interface Management

address 65.55.116.95 reverse dns host blu004-omc3s20.hotmail.com (192.168.0.199)
verified yes

Thu Sep 18 16:17:38 2014 Info: ICID 16488 ACCEPT SG UNKNOWNLIST match sbrs

SBRS 5.5 [-1.0:10.0]

Thu Sep 18 16:17:38 2014 Info: Start MID 1653 ICID 16488

<Thu Sep 18 16:17:38 2014 Info: MID 1653 ICID 16488 From: <joe_user@hotmail.com
:Thu Sep 18 16:17:38 2014 Info: MID 1653 ICID 16488 RID 0 To

<any .one@mylocal_domain.com>

Thu Sep 18 16:17:38 2014 Info: MID 1653 Message-ID '<BLU437-SMTP10E1315A60354F2
'<906677B9DB70€@phx.gbl

'"'Thu Sep 18 16:17:38 2014 Info: MID 1653 Subject 'Your Daily Update

Thu Sep 18 16:17:38 2014 Info: MID 1653 ready 2313 bytes from
<joe_user@hotmail.com>

Thu Sep 18 16:17:38 2014 Info: MID 1653 matched all recipients for per-recipient


http://www.eicar.org/85-0-Download.html target=
http://www.eicar.org/85-0-Download.html target=

policy DEFAULT in the inbound table

Thu Sep 18 16:17:38 2014 Info: ICID 16488 close

:Thu Sep 18 16:17:39 2014 Info: MID 1653 interim verdict using engine

CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MID 1653 using engine: CASE spam negative

Thu Sep 18 16:17:39 2014 Info: MID 1653 AMP file reputation verdict : MALWARE
Thu Sep 18 16:17:39 2014 Info: Message aborted MID 1653 Dropped by amp

Thu Sep 18 16:17:39 2014 Info: Message finished MID 1653 done
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18 5ep 2014 21:54:30 (GMT -04:00) Message 1655 contains attachment 'aicar.cam’ (SHAZSE 275a02 160Mb6499a5444 71 B9 db9d 1663 1c6A5ecE e 2a o453 8aa ba5 1 Fa0r).
18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 scanned by Advanced Malware Protection engine. Final verdict: maloaus

18 Sep 2014 21:54:30 (GMT -04:00) Message 1655 attachment 'eicar.com’ scanned by Acvanced Malware Protectian engine. Verdict: Positive
18 Sep 2014 21:54:30 (GMT -04:00)  Message ID 1655 rewritten ta new message 10 1656 by AMP.
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Thu Sep 18 21:54:30 2014 Info: MID 1655 AMP file reputation verdict : MALWARE
Thu Sep 18 21:54:30 2014 Info: MID 1655 rewritten to MID 1656 by AMP
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Thu Sep 18 21:58:33 2014 Info: MID 1657 AMP file reputation verdict : CLEAN
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1T Sep 2014 22:00 to 18 Sep 2014 22:21 (GMT -04:00) Data in time range: 20.55 % com plete

Top Incoming Malware Threat Files Trend: Incoming Malware Threat Files
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275a021b.. FE51Td0T EMCAR:EICAR_Teat file_not_a_virus-tpd — textiplain 3
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Thu Sep 18 22:15:34 2014 Info: New SMTP ICID 16493 interface Management

address 65.55.116.95 reverse dns host blu004-omc3s20.hotmail.com (192.168.0.199)
verified yes

Thu Sep 18 22:15:34 2014 Info: ICID 16493 ACCEPT SG UNKNOWNLIST match sbrs

SBRS 5.5 [-1.0:10.0]

Thu Sep 18 22:15:34 2014 Info: Start MID 1659 ICID 16493

<Thu Sep 18 22:15:34 2014 Info: MID 1659 ICID 16493 From: <joe_user@hotmail.com
:Thu Sep 18 22:15:34 2014 Info: MID 1659 ICID 16493 RID 0 To
<any.one@mylocal_domain.com>

Thu Sep 18 22:15:34 2014 Info: MID 1659 Message-ID '<BLU437-SMTP2399199FA50FB
'<5E71863489DB40@phx.gbl

'Thu Sep 18 22:15:34 2014 Info: MID 1659 Subject 'Daily Update Final

Thu Sep 18 22:15:34 2014 Info: MID 1659 ready 2355 bytes from
<joe_user@hotmail.com>

Thu Sep 18 22:15:34 2014 Info: MID 1659 matched all recipients for per-recipient
policy DEFAULT in the inbound table



Thu Sep 18 22:15:35 2014 Info: ICID 16493 close

:Thu Sep 18 22:15:35 2014 Info: MID 1659 interim verdict using engine

CASE spam negative

Thu Sep 18 22:15:35 2014 Info: MID 1659 using engine: CASE spam negative

Thu Sep 18 22:15:37 2014 Info: MID 1659 interim AV verdict using Sophos VIRAL
'Thu Sep 18 22:15:37 2014 Info: MID 1659 antivirus positive 'EICAR-AV-Test
Thu Sep 18 22:15:37 2014 Info: Message aborted MID 1659 Dropped by antivirus
Thu Sep 18 22:15:37 2014 Info: Message finished MID 1659 done
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