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acgazall ol 8 U929 clisl (08l laa> gl aic 8.5 jlao)l o ,o.\éyl AsyncOS wl)laoy duuill,
izl 13® clisl ESA pgs5 «mailconfig sl saveConfig ,oVl olaziwl,

WARNI NG Cl ustered nmachi nes do not support |oadconfig. Your configuration file has
.conmplete data for the entire cluster, but cannot be used to restore a configuration

sledl oo e (ueSs e oVl lbgaxall oligSill sz a5V olyluols AsyncOS o 8.5 luoll
pazimall @l Jl g2l . 5>WI pasiwall Jd39 8.5 ,1x0Yl oo Juaail, Jesuise 13id9 .dcgazall plla (5559
bl Jpoladl e Jguaxl _slgill

wlegazo JUd 0oSs 29 «l> o9 .dcsaxo plla (9 jlg> JSI oSl (bli>| guw el dxl> azei ¥
dcgaxall plai (o lg> JS dljl > wmall (o .dcgaze JSJ Soazi0 Olegaxo (1955 go (dSuill 9 632210
831 6,0 Loy dcgoxoll pllas JI plouasVl 65lelg (ugSil lna> a5

91 cnoSill Jaa>g icgaall pllss o ESA @lsly [ESA I Josall St cad 13] uolgVl 038 plackiaw] o,San
5,31 6,0 dcgazall pllas I plaiasl pi by allu|

Jsazl Say .icsazall puly dcsazall plins 8 ESAS J Llualull 2819 5lgall awl i8,20 agall (o el
oloVl Jlaw dg>lg 9 CloudConfig aasld JIss cuad I3 e3> e

Cluster ESA1_ESA2)> clusterconfig list)

Cluster esaA esaB

:Group Main_Group
(Machi ne ESAl.local (Serial #: 0000E878109A- Q091111
(Machi ne ESA2.1ocal (Serial #: 0000E878525D 9091111

:appliance name>cDropConfig removeamachine> oVl pasiuwl (dcgozall ol 0 jlel Ai5Y

Cluster ESA1_ESA2)> clusterconfig removemachi ne ESAl. | ocal)

..Please wait, this operation may take a mnute
. Machi ne ESALl. | ocal renoved fromthe cluster

oS V" caila> Vo e LS9 90l Slals plasial slgll (3 (oSl laa>| saveConfig 1ol plaiuwl,
ledb xie N Jss| 0 25T i) "loadconfig oYl plagiwl, dsie 49,0 lals e sgizs Ll olaloll Jros

ESAl. | ocal > saveconfig

Do you want to mask the password? Files with masked passwords cannot be | oaded
usi ng | oadconfig comand. [Y]> n

File witten on machine "esaA. local" to the |ocation
."configuration/ Cl00V- 0000E878109A- G091111-20140909T184724. xm /"
. Configuration saved

e 59 2o 0S| A aliaso I g SOV sl e oSl LY mailoonfig eactial s e Yaug
oo Sk Ui "loadconfig LoVl plasiwl, dsiss 49,0 wlals e sgizs Ll wlalall Jas oSy V" caila>Vo
ledb 2ic N JU55)|

ESAl. | ocal > mail config

. Pl ease enter the emai|l address to which you want to send the configuration file
.Separate multiple addresses wi th commas
j oe@xanpl e. com <[]
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Do you want to mask the password? Files with masked passwords cannot be | oaded
usi ng | oadconfig command. [Y]> n

. The configuration file has been sent to joe@xanpl e.com

:acgazall ol JI s,31 6,50 5Ll JI ploiasM Clusterconfig 281 ;oY pasiwl (sl

<clusterconfig join [--port=xx] <ip_of_renote_cluster> <adm n_user nane
<adm n_passwor d> <gr oupnane>

Lol 13® (9 ddiuw o5 138  g.lwVliall go cusyli in order to

esaA. local > clusterconfig join --port=22 172.16.6.161 adnin ironport Min_G oup

.Joining a cluster takes effect inmediately, there is no need to commit
<(d uster ESAl_ESA2)

paly Biludl Jliadl (5 p2ing0 6@ LS ciceazall plas Seims puwl I oVl dllas) (ilaldl ueidl Jas>Viw
"ESA1_ESA2 plin;"

2oLl a>gianll 9l @insdoll ueSill olala) doadio (Jboli>] duw cllas
dpaill

.ol &0 in order to  gilw 0¥ clasiwl oy ool (UNIX/Linux/OSX) >, wwao 0

bVl dslo e Jos, dcgazall ol ol Lolidl g0 (s @oliy (9 4950 lglaST dlas)l le Jlo i
:22 34io (SSH)

bi n/ bash/ '#
#
Script to save the ESA config, then copy locally via SCP. This is assum ng you #
wish to
have the cluster in SSH via port 22. This script has been witten and tested agai nst #
. (AsyncOS 9. 0.0-390 (01/15/2014 #
#
NOTE* This script is a proof-of-concept and provided as an exanple basis. Wile* #
t hese steps have
. been successfully tested, this script is for denonstration and illustration purposes #
Cust om
scripts are outside of the scope and supportability of G sco. G sco Technical #
Assi stance will
.not wite, update, or troubl eshoot customexternal scripts at any tinme #
#
<SCRI PT> #
#
. HOSTNAME & $HOSTNAME2 can be either the FQDN or | P address of the ESAs in cluster$ #
#
[ HOSTNAVE= [ | P/ HOSTNAME ESA1l
[ HOSTNAME2= [ | P/ HOSTNAME ESA2

#

. MACHI NENAME i s the |local nane for ESAlS$ #

#

[" MACHI NENAME= [ MACHI NENAVE AS LI STED FROM 'cl usterconfig |ist
#

. USERNAME assunes that you have preconfigured SSH key fromthis host to your ESA$ #
/http://wwmv. ci sco. cont c/ en/ us/ support/docs/security/emil-security-appliance #
118305-t echnot e- esa- 00. ht m



#
USERNAME=admi n

#

.BACKUP_PATH is the directory location on the |local systent #

#

[ BACKUP_PATH= [/ 1 ocal / pat h/ as/ desi red

#

.Following will renpve ESAl fromcluster in order to backup standal one config #
dev/null" at the end of string will quiet any additional output of the/ <2" #

. cl ust ernode command

#

"echo "| === PHASE 1 === REMOVI NG $MACH NENAME FROM CLUSTER

ssh $USERNAME@SHOSTNAME "cl ust ernode cl uster; clusterconfig renpvenachi ne
MACHI NENAME" 2> /dev/nul | $

#

"FI LENAME contains the actual script that calls the ESA issues the 'saveconfig$ #
. conmand

-<The rest of the string is the cleanup action to reflect only the <nmodel #
.serial nunber>-<tinestanp>. xnl >

#

"echo "|=== PHASE 2 ===| BACKUP CONFI GURATI ON ON ESA

FI LENAME=" ssh -q $USERNAME@HOSTNAME "saveconfig y 1" | grep xml | sed -e
“""\" s/\/configuration\///g" | sed 's/\.$//g" | tr -d

#

The 'scp' command will secure copy the $FILENAVE fromthe ESA to specified #
. backup path, as entered above

.The -q option for '"scp' will disable the copy neter/progress bar #
"echo "| === PHASE 3 === COPY XM. FROM ESA TO L(I:A#If

scp -q $USERNAME@HOSTNAME: / confi gur ati on/ $FI LENAMVE $BACKUP_PATH
.Following will re-add ESAl back into cluster Z

"echo "| === PHASE 4 ===| ADDI NG $MACHI NENAME BACK TO CLUSTE?;

ssh $USERNAME@HOSTNAME "cl usterconfig join $HOSTNAME2 admi n ironport
Mai n_Group" 2> /dev/null

#

"echo "|=== COWPLETE ===| $FI LENAME successfully saved to $BACKUP_PATH
#

<SCRI PT/ > #

#

- sigaiill Lol U9 dininall dpus )l olsW Laxd Lid

:acgazoll pllas oo ESAT dljl, o

ssh $USERNAMVE@HOSTNAME "cl ust ernode cl uster; clusterconfig renovenachi ne
MACHI NENAME" 2> /dev/nul | $

Jaiasall ¢Sl o o

/ FI LENAME=" ssh - q $USERNAVE@HOSTNAME "saveconfig y 1" | grep xm | sed -e 's
""\" configuration\///g" | sed 's/\.$//g" | tr -d/\

_lxall Gagiaall I ESAT 0 XML sl



scp -q $USERNAVE@HOSTNAME: / confi gur ati on/ $FI LENAVE $BACKUP_PATH

acgazall (9 5,31 6,40 1 L)l o -

ssh $USERNAME@HOSTNAME "cl usterconfig join $HOSTNAME2 admi n ironport
Mai n_Group” 2> /dev/null

‘o Lo il 0 sawidll Laill Jols Jbie oo i ol vy

nmy_host$ ./cluster_backup

PHASE 1 ===| REMOVI NG ESALl.| ocal FROM CLUSTER ===

...Please wait, this operation nmay take a mnute

. Machi ne ESAl.| ocal renoved fromthe cluster

PHASE 2 ===| BACKUP CONFI GURATI ON ON ESA ===

PHASE 3 === COPY XML FROM ESA TO LOCAL ===

PHASE 4 ===| ADDI NG ESA1l. | ocal BACK TO CLUSTER ===

.Joining a cluster takes effect imrediately, there is no need to conmmt
COVPLETE ===| C100V- 0000E878109A- G091111-20150116T192955. xm successfully ===
/saved to /Users/saved_esa_configurations
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