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grep -i "spam@est.cont mail_logs <

<Wed Aug 13 12:59:36 2014 Info: MD 1357 ICID 10152 From <spam@est.com

Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF. nmilfromidentity spam@ est.com None
<Wed Aug 13 12:59:57 2014 Info: MD 1357 ready 185 bytes from <spam@est.com

(DCID) sl Jlasl (8,209 (MID) @luwJl B 20 JI oVl JI zlixiuw

:Bilwdl wiss ol (JolSUL Mail_LOG (0 slsdias)l Jj=ll Jl b)) o5 138 MID ol & ol LiSay

Wed Aug 13 12:59:29 2014 Info: New SMIP I CID 10152 interface Managenent

address 75.111.22.123 reverse dns host spamtest.comverified yes (192.168.0.199)
Wed Aug 13 12:59:29 2014 Info: 1CID 10152 RELAY SG RELAY_SG match 75.111.22.123
SBRS not enabl ed

Wed Aug 13 12:59:36 2014 Info: Start MD 1357 1 CI D 10152

<Wed Aug 13 12:59:36 2014 Info: MD 1357 ICID 10152 From <spam@ est.com

<Wed Aug 13 12:59:40 2014 Info: MD 1357 ICID 10152 RID 0 To: <end_user @onai n. com
Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF: helo identity postnmaster None

Wed Aug 13 12:59:42 2014 Info: MD 1357 SPF. nmilfromidentity spam@ est.com None



Wed Aug 13 12:59:57 2014 Info: MD 1357 SPF: pra identity None headers None
'<Wed Aug 13 12:59:57 2014 Info: MD 1357 Message-|D ' <9af e3f $1ad@y_esa. domai n. com
" ?Wed Aug 13 12:59:57 2014 Info: M D 1357 Subject 'This is spam

<Wed Aug 13 12:59:57 2014 Info: M D 1357 ready 185 bytes from <spam@ est.com
Wed Aug 13 12:59:57 2014 Info: M D 1357 matched all recipients for per-recipient
policy DEFAULT in the outbound table

Wed Aug 13 12:59:58 2014 Info: M D 1357 interimverdict using engine: CASE

spam positive

Wed Aug 13 12:59:58 2014 Info: M D 1357 using engi ne: CASE spam positive

Wed Aug 13 12:59:58 2014 Info: 1SQ Tagging MD 1357 for quarantine

Wed Aug 13 12:59:58 2014 Info: MD 1357 interim AV verdict using Sophos CLEAN
Wed Aug 13 12:59:58 2014 Info: M D 1357 antivirus negative

Wed Aug 13 12:59:58 2014 Info: MD 1357 Qutbreak Filters: verdict negative

Wed Aug 13 12:59:58 2014 Info: M D 1357 DLP no violation

Wed Aug 13 12:59:58 2014 Info: M D 1357 queued for delivery

Wed Aug 13 13:00:02 2014 Info: RPC Delivery start RCID 161 M D 1357 to | ocal IronPort
Spam Quar anti ne

Wed Aug 13 13:00:08 2014 Info: 1SQ Quarantined M D 1357

Wed Aug 13 13:00: 08 2014 Info: RPC Message done RCID 161 M D 1357

Wed Aug 13 13:00: 08 2014 Info: Message finished M D 1357 done

Wed Aug 13 13:05:11 2014 Info: 1C D 10152 cl ose

1SQ 0 Bl piy Ll @Al (8 aic el oy bo e Jbo UL lasdg

(Wed Aug 13 13:02:14 2014 Info: Start MD 1359 ICID 0 (I SQ Rel eased Message
Wed Aug 13 13:02:14 2014 Info: 1SQ Reinjected MD 1357 as M D 1359

<Wed Aug 13 13:02:14 2014 Info: MD 1359 ICID O From <spam@ est.com

<Wed Aug 13 13:02:14 2014 Info: MD 1359 ICID O RID 0 To: <end_user @onai n. com
" ?Wed Aug 13 13:02:14 2014 Info: MD 1359 Subject '[SPAM This is spam

<Wed Aug 13 13:02: 14 2014 Info: MD 1359 ready 1445 bytes from <spam@ est.com
Wed Aug 13 13:02: 14 2014 Info: M D 1359 queued for delivery

Wed Aug 13 13:02: 14 2014 Info: New SMIP DCI D 165 interface 192.168.0.199 address
port 25 192.168.0.200

[Wed Aug 13 13:02:15 2014 Info: Delivery start DCID 165 MD 1359 to RID [0
[Wed Aug 13 13:02: 15 2014 Info: Message done DCID 165 MD 1359 to RID [0

Wed Aug 13 13:02:15 2014 Info: MD 1359 RID [0] Response '2.0.0 Ok: queued as
' 33B7380356

Wed Aug 13 13:02: 15 2014 Info: Message finished M D 1359 done

Wed Aug 13 13:02:20 2014 Info: DCID 165 cl ose

o Jas 9 ESA _le clewoYl sx>9 _d (192.168.0.199) dg=lolly cillull ,lao) pi (Jlall 13D 5
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Wed Aug 13 13:02: 14 2014 Info: 1SQ Releasing MD [1357] for all

Wed Aug 13 13:02: 14 2014 Info: 1SQ Delivering released M D 1357 (skipping
(wor k queue

Wed Aug 13 13:02: 14 2014 Info: 1SQ Corpus status: 0

Wed Aug 13 13:02:15 2014 Info: 1SQ Released MD 1357 to end_user @onai n. com
Wed Aug 13 13:02:15 2014 Info: 1SQ Deleting MD [1357] for all

Wed Aug 13 13:02:15 2014 Info: 1SQ Deleted MD 1357 for all

Wed Aug 13 13:02:15 2014 Info: 1SQ Ceared 8192 bytes (MDs 1, for all
.recipients) from database. Current bytes=0

Boud (D10l pi pi clwlull e (xall 23l S g 18 ddo¥l alluJl cols 131 . Jilas o3 leg
Jlia)l 1ig) @ line o8 o (55

(Wed Aug 13 13:09:27 2014 Info: MD 1361 rel eased from quaranti ne "Policy" (rmanual
t=29



Wed Aug 13 13:09:27 2014 Info: MD 1361 rel eased fromall quarantines

Wed Aug 13 13:09:27 2014 Info: MD 1361 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Aug 13 13:09:27 2014 Info: MD 1361 interim AV verdict using Sophos CLEAN
Wed Aug 13 13:09:27 2014 Info: MD 1361 antivirus negative

Wed Aug 13 13:09:27 2014 Info: M D 1361 queued for delivery

Wed Aug 13 13:09:27 2014 Info: New SMIP DCI D 169 interface 192.168.0. 199 address
port 25 192.168.0. 200

[Wed Aug 13 13:09: 27 2014 Info: Delivery start DCID 169 MD 1361 to RID [0

[Wed Aug 13 13:09: 27 2014 Info: Message done DCID 169 MD 1361 to RID [O

Wed Aug 13 13:09:27 2014 Info: MD 1361 RID [0] Response '2.0.0 C: queued

"as C702980356

Wed Aug 13 13:09:27 2014 Info: Message finished MD 1361 done

Wed Aug 13 13:09:32 2014 Info: DCID 169 cl ose
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https://techzone.cisco.com/t5/Content-Security-General/ESA-FAQ-What-is-a-Message-ID-MID-Injection-Connection-ID-ICID-or/ta-p/275186
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



