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Private or public
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LAMN
192.168.0.0/24

e
Hub -

Mew FlexWVPM
network
10.1.14.0/24

Existing DMVPN
network
10.0.0.0/24

LAMN
192.168.101.0/24

192168.102.0/24
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crypto isaknp policy 10
encr aes



aut henti cation pre-share
crypto isaknmp key cisco address 0.0.0.0
crypto i saknp keepalive 30 5
crypto isaknmp profile DWPN_I KEvl
keyring DMWPN_I KEv1l
match identity address 0.0.0.0
crypto ipsec transformset |KEvl esp-aes esp-sha-hmac
node transport
crypto ipsec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl
interface Tunnel O
i p address 10.0.0.101 255. 255.255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
ip nhrp hol dti me 900
ip nhrp nhs 10.0.0.1
i p nhrp shortcut
ip tcp adjust-nmss 1360
tunnel source Ethernet0/0
tunnel node gre multipoint
tunnel protection ipsec profile DWPN_| KEvl
router eigrp 100
network 10.0.0.0 0.0.0. 255
network 192.168.102.0
passi ve-interface default
no passive-interface Tunnel O

Hub DMVPN 655

172.25.1.1 dagiy IP Glgisy loopback0 oo aill e Jsaxll aiy oxall (ueSs 9

4295 J55659 45 EIGRP g0 DMVPN ¢ j90) i)l ,iill o2 _8UJI

crypto isakmp policy 10

encr aes

aut hentication pre-share
crypto isaknmp key cisco address 0.0.0.0
crypto ipsec transformset |KEvl esp-aes esp-sha-hmac
node transport
crypto i psec profile DWPN_ I KEvl

set transformset |KEvl

interface Tunnel O

i p address 10.0.0.1 255.255.255.0

no ip redirects

ip nmu 1400

ip nhrp map nmulticast dynanic

ip nhrp network-id 1

i p nhrp hol dtime 900

ip nhrp server-only

i p nhrp redirect

i p sunmary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-nss 1360

tunnel source LoopbackO

tunnel node gre mnultipoint

tunnel protection ipsec profile DWPN_I KEvl
router eigrp 100

network 10.0.0.0 0.0.0. 255

network 192.168.0.0 0.0.255. 255



passi ve-interface default
no passive-interface Tunnel O
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ooVl slae)l Lazgill Clogles puasil IPsec plaziw] FIeXVPN &l aui «l> 209 aSuoliyall agill
350 0o isball JuasVly s 319« 3aill o SY1 Gilball e 1P Glsisd 32/ pasls 5o peads 52
S oaxdl”
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Dynamic cl,>| pac ¢l 5] .SVl e sl s)lis| 34 9 LS 5S40 go Juolsill )90 Ba5 Jid
Al ag=ly dlj) diSay 60 jlg> NS o e JS piz wl Jiass Sy & ,=iall Tunneling Jl Speech
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aaa new node
aaa authorization network default | ocal
aaa session-id common

crypto ikev2 profile Flex_I KEv2

match identity renote fgdn domai n ci sco.com
authentication renpte rsa-sig

aut hentication local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1
crypto i kev2 dpd 30 5 on-denand

Leacxi Ll 6562V 9 AES GCM plazuwl, Cisco o9



crypto i psec transformset | KEv2 esp-gcm
node transport
crypto ipsec profile default
set ikev2-profile Flex_|KEv2
set transformset |KEv2 !
interface Tunnel 1
i p address negoti at ed
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-mss 1360
shut down
tunnel source Ethernet0/0
tunnel destination 172.25.1.1
tunnel path-ntu-di scovery
tunnel protection ipsec profile default
interface Virtual - Tenpl atel type tunnel
i p unnunbered Tunnel 1
ip ntu 1400
ip nhrp network-id 2
ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-nmss 1360
tunnel path-ntu-di scovery
tunnel protection ipsec profile default

IKEV2 U5 guwly $los e d8skas cl,>Y Lo wosall dayall _® PKI

03933 15520 S LW Laguso J jiino 2liso plasiw] liSay JUiy Y ells o9

:PSK J "Cisco” Jasiuy JiSuis Jbo kb

crypto ikev2 keyring Fl ex_key

peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco
crypto ikev2 profile Flex_|KEv2

match identity renpte address 0.0.0.0
authentication renote pre-share

aut hentication | ocal pre-share
keyring | ocal Flex_key

aaa aut horization group psk list default default

FlexXVPN ¢ jo0 (51955

ol 38 25 o el i 6 pall 3 ] 93 138 . Blasl 60 | iy Suoliss iz baad 93 55,0 bole
IS 5,00 Jguoy dg>ly el e i .o B clasiwl 95, ol oo Yau (FlexVPN J Suliw] oSl
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aaa new node

aaa aut horization network default |ocal
aaa session-id common



crypto ikev2 authorization policy default
pool Fl exSpokes
crypto ikev2 profile Flex_I KEv2
match identity renote fgdn domai n ci sco.com
aut hentication renpte rsa-sig
aut hentication |local rsa-sig
aaa aut horization group cert list default default
virtual -tenplate 1
crypto ikev2 dpd 30 5 on-denand

Leacxi Ll 6562V 9 AES GCM plazsuwl, Cisco o9

crypto i psec transformset | KEv2 esp-gcm
nmode transport

AES GCM ajloc Jawl (o8l (9 gul=ill o5 28 &l o>V

crypto ipsec profile default

set ikev2-profile Flex_I KEv2

set transformset |KEv2
i nterface LoopbackO

description DWPN term nation

ip address 172.25.1.1 255. 255. 255. 255
i nterface Loopbackl100

i p address 10.1.1.1 255.255. 255. 255
interface Virtual - Tenpl atel type tunnel
i p unnunbered Loopback100

ip nhrp network-id 2

i p nhrp redirect

shut down

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
ip local pool FlexSpokes 10.1.1.100 10.1.1.254

e Jl 6 oS g 500l e ams Iaall uboy IKEV2 (9 @85Lasll go
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router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001

BGP e 63,33 ol plesg (Ji,ill oo amdll 13D L9 5,520l BGP (1655 g21,) BGP 6,15 ol a2,
63322 FlexVPN &l I 63550l DMVPN dluw (o ol 19,0 45,5 Jig>s liSay

Hub BGP ;055

oS> Cpmaimo (195 aiy Jasio JSuin @l JSI lonl g e blaxl ciz) caaiioll xie

09 .6,90iall IP (9lic dcgazxo oo JuaiVl Jsipw aiS)9 633> oYlail ey BGP pgiy o) slaeyl 13® 5
62,331 FlexVPN dluw 3 ool guo> 699 24/10.1.1.0 68 ,oSiall gazill oSy @l 0id

router bgp 65001

network 192.168.0.0

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

FlexVPN _J| 19,0l &> o>

aSuin; Jooglly DMVPN i iillog et Slag] S5 o el pladl] oo o Joll U el 6,LaY] cuns Lo
.FlexVPN
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olesdl S e 1
interface tunnel O
shut

:£500ll lc 2
interface tunnel 0
shut

sl (S0u.£9,8)l o g00)l Iig) BaLinl w5 IKEVT Joc clul> 3929 pac oo Sk dlasill 03 xie
o5 il syslog Jilw a8l 09 show crypto isakmp sa oVl 21,31 oo gasill JVS o ez VI 13D (0
2,8 Ll amyliall diSay e,V 13® o ST 5 20y utiiad)] Sy Jos dul> dlawlgs D8 Lis]
.FlexVPN
£ i00dl e asylio .3
interface Virtual -tenplate 1
no shut

eyl e 4
interface tunnel 1
no shut

Jl ol

IPsec )l ;aiwl
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crypto | oggi ng session
o5l IKEV2/FlexVPN sgime e alSuivo JI ells juisy 289 V959 bawo s Jasdl olul> S5 cas 13l
Jeoil eny i leuuai

o)l BGP clogleo

i>g) o 529ally (Josll a>g) L) £9,a)l oo <YL BGP J9az £ o oo 3518 (Léiuo IPsec o5 13]
(e9,8)l _le) Joosl

Sigaidl JM5 oo s Lo ,e oSy BGP JsSgig dl> 9

show bgp

or !

show bgp i pv4 unicast
or !

show i p bgp summary

0l oo dxall Slogleall Jlio

Hub#show bgp

BGP router identifier 172.25.1.1, |local AS nunber 65001
(...onmtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1nQ CQut Q Up/ Down St at e/ Pf xRcd
1 01:10:46 0 0 13 82 83 65001 4 10.1.1.101*

1 00:00:44 0 0 13 7 7 65001 4 10.1.1.102*

aocn aoMeys caale) @&Suolns oSS Cuudll o JS9 Candll o JS e @b 1 ol caale 6,all ol 5 ol iSay
)

alSHl oo dbilas Clogles e Jbio

Spokel#show i p bgp sunmary

BGP router identifier 192.168.101.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Cut Q Up/ Down St at e/ Pf xRcd
1 00:03:43 00 6 11 11 65001 4 10.1.1.1

aic Sleall sazlall (B @3l 03 GoSs ol vy ohedl 1id Al L g0l oo 61319 @l "ozl ai" b
£50all le
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router eigrp 200

network 10.1.1.0 0.0.0. 255
network 192.168.101.0

passi ve-interface default

no passive-interface Tunnel 1

1 Badl agzly Jo> JWLY o eaxdl iy Ll BVl e azgill JoSei9 19 clin] wiss wxy tala>Ve
o> e 1nad (6l I Gaxdl pi)

| .- 5 oSG

£985 Ul oy o3 209 59,0)l aS,> Joli) dlasall s lall & DMVPN S Jbs ol Ly o Jilow 936 leg
J=ally lgal=ig oLl Guss o oMel, FlexVPN

router eigrp 200
network 10.1.1.0 0.0.0. 255

Al JI jazdall ésley glisy b JLD

(Jiagall HLzJ1) null0 1 sy el Lo gyj05 65l -
ip route 192.168.0.0 255.255.0.0 null O
ip access-list standard El GRP_SUMWARY
permt 192.168.0.0 0.0.255. 255
router eigrp 200
di stribute-1ist El GRP_SUMVARY out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500

azgally Lol VT usSs Gual 49 sl dslely Laslall 8 pSxill Ll 13D au
el sty oSl ligr woss ¥ .s,Ua)l Wl le DMVPN laas e Laxle olgic slac] cliSay o
2 all J21 o D glayg 5,0l Jswos JS) joSiall sasilall Jilaiall guilly alslul

interface Virtual - Tenpl atel type tunnel

i p sumary-address eigrp 200 172.16. 1. 0 255. 255. 255. 0
ip summary-address eigrp 200 192.168.0.0 255.255.0.0
delay 2000

FlexXVPN J| )9,0ll 45,> Ju> s

FlexVPN Sy Jogglls DMVPN aSuis wilby Jszis Slayl WS oo Sl pball o5l
SV o LoV axdl LW el JaSys

uL@.leJS,_,ls:1
interface tunnel
shut

:£50all e .2
interface tunnel O
shut

Baxill Say.£9,8)l o £ igall lig B9Lis] a5 IKEVT Joc clul> 3929 pac o aSb alasill 01 xic
o5 il syslog Jilw, 48,09 show crypto |sakmp sa oVl 21,3] oo gasill JVS o cl2 VI 13D ¢
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.FlexVPN

590l _le dzylio .3
interface Virtual-tenplate 1
no shut
‘olel JS e 4
interface tunnel 1
no shut
il ol
IPsec | Jhiwl

@ Wiy plall as, o Jadlg .Laiwe IPsec JsSsi9m olS 13l bo auds <lojl, BGP JgSsig al> 3 Las
05 05 SUI D oSl ol plaiwl, sylog aslse

crypto | oggi ng session
o5l IKEV2/FlexVPN sgime e alSiivo JI el juiy 289 V959 1ewo s Jasdl olul> s 5 cas 13l

lalnsall J9a> 9 EIGRP clogles

wazlally £50a)l e Lo ozl gy (il LAN oYBsL bes ey Lol EIGRP lalaso Jgaz b ol go ST
(V920) Liaxing (wlg2) somo Lo LoVl 1aD Hlas] JNS o cl2V 13D o gaxill (Say .£9,8)l e

show i p eigrp topol ogy
oMUl o dasNo ol y5al Jlio

Spokel#sh ip eigrp topol ogy

(EI GRP-1Pv4 Topol ogy Table for AS(100)/1D(192.168.101.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

(... omtted as output related to DWPN cloud...)

(EI GRP-1Pv4 Topol ogy Table for AS(200)/1D(192.168.101.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FDis 26112000
(via Rstatic (26112000/0

P 192.168.101.0/24, 1 successors, FD is 281600 via Connected, Ethernet1l/0 P 192.168.0.0/16, 1
successors, FD is 26114560
via 10.1.1.1 (26114560/1709056), Tunnel 1

P 10.1.1.107/32, 1 successors, FDis 26112000
vi a Connected, Tunnel 1l

(Bole lazy) el olazlog (Jilo) ddxall Syl dye ol aiSuis e 9,2 alSisll ol 12> Niw

Josll dg) o dumall wls,%all Jlo



Hub#sh ip eigrp topol ogy

(EI GRP-1Pv4 Topol ogy Table for AS(100)/1D(172.25.1.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

(...omtted, related to DWPN...)

(EI GRP-1Pv4 Topol ogy Table for AS(200)/1D(172.25.1.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FDis 128256
vi a Connected, Loopbackl100

P 192.168.101.0/24, 1 successors, FD is 1561600 via 10.1.1.107 (1561600/281600), Virtual-Accessl
P 192.168.0.0/16, 1 successors, FD is 1709056
(via Rstatic (1709056/0

P 10.1.1.107/32, 1 successors, FDis 1709056
(via Rstatic (1709056/0

P 10.1.1.106/32, 1 successors, FDis 1709056
(via Rstatic (1709056/0

P 0.0.0.0/0, 1 successors, FDis 1709056
(via Rstatic (1709056/0

P 192.168.102.0/24, 1 successors, FD is 1561600 via 10.1.1.106 (1561600/281600), Virtual-Access2
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