odysy Duo 9o 8bs IJuolss 1Uleyé
Jdluvoelod Jdwosssle

lJpzogsle

ool llzos6 1)p9¢,9.8 wol

-Jose, oz Cisco Secure EndPoint

Machine

taclab-threat-vector-01

taclab-secure-machine-01

taclab-threat-vector-01

API GET

5

taclab-secure-machine-01
is a trusted EndPoint and
is not under triage

taclab-secure-machine-01

g

-
1

Trusted EndPoint

Machine
Status

TRIAGE
NO TRIAGE

salesforce

S9u2e 03l ldpwews Jsse spz ullb IJuelss IJeulisss 1Jpse9§6 pg Cisco Secure

EndPoint.
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Jdoossle IJos op Iy guol s Tz036 IUuvwJs 1Je9e98 wol. 950 e wedsd o3l Ispz
e eI ole pogsss bl IUizess IJos wess 1Jp9¢98s6 IJoles JIJ zol. 9o ops weLo
030 IJbxgle ol sJs:

« &plo pzld é>p06 Active Directory

* &>p6 Active Directory pg gplsé lJgol;
* &lp pg Lozs IJzely

* Intune pg Loeé lJgol;

* JAMF Pro ¢ zplsé IJgol;

* pzp9ed b6 LANDESK

* Mac OS X blé sly6 1uo9d [Jpeduwwo

* >Jdsd eg gelse 1Jzols

* I>l6 Windows Enterprise Asset Management
* puwlzs IJged IJIsds pe zelss IJzoly

weed dee IJizoss Lluvaesle 1316 116 1Jizoss: pu IJppdy 30z Cisco Secure EndPoint g Duo
w9luwloo AP O Adminigtration Panel. 9w &5 3JY: Sgw wIdssu Iduwslws 1dpulgved wuvdd wuliss
Joudss gpdsé IJozdd po 1Jizo36 1090908 wol 9ldouldd 1Ulzej6 IJos &> wogyue JJodwd
sldus spdu i 9o eds IJobosyle 1Jpzesd woluvlos Duo.

~ pdlzbo: Vs o030 IJzldo. wepd pe Active Directory 9 Device Health.

Iecbdole IJlul jusé

+ ¢>p06 Active Directory Jlg)le lJodlpd.

« Jspz DUO pg uilb IJuolss 1Jpsesd woli szw wuwzsd lzojed B peld Active Directory.
903l suwpe J DUo wpuob 86 1 osd Ids polhs 1w ds sgselwel segasde wuvdd leu.

c lJoulss ghe IJgbs.

cldo Idodosy gldlgwegsle
odysu Idodled Vs lJoulss

ouwesd 1Us>ged IJs Admin Pane oo 9d |Js:

* Trusted EndPoints> Add Integration
* Ug>SO Active Directory Domain Services



Add Management Tools Integration 2

Device Management Tools Endpoint Detection & Response Systems

Management Tools

Active Directory Domain Services Windows v Add | Read the Documentation 4

w83 3JIJdi wup lehsé wogsod Judgsy ActiveDirectory and Device Health.
& wesu ldleool o 03l sgpd BBb pg IUIJIC B 1Upeld.

lowdd |Js ¢306 Active Directory 990 wouivgsd IJie) IJelds b PowerShell:

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | OQut-String).Trim() | clip

PS C:\Users\Administrator> (Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | Out-5tring).Trim() | clip

PS C:\Users\Administrator> |

w83 3JYe olds oo lud Gpo wouwg per IUlely 1UglLe o Active Directory |Js |zl bs.

euld

S-1-5-21-2952046551-2792955545-1855548404

Suwwese o3l W Active Directory 9502 Logo IJzols.



52 Windows

n This integration is currently disabled. You can test it with a group of users before activating it for all.

1. Login to the domain controller to which endpoints are joined
2. Open PowerShell

3. Execute the following command, then retrieve the domain Security Identifier (SID) from your clipboard
After running the command, the domain SID will be copied to your clipboard. The SID is used to know if your user's computer is joined to the domain controller.

(Get-ADDomain | Format-Table -Property DomainSID -HideTableHeaders | out-string).Trim() | clip Copy

4. Paste the domain SID

Ex. 5-1-5-21- 3300000 - XN - )OI

lud) save 9o pIdsu lJedled Adivaeforal. 9ldl WJu spdud IJodled pg Cisco Secure EndPoint.

Change Integration Status
Once this integration is activated, Duo will start reporting your devices as trusted or not trusted
on the endpoints page@ and the device insight page@.

Q Integration is active

Your users will be prompted to run a check when logging in on their mobile devices

Test with a group  Select a group h

See Duo's documentation on how to create a desired testing environment(

@® Activate for all

Save

lJloo8ld |Js Trusted EndPoints > Select Endpoint Detection & Response System > Add thisintegration.



Device Management Tools  Endpoint Detection & Response Systems

i i i Note
clsco Cisco Secure Endpoint Add this integration

Clseo Secure Endpoint requires one of the
following device management tools to be enabled:

« Active Directory Domain Services

.

Active Directory with Device Health

Generic with Device Health

Intune with Device Health

We integrated this in the previous steps Jamf Pro with Device Health

-

LANDESK Management Suite

-

Mac OS X Enterprise Asset Management
Tool

-

Manual with Device Health

.

Windows Enterprise Asset Management Tool

-

Workspace ONE with Device Health

IJTo loe B 1duowes 1 ssuvss pu lJedled J Cisco Secure EndPoint.



Cisco Secure Endpoint  zzcs e

1. Generate Cisco Secure Endpoint Credentials

1.

2@ a0 & N

Login to the Cisco Secure Endpoint console(#.
Navigate to "Accounts > API Credentials”.

Click "New API Credentials”.

Give the credentials a name and make it read-only.
Click "Create".

Copy the Client Id and API Key and return to this screen.

Enter Cisco Secure Endpoint Credentials

Client ID

=

Enter Client ID from Part 1.

API key

Enter APl Key from Part 1.

Hosthame

https:/api.eu.amp.cisco.com/

Test Integration


https://console.eu.amp.cisco.com/
https://console.amp.cisco.com/

Jeelads luwesle pold eds EICAR Jize ol Idpsié: spdud 1dsuesd IUs
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N oUlrbs: Il 0dE. spdod cossd laouly EICAR ol oo Too: 505 BBb pJu seul.

*
e I C O r- Hame At Us About you Projecis Mews Comien Bzard Privacy Polcy mprind

This paipe |8 Sl vweork i progeess. Boamy Mo any EConverients I | J

=
—

Bp wldops) Jiuwdd sloedd IJs 1dduwe 980 wouisd pdd IJlzeul.

Download area using the secure, SSL enabled protocol HTTPS

eicar.com eicar.com.xt eicar_com.zip /’ a's\ eicarcom?2.zip /7 a's\
68 Bytes 68 Bytes 184 Bytes @- 308 Bytes \,./

w99p Cisco Secure EndPoint Lldo ol Ido)lez 1duoly6 90@dol |Js 1Jg)J.

}ack (e W Cisco Secure Client

Secure Endpoint

030 0 IUbys96 IJos wwgs) wol Jpl 09 p9 oz WS Jozo |16 Cisco Secure EndPoint.
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b DESKTOP-R2CHBGS.taclab.com detected eBfedof1-712e-4072-a334-e3fTh662c 1e5.mp as

b DESKTOP-R2CH8GS.taclab.com detected Uy B00728.crd load a5 Win

F  DESKTOP-R2ZCHSGStaclab.com dotected eBfeddfl-712e-4072-2334-3fTbéb2c 1 05.0mp a5

Win Ransomware Eicar::95,sba.tg
Eicar:95.sbu.tg
Win.Ransomware. Eicar:95, . 200
icar:95.sbx.tg r.-..-..-.n

Pk DESKTOP-R2ZCHBGS.taclab.com detected BOODTZE. ad a3 Win,

»  DESKTOP-RICHEGS.taclab.com detected aTbealf)-8840-4113-abad - 3696d 1009808 tmp a5 Win Ransomware. Eicar::95.sbx.tg

F  DESKTOP-R2CH8GS.taclab.com dotected a7ben0f0-8840-4113-abad - 3696d 1009868 tmp o= WinRansomware. Eicar:95.

F  DESKTOP-R2ZCH8GS.taclab.com detected U 677327 .crdownload as Win,

Tactics
a.

Tactics

P DESKTOP-RZCHEGS.taclab.com delected e57863dd- 1603 - 4185-b512-d62b84160bcD. tmp 45 Win_Ransomware Eicar:85

icar:95.sba.tg

Tactics

P DESKTOP-R2ZCHBGS.taclab.com detected Unconfirmed 677327 .crdownload a5 Win.Ransomware.Eicar:95.sbx.tg

b DESKTOP-R2CHSGS taclab.com dotected ¢57863dd-1603-4f85-b512-d62b84160be0. tmp 5= Win_Ransomware Eicar:05.sbi.tg

Madium

Medium

Medium

Medium

Medium

Madium

Medium

Madium

Medium

Madium

|£.:P |ﬂ' Cruarant

ne. Successiul

V=17 |ﬂ Quarantine: Successful

[HPSP ﬂ},

(mp] [Sr) 1B quarane

ne: Failed

(®P)(S¥) E Thest Detect
i}‘_; ﬂ/ Threat Detect

[mv][2r] B quarant

[H (=] |m Cuarant

ne: Successhul

ne: Failed

2023-02-1

2023-02-1

2023-02-1

2023=02-1

2023-02-1

2023-02-1

2023-02-1

2023-02-1

2023-02-1

2023-02

Jorsd i.§u'o| ool I._J._;,_,I,oa lJoolye W Idzoly 9JIJu 03l sgus o0 Sup lewol) ullb
lJuolss Jswe wedsdol wdd 9,5 Cisco Secure EndPoint g Js Inbox.

7 00:59:18 UTC

7 005918 UTC

7 00:59:18 UTC

7 00:58:18 UTC

7 00:59:18 UTC

7 005918 UTC

7 00:59:18 UTC

7 00:58:18 UTG

7 00:59:18 UTC

17 DD:59:18 UTC

~ odlzbé: JLuwld wdbs wolsé |Js 1J )5 sdje b sJ9u Jrso £38 IJoildle JJoolkseg 9
wdod §)8w 8B wouUbsl wg o Indicators of Compromise Vs w§los lJuolse.

oo Dashboard: 10,9 9. Inbox.

Secure Endpoint

Premier

Dashboard Analysis ~

Dashboard

Dashboard

Overview

Qutbreak Control -~

| Refresh All ‘ ‘ [J Auto-Refresh

2

IJlo Jssd 1Js cobdo IUlooulo.

Events

i0S Clarity

Management ~

Accounts ~



@ 1 Requires Attention @ 0 In Progress @ 1 Resolved

[[_J @ Begin Work | & Mark Resclved | & Move to Grou P t Jent Manager swln.aue v|IE||I
[J W =8 DESKTOP-R2CHBG5.taclab.com in group DUO m 0 10 events
Hostname DESKTOP-R2CHBGS taclab.com Group & | DUO
Operating System Windows 10 Enterprise N (Build 19045.2604) Palicy L DUO
Gonnector Version 8.15.21322 Internal IP 172.16.200.22 m
Install Date 2023-02-13 11:47:36 UTC External IP 173.38.220.51 [Z]
Connector GUID fe0B6900-9075-4473-ade 7 -4a7fc 998dbfb Last Seen 2023-02-17 01:02:51 UTC
Processor ID 1{8bfbff000006e 7 Definition Version TETRA 64 bit (daily version: 30043)
Definitions Last Updated 2023-02-16 22:30:07 UTC Update Server tetra-defs.eu amp.cisco.com
Cisco Secure Client ID NfA Kenna Risk Score {3 Mo high severity vulnerabilities found.
Related Compromise Events @ Vulnerabilities

Medlum  Quarantine Fallure  2546deff.. Ge9eedad 2023-02-17 00:59:18 UTC = Mo known software vulnerabilities observed =

Medium | Threat Quarantined  2546dcff.. BeSeedad 2023-02-17 00:59:18 UTC
Meglum Threat Detected 2546dcfl.. GeSeedad 2023-02-17 00:59:18 UTC
Medium = Threat Detected 2546deff . 6edeedad 2023-02-17 00:59:18 UTC

Medium Threat Detected 2546dcff... GeSeedad 2023-02-17 005918 UTC ™
4 » o

‘aal‘al8l0

B Take Forensic Snapshat | View Snapshot | C Orbital Query 4 Events ' Device Trajectory % Diagnostics (0 View Changes

[ Q, Scan... || Y Dlagnose. ..

[ @ Move to Group... H @ Begin Work | @ Mark Resolved | | » Promote to Incident Manager

IJluc luedd 1Js Duo slubb, el os 1zlJs.

SUp Ugywbd IJPL,o[)L§6 loJl JJlbJle eds IJuwdod wes 9 e 1zols eds uldbs IJuolss 1Jlewé
ou Cisco |Jp9g96 [ w9 Require Attention.



We're sorry. Access is not allowed.

« This device has been blocked from
accessing this application

To fix this problem, please reach out to your
administrator or IT Helpdesk

030 05 IJb,586 lJos wogs) wol Bs DUo 9dsW sep £502 1Jess wopw lesle 1Jp ol §6.

~ Windows 10, version 22H2 (12045,2604)
As reparted by Device Health

Hostname DESKTOP.RZCHBGS

Edge Chromium  110.0.1587.46
Flash Mot installed
Java Not installed

Device Health Application

. Errgtallad
1:06:37 AM X Denied " F v not
FEB 17, 2023 Blacked by Cisco ductrusted  Splunk anoiie Firewall off Unknown

Sacury Endpolal Encryption ol l
Password Sel
Securlty Agents  Running: Clsco Secure Endpoint ‘
Location Unknown -— -—
173,38 220 81 /

Endpoint falled Cisco Secure Endpoint verification l

Endpaint i not rusted because Clico Secune Endpolnt check falled, Check
ars andpoint in Clsco Sacure Endpoint

e 1douuld 1y 1Jzols Jsuw zols lele Jpduwouwed.

IJowelz wldsuesd IJs 1dzols wes 1Jeslees



Triage

>
REQUIRE ATTENTION RESOLVED
The machine was detected with many malicious Cybersecurity Team checks the device to The Cybersecurity Team
or which makes doubt about determine what to do with the alerts detected marked the status of the
the status of the machine and see how to proceed under triage status machine as resolved.
.| ’

A thorough analysis was conducted on the machine,
. and it was found that the malware did not execute .

» due to the intervention of Cisco Secure Endpoint. Only %

| traces of the malware were detected, enabling the
| Cybersecurity Engineers to incorporate the identified
l: indicators of compromise into other security systems
' to block the attack vector through which the malware

was downloaded.

Machine on triage status in
Cisco Secure Endpoint

w8 IJozdd pu lJuoes wpeszw Cisco Secure EndPoint 900 dwd poguoue lelo IUloooe
s spdud Idwelz wldsuesd IJs o3l Idzol) 1ds wbosdd s Duo.

31Juwdld 1Ty 09 Jsbiss 1duwple wlJsuesd )6 18)s IJs IJobusd Idpzes woluwlos Duo.

[ weolz I Sdou wew Cisco ..§in 0o yolss 99 Inboxgog edlps gds o3l IJgol) resolved
Jdurele wldyuesd Ids Idobosy Idezes po $ed Duo.

@ 0 Require Attention @ 1 In Progress @ 1 Resolved Showing specific compromises | Show All
0O|= @ M . M Srou) » Sort | Date vHEI EIJ
[0 7 =8 DESKTOP-R2CHBGS. taclab.com in group DUO ﬁ 0 10 events
Hostname DESKTOP-R2ZCHBGS aclab.com Group DU
Operating System Windows 10 Enterprise N (Build 19045.2604) Policy i | DUQ
Connector Version £.1.5.21322 Internal IP 172.16.200.22 B
Install Date 2023-02-13 11:47:36 UTG External IP 173.38.220.51 EJ
Connector GUID feD66900-9075-4473-ade7 -4a7fc398dbfb Last Seen 2023-02-17 01:02:51 UTC
Processor 1D 118LILA000M0GET Definition Version TETRA G4 bit (daily version; 90043)
Definitions Last Updated 2023-02-16 22:30:07 UTC Update Server tetra-defs eu amp cisco.com
Cisco Secure Clent 1D A Kenna Risk Score m No high severity vulnerabilites found.
Related Compromise Events @ Vulnerabilities

Medium | Cuarantine Failure 2546del. Gedeedad 2023-02-17 00:59:18 UTC = Mo known software vulnerabilities observed =

Mediurn | Threat Quarantined 2546dcff. . 6eZeedad 2023-02-17 00:589:18 UTC

Madium | Threat Detected 2546dcfl.. GeSeedad 2023-02-17 00:59:18 UTC

“alalelg

Medium | Threat Detected 2546dcfl.. Gedeedad 20232-02-17 00:59:18 UTC

2

Medium Threat Detected 2546dcff., Gedeedad | 2023-02-17 005918 UTC ™

1 * -

B Take Forensic Snapshot N @ Orbital Query 4 Events ' Device Trajectory % Diagnostics (D View Changes

Q, Scan ] | 9 Diagnose ] [ & Move to Group I @ Mark Resolved I[ » Promote to Incident Manager




w8 3JJi Jsuw J>sd IJgols wldelJs atention required. &g, 031 |JS resolved 1JzlJ6.

——

© 0 Require Attention ® 0 In Progress & 2 Resolved

w82 vuoe Idplodluouee Ulu puweesl Jikoul lpdloss 1Jsuosd s cbosdol ldos wope
eplswool uslwlos Duo o6 12)6s.

Choose an authentication method

Bricwity
eI Be .
[4 Duo Push recommenpen Send Me a Push

Passcode Enter a Passcode

What is this? 9
Need help?

Secured by Duo

IUTo J>sd 110 JLuwld 1UsSg 1Js Duo. 9sep wuwesd 289J9 1Us IJoboss.

~ Windows 10, version 22H2 (19045.2604)
As reported by Device Health

Hostname DESKTOP-RZCH8GS

Edge Chromium  110.0.1587 .46
Flash Mot installed
Java Mot installed

Device Health Application
Installed

1:20:41 AM «" Granted duotrusted Policy not ) » Dug Push
FEB 17, 2023 User approved Splunk applied EI;E.:VapI:iUn g::: Krakow. 12, Poland
¥
Password Set
Security Agents  Running: Gisco Secure

Endpoint

Location Unknown

Trusted Endpoint
determined by Device Health

Sy Epd UV

LT v Granted / 1. The machine is in the first stage without infection.
FEB 17, 2023 User approved
|
:égff;’::ﬂ = Efj‘kﬁ‘fw BieE s [ *\\- 2. The machine is in the second stage, some malicious artifacts or
\_,/ some suspicious indicators of compromise are detected
1:20:41 AM « Granted
FEB 17, 2023 User approved / 3. The machine was detected safely by the Cybersecurity Specialist

Team, and now was removed from the triage in Cisco Secure EndPoint
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