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lJoJasy
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IJJl e oldDsl,6
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wJosy uyulez FirePOWER

odose oy b6 FireSIGHT

g o5 2: plol 36 2,95 L] p 9,
Lzlog6 3: oz Ll le
L1096 4: opass 9 Ge
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lJp 9500

598, 1J9z26 1Juploss ASA FirePOWER. 1Jpg 1996 Isuol wluwe ASA SFR. g3l 2ol) 1z plsé
eu ldzsd IdJelds: wel W6 3JY Idesd IJelds po IPS (NGIPS) 9ledluss H9s6 Idobosdle
9ldoedpe (AVC) 900860 w9l URL 9ldzplss 1Upe 9506 oo 1wl Iduol,6 (AMP). spdod
lveole 109228 1Juplbss B 9,08 Lusld sles 19 pogss: 9 1s og [Jpsze Iy Id I,
Sue ol IJpwows Idpcbdole IUluwlwss 9 pdsle oo wse Jogro FirePOWER (SFR)
£Js 9226 Iizoj6 ASA 5585-X. Jol s9u8, IJgbole 1UJe6 Jouwesd 9236 SFR Llgwegsle o395
I>1,6 FireSIGHT.

odlzbé: 92> ¢3ple FirePOWER (SFR) gJs 9236 Iz036 s ASA 5585-X. Lsupl sop
oowse gple FirePOWER gds gvduvds ASA 5512-X zos 5555-X £Js 9236 w)pzSo:
ppl suoz guo lRodlvle Vs gpdsle IJoewse.

Ipclbdole IUlgulusé
lJeobdolo

cobdu lJogdsele 1Uesz9ss gds o3l Ipuueus 1Jsue9d 1Us suoe EXEC 3 IUleoslsle. Ibgd



I.JiroJ enable JJyo9d lJs 908 EXEC 35 IJlpwshile. 3l dp sop wgsso dJpsd py9) luogb
eds pcle IUlglJ Enter B 9b.

<#root>
ciscoasa>

enabl e

Password:
ciscoasa#

o0 led wowse gple FirePOWER gJs ASA. sJjp w98, lJpdsule IJoldss:

wyulez ASA 1J]lLool, 9.2.2 19 ool Izae »

IJoble 1l ul u.s ASA 5585-X *

5090 1U9u09d 1Jes e TFTP wsluwbos 9lzo6 1ohs 1Jsz6 IJoploss FirePOWER »
FireSIGHT Management Center og |J|l_o>l, 5.3.1 19 |_osl, lzae

odlzbé: sop logvle IJpgdsple 1glé B 03l IJp wews pu 1Jiz06 10092956 Bs wsiséd
pEpJSd Eluod. Lolo zese IUlzoss IJpuwerps O odl ldpuwews wodssu ppuuse
(lve,luos). bl Jlpe gvodod pol s Oolds pu Wopd Jdoles) Idpzoed Js le).

lJodosu

Owd IJuse

bl JIg 31,6 ASA SSM o d slispl leas IJdoeosy Bs osdd ASA 5585-X. |3l Jly Jss
9238 12036 13,5 ) ¢>ple FirePOWER (SFR) SSP o J SSP-CX (Context Aware) ig AIP-SSM
(Advanced Inspection and Prevention Security). Wszw 5lJsé wowse 1J9e»s 1JiE s Jusds,
puwlzs J SSP-SFR. $ud 1j1J6 9238 welbss JJzobi $e woubésd Uie, 1IJelds Jlsélsd
CUbEsd 9226 Ll

<#root>
ciscoasa#

hw nodul e nodul e 1 shut down

IJdlcdle sldlslyé

Jl spdoud 1dsuosd IJs Idpouwds IJoguduwds J9gso SFR IJupelbss w9256 wpdpe ASA -
eJs ASA 5585-X.
P w99 9228 SFR. spdud eduws Idgpd S 1Jehe IJuuads wluwedsle IUle,



session 1.

in order to Igse L udd Jled IJ SFR 9236 wploss gds ASA 5585-X. lue Suvés *
lwogedo IUbL6 |e)ose 3o 99226 byss JJozdpe eduws eds Idogwduwd bblyé
pSule Ls SY9u £Js I SFR 9236 wplbssé 99 0d pu IJ ASA blye $lhu 9236 boy9s6
Jduoede.

odese: JJews) eds elds 9236 wpbss s ASA. e woubgsd IJle, show module 1
details" IUss suvwaze gudlo IP 1Ugluo wlblho 9256 SFR 90,95 1Us>Wle 1Jp 0.

oowsw IUggre IJupbss FirePOWER (SFR) eJs ASA

1. 8p vouisd ue9é wposs wuvesd 926 ASA FirePOWER SFR IJi_9.J§6 ou Cisco.com |Js
ebpe TFTP spdy 1Usuosd [Jso pu 9lzos 151,86 ASA FirePOWER. sw29 luwpe 109,68 pod asasfr-
boot-5.3.1-152.img"

2. 8p wouisd wyulez ASA FirePOWER System o Cisco.com |Js ¢lse HTTP Ig HTTPS Ig FTP
Spdu 1Js,od [Jso pu 9lzos |31,6 ASA FirePOWER.

3. lglo wvgsd 9256 SFR

tsh i lo Jlsedés e lJJJpd |Js |J SFR 9236 wplosé. [ L,_suaucJ:Jc:u;;g_ iuc»_,o lJolds ip_)
eu |J ASA Iy ses> 1J9gr6 uploss.

<tfroot>

ciscoasa#

hw nodul e nodul e 1 rel oad

Reload module 1? [confirm]
Reload issued for module 1

IJgsh 2: 3l e J>sd Jdpeod [Je)y9) 1Js 9236 SFR Wspdud Ighbsé wposs Ipuweve)
pluing oo b, II9le, IJElLe wo.

<#root>
Sourcefire3D login:

adm n

Password:

Sourcefire Linux 0OS v5.3.1 (build 43)



Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

>

system reboot

4. pSlbgs £pJs0 wpos> 9236 SFR Llwegsle ESCAPE Is ouwduwd IJlodwl) Jwyulez eduwéd
gpd lJpzbo IJb,8s6 Jyog 1J9zro IJuplbss s ROMMON.

The system 1is restarting...
CISCO SYSTEMS
Embedded BIOS Version 2.0(14)1 15:16:31 01/25/14

Cisco Systems ROMMON Version (2.0(14)1) #0: Sat Jan 25 16:44:38 CST 2014
Platform ASA 5585-X FirePOWER SSP-10, 8GE

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot in 8 seconds.

Boot interrupted.

Management0/0
Link is UP
MAC Address: XXXX.XXXX.XXXX

Use ? for help.

rommon #0>

5. 9p wodgsu 9lzes )6 9226 SFR Llgucesle euslo IP 922> p98e el TFTP 9ol TFTP IJis
029)8 w9u9dsd Lblp wpos> wubEsd IJJpusse, (BOOTSTRAP). g IJisle, IJoldss
Jugssu guslu IP gds 1dslzos gluwe ol o9, TETP:

PTPIES *
lJewsle = ¢J_ip_address
IJusloé = your_gateway
|J¢l>p = your_tftp_server

image = your_tftp_filepath -
ilpw
tftp -



lpold eds pedyple gl IP IJpuuegsps. wpdse Jusisod.

<#root>
rommon #1>

ADDRESS=198. 51. 100. 3

rommon #2>

GATEWAY=198. 51. 100. 1

rommon #3>

SERVER=198. 51. 100. 100

rommon #4>

| MAGE=/t f t pboot / asasfr-boot-5. 3. 1-152. i ng

rommon #5>

sync

Updating NVRAM Parameters...

rommon #6>

tftp

ROMMON Variable Settings:
ADDRESS=198.51.100.3
SERVER=198.51.100.100
GATEWAY=198.51.100.1
PORT=Management0/0
VLAN=untagged
IMAGE=/tftpboot/asasfr-boot-5.3.1-152.1img
CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=20

tftp /tftpboot/asasfr-boot-5.3.1-152.img@198.51.100.100 via 198.51.100.1
RN R RN RN R R R N R N R RN R RN R R R R R R NN RN RN RN NN

<truncated output>
Received 41235627 bytes
Launching TFTP Image...

Execute image at 0x14000



6. cuwasd 13g9d [Js Lo9ss IJeposs IJsdss. cuwzsd 1U5esd Jpuudsd 9pe IJps 1Jen9)
admin123

<#root>

Cisco ASA SFR Boot Image 5.3.1

asasfr login:

adm n

Password:

Cisco ASA SFR Boot 5.3.1 (152)
Type ? for Tist of commands

7. lgwegse L0968 IJoposs IUlsJsé Jodasy eudly IP gds 9lzos 1516 1J9z36 IJuplbss. bed e,
IJlesls Jbgld Ipeldz. sbdo pod wdsse ldpedsple 1Joldss:
luwe Idpuosed: el suad [Us 85 20l 9,88l Jl wozs puwldle. IUguodle puwpese wol.
goslo IJuvwds: spdod soub golssy IPV4 iy IPVE IJeluws. iy Juwagsle DHCP (J IPv4) -
b9 IJodso Idoddlss exse 1JelJs J IPV6.
peJ9ple DNS: sz0 weas> ¢bp DNS sl gds IJIGJ: Jol spdod cesso luve Ideeld

Seeld ldoze.
ped9plo NTP: spdud wpdsy NTP godosy g9lbe NTP. Jlesh s 9w IJuble. ©

oold Idpedyple [Jpuuwerpsd. wpdpse Jussod.

<#root>
asasfr-boot>

setup

Welcome to SFR Setup
[hit Ctr1-C to abort]
Default values are inside []

Enter a hostname [asasfr]:

sfr-nodul e- 5585

Do you want to configure IPv4 address on management interface?(y/n) [Y]:

Y



Do you want to enable DHCP for IPv4 address on management interface?(y/n) [N]:

N

Enter an IPv4 address [192.168.8.8]:

198.51. 100. 3

Enter the netmask [255.255.255.0]:

255. 255. 255. 0

Enter the gateway [192.168.8.1]:

198.51.100.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]:

N

Stateless autoconfiguration will be enabled for IPv6 addresses.
Enter the primary DNS server IP address:

198. 51. 100. 15

Do you want to configure Secondary DNS Server? (y/n) [n]:

N

Do you want to configure Local Domain Name? (y/n) [n]:

N

Do you want to configure Search domains? (y/n) [n]:

N

Do you want to enable the NTP service? [Y]:

N

Please review the final configuration:
Hostname: sfr-module-5585
Management Interface Configuration

IPv4 Configuration: static
IP Address:

198.51. 100. 3

Netmask:

255. 255. 255. 0



Gateway:

198.51.100.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:

198. 51. 100. 15

Apply the changes?(y,n) [Y]:

Y

Configuration saved successfully!
Applying...

Restarting network services...
Restarting NTP service...

Done.

8. luwegse Lo9,6 IJoposs Juvew P90 wulpz IJoble soowseol Lluwegsle 1Ule, ignstall
system. 9p vo2psU Esh g0 IJoldss Bl Joo Jl oyss Idlgwoelos |Js Huwlsd [doldss.
luvowsdo Id url IJddes IJpdelz pe pdlo .pkg pus.

<#root>
asasfr-boot>
systeminstall [noconfirni

url

eds uvosd ldpeld,

<#root>
>

systeminstall http://Server_IP_Address/asasfr-sys-5. 3. 1-152. pkg

Verifying
Downloading
Extracting

Package Detail
Description: Cisco ASA-SFR 5.3.1-152 System Install
Requires reboot: Yes



Do you want to continue with upgrade? [y]:

Y

Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image ...

pdlebo: g IYopld Idovose WS p36 woslag pu 20 1Js 30 59896 wowpe pbldood
lJuoé b eds pdule Enter Jlghs IJouvgsd. Iduwelz Jpss 10 58lisd 19 ifJ.:;_) Joosose
edou ldobos® 9duse ouvesd grple FirePOWER IJgluos o ASA. see lo seHue 1Bl

oSluosd IJeyue 1dese Iduplbss 1 zpse IJepdsle J up.

2lJs 1J9z6 IJupbss loule IJoouse

<ttroot>

ciscoasa#

show nodul e 1 details

Getting details from the Service Module, please wait...
Unable to read details from module 1

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE
ModeT: ASA5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.014)1

Software version: 5.3.1-152

MAC Address Range: 58f3.9ca0.1190 to 58f3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Not Applicable

App. Status Desc: Not Applicable

App. version: 5.3.1-152

Data Plane Status:

Not Applicable

Console session:

Not ready

Status:
Unr esponsi v

e



DC addr:
Mgmt IP addr:

Mgmt Network mask:

Mgmt Gateway:
Mgmt web ports:

2ldé 1dsgess IJupbss wes ldovuse [Julze

<#root>
ciscoasa#

show nodul e 1 details

Getting details from the Service Module, please wait...

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE
Model: ASA5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.0(141

Software version: 5.3.1-152

MAC Address Range: 58f3.9ca0.1190 to 58f3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 5.3.1-152

Data Plane Status:

Up

Console session:

Ready

Status:

Up

No DC Configured
192.168.45.45
255.255.255.0
0.0.0.0
443
Mgmt TLS enabled: true

lJodosy

odIsy wyulpg FirePOWER

1.spdod IUlouold wopss ASA 5585-X FirePOWER oo eJI Iz 1Jeolds 1Ughzss IJeldss:

P93 9236 wedpe ASA FirePOWER -
9lzoé ASA FirePOWER Management 1/0 wlvogsle SSH »



22106 Jl spdod 1Usuo9J 1 slzed Lulo, 1Jisle, Joz36 zol; ASA FirePOWER IJoeb.ss
e 1UJozs 1JgJdss ASA lueesle 1Jie, session sfr,

2. T lJouo9d lJs |J92_.)6 lJuplbss FirePOWER Ew) 920 |JOC¢JPt L)”CJ |J.)E)J g_;|u.uoé.)|p
pL}q§9J LJ”P LkaJucba>p_9¢LJp5 LJ943)€30urceﬁre.

<#root>
Sourcefire3D login:

adm n

Password:
Last login: Fri Jan 30 14:00:51 UTC 2015 on ttySO

Copyright 2001-2013, Sourcefire, Inc. All rights reserved. Sourcefire is a registered
trademark of Sourcefire, Inc. All other trademarks are property of their respective
owners.

Sourcefire Linux 0S v5.3.1 (build 43)
Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

Last login: Wed Feb 18 14:22:19 on ttySO

System initialization in progress. Please stand by.
You must configure the network to continue.
You must configure at Teast one of IPv4 or IPv6.
Do you want to configure IPv4? (y/n) [y]:

y

Do you want to configure IPv6? (y/n) [n]:

n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

dhcp

If your networking information has changed, you will need to reconnect.
[1640209.830367] ADDRCONF(NETDEV_UP): ethO: Tink is not ready

[1640212.873978] el000e: ethO NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None
[1640212.966250] ADDRCONF(NETDEV_CHANGE): ethO: Tink becomes ready

For HTTP Proxy configuration, run 'configure network http-proxy'

This sensor must be managed by a Defense Center. A unique alphanumeric registration
key is always required. In most cases, to register a sensor to a Defense Center,
you must provide the hostname or the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Defense Center are separated by a NAT device, you
must enter a unique NAT ID, along with the unique registration key. 'configure
manager add DONTRESOLVE [registration key ] [ NAT ID ]'



Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

>

odosu pydj s FireSIGHT

JI31,6 9256 FirePOWER e ASA 9u0g IJielo: szo eJsY wowzsdol o8 o, bblyé FireSIGHT. JI
SpJdud lJ8sle el sds oluweesle FireSIGHT Management Center:

Jl spdu wdssu 9lgole ASA FirePOWER. -

Jlspdu lsiled ousésd gpdsle ASA FirePOWER g [elsé wuvgsdol 19 blyowol wlb)s@é
‘ ‘ ié)ts.

Jlspdu luusle g leosllbsé pu lzojé ASA FirePOWER g [uoglhbeol. o

Jlspdu Jolos $sles Idepde S 1suosd Jeblo§s 2,96 1dess) wluvesle yuisb
eJlp6 VLAN.

lelé wogso eydé lUpy9, IJs 9206 SFR

Spdud lelbsé wogso erJé 1Upy9) IJs 9206 FirePOWER IJglos o ASA g0 bys$ lousle
wSluwd 2306 wedd 2)I6 py9) pESU. pu led lels wogse 2y IJd 1Jp,9) [Js 9226 FirePOWER.
lowe IJgbsle IJoldsé:

lJgloeé 1: 235 2,I6 p)9) lJuslule

lodl. 235 2,96 1Jpu9) wluweesle IJie, access-list. B Ipold IJolds: 0890 wlelé wozso z,J8
29 IJoslule po zese I9lzole. spdud lsual IUSsle w3JY ldogwed Jerds )9y pesus.

<#root>
ciscoasa(config)#

access-list sfr_redirect extended pernmt ip any any

Uz boss 2: plolods 2,36 19,

S9uoe Idpeld IJolds Jsss lugile sl Wiss 9pblw$o 2,96 059 Idoslule gds Blispes
lJdso9d:

<#root>
ciscoasa(config)#

cl ass-map sfr


//www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
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ciscoasa(config-cmap)#

mat ch access-list sfr_redirect

lJglo9es 3: weass IJlgle

Spdud odysy Idgol; el Vs g_:ro.J@E) Uy glpdo g"monitor-only") |_9 sled [duwlo,. oo Suvulbse
Jsubdd eds 22 uwsle oo luvdse sgbs sled luvdse Bs vduw 1o eds IJ ASA. syvpe
wU9E 92> Vb oy wog IJlely.

IJsuoe 1sleds

B oo Idpupeu: wes lusdlb 298 1Jpus) £ IJergsw Bsol slughs Is lplsle s soe
wbosdol wluwls IJuusluws: sop bLrle Y6 1dp)g) IJs ASA Jejss pu ldpeldes sldudd
lJuoliss. 9oz Idpeld Idolds Jdsdss logile gsbs usluws 9odssy 1J9ere IJupelbss
FirePOWER s Iy og 1Jpopu:

<#root>
ciscoasa(config)#

pol i cy- map gl obal _policy

ciscoasa(config-pmap)#

class sfr

ciscoasa(config-pmap-c)#

sfr fail-open

lJsog 1UEled

3OS gpds6 LUy wduss.

Sop buwld uuwgsd pu 2)Js 1deye) 1Js IJzolic sddo Jl sop beleol s ASA. -
sost JI Isuoe Iduwdos 29sé el Jlu 1Jzols uusdse wo Jerds Ideg ssose JI »
OSSP pwds s IUps9s 290 Ideles) eds Iduveds.

Bl oo orge Bs wdysy 1J9e»o IJuploss FirePOWER W IUgog 1Uglpd: Sluuegse [JIJps
lJlwl s monitor-only Jel sds. 1o Jl souopu low IdIdes Idpdolz: 1dz,Jds 35 Luvde B
lovdow >|?_J-

<#root>
ciscoasa(config-pmap-c)#

sfr fail-open



nonitor-only

lJglo9es 4: weass lJpes e

1Jg1098 1JIgs506 05 wlowsd Idumsluws. $pdud cbusd uwsluws wuvdd gle 1y eds slzos.
Spdud celyj Iduwsluws 1Jeles eds 9lgos wobosd wusluws 06 eds odd 1dslzos.

oboy lJJdded Uiuuluu@éS global ¢,sloé |Jywsluwd eds gese Idslzolo sobo 9 1Jslzod
lJuwsluws gds 9lzoo 9lers. swp lduwplz wuwsluws £09086 91220 W Yb. Vs Idpeld IJolds:
Swp wbousd lduwsluws vuvdd gle:

<#root>
ciscoasa(config)#

service-policy global _policy globa

odsy Bsbo Idyusluws global_policy os ywsluws [Weloss. Bl Juo oguegse ol
IJooe 9ess LilJs 03l IJwoz edis zolid J&Hue luwaduldd 1Jigble gl odlzol. Bolds oo
géo.od qubpjoo.

PUVOLD 39 LoJo
ouwzisd zolj Llwegsle FireSIGHT Management Center e

iy FireSIGHT Management Center g,J.s VMware ESXi -+
shsgole wdasy blys IPS [ J9226 I Joelosé 5500-X IPS »
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