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= Add AAA Server Group _ |

Configqure an &84 server group, The Accounting Mode attribute is only applicable
For RADIUS and TACAZS+ protocals,

Server Group: LDAP_SRY_GRP
Protocal: ILDF'.F' ;I
Aceounting Mode: £ Simultaneous, (= Single

Reactivation Mode: % Depletion i Timed

Dead Time: |1III minutes

Max Failed Atkempts: |3
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Microsoft _9 duol iVl doull _ . LDAP. SAMAccountName o>5 e Yol 4,9 JSin I =i
ol userPrincipalName.DN 9 UID 9 CN _,® plaziwYl asslidl s 31 olow! (Active Directory
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B= Edit AAA Server

Server Eroup: LDAFP_SEM _GRP

Interface Mame: inside -

Server Mame ar IP Address: |192.1658.1.2

Tireauk: 10 secands

LOBP Parameters
[~ Enable LDWP over S3L

Server Pork: 359

Server Type: Microsoft

Base DM ||:||:=Ftwsecurit':.f, dc=cisco, do=com
Scope: all levels beneath the Base DN

Marming Atkributel(s): |sAaMAccountMame

Login DiM: sn=admin, cn=users, dc=ftwsecurity, do=cisco, do=

Login Password:

LD&P Atkribuke Map: |-- Mone --

[T 345L MDS authentication

[T 5ASL Kerberos authentication

Kerberos Server Group; I

2K, I Zancel | Help

LDAP

dcgaze) JLaiVl way,i cilo (19S5 $)9a)l o dgdl @315 aSLolg AAA pslg> dcgae (98 3 xas .6
< (321 o& Jawogll) Remote Access VPN < ¢uoSall I Jaisl 3ozl AAA (0S5 plasiw ( gl
JlaiVl =i wlals < ClientLess SSL VPN Access

2025 599 Jaile ) AAA (19S5 2 sl (Badl dcgae) JLasVl ayyes alo yisl .7

lolisl cad Ll LDAP p3lo> dcgazs sl adslaall oo .8
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% Edit Chientless SSL YPN Connection Profile: ExampleGroup? x|

_ﬂ WEUT=H [E}:aranEGru.p?.

Ay i
TRt Aliasas: |Gr'al.p.?
Awithienkication
Mekhioid: fv Ad8  Cerbificabe ¢ Both
AAL Server Group: LOAF_SRY_iZRP 3 [Manage...
ol
A0 _SRY_ERP
Cefauk Group Poboy RV

aroup Policy: DfltGrpRolicy 3 [Manage...

Chentless 550 WM Protocol; W Ensbled

| O I Cancel Helg

20loVl Jlaw dg>lo

4950009 JsU LDAP Jl g0 Juai, ol ASA JI cdSuis CLI) in order to) ¢,8 a3 ;oY1 9 steps 1i® sl
.u9sj WebVPN

ci scoasa#fconfigure terminal

Configure the AAA Server group. Ciscoasa(config)#aaa-server LDAP_SRV_GRP protocol ldap !--- --- !
Configure the AAA Server. ciscoasa(config-aaa-server-group)#aaa-server LDAP_SRV_CRP (i nside)
host 192.168. 1.2 ci scoasa(confi g-aaa-server-host)#l dap- base-dn dc=ftwsecurity, dc=cisco, dc=com
ci scoasa(confi g- aaa- server - host) #l dap-1 ogi n-dn cn=adni n, cn=users, dc=ftwsecurity, dc=cisco,
dc=com ci scoasa(confi g- aaa- server - host) #l dap- | ogi n- password ******x*** cjgcoasa(config-aaa-
server - host) #l dap- nanmi ng-attri bute sAMAccount Name ci scoasa(confi g- aaa-server-host) #l dap- scope
subtree ciscoasa(config-aaa-server-host)#server-type mnicrosoft ciscoasa(config-aaa-server-

host)#exit !--- Configure the tunnel group to use the new AAA setup. ciscoasa(config)#tunnel-
group Exanpl eG oup2 general -att ciscoasa(config-tunnel -general)#authentication-server-group
LDAP_SRV_GRP
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server-port 3268
| dap- scope subtree
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#= Information | x|

@ Authentication test ko host 192,168.1.2 is successful,

CLI Lis |

AAA 315 I lis] Ll Jul pis ey Lol AAA shacl LY oloVl Jlaw e test LoVl plasiw] cliSa,
SoloVl Jlaw e dxgll glasg

Cci scoasa#test aaa-server authentication LDAP_ SRV _GRP host 192.168.1.2
username kate password ciscol23

<INFO Attenpting Authentication test to |IP address <192.168.1.2
(timeout: 12 seconds)

I NFO. Aut hentication Successful

le>Nolg elasVI OLiSiwl

Windows el o315 lc dsquery oVl laol diSa, Lgolaziwy alx)l DN bk oo 155Tio oS5 o) 1]
paZis U dpwliol DN dlubi oo izl Lolsl a>g0 0 Active

C.\ Docunents and Settings\ Adm ni strat or >dsquery user -samid kate

Queries Active Directory for samid id "kate" "CN=Kate ---!
"Aust en, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com

5oV 13D 2y o0y laadl 13D (9 lg>Noolg d95Laall cllazl BlaSiwl 5 debug Idap 255 ;oY1 acluy ol Sa
0i® ,gli .LDAP o315y JlasW ASA lgoaziuy il o)l 6:39Lisoy <l zowwy LDAP clas] aouas alSol
Aiiwoll 130 9 asls)l ologles pud (9 aiogo o® LS LDAP o305 ASA Jlasl o> 50l

1ix>b a9sLas 138 cllbasVl auxai gl

ci scoasat#debug ldap 255

Session Start [7]

New request Session, context 0xd4b11730, reqType = 1 [7]

Fi ber started [7]

Creating LDAP context with uri=Ildap://192.168.1.2:389 [7]
Connect to LDAP server: |ldap://192.168.1.2:389, status = Successful [7]
def aul t Nanmi ngCont ext: val ue = DC=ftwsecurity, DC=ci sco, DC=com [ 7]
support edLDAPVer si on: value = 3 [7]

support edLDAPVersi on: value = 2 [7]

support edSASLMechani sims: val ue = GSSAPI [ 7]

support edSASLMechani sms: val ue = GSS- SPNEGO [ 7]

support edSASLMechani sms: val ue = EXTERNAL [ 7]

support edSASLMechani sms: val ue = DI GEST- MD5 [ 7]

The ASA connects to the LDAP server as admin to search for kate. [7] Binding as ---!
administrator



Performing Simple authentication for admin to 192.168.1.2 [7]
:LDAP Search [7]
[Base DN = [dc=ftwsecurity, dc=cisco, dc=com
[Filter = [sAMAccountName=kate
[Scope = [SUBTREE
[User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com [7]
Tal king to Active Directory server 192.168.1.2 [7]
, Readi ng password policy for kate, dn: CN=Kate Austen, CN=Users [7]
DC=f t wsecurity, DC=ci sco, DC=com
Read bad password count 1 [7]

The ASA binds to the LDAP server as kate to test the password. [7] Binding as user ---!
Performing Simple authentication for kate to 192.168.1.2 [7]

Checking password policy for user kate [7]

Binding as administrator [7]

Performing Simple authentication for admin to 192.168.1.2 [7]

Authentication successful for kate to 192.168.1.2 [7]

Retrieving user attributes from server 192.168.1.2 [7]

Retrieved Attributes [7]

obj ectC ass: value = top [ 7]

obj ect O ass: val ue = person [ 7]

obj ect C ass: val ue = organi zati onal Per son [ 7]

obj ect O ass: val ue = user [ 7]

cn: value = Kate Austen [ 7]

sn: value = Austen [ 7]

gi venNane: val ue = Kate [ 7]

, di stingui shedName: val ue = CN=Kat e Austen, CN=Users, DC=ftwsecurity [ 7]
DC=ci sco, DC=com

i nstanceType: value = 4 [ 7]

whenCreat ed: val ue = 20070815155224. 0Z [ 7]

whenChanged: val ue = 20070815195813. 0Z [ 7]

di spl ayNane: value = Kate Austen [ 7]

USNCr eat ed: val ue = 16430 [ 7]

nmenber O : val ue = CN=Cast aways, CN=User s, DC=f t wsecuri ty, DC=ci sco, DC=com [ 7]

nmenber O : val ue = CN=Enpl oyees, CN=User s, DC=ft wsecuri ty, DC=ci sco, DC=com [ 7]

uSNChanged: val ue = 20500 [ 7]

nane: value = Kate Austen [ 7]

..... object@ID: value = ..z...yC q0 [ 7]

user Account Control : value = 66048 [ 7]

badPwdCount: value =1 [ 7]

codePage: value =0 [ 7]

countryCode: value = 0 [ 7]

badPasswor dTi ne: val ue = 128321799570937500 [ 7]

| ast Logoff: value =0 [ 7]

| ast Logon: val ue = 128321798130468750 [ 7]

pwdLast Set: value = 128316667442656250 [ 7]

pri maryG oupl D: value = 513 [ 7]

...0ObjectSid: value = ............ Q.p..*.p?E. Z [ 7]

account Expi res: value = 9223372036854775807 [ 7]

| ogonCount: value =0 [ 7]

sAMAccount Nane: val ue = kate [ 7]

sAMAccount Type: val ue = 805306368 [ 7]

user Princi pal Nanme: val ue = kate@twsecurity. cisco.com [ 7]

, 0bj ect Cat egory: val ue = CN=Per son, CN=Scherma, CN=Conf i gur ati on [ 7]
DC=f t wsecurity, DC=ci sco, DC=com

dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z [ 7]

dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z [ 7]

dSCor ePr opagat i onDat a: val ue = 20070815195237. 0Z [ 7]

dSCor ePr opagat i onDat a: val ue 16010108151056. 0Z [ 7]
Fi ber exit Tx=685 bytes Rx=2690 bytes, status=1 [7]
Session End [7]

o € 19,0 dolS cumy Jinss Ll @slasll 1id clasVl asas a2,



ci scoasat#debug ldap 255

Session Start [8]

New request Session, context 0xd4b11730, reqType = 1 [8]

Fi ber started [ 8]

Creating LDAP context with uri=ldap://192.168.1.2:389 [8]
Connect to LDAP server: |dap://192.168.1.2:389, status = Successful [8]
def aul t Nami ngCont ext: val ue = DC=ftwsecurity, DC=ci sco, DC=com [ 8]
support edLDAPVer si on: value = 3 [8]

support edLDAPVer si on: value = 2 [8]

support edSASLMechani sns: val ue = GSSAPI [ 8]

support edSASLMechani snms: val ue = GSS- SPNEGO [ 8]

support edSASLMechani snms: val ue = EXTERNAL [ 8]

support edSASLMechani sns: val ue = DI GEST- MD5 [ 8]

The ASA connects to the LDAP server as admin to search for kate. [8] Binding as ---!
administrator
Performing Simple authentication for admin to 192.168.1.2 [8]
:LDAP Search [8]
[Base DN = [dc=ftwsecurity, dc=cisco, dc=com
[Filter = [sAMAccountName=kate
[Scope = [SUBTREE
[User DN = [CN=Kate Austen,CN=Users,DC=ftwsecurity,DC=cisco,DC=com [8]
Tal king to Active Directory server 192.168.1.2 [8]
, Readi ng password policy for kate, dn: CN=Kate Austen, CN=Users [ 8]
DC=f t wsecurity, DC=ci sco, DC=com
Read bad password count 1 [8]

The ASA attempts to bind as kate, but the password is incorrect. [8] Binding as user ---!

Performing Simple authentication for kate to 192.168.1.2 [8]

Simple authentication for kate returned code (49) Invalid credentials [8]

Bi ndi ng as admini strator [8]

Perform ng Sinple authentication for admin to 192.168.1.2 [8]

, Readi ng bad password count for kate, dn: CN=Kate Austen, CN=Users [ 8]
DC=f t wsecurity, DC=ci sco, DC=com

Recei ved badPwdCount =1 for user kate [8]

badPwdCount =1 before, badPwdCount=1 after for kate [8]

,now. Tue, 28 Aug 2007 15:33:05 GMI, |astset: Wed, 15 Aug 2007 15:52:24 GMI [ 8]
del ta=1122041, maxage=3710851 secs

Invalid password for kate [8]

Fi ber exit Tx=788 bytes Rx=2904 bytes, status=-1 [8]

Sessi on End [ 8]

LDAP o315 e pasiuall Jle jgiell i cuy Juisds @95kas 130 clbsV] jas o2

ci scoasa#debug ldap 255

Session Start [9]

New request Session, context 0xd4b11730, reqType = 1 [9]

Fi ber started [9]

Creating LDAP context with uri=Ildap://192.168.1.2:389 [9]
Connect to LDAP server: |dap://192.168.1.2:389, status = Successful [9]
def aul t Nami ngCont ext: val ue = DC=ftwsecurity, DC=ci sco, DC=com [ 9]
support edLDAPVer si on: value = 3 [9]

support edLDAPVer si on: value = 2 [9]

support edSASLMechani sns: val ue = GSSAPI [ 9]

support edSASLMechani sns: val ue = GSS- SPNEGO [ 9]

support edSASLMechani sns: val ue = EXTERNAL [ 9]

support edSASLMechani sns: val ue = DI GEST- MD5 [ 9]

The user mikhail is not found. [9] Binding as administrator ---!
Performing Simple authentication for admin to 192.168.1.2 [9]
:LDAP Search [9]

[Base DN = [dc=ftwsecurity, dc=cisco, dc=com



[Filter = [sAMAccountName=mikhail

[Scope = [SUBTREE
Requested attributes not found [9]
Fi ber exit Tx=256 bytes Rx=607 bytes, status=-1 [9]
Sessi on End [ 9]

:LDAP a83Las 03139 ASA ¢ Jlai¥l Jasg, Y boaic 01 Uazdl dlu, clasVl gl

ci scoasa# debug webvpn 255

.INFO debug webvpn enabled at |evel 255

[ ci scoasa# webvpn_portal . c: ewaFor nSubm t _webvpn_| ogi n[ 2162
ewaFor nSubmi t _webvpn_l ogi n: tgCookie = NULL

ewaFor nSubni t _webvpn_l ogin: cookie =1

ewaFor nSubm t _webvpn_l ogi n: tgCookieSet = 0

ewaFor nSubni t _webvpn_l ogi n: tgroup = NULL

[not resum ng [2587....

[webvpn_portal.c: http_webvpn_kill_cookie[ 787

[ webvpn_aut h. c: htt p_webvpn_pre_aut henti cati on[ 2327
I (WebVPN: calling AAA with ewsContext (-847917520) and nh (-851696992
[ webvpn_aut h. c: webvpn_add_aut h_handl e[ 5118

... WebVPN: started user authentication
[webvpn_auth.c:webvpn aaa callback[5158

(WebVPN: AAA status = (ERROR

[ webvpn_portal . c: ewaFor nSubmi t _webvpn_| ogi n[ 2162
ewaFor nSubmi t _webvpn_l ogi n: tgCookie = NULL

ewaFor nSubni t _webvpn_l ogin: cookie =1

ewaFor nSubmi t _webvpn_l ogi n: tgCookieSet = 0

ewaFor nSubni t _webvpn_l ogi n: tgroup = NULL

[resuming [2564....

[ webvpn_aut h. c: htt p_webvpn_post _aut henti cati on[ 1506
.WebVPN: user: (utrcdOl) auth error

do old ol
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