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DNS a,US oolel el ;> i o

do> il elinl L

ilo ol ologles
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dawlwVl olllazall

o lllaiall

il 38 DNS Laxd 198, .ol jlg> le DNS claylss yaid DNS Laxé uSai oy ail Cisco Sk
ol sl S

il plgall ity LYl lg> pod, DNS Laxd oSas xic
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Sigall Jouw wllas (il cauSell el oldac il Y i .DNS e 5))1 (8 A Jsull e 1aad do> il
DNS PTR Jouw a0, o5 «a>Vl oblauoYls (ASA 9.0(1 lao)l 8 .DNS &ls éslel, (PTR)
uaxdll S0 go NAT64 g IPv6 NAT g IPv4 NAT plaziuwl aie DNS 3 duuSell el ollas)
oY (PAT) culil isioll Glgic do> 5 go DNS &S éslel gdlgi V :ala>Vo.NAT sacla) DNS plasiwl,
Jaiwle Lgoladiw! piww Jil PAT 6aclg A Jouw JS Ll gubais 85azioll PAT aclgd

o3 (el 65535 68 Jglall .08Vl axllg eyl 512 98 _iol,idY1) DNS élu, Jola) _uadVl szl o8 -
aisSs a5 Sl Jolall a8Vl sl o 81 ol Jsbo ol o gaxill 6,9 )l cuw> guaxill éslel el
Al 53 695 DNS Lazd JoVl JBok cad 13 :aasVe. Jglall a8Vl axdl o9l 13] ol boliw! aiy
DNS doj> o> o0 8zl iy 19 Jolall a8V

by 83 dgauiddl Jobg el 255 Jlxall puwl Job Lo, -

Ay L8 beall oluige dgzlgs Al (5 bl douwles ayl linall Jxall puwl doMaw (o gazill -
.DNS

Y ol 639290 lasiall Lisgo daal> cils 13] o a8 ,20) g8, -

ao2Ziuoll & LgSall
X.9 dswo Jlg> ol ASA 5500-X sery JI e aagg 13® 9 dogleall cumwl
65e> VI o> ol aols dlaso &y (9 639>90)1 632V o imwall 13D (8 65,lo)l wlogleall elis| oo

Y Jaizoll Lilill ogd o a5T8 16,uilo S cilS 13] .(Liol,i81) pouian (oS i)l 13D 9 dorziwoll
ol

dlall o> olxiiall

91 8.4 )oYl (Cisco ASA 5500 Series Security Appliance bV Jlez go oSl 13D plaziw] Sou LaS

S| Hlaol

10id X.7 luoYl Ll ASDM (1655  suboi, cdla>Mo

dawlwl ologles

Wiy Lol IP Glgic 3130 DNS w315 I tasiaaall awl 91 URL lsic Jsasll Ju s «>39a5 DNS Usls (9
olsic go A Uzl 35, p5 iiwinall DU TP wlgie I punl s 08 eoxws «llall DNS o315 il .casnall
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S5 dole @ui e 095, Jsas)l anaiay s3I DNS pols oSIg NAT cals lguuss
L=, 9 Ml degjiall ddlniall J51> - NAT wlg=le &M 190 lisull

L>9Jousbo

172.20.1.0 /24 172.22.1.0/24

Client

192.168.100.0 /24

WWw
server.example.com
Mapped: 172.20.1.10

URL ulgic plaziw| 192.168.100.2 (8 Jwodl 2y @l 03® (9 .d> 13D o Jlio (sly paw) 13D
dowlg Jwoell DNS cloas w965 piy .10.10.10.10 e WWW o515 _JI Jouogll server.example.com

IP Glgie Wy Y ald 5,31 dole aSui _lec DNS o315 3929) [k .172.22.1.161 _$ >,3JI DNS el
Soixy «(JL9 .172.20.1.10 929 WWW o513 ol Glgigdl O, aild (el o Yoo WWW ol Lol
172.20.1.10 _JI server.example.com puwl _JI vlgie) IP usi e DNS o5

WWW o35 Il Jeoell Jwesll e iss, jalSiall

o LI IP Glgie) DNS Llb Jlu)l Jsasdl o8 13] ] 0i® (5 San 3T > 91 DNS wladdss o9
e soiy A Voww plivy Jwosdl oY lsg WWW o315 JI Jgwogll ¢ oSeis 19 server.example.com
lnsuy 32 IP gloic JI ool Juall J9lxy boaic .172.20.1.10 99 WWW o3l u=all pledl Glgisll

oo NAT ¢ ade 920 bo b Lawd lguis ag>loll e dosxl azes dslel paun ¥ &Y o5l oLVl Slg>
:DNS doctoring Sai pis ¥ boaie oSl

ASA Version 9.x
|

host nane ci scoasa



.Output suppressed ---!

access-|list OUTSIDE extended pernit tcp any host 10.10.10.10 eq www
.Output suppressed ---!

obj ect network obj-192.168. 100.0
networ k 192.168.100. 0 255. 255. 255. 0
nat (inside,outside) dynam c interface
obj ect network obj-10.10.10. 10
host 10.10.10. 10

nat (dnz,outside) static 172.20.1.10
Static translation to allow hosts on the outside access ---!
.to the Www server ---!

access-group QUTSIDE in interface outside

.Output suppressed ---!
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:DNS doctoring ouSoi iz ¥ boaie &lasW doj> bladl L Logd

DNS pMsiawl Jsasdl Juur s .1

Destination Protocol Info
172.22.1.161 192.168.100.2 0. 000000 1
A server.example.com

Ti me Sour ce
DNS Standard query

(Frame 1 (78 bytes on wire,
Ci sco_c8:e4: 00 (00: 04:c0:c8: e4:00),

78 bytes captured
Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)
192.168.100. 2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

50879 (50879), Dst Port: donmain (53
(Domai n Nane System (query

[ Response In: 2]

Transaction |ID: 0x0004

Src:

Src:

Src Port:



(Flags: 0x0100 (Standard query
Questions: 1

Answer RRs: O

Authority RRs: O

Addi tional RRs: 0

Queries

server.example.com: type A, class IN
Name: server.example.com

(Type: A (Host address

(Class: IN (0x0001

a0l jrnaall Glgic ol b>Y MYl azgi 6sle| a9 ASA dawlg, DNS pMsiwl le oo jii ai .
ASA Ul oo a3l dgalgll J| i

No. Ti me Sour ce Desti nati on Protocol Info
DNS St andard query 172.22.1.161 172.20.1.2 0. 000000 1
A server. exanpl e. com

(Frame 1 (78 bytes on wire, 78 bytes captured
Et hernet 11, Src: Cisco_9c:c6:1le (00:0Oa: b8:9c:c6:1e), Dst: Cisco_01:f1:22
(f1:22:00:30:94:01)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 1044 (1044), Dst Port: donmain (53
(Domai n Name System (query
[ Response In: 2]
Transaction |ID: 0x0004
(Flags: 0x0100 (Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Addi tional RRs: 0
Queri es
server. exanple.com type A class IN
Nanme: server. exanpl e.com
(Type: A (Host address
(G ass: I N (0x0001
WWW 03153 ¢uzall oloiglly DNS 2315 5, .
No. Ti me Sour ce Desti nati on Protocol Info
DNS Standard query response 172.20.1.2 172.22.1.161 0. 005005 2
A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured

Et hernet II, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: Ci sco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

(User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044
(Domai n Nane System (response

[ Request In: 1]

[ Ti me: 0. 005005000 seconds]

Transaction | D: 0x0004

(Fl ags: 0x8580 (Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Additional RRs: O

Queri es

server. exanple.com type A class IN
Name: server.exanpl e.com

(Type: A (Host address

(Cdass: IN (0x0001

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com



(Type: A (Host address
(Class: IN (0x0001
Time to live: 1 hour
Data length: 4

Addr: 172.20.1.10

o9 @l 12>V . Jueell Ll dosx)l a>g5 63lely DNS d,lxiw dg>gll Olsic dox 5 el ASA pga, 4
www 2313 camall Glgindl 68 @Yl 8 olsisdl Jla, DNS Glagles 150

Ti me Sour ce Destination Protocol Info
DNS St andard query response 192.168.100.2 172.22.1.161 0.005264 2
A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured

Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: C sco_c8:e4:00
(c0: c8: e4: 00: 00: 04)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100. 2)

(User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879
(Donmai n Nane System (response

[ Request I n: 1]

[ Time: 0.005264000 seconds]

Transaction |ID: 0x0004

(Fl ags: 0x8580 (Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Addi tional RRs: 0

Queri es

server. exanple.com type A class IN

Nanme: server.exanpl e.com

(Type: A (Host address

(G ass: I N (0x0001

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

(Type: A (Host address

(Class: IN (0x0001

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

Js| elisl, ASA peis; 172.20.1.10 _le WWW o35 I Jowogll Jresll J9lx, cdladill 0id xic 5

289 DMZ 2,11 J1 U311 o 380l 59 0)l &S, o Y @Y Llas ol gog .Jlasdl lig) Jlas]
139 ASA o Voww gl . JlasVl dlgo cugsl
ASA- 6-302013: Built outbound TCP connection 54175 for%
outside: 172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20. 1. 2/ 1024)

ASA- 6- 302014: Teardown TCP connection 54175 for outside: 172.20.1. 10/ 80%
to inside:192. 168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout

"DNS" dgw L)l dalsll : J=JI

"DNS" duwlw)l dalSJl plaziwl DNS 3565

Lle DNS 0315 595, lsize olyicl e 6,38l ooVl 5le> DNS duuluwdl dals)l plaziwl DNS  8ssi piay
o5 ol 2losll A Uzl uss ooVl 5len) oSy caumo JSuin oloVl 5l ouoss xie LguliS éslcly Juasll
o It "WWW o315 I Jewogll Jweell e isi, dlSuin" puwdll _d awidlio cuas sl 13D io o1l
VY1, 10.10.10.10 _JI Jsasll i) A Jzuadl &S 63lely ol jle> pois (DNS cluyl (pSos go dllzdl 03D
log 8.2 510Vl @il NAT 6,k _JI DNS duwlwYl dals)| @lo] xic DNS clu,| oiS0s pi; .172.20.1.10 o



(&Yl oblaoVly 8.3 5luoYl) NAT _ilabi/eils 8,be ol (alid

aaLudl olluoYly 8.2 luol

oblao) NAT clg>ly &9 DNS duulul dslSUl plaxiwl, DNS g el,>Y ASA J Lilgdl (Sl o 130
38V l)luoYly 8.2

ci scoasa#show running-config
Saved :

ASA Version 8.2.x
|
host nane ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
nanmes
dns-guard
|
interface Ethernet0/0
namei f outside
security-level 0O
ip address 172.20.1.2 255.255.255.0
|
interface Ethernet0O/1
nanei f inside
security-level 100
i p address 192.168. 100.1 255. 255. 255.0
|
interface Ethernet0/2
namei f dne
security-level 50
i p address 10.10. 10.1 255. 255. 255.0
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ileve
no i p address
managenent -onl y
|
passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
access-list OUTSIDE extended pernmit tcp any host 172.20.1.10 eq www

pager lines 24

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

asdm i nage di sk0:/asdnb12-k8. bin

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,dnz) 192.168.100.0 192.168.100.0 netnmask 255. 255. 255.0
static (dne,outside) 172.20.1.10 10.10.10.10 netnmask 255.255. 255. 255 dns

access-group QUTSIDE in interface outside



route outside 0.0.0.0 0.0.0.0 172.20.1.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp- pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05:00 absol ute

usernane cisco password ffl RPGDSQIh9YLg encrypted
http server enable

no snnp-server | ocation

no snnp-server contact

snnp- server enable traps snnp authentication Iinkup Iinkdown col dstart
tel net tineout 5

ssh timeout 5

consol e tineout O

!

cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic

!

!

policy-map type inspect dns MY_DNS_| NSPECT_MAP

par anet er s

nessage-| engt h maxi mum 512

pol i cy- map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect ski nny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect netbi os

i nspect tftp

i nspect dns My_DNS_| NSPECT_NAP

i nspect icnp

policy-map type inspect dns migrated_dns_map_1

par anet er s

nessage- | engt h maxi mum 512

!

servi ce-policy global _policy global

pronpt hostnane cont ext

Crypt ochecksum d6637819c6ea981daf 20d8c7aa8ca256
end :

&5Vl ollusYls 8.3 lusyl

ASA Version 9.x

!

host nane ci scoasa

.Output suppressed ---!

access-list OUTSIDE extended permit tcp any host 10.10.10.10 eq www

.Output suppressed ---!

obj ect network obj-192.168.100.0



network 192.168.100. 0 255. 255. 255.0
nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dnz,outside) static 172.20.1.10 dns

Static translation to allow hosts on the outside access ---!
.to the www server ---!

access-group QUTSIDE in interface outside

.Output suppressed ---!

ASDM ;055
:ASDM 5 DNS ¢ lodss (9530 aJll olglasdl JasT
o2 899 il .adac ¢eSy ol 8acld slali/ sl o Lisly 6acld nat < JuSis o il .1

. ..I ..I .2
..0A%io



[E} Edit Network Object

MName:
Type:
IP Version:

IP Address:

Description:

MHAT

Type:

| | PAT Pool Translated Address:

e
obj-10. 10,10, 10
Host -
|
@ IPv4 () IPvE
10,10,10,10
2

Add Automatic Address Translation Rules

Static -

Translated Addr: [172.20.1.10

Use one-to-one address franslation

[ | Round Robin

|| Extend PAT unigueness to per destination instead of per interface

| | Translate TCP and UDP ports into flat range 1024-65535

[ ] Indude range 1-1023

[ ] Fall through to interface PAT(dest intf): |dmz -
[ | Use IPv6 for interface PAT
[ ok J[ cancel |

39> do> i HLisVl G5 s> .3



Advanced NAT Settings X4

Translate DNS replies for rule
|| Disable Proxy ARP on egress interface

Lookup route table to locate egress interface

Interface

Source Interface: :dmz -
Destination Interface: :nutsjde -
Service

Protocol: ek top -
Real Port:

Mapped Port:

QK | | Cancel | | Help

< .DNS

6386 ,L> nat JI oS5 ok in order to aalnab .4
6390 8acld nat/,5l5 > JI wS 5 oK in order to dalnab .5

SloYl Sl I el Lol Sl JlwY Bubs 598 il .6

- " ) - _"
:DNS doctoring ¢ uSes aie &las>W doj> bladl Ll lawd

DNS pMsiawl Jsasdl Juur s .1

No. Ti me Sour ce Desti nation Protocol Info
DNS Standard query 172.22.1.161 192.168.100.2 0. 000000 1
A server.example.com

(Frame 1 (78 bytes on wire, 78 bytes captured

Et hernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: C sco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)

Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)

(User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53
(Dormai n Name System (query

[ Response In: 2]

Transaction I D: 0x000c

(Flags: 0x0100 (Standard query

Questions: 1

Answer RRs: O

Authority RRs: 0

Addi tional RRs: 0

Queries

server.example.com: type A, class IN

Name: server.example.com

(Type: A (Host address



(Class: IN (0x0001
a0l Haa0ll Glgic ol >V . pMeiwYl azgi 63le] ping ASA dlawlg, DNS pMeiwl e oo b pi .
ASA Ul o a3l dgaloll I s

No. Ti me Sour ce Desti nati on Protocol Info
DNS Standard query 172.22.1.161 172.20.1.2 0. 000000 1
A server. exanpl e.com

(Frame 1 (78 bytes on wire, 78 bytes captured
Et hernet 11, Src: Ci sco_9c:c6:1le (00:0Oa: b8:9c:c6:1e), Dst: Cisco_01:f1:22
(f1:22:00:30:94:01)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 1035 (1035), Dst Port: donmain (53
(Domai n Name System (query
[ Response In: 2]
Transaction | D: 0x000c
(Flags: 0x0100 (Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Addi tional RRs: 0
Queries
server. exanple.com type A class IN
Name: server. exanpl e. com
(Type: A (Host address
(Cass: I N (0x0001
WWW 03153 ¢uzall olgiglly DNS 2315 5, .
No. Ti me Sour ce Desti nati on Protocol Info
DNS Standard query response 172.20.1.2 172.22.1.161 0. 000992 2
A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured

Et hernet II, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: Ci sco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)

(User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035
(Domai n Nane System (response

[ Request In: 1]

[ Ti me: 0.000992000 seconds]

Transaction | D: 0x000c

(Fl ags: 0x8580 (Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e.com

(Type: A (Host address

(Cass: IN (0x0001

Answers

server.example.com: type A, class IN, addr 172.20.1.10

Name: server.example.com

(Type: A (Host address

(Class: IN (0x0001

Time to live: 1 hour

Data length: 4

Addr: 172.20.1.10

oSas go &l 12>V . Juaell Ll o)l azgi b3lely DNS dlxiwY dg>0)l olgic dox 5 clell, ASA pgd, .
WWW ,ww ,_,m.n.k“ lgigll Sy &>V 5 ADDR &bS 6sle] o DNS elagss

Ti me Sour ce Desti nati on Protocol Info



DNS Standard query response 192.168.100.2 172.22.1.161 2.507191 6
A 10.10.10.10

(Frame 6 (94 bytes on wire, 94 bytes captured

Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Ci sco_c8:e4:00
(c0: c8: e4: 00: 00: 04)

Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100. 2)

(User Datagram Protocol, Src Port: domain (53), Dst Port: 50752 (50752
(Domai n Nane System (response

[ Request In: 5]

[ Ti me: 0.002182000 seconds]

Transaction | D: 0x0004

(Fl ags: 0x8580 (Standard query response, No error

Questions: 1

Answer RRs: 1

Authority RRs: O

Additional RRs: O

Queri es

server. exanple.com type A class IN

Name: server.exanpl e. com

(Type: A (Host address

(Cass: IN (0x0001

Answers

server.example.com: type A, class IN, addr 10.10.10.10

Name: server.example.com

(Type: A (Host address

(Class: IN (0x0001

Time to live: 1 hour

Data length: 4

Addr: 10.10.10.10

Jlai¥l g=5.10.10.10.10 _le WWW o515 JI ool Juasll J9lx dlasil 0id aic .5
"DNS" dguwliw¥l dalSl plasiwly lgil oueSill

NAT olg>l9 &W9 DNS duwlw)l d&alsJl plaziuwl, DNS gs65 el,>Y ASA o Lsledl (oS3l 98 13D

ci scoasa# sh running-config
Saved :

Serial Nunmber: JMX1425L48B :
Har dwar e: ASA5510, 1024 MB RAM CPU Pentium 4 Cel eron 1600 VHz :

ASA Version 9.1(5)4
|
host nane ci scoasa
enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanmes
dns-guard
|
interface Ethernet0/0
shut down
nanei f outside
security-level O
i p address 172.20.1.2 255.255.255.0
|
interface Ethernet0/1
shut down
namei f inside
security-level 100



i p address 192.168.100.1 255. 255. 255.0

!
interface Ethernet0/2

shut down

nanei f dne

security-level 50

i p address 10.10.10.1 255. 255.255.0

!
interface Ethernet0O/3

shut down

no nanei f

no security-1Ieve

no i p address

!
i nterface Managenent 0/ 0

managenent - onl y

shut down

no nanei f

no security-Ieve

no i p address

!
ftp node passive
obj ect network obj-192.168.100.0

subnet 192.168.100. 0 255. 255. 255.0
obj ect network obj-10.10.10. 10

host 10.10. 10. 10
access-1list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500

no failover
icnmp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp timeout 14400
no arp permt-nonconnected

!
obj ect network obj-192.168.100.0

nat (inside,outside) dynanic interface
obj ect network obj-10.10.10. 10

nat (dnz, outside) static 172.20.1.10 dns
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00:30
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02: 00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00:00
dynami c- access-policy-record Dflt AccessPolicy
user-identity default-domai n LOCAL
http server enable
no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnmp authentication |inkup |inkdown col dstart warnstart
crypto ipsec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tineout 5
no ssh stricthostkeycheck



ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essential s
usernane cisco password ffl RPGDSQIh9YLg encrypted
!
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
!
!
pol i cy-map type inspect dns preset_dns_nap
par aneters
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512
pol i cy- map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect rsh
i nspect rtsp
i nspect esntp
i nspect sql net
i nspect skinny
i nspect sunrpc
i nspect xdntp
i nspect sip
i nspect netbi os
i nspect tftp
i nspect ip-options
i nspect icnp
policy-map type inspect dns MY_DNS_| NSPECT_MAP
par aneters
nmessage- | ength maxi mum 512
policy-map type inspect dns migrated_dns_map_1
par aneters
nmessage- | ength maxi mum 512
!
servi ce-policy global _policy global
pronpt hostnane cont ext
Crypt ochecksum 3a8e3009aa3dbld6dbal43abf 25ee408
end :

NAT &lé : o J>

1S dazi clin] Al 03 S dg>oll NAT plasiiw] Lllag, .DNS cluw,Y Vo, dgzsll NAT Lo, o oSy
ag>sll NAT pgi, ¥ .DMZ e _adxll Glgislly JSIul L8 WWW o313 pledl olgigdl o ilék nat/ceob
dg=o)l NAT olaiwl sic «ell> oo Ya, . Jsasll _JI DNS o35 (o acl>)l pi sl DNS A Jzxw olgize usi
iz s3I 172.20.1.10 plall IP glgic plasiw] Jsasll oSay oiimall 13D 8 auidlio cuns lo Jio gr)lisw 9
Oloic daz,i GVl ;lex) dglalll daz il culil Il powsy WWW o315 JLasW DNS pls dawlg, acl>,
redasiwl nat 4,lé baic JSuiill oo dball 93 ;21 1 .10.10.10.10 _JI 172.20.1.10 0 dg>sll

ASA Version 9.x
|

host nane ci scoasa



.Output suppressed ---!
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
.Output suppressed ---!

obj ect network obj-192.168.100.0
network 192.168.100. 0 255. 255. 255.0
nat (inside,outside) dynam c interface

The nat and global conmands allow ---!
.clients access to the Internet ---!

obj ect network obj-10.10.10. 10
host 10.10. 10. 10
nat (dnz, outside) static 172.20.1.10

Static translation to allow hosts on the outside access ---!
.to the www server ---!

obj ect network obj-10.10.10.10-1
host 10.10. 10. 10
nat (dnz,inside) static 172.20.1.10

ool §9x: NAT Gly plaziwl, dgzoll NAT guaxs

ASA Version 9. x

|

host nane ciscoasé

. Qut put suppressed ---!

access-list OUTSIDE extended permit tcp any host 10.10.10.10 eq www
. Qut put suppressed ---!

obj ect network obj-192.168.100.0

network 192.168.100. 0 255. 255. 255.0

nat (inside,outside) dynam c interface

obj ect network obj-10.10.10. 10
host 10. 10.10. 10

obj ect network obj-172.20.1.10
host 172.20.1.10

nat (inside,dnz) source dynam ¢ obj-192.168.100.0 interface
destination static obj-172.20.1.10 obj-10.10.10. 10

Static translation to allow hosts on the inside access ---!
.to the WWVWserver via its outside address ---!

access-group QUTSIDE in interface outside

. Qut put suppressed ---!
:ASDM JI 5 NAT &le oSl steps in order to 13® sl

..0acl®
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[y Add Metwork Object . )

Mame: obj-10.10.10.10
Type: Host -
IP Version: i@ IPv4 () IPvb
IP Address: 10,10, 10,10
Description:
MNAT %
Add Automatic Address Translation Rules
Type: Static -
Translated Addr: |172.20,1.10 B
LIse one-to-one address translation
[ | PAT Pool Translated Address: D

[ ] Round Robin
[ | Extend PAT unigueness to per destination instead of per interface

| | Translate TCP and UDP ports into flat range 1024-65535 | | Indude range 1-1023

[ | Fall through to interface PAT(dest intf): |dmz -

[ ] Use IPv6 for interface PAT

| Advanced... |

Lok J[ cond [[ e |

03® (9. I3 i3l dg=gll dagzlo) douuiall asslall _8.dmz i3l ") xaoll dg=19" dawioll dnslall 9
blazy Jl Gob oo Josb WWW Jl asy of (31 ol Lo Guwao goww of 131 o)Wl o sl alsll
wlgic




rm Advanced NAT Settings | 2% |

Translate DNS replies for rule
Disable Proxy ARF on egress interface
|| Lookup route table to locate egress interface
Interface
Source Interface: dmz -
Destination Interface: inside -
Service
Protocol: 1k top -
Real Port:
Mapped Port:
. 2.172.20.1.10

#an ) oo @ covect #as O boe foder | # 4 | & S i - | P R Dagrem 27 Focer Trace

Freh - S —————— At frasstatol Pedicl
FEEr s a Tohry i
e EELN Sagc it Cembed dsasw fmalf et S Sisdim Lmsralen amivia

I el Jlw,Y Gudai (999 4ail.6390 6acld nat _slali/ 1S asloYl oS5 oK in order to dalasly
ooVl jle>
ASDM 9 ,s530/L93; NAT 2o Jsay wisbuwl

nat "eslS aSui" Jid sacld nat adliol<adlo] o i3y sacld nat< JSuis o s .1
ST L)
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[ o)

Edit NAT Rule ==
MagECriteria: Criginal Packet
Source Interface: :insjde 'r: Destination Interface: | dmz
Source Address: obj-192. 168, 100.0 E] Destination Address: | obj-172.20.1. 10 []

Service: any E]

Action: Translated Packet
Source MAT Type: :Dynamir_ PAT (Hide) -

Source Address: dmz E] Destination Address:  |obj-10.1.1.10 E]
[] Use one-to-one address translation
PAT Pool Translated Address: -« || Service: — Criginal — [I]
Found Rebin
Extend PAT unigueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 102465535 Indude range 1-1023
Fall through to interface PAT

[ ] Use IPv6 for source interface PAT Use IPvi for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARP on egress interface

Lookup route table to locate egress interface
Direction:  |Both

Description:

K, ” Cancel H Help ]

:639L 6ac8 nat w0/ 590 aSLoYl oS5 ok in order to dslasb .3
oYl I oSl JuwyY Bules 398 sl 4

Lk DNS o315 e Jeally jmudiwl 38 Jsasll ol Lolisl .cdSis nat a,lé loxie gé; of Eall Judusd]
WWW 0305 olgie e 172.20.1.10 oy, 1,

172.20.1.10 _le WWW o515 JlaiVl el J9lx .1
ASA- 7-609001: Built | ocal -host inside:192.168.100.2%
.10.10.10.10 g WWW o313 ol Lle B,219 wlall GVl le> s -2
ASA- 7- 609001: Built local-host dne:10.10.10.10%

on o JSJ dimall (uoliedl asY WWW 03159 Jsasdl o TCP Jlasl slisly ooVl jle> psd; .3

.wlodl
ASA- 6-302013: Built outbound TCP connection 67956 for dne: 10.10. 10. 10/ 80%
(to inside: 192.168.100.2/11001 (192.168.100.2/11001 (172.20.1.10/80)

o9 oYl jle> WS o lginz i pi Jaosll 9,0 4S,> ol oo bl jlg> e show xlate oVl ga=i .4
plaziwYl 48 awli daz 5 Jol @l 0id
Cci scoasa#show xlate



in use, 9 npbst used 3

Global 192.168.100.0 Local 192.168.100.0
d obal 172.20.1.10 Local 10.10.10.10

d obal 172.20.1.10 Local 10.10.10.10

bVl Sl JM5 o WWW 03159 Juasdl o JLasVl gl o oY1 jle> e show conn oYl gaxi, .5
e8] Ly WWW o513 Laaxll olgisll la>Y

ci scoasa#show conn
TCP out 172.20.1.10(10.10.10.10):80 in 192.168.100.2:11001
idle 0:01:38 bytes 1486 flags U O

NAT &,l& go _leil JiSitadl

NAT clg>ls 3 9 NAT &lé go DNS 3555 cl,>Y ASA Jl oo Lilgidl ouoSl o8 13D

ASA Version 9.x
|
host nane ci scoasa
enabl e password 9j Nf ZUGTC5t CVHO encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
nanes
dns-guard
|
interface Ethernet0/0
shut down
nanei f outside
security-level O
i p address 172.20.1.2 255.255.255.0
|
interface Ethernet0/1
shut down
nanei f inside
security-level 100
i p address 192.168. 100.1 255. 255. 255.0
|
interface Ethernet0/2
shut down
nanei f dne
security-level 50
i p address 10.10.10.1 255. 255. 255.0
|
interface Ethernet0/3
shut down
no nanei f
no security-1Ieve
no i p address
|
i nterface Managenent 0/ 0
managenent - onl y
shut down
no nanei f
no security-1Ieve
no i p address
|
ftp node passive
obj ect network obj-192.168.100.0
subnet 192.168.100. 0 255.255. 255.0
obj ect network obj-10.10.10. 10
host 10.10.10. 10
obj ect network obj-10.10.10.10-1
host 10.10.10. 10



obj ect network obj-172.20.1.10
host 172.20.1.10
access-1ist OUTSIDE extended permit tcp any host 10.10.10.10 eq www
pager lines 24
| oggi ng enabl e
| oggi ng buffered debuggi ng
ntu outside 1500
ntu inside 1500
ntu dnz 1500
no failover
icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdnb12- k8. bin
no asdm hi story enabl e
arp timeout 14400
no arp permt-nonconnected
!
obj ect network obj-192.168.100.0
nat (inside, outside) dynanic interface
obj ect network obj-10.10.10. 10
nat (dne, outside) static 172.20.1.10
obj ect network obj-10.10.10.10-1
nat (dnz,inside) static 172.20.1.10
access-group QUTSIDE in interface outside
route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
ti meout xlate 3:00:00
ti meout pat-xlate 0:00:30
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00 icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp- pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02: 00 uauth 0:05:00 absol ute
ti meout tcp-proxy-reassenbly 0:01: 00
ti meout floating-conn 0:00:00
dynami c- access-policy-record Dflt AccessPolicy
user-identity default-domai n LOCAL
http server enable
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup |inkdown col dstart warnstart
crypto ipsec security-association pntu-aging infinite
crypto ca trustpool policy
tel net tineout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e tineout O
threat-detecti on basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
webvpn
anyconnect - essential s
usernane cisco password ffl RPGDSQIh9YLg encrypted
!
cl ass-map inspection_defaul t
mat ch defaul t-inspection-traffic
!
!
pol i cy-map type inspect dns preset_dns_nap
par aneters
nmessage- | ength maxi mum client auto
nmessage- | ength maxi mum 512
pol i cy- map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp



i nspect h323 h225
i nspect h323 ras

i nspect
i nspect

rsh

rtsp

i nspect esntp
i nspect sql net
i nspect skinny
i nspect sunrpc

i nspect xdntp

i nspect

sip

i nspect netbi os
i nspect tftp
i nspect ip-options

i nspect

icnp

policy-map type inspect dns MY_DNS_I NSPECT_MAP
par aneters
nmessage- | ength maxi mum 512

policy-map type inspect dns migrated_dns_map_1
paraneters
nmessage- | ength maxi mum 512

servi ce-policy global _policy global
pronpt host nane cont ext
Crypt ochecksum 2cdcc45bf c13f 9e231f 3934b558f 1f d4

end :

oSl

waxd Blo| pi Jlall 138 9 . (lasLw osxel (98, 98 o)) DNS Laxé wiSs steps in order to 13D s
ulS o) LaS service-policy ol dawlg, ple JSuin lgaulas pi (il9 dwol iV pledl Laxall dwluw _JI DNS
281 eS|y 29 ASA

DNS J Laxd dwluw dlay,> clisl, pd

ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_ MAP

gl oz olalee oz doleall (oS5 giog S35l duwlul dlay,3 (ieSs 209 (o

ci scoasa( confi g- pmap) #parameters

0S5 Ul vy Ll DNS S5l ) dluJl Jola) a8Vl axdl 53> cdwlud] dlay ;> daloo (19S5 09 8
512

ci scoasa(confi g- pmap- p) #message-length maximum 512

Aw bl dlay 3 (955 099 dwlull dla, > dalss (19S5 09 o 29I .

ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit

)l o> BILis] oo Gisiail] dwluw dloy,3 ol 25T

ci scoasa(confi g) #show run policy-map type inspect dns
!

pol i cy-map type inspect dns MY_DNS | NSPECT_ NAP

par aneters

nessage- | ength maxi mum 512
|

global_policy J dwlul do,,3 655 giog J3ol .

ci scoasa(confi g) #policy-map global_policy
#(ci scoasa(confi g- pmap

.inspection_default .4/3 aslal duol 9Vl &Gall day > >a> cduwludl day )5 50655 209 9 .

ci scoasa(confi g- pmap) #class inspection_default
#(ci scoasa(confi g- pmap-c

3-1 wlolasdl 9 BsLisl a5 il Giniad)] dwluw day,> pasiwl bl day,s @9 (055 209 9 .

.DNS Lax9 oy &l i

ci scoasa(confi g- pmap-c) #inspect dns MY_DNS_INSPECT MAP

A

2

3



Adawbad] dlay,3 19S5 2099 dwlull day > &9 (eSS 69 o 295 9
ci scoasa(confi g- pmap- c) #exit
ci scoasa(confi g- pmap) #exit

ci scoasa(confi g) #show run policy-map
1

.The configured DNS inspection policy map ---!

policy-map type inspect dns MY_DNS_I NSPECT_MAP
par anet er s

message- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect ski nny

i nspect sunrpc

i nspect xdncp

i nspect sip

i nspect net bi os

i nspect tftp

inspect dns MY DNS_INSPECT_MAP

.DNS application inspection enabled ---!

L023| dwbuw dlauwly, ple S global_policy gulai 0 (ge>s .11
ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy global

- " L').D - __"
2o JSuin usSil Jac S puddl 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW ol9l Lasy (laad pulxualleVasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

DNS 9,0 iS,> blaill

ol bladl (9 auo JSuin DNS oMouw 4,US oslel pgdy qLAIIJ-LP ol oo il §b sa>| Jiow
:ASA JI e 9,0 aS,> a9 e steps in order to 138 il . golwdl JUall 9 piogo 98 oS cduiall

19,0ll 88,5 Jsuosll L6 aSzill dsild sazs o v ailin] x5 boladl Jio JSI Jowos doild elisl, a8 .1
Jsog)l U5 aSxill aasld .(ACL) Jguosll (9 pSxill piled clinl a5 Jlioll 13D 8 lgbolisll a5 Ll
iz )3l dgzloll e 59,all &S,

access-|ist DNSQUTCAP extended permit ip host 172.22.1.161 host
172.20.1.2

.All traffic between the DNS server and the ASA ---!

access-|ist DNSOQUTCAP extended permit ip host 172.20.1.2 host
172.22.1.161


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

.All traffic between the ASA and the DNS server ---!

rals il dg2loll e 59,0l 45,2 (ACL) Jswosll (9 pSxill dosld
access-|ist DNSI NCAP extended permit ip host 192.168.100.2 host
172.22.1.161

\All traffic between the client and the DNS server —---!

access-1ist DNSI NCAP extended permt ip host 172.22.1.161 host
192. 168. 100. 2

.All traffic between the DNS server and the client ---!

bladVl (Vo) Juio cliw] .2

Cci scoasa#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

This capture collects traffic on the outside interface that matches ---!
.the ACL DNSOUTCAP ---!

ci scoasa# capture DNSI NSIDE access-1ist DNSINCAP interface inside

This capture collects traffic on the inside interface that matches ---!
.the ACL DNSINCAP ---!

:DNS )90 &,> Loy i a2y Jball ade 93y bo Ll lawd. blaVl o ,c .3
ci scoasa#show capture DNSOUTSIDE
packets captured 2
udp 36 :172.22.1.161.53 < 172.20.1.2.1025 14:07:21.347195 :1
udp 93 :172.20.1.2.1025 < 172.22.1.161.53 14:07:21.352093 :2
packets shown 2
ci scoasa#show capture DNSINSIDE
packets captured 2
udp 36 :172.22.1.161.53 < 192.168.100. 2. 57225 14:07: 21. 346951 :1
udp 93 :192.168.100.2.57225 < 172.22.1.161.53 14:07:21. 352124 :2
packets shown 2

olaghail) Sy ,3T Gulas 9 Jalxill PCAP iy TETP ool I (bolaa¥l) blaa¥l gl (s,lis]) .4
DNS A oMo _d IP olgics puwdl Jio a8liol Juolis ,lglol PCAP guuis Julxs LSy _ill

ci scoasa#fcopy /pcap capture:DNSINSIDE tftp

ci scoasaftcopy /pcap capture:DNSOUTSIDE t£££
le>Nolg ellas Yl OLuSiwl

Le>Molg Sl ellas] Blisiwy lgolaiuwl diSay wlogles puusll 13D 99,

DNS &S ésle] el,>| piy o)

oYl jle> Lle o) DNS Jaxd (985 oo 35T

ao> il clis] Jisd

Mo o 3535 . 2xx0 e NAT (1656 68 el 65y 280 WWW 03159 Jsasdl o Jlasl elis] i 13]
038 g 131 .0lYl jlgz JNS 0o daz i elin] (S JoSsi9n Jisd Il i Ll Bl o6 by ooVl Sle>
2o e u9lie 3929 pac 09 dgllasll H9 0l &) NAT (4055 o (§8xi9 « Jilw )l



ASA- 3- 305006: portnmap translation creation failed for tcp src%
i nsi de: 192. 168. 100. 2/ 11000 dst i nsi de: 192. 168. 100. 10/ 80

Uzl 13® J=J lgaubas 6slelg NAT whlc dlsh 08 o6 6,53 kall oYBYI zuoy 08

o by ologlo

Cisco .0 ASA 5500-X oS3l Ju> -
Cisco ;0 ASA 5500-X alwlw ol9l 21,0 -
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