PIX/ASA: oudsd huwle DNS Llusegsle 1Ule)
lJolow 99lzolo NAT [eusu pold odssy
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6slclg access-list 9 route g static 9 global 9 nat ,elel plasiwlg PAT 9 PIX/ASA 7.x NAT olle g=1,
bVl jle> e NAT plasiw] &6 Jo> wlogleall o 20 e Jaaxll PIX _Je (g5 éslel) ddinll ar>gs

auwlwd ozl

o lllaiall

JSuin Jasiail 248 DNS Laxd Sy .ol jlez le DNS clu,l iuiis J>1 0 DNS Lamd oiSes wx
i .aiSai 63ley diiwall 13D 9 la>Y DNS 029 96 pud &2 1,9 alin Blayl o5 29 OIS I .ol

il pleall ity LoVl > pods DNS Laxd S

doill g .(DNS &S élel) naty alill LolVl plaiwl; JoiSo JSuiadl Jle el DNS U o i -
oslel, PTR Jouw wlles (i)l capuSell el oldac 5ils Y U3 .DNS e 5,01 (9 A Joudl e hhaé
PAT aclgd Y (PAT) culdl dsiall Olgic da> 5 go DNS &S éslc] 39195 V :aka>No.DNS LS
Jaiaole lgolasiuw! pisw il PAT 6aclg (A Jauw JS e gulais 6320l

pis (el 65535 98 Jglall a8Vl axlly el 512 98 ol ,:9Y1) DNS dlw; Jola) a8Vl axll o, -
aisSs o5 SVl Jolall a8Vl sl o 81 ol Jsbo ol o gaxxill 6,39 )l wun> guaill ésle] el
2l 5L3 95 DNS Laxd oVl jlasl, cad 3] taasVe. Jolal) a8Vl axl o9l 13] dodl boliw) pi
DNS doj> ox> oo saxil piy ¥ (Jolall a8V

b 63 dyouill Jobg eyl 255 Jxall puwl Jsb o9 -

A, U9 basall oluidoe dgzles Al (9 Luidall dlowlgs adl Hlisall Jmoll punl doMuw (o  gaxill -
.DNS

Y ol 839290 lnsiall yisgo dasl> cils 13] b a8 ,20) g8, -

aoasiuall oligSall

JluoYl ASA 5500 Series Security Appliance bVl jle> I siwall 138 8 65,lg)l & logleall sitws
(1)7.2

65>V o> ol dwol> dlass dy S 639290l 6362V o Aol 13D 9 65,l9)l ologleall clis| o
Y Jaizall Ll ogd o a5T8 16 uilo cliSuis cilS 131 .(Liol,i81) pouas (oS ditwall 13D (8 dorziwoll
ol

dball old olxiiall

91 6.2 ,luoYl (Cisco PIX 500 Series Security Appliance LoVl Jlg> o Sl 13D plaziw]| Seu LaS

ozl luol

10ad X.7 lxo¥l e Cisco o (ASDM) dlazall oloVl 65621 110 (0S5  gaboiy tdla>Mo
oMol

Olasall oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco vl oWl g1,

dawlwl ologles

aanll Wi IP Gloic 3230 DNS w315 | cagiaall pwl 81 URL Glsic Juasll Juw .y _>39a5 DNS Jsls (9
IP wloic go A Uzl 39, o6 ciiaall i) IP Glgic I pul i o e «llall DNS o35 al,



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094aad.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008046f31a.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094aad.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

oSay - JSline &z ol Seall o 6l VYl o el (S 2> SSuiny Josy e,V 13D ol > (S - Jaasll
lguiss duol] aSaid| e adl Joosll Jasll Jolxy sill Gasiaally Jsas)l (S losie JSlisall 038 &axs ol
S5 dsle aSii e o8, Jses)l asaiiuy sUIDNS 035 SJg NAT wls

LJlg Bl 0) NAT ole>l9 fos) bl
L>glasgbo

p5 ASA J a3l dgloll Lo all Jsogll Juasll Jolx, 3l WWW 03139 Juasll @i, o lisall 138 9
ol 3dio dald go Siliw] Sl NAT el .Vl Jl Jsoslly Juael) plowal) dxSsolipall PAT 8300 (oS
Job WWW Jl iy o cwian @i jis] oy as well as o isdl | adio 331 oy

% 2 172.20.1.0 /24 172.22.1.0 /24

Client

192.168.100.0 /24—

DNS
Server

Www
server.example.com
Mapped: 172.20.1.10

URL ulgie plaziuw] 192.168.100.2 9 Jrosdl 2,0 Al 038 9 .db 13 o Jlo sly puny 13D

douwlgy Juwo=ll DNS wloas 1965 piy .192.168.100.10 _le WWW o513 JI Jeuogll server.example.com
IP Glgie W 2y Y ald 5,31 dole @S _lc DNS o315 3929) [k .172.22.1.161 (8 >,3JI DNS el
SS9y« JWLY .172.20.1.10 g29 WWW 0513 cpsall Glgisdl 82 4519 (S o Yoo WWW o513 Lol
172.20.1.10 _JI server.example.com puwl _JI wlgie) IP usi e DNS o5

WWW o5 JI I | e jiei tdlShuoll

o LI P Glgie) DNS Llb Juasdl Jul 13] @l 0i® (5 Saw 3T > 91 DNS oladss o9

e soicy A Vxw pliny Juoell oY cllsg WWW o315 Il Jewogll ¢po oSwis o9 (server.example.com
Sl sy 13D IP gleie JI Jawog)l Jesll 9l boaie WWW o505 0 172.20.1.10 :u=all plell Glgisll
Sl 5o NAT 252 alde 53 Lo L Loud Lguiis dg2lgll e dojall ags 63lel gawy Y aY o5l ooVl
:DNS doctoring Sai pis ¥ loaic

ci scoasa(confi g) #show running-config
Saved :

(ASA Version 7.2(1



|
host nane ci scoasa

Output suppressed. access-list OUTSIDE extended pernit tcp any host 172.20.1.10 eq ww /--- —--- !
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255.255.0
static (inside,outside) 172.20.1.10 192.168.100. 10 net mask 255. 255. 255. 255 access- group OUTSI DE

.ininterface outside !--- Output suppressed

:DNS clu,| (1505 iz ¥ losic ASDM (8 oS3l ade 91y Lo 13D

Fia Optons Took eds el S 51 find =
= =5 Cisto Srateus

o M A e S A .

Confzaralicn = AT

C Sadd - @ il’---'=|f PR Y v|ERJ:D‘nuﬂq"l" ita et | Sarvicaa | kel Faoks |
e Fibe: | Sekct- | P[] rule query.. || ®A - WF e QF
]
S " e el Trarsadend Tupa [ |
Securty Py Sowren [ restielion ot | daiss TS Rt [ = |
ﬁ:’: Hlimik = | Addrezz Cnecs
1 e Simic B 1926810090 i ores i B 7211 @ L [
HAT ol Cyname o roceoetworkl S sy oz Bl otride Ha Lirdi ] :m.::-rﬂu-'\onl!l'-
ﬁ o i nstrrurki
- B orraodan
WP t
& rzana e
E &l 1722118
Trend Mera = B nsidereheorkizd
B ot By DBl 1EzEa 100
ﬁ - B tazieaim
CED Marvager
Reidineg
kbl Cbpects
E:% i | i
Frogeries Fuds Flos Dimgram -
s +—@—
Suurce feress == mn e 1 HAT Type A== Dsstination Addrass
I Ereble frafic wnugh e frewsl] ik sddress drensishor
Lopk Feses I
| [ 2 I | & 11iz00e 1eamepm Ut

:DNS doctoring uSos pis ¥ boaic &la>W doj> bladl L bud

.DNS pMsiwl sl Juw; .1

No. Ti me Sour ce Destination Protocol Info
DNS Standard query 172.22.1.161 192.168.100.2 0. 000000 1
A server.example.com

(Frame 1 (78 bytes on wire, 78 bytes captured
Ethernet |I, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: C sco_9c:cé6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 50879 (50879), Dst Port: domain (53
(Domai n Nane System (query

[ Response In: 2]

Transaction | D: 0x0004

(Flags: 0x0100 (Standard query

Questions: 1

Answer RRs: O

Authority RRs: 0

Additional RRs: O

Queries

server.example.com: type A, class IN
Name: server.example.com



(Type: A (Host address
(Class: IN (0x0001

a2l Haanll Glgie ol b>Y . pVeiwYl ags 65le] pi9 ASA dlawlg, DNS pdeiwl e oo s pi .2
ASA Ul oo a5l dgalgll I i

No. Ti me Sour ce Desti nation Protocol Info
DNS Standard query 172.22.1.161 172.20.1.2 0. 000000 1
A server. exanpl e. com

(Frame 1 (78 bytes on wire, 78 bytes captured
Et hernet 1I, Src: Cisco_9c:c6:1le (00:0a: b8:9c:c6:1e), Dst: Cisco_01:f1:22
(f1:22:00: 30:94: 01)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 1044 (1044), Dst Port: domain (53
(Domai n Nane System (query
[ Response In: 2]
Transaction | D: 0x0004
(Flags: 0x0100 (Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
(Type: A (Host address
(Cass: IN (0x0001

3 WWW 051 u=all Glgigl DNS o35 5
No. Ti e Sour ce Desti nati on Protocol Info
DNS Standard query response 172.20.1.2 172.22.1.161 0. 005005 2

A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured
Ethernet II, Src: Cisco 01:f1:22 (00:30:94:01:f1:22), Dst: Ci sco_9c:c6:1le
(00: 0a: b8: 9c: c6: 1e)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
(User Datagram Protocol, Src Port: domain (53), Dst Port: 1044 (1044
(Domai n Name System (response
[ Request In: 1]
[ Ti me: 0.005005000 seconds]
Transaction | D: 0x0004
(Fl ags: 0x8580 (Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 0O
Additional RRs: O
Queries
server. exanpl e.com type A class IN
Name: server.exanpl e.com
(Type: A (Host address
(Cass: IN (0x0001
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
(Type: A (Host address
(Class: IN (0x0001
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10



4 oon al 1b3Y el | dox)l amgs bslely DNS dlxiwY dgzoll Glgic da> i clall, ASA poi,
www 2313 camall Glgindl 98 @Yl 8 olsisdl Jla, DNS Glagles S0

Ti me Sour ce Destination Protocol Info
DNS St andard query response 192.168.100.2 172.22.1.161 0.005264 2
A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: C sco_c8:e4:00
(c0:c8: e4:00: 00: 04)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100. 2)
(User Datagram Protocol, Src Port: domain (53), Dst Port: 50879 (50879
(Donmai n Nane System (response
[ Request In: 1]
[ Time: 0.005264000 seconds]
Transaction |ID: 0x0004
(Fl ags: 0x8580 (Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: O
Addi tional RRs: 0
Queri es
server. exanple.com type A class IN
Nanme: server.exanpl e.com
(Type: A (Host address
(A ass: I N (0x0001
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
(Type: A (Host address
(Class: IN (0x0001
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

5 JBol clisl ASA pgs, .172.20.1.10 e WWW o515 JI Jowog)l Sl J9lxy cdasill 0id aic

J311 2l 1 311 e 89l 59 ,all aS,m) mauw Y &Y Llas o3 go9 .JlasVl Lig Jlasl
13 ASA ullkw_,@]ﬁ.u JlaiVl u.9_9 5 ,-e-m-9
ASA- 6- 302013: Built out bound TCP connection 54175 for%
out si de: 172.20.1.10/80 (172.20.1.10/80) to inside:192.168.100.2/11001
(172.20.1.2/1024)

ASA- 6- 302014: Teardown TCP connection 54175 for outside:172.20.1.10/80 to%
i nsi de:192.168. 100. 2/ 11001 duration 0:00: 30 bytes 0 SYN Timeout

"DNS" duwluwVl dalsll : J2JI

"DNS" dwwlwVl dalsl plaziwl DNS  §s6i

Lle DNS o35 593, ol Lolyiel e &)l ol > DNS duulwdl dalSJl plasiwl, DNS 4is5 i
o9 Jroell zlawll A ol jusi ooV lexd Sy o JSuin ooVl lg> (1S5 aie . LguliS 8slely Jrasll
Il WWW 9305 puaid I Jawogl Laell e e calSiall 6 auiblio cuns (sl oo bl Jio orlisw
Sl dwol azgid A ol 44U 6slel ooVl jlg> poss [DNS cluw,] uSas gog (@l 03 9

6, _JI DNS duwluoVl dalsIl @3Lo] sic DNS slu| oS aiz 172.20.1.10 o0 Y, 192.168.100.10
DNS el oS 288 oSl o NAT €52 ade 9y bo L Lasd .ails NAT




ci scoasa(confi g) #show run
Saved :

(ASA Version 7.2(1
!

host nane ci scoasa

Output suppressed. access-list OUTSIDE extended pernit tcp any host 172.20.1.10 eq ww /--- —---
Output suppressed. gl obal (outside) 1 interface nat (inside) 1 192.168.100.0 255.255. 255. 0
static (inside,outside) 172.20.1.10 192.168.100. 10 net nask 255. 255. 255. 255 dns

The "dns" keyword is added to instruct the security appliance to modify !--- DNS records ---!
.related to this entry. access-group OUTSIDE in interface outside !--- Output suppressed

:ASDM 5 DNS cloei (953 aJlill wlglasll Jasi

Go9 Ll lghaws pisw il &l NAT 61cl8 islo NAT < oSl Il Jal .1

KN
Fia Optons Teok ‘Wzards el Sesar Find =

& ot L_:l o e | d?z | o lsd -}? hlnirll'll.

Rl iz Sava Heip
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A% Edit Static NAT Rule

—Real Address

Interface:; inside

IP Address:

192.1658.100.10

Metmask: l255.255.255.255

—Static Translation

Interface: Iu:uutside

P Address: |1?2.2|:|.1 10

[ Enable Port Address Transkstion (PAT]

Frotocal;

Ik-fcp ™

Drigitrsl Port:

[

Translgted Port:

MAT Options... Cg

ih,

Cancel | Help |

82eld gsllas il DNS 595 da> 5 ,LisVl 45 >a> .3
.dax il



DME Revvrite

IV Tranzlate the DS replies that match the translation rule

Maxirmum Connections
Zet the maximum number of connections permitted through this static at the same time. 0 means unlimited.

Maximum TCP Connections: |0

Maximum LUDP Connections: ||:|

Maxitmum Embryonic Connections

Zet the embryonic connection limit. &n embryonic connection iz one that has started but not vet established, like a TCP
connection in 3-way handshake state. & positive number will enakble the TCP Intercept feature. O means unlimited.

Maxitmum Embryanic Connections: IIII

Rahdomize Sequence Mummber

Randomize the zequence number of TCRAP packetz. Dizable this festure only if ancther inline 454 iz also
v randamizing sequence numbers and the result iz scrambling the data, Disakling this festure opens a security
hole in ASA4

8.4 Cancel | Help |

sl 6380 6218 nat _Sliuw] oSbw edit JI Iy ol ok daladls 6390 ;L3 nat JI & ol ok dalaals 4

¥l Slex I el Lol uoSal Jlu,Y Gulas (999
:DNS doctoring ¢ uSes aic &las>W doj> bladl L laud

A DNS pVsiwl Jwasl Juw
No. Ti e Sour ce Destination Protocol Info
DNS Standard query 172.22.1.161 192.168.100.2 0. 000000 1

A server.example.com

(Frame 1 (78 bytes on wire, 78 bytes captured
Et hernet II, Src: Cisco_c8:e4:00 (00:04:c0:c8:e4:00), Dst: Cisco_9c:c6: 1f
(00: Oa: b8: 9c: c6: 1f)
Internet Protocol, Src: 192.168.100.2 (192.168.100.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 52985 (52985), Dst Port: domain (53
(Domai n Nane System (query
[ Response In: 2]
Transaction | D: 0x000c
(Fl ags: 0x0100 (Standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Addi tional RRs: O
Queries
server.example.com: type A, class IN
Name: server.example.com
(Type: A (Host address
(Class: IN (0x0001

a2l Haanll Glgie ol b>Y . pVeiwYl a>gs 65le] pi9 ASA dlawlg, DNS pdeiwl e oo i pi; .2



ASA Jl oo a3l dgaloll I s
No. Ti ne Sour ce Desti nation Protocol Info
DNS St andard query 172.22.1.161 172.20.1.2 0. 000000 1
A server. exanpl e.com

(Frame 1 (78 bytes on wire, 78 bytes captured
Ethernet II, Src: Cisco_9c:c6:1e (00:0a: b8:9c:c6:1e), Dst: Cisco 01:f1:22
(f1:22:00:30:94:01)
Internet Protocol, Src: 172.20.1.2 (172.20.1.2), Dst: 172.22.1.161
(172.22.1.161)
(User Datagram Protocol, Src Port: 1035 (1035), Dst Port: domain (53
(Dormai n Name System (query
[ Response I n: 2]
Transaction | D: 0x000c
(Fl ags: 0x0100 (Standard query
Questions: 1
Answer RRs: 0
Authority RRs: 0O
Additional RRs: O
Queries
server. exanpl e.com type A class IN
Name: server.exanpl e.com
(Type: A (Host address
(Cass: IN (0x0001

3 WWW o5 ueall Glgisll DNS o35 5
No. Ti me Sour ce Destination Protocol Info
DNS Standard query response 172.20.1.2 172.22.1.161 0. 000992 2

A 172.20.1.10

(Frame 2 (94 bytes on wire, 94 bytes captured
Et hernet 11, Src: Cisco_01:f1:22 (00:30:94:01:f1:22), Dst: G sco_9c:c6:1le
(00: Oa: b8: 9c: c6: le)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 172.20.1.2
(172.20.1.2)
(User Datagram Protocol, Src Port: domain (53), Dst Port: 1035 (1035
(Donmai n Nane System (response
[ Request In: 1]
[ Ti me: 0.000992000 seconds]
Transaction | D: 0x000c
(Fl ags: 0x8580 (Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: O
Addi tional RRs: 0
Queri es
server. exanple.com type A class IN
Nanme: server. exanpl e. com
(Type: A (Host address
(A ass: I N (0x0001
Answers
server.example.com: type A, class IN, addr 172.20.1.10
Name: server.example.com
(Type: A (Host address
(Class: IN (0x0001
Time to live: 1 hour
Data length: 4
Addr: 172.20.1.10

oSas go al a5V . =)l | dosx)l a>gs 63lcly DNS dylxiw dg>oll Olgic do> 5 el ASA pga, 4
WWW ,ww il olgisdl (oS &Yl 6 ADDR &S 6slel o [DNS o lagss

Ti me Sour ce Destination Protocol Info
DNS Standard query response 192.168.100.2 172.22.1.161 0.001251 2



A 192.168.100.10

(Frame 2 (94 bytes on wire, 94 bytes captured
Et hernet II, Src: Cisco_9c:c6:1f (00:0a:b8:9c:c6:1f), Dst: Ci sco_c8:e4:00
(c0: c8: e4: 00: 00: 04)
Internet Protocol, Src: 172.22.1.161 (172.22.1.161), Dst: 192.168.100.2
(192.168.100. 2)
(User Datagram Protocol, Src Port: domain (53), Dst Port: 52985 (52985
(Domai n Nane System (response
[ Request In: 1]
[ Time: 0.001251000 seconds]
Transaction | D: 0x000c
(Fl ags: 0x8580 (Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: O
Queri es
server. exanple.com type A class IN
Name: server.exanpl e.com
(Type: A (Host address
(Cass: IN (0x0001
Answers
server.example.com: type A, class IN, addr 192.168.100.10
Name: server.example.com
(Type: A (Host address
(Class: IN (0x0001
Time to live: 1 hour
Data length: 4
Addr: 192.168.100.10
.has been rewritten to be 192.168.100.10 172.20.1.10 ---!

pis p) . Jlas¥l 2z .192.168.100.10 _le WWW 0305 _JI Jowoll Jsasdl Jslx, cilaaill 0id sic .5
louass e 8l aSaidl e p3ly Jsasdl OY ASA e 49,0 &S,> blasl

"DNS" dpuwluVl dalSIl plasawl  slgil (aS3l

NAT &lg>199 DNS duwlwVl daalsJl plaiwl DNS  §i95 ch,>Y ASA J ilgdl oS3l 68 130

(ASA 7.2(1 gl Sl

ci scoasa(confi g) #show running-config
Saved :

(ASA Version 7.2(1
!
host name ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
nanes
dns- guard
!
interface Ethernet0/0
narei f outsi de
security-level O
i p address 172.20.1.2 255.255.255.0
!
interface Ethernet0/1
nanei f inside
security-level 100

i p address 192. 168. 100. 1 255. 255.255.0
!




interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
managenent - onl y
|
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp node passive

access-list OUTSIDE extended permit tcp any host
172.20.1.10 eq www

Simple access-1list that permits HTTP access to the ---!
mapped !--- address of the Www server. pager |ines 24

| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i nage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 global (outside) 1
interface

nat (inside) 1 192.168.100.0 255.255.255.0

static (inside,outside) 172.20.1.10 192.168.100.10
netmask 255.255.255.255 dns

PAT and static NAT configuration. The DNS keyword ---!
instructs !--- the security appliance to rewrite DNS
records related to this entry. access-group OUTSIDE in
interface outside

The Access Control List (ACL) that permits HTTP ---!
access !--- to the WWww server 1is applied to the outside
interface. route outside 0.0.0.0 0.0.0.0 172.20.1.1 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0:10: 00 udp 0:02:00 icnp 0:00:02 tinmeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password ffl RPGDSQIh9YLg encrypted http
server enable no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup |'i nkdown col dstart telnet tineout 5 ssh tineout 5
console timeout 0 ! class-nmap inspection_default match

default-inspection-traffic ! ! policy-map type inspect
dns MY DNS_INSPECT_ MAP
parameters

message-length maximum 512
DNS inspection map. policy-map global _policy class ---!
i nspection_default inspect ftp inspect h323 h225 i nspect
h323 ras inspect rsh inspect rtsp inspect esntp inspect
sql net inspect skinny inspect sunrpc inspect xdncp
i nspect sip inspect netbios inspect tftp inspect dns
MY DNS_INSPECT_ MAP
DNS inspection is enabled using the configured map. ---!
i nspect icnp policy-map type inspect dns
m grated_dns_nmap_1 paraneters nessage-| ength naxi num 512
! service-policy global _policy global pronpt hostnane
context Cryptochecksum a4a38088109887c3ceb481lef ab3dcf 32
: end

| dxy s 1 Laddl 2




uls NAT plasiwly dxy s

JI o WWW 5129 sl e bl 19,0 85> IS Jlaw )l (Siitian] oSl NAT go )l ooy 5 i
J2 13D a5 U ) oloYl lez wlilsol o9 Lyl 19,0 a5, azdgiall dsastl o ST .o LY le>

JBo| i lgde clog (il dgzloll yuas JI j9,0ll &,> dsle] piv LS o il o)l (& il dxy s
e sy g3 uais o3l (1)7.2 oo 2891 &laoW dwdly 7.0 ,lxo¥l LoVl 5le> 2ol 9 650l 03
b il 13D a2, o) Bass Loy (1) 2-7 6,880l o9 .(6,5Lall 9 83,lg)1) eVl assls ULl 49,0 4,2 J8VI
(1)7.2 plasiw] xic 6,060 & 6,50all 49l 4,59 63,lg)l 49l 4,5 oSG A9 .Lesld

asy ol 03® s ¥ .DNS el Jio ol Guss gassd Wl NAT dlo> go ool dxy s plasiw] oSoy
S el 8slel plasiuw] e ol o Y9 . Jsasdl JIDNS o35 (o acle)l piy s3I DNS A Jouw olgize
oiy sV 172.20.1.10 ulgic plazuiow] Jroell Soy sl 138 9 aidlio cuos sV gu)lud| 9 JII g2
JlaiM DNS 0313 dlawlg, acl>))

elul Ll 3axd culdl NAT 9 jeiall oy plackiw] i (uoSill o dlall 95 £33l ade 92y bo Ll Lod
23V 13 dlg o ST Jwolan solell Golll LoloVl 2 i aiy .DNS

ci scoasa(confi g) #show run
Saved :

(ASA Version 7.2(1

!

host nane ci scoasa

Output suppressed. same-security-traffic permit intra-interface ---!

Enable hairpinning. gl obal (outside) 1 interface /--- Global statement for client access to ---!
the Internet. global (inside) 1 interface

Global statment for hairpinned client access through !--- the security appliance. nhat ---!
(inside) 1 192.168.100.0 255.255.255.0 /--- The NAT statement defines which traffic should be
natted. !--- The whole inside subnet in this case. static (inside,outside) 172.20.1.10

192. 168. 100. 10 net mask 255. 255. 255. 255 /--- Static NAT statement mapping the WWW server's real
address to a !--- public address on the outside interface. static (inside,inside) 172.20.1.10
192.168.100.10 netmask 255.255.255.255

Static NAT statment mapping requests for the public IP address of !--- the WWW server that ---!
.appear on the inside interface to the WWW server's !--- real address of 192.168.100.10

ololS xui oI le> Js5 o Ol Seiumo Judis 590 4S,> LoVl 13D Sy —security-traffic-awss -
onSas o JWLY lgi)oleeg dgloll Guds Jo3> leuss VI 49,0 45,3 dg2lgll J3 1 duwlwd] 2lawl
Js> clogleall (o 2o e Jeaxl lawss oVl olly 19,0 aS,> ] g2l dasNe. =il dy s
.security-traffic-awss oVl dxy s

NAT J ooVl 5le> s Ll olll 49,0 8,5 guo> giass ul wx, —global (inside) 1 interface -
giasy ol LB oyl J3a ol 49,0 &,> wiSs in order to el jlexdl o LIS o)l ol 13D Josiwy
b ol 2, Gl J bes 68 ol oy oo

J35| pgi, netmask 255.255.255.255- 192.168.100.10 172.20.1.10 (J31> (J3b) (Sebiw] oSlw -
J3 20 nat _Suliwl oSl Jol BV dogo WW 313 plell IP glgie) b ladass elisly 138 culdl NAT
&Yl oYl 5l roawy 1309 .00l 5lell o 31 ool JI lalaz, 172.20.1.10 Glgigll 6,0)l 01
olsig)l JI oWl el 295 auzy il ol ay9 a1l dg=lgll e Glgisll lig B, (il olllal)
s NS 0 WWW psl2) aall

:ASDM _,8 nat _Ssliw| oSl go usuas clSiis steps in order to 13® sl

Olezloll < Sl J) Jawl .1
iy Cabaio HiST 9l adinn iile> om Ll J9,0 85> uiSwi Sl &5 30> 8381 Jauwl (5 .2
dg=lgll


//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s1_72.html#wp1289167
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A& Add Static NAT Rule x|

—Real Address

Interface: Iinside

[
IP Address: [192.165.100.10 R4 J
[

Metmask: l255.255.255.255

—Static Translation

Interface: Iinside ;I

IP Asddress: [172.20.1.10 -] J

[ Enable Port Address Transkstion (PAT]

Frotocol; Iek-top |
Drigitrsl Port: LI Translsted Port: LI
MAT Options...

2k kl Cancel | Help |

6380 6118 nat _Suliwl oSbw a8lol JI 5 o ok askailo .6
dalnalog dax i oo (S>> S oLl 7
ST
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B= Edit Dynamic NAT Rule x|

~Feal Address

Interface:; inzide

P Address: {92 1651000 | J

Metmask:  [255 2552550 |
~Dvnamic Translation

Irterface: Iu:uutside ll

dmz

ge Add
aut=side
~elect |

M o1 B outside

MAT Optionsz...

DR Cancel Help

FNN]




B2 Edit Dynamic NAT Rule x|

~Real Address

Interface:  inside

P Address: [192.168.100.0 = J

Metmask  [255.255.255.0 Rd

~Dynamic Translation

Interface: g=kE

W Add| @B Edit [ Delete
=ele Poal |0 Addreszes Poal
MAT Options. ..
4 ancel | Help |

(Add) adlo| 565 L&l .9
@Llo| 3§99 L&l . plall o Olgie Jasiuy (D) 4o Oloie Juml usy ) aclYl ¢ 31 .10

.(Add)
f= Add Global Address Pool x|
Interface: Iinside ;I
Pool ID:; i

—IP &Addreszes to Add Addrezzes Pool
" Range

Starting [P Address: I

Enditig| [P Address: I

Hetrmazk (optional): I

" Port Address Translation (FAT)

== Delete

[P Acdress; I

etmazk (optional): I

5 Port Address Translation (PAT) using IP
Addrezs of the interface

Ik Cancel Help




sxc6 nat _S,> edit JI I ol oK daladls . ooac cuolic gazs adlol UbY 6,310l §Slgs §e5 il .11
ol Sl el Lol ueSl Jlu,Y Gulas 998 Lail L6380

o315 e Joall uéiwl 38 sl of Uolisl el dxms (eSs xie &axs il oYl Juwbus L Lo
WWW p315 olsie e 172.20.1.10 dagi, 1>, _akg DNS

172.20.1.10 _le WWW 55y JlaiVl Jwal J9lx .1
ASA- 7- 609001: Built |ocal-host inside:192.168. 100.2%
192.168.100.10 g WWW o315 ol Lle 8,259 wlall ol jle> s -2
ASA- 7-609001: Built I ocal -host inside:192.168.100.10%
3 absll dgzlodl oV 6 Lol 19,0 8,5 jaaw - Jrasl &Suolis PAT da> i clisl ooVl jle> pody
.192.168.100.1 :QLAJIJ'l@.?J

ASA- 6- 305011: Built dynamic TCP translation frominside:192. 168. 100. 2/ 11012 t 0%
inside:192.168.100.1/1026

4JS) izl ool a>Y amas SN o WWW 3059 Sl o TCP Jlail clisl, ooVl jle> pod,
ASA- 6- 302013: Built inbound TCP connection 67399 for inside:192.168.100.2/11012%
(to inside:192.168.100.10/80 (172.20.1.10/80 (192.168.100.1/1026)

5 oYl jle> W5 oo lginz i pi Jwesll 59,0 45,5 ol o GVl jle> le show xlate oVl gaxi
ci scoasa(confi g) #show xlate

in use, 9 nost used 3

G obal 172.20.1.10 Local 192.168.100. 10

G obal 172.20.1.10 Local 192.168.100. 10

(PAT Global 192.168.100.1(1027) Local 192.168.100.2(11013

a2l e a4l WWW 03139 GVl le> om JuasVl gl oo wboYl 5le> le show conn oYl gaxi, .6
ledl L Jso=ll Lawsll olgis)l o>y

ci scoasa#show conn
TCP out 192.168.100.1(192.168.100.2):11019 in 192. 168. 100. 10: 80
idle 0:00:03 bytes 1120 flags U OB

ax | NAT @8lnyg d pus go _gleill oSl

ol go sl 595 DNS 8axy ol nat (Ssliwl Sbw 9 s Jasiuy ol ASA Jl o Liledl JsSaid] o2 130
.oy nat
)

(ASA 7.2(1 el Sl

ci scoasa(config-if)#show running-config
Saved :

(ASA Version 7.2(1
!
host nane ci scoasa
enabl e password 9j Nf ZuG3TC5t CVHO encrypt ed
names
dns- guard
!
interface Ethernet0/0
nanei f outside
security-level 0
i p address 172.20. 1.2 255.255.255.0
!
interface Ethernet0/1




nanei f inside

security-level 100

i p address 192. 168.100. 1 255. 255.255.0

|

interface Ethernet0/2

shut down

no nanei f

no security-Ieve

no i p address

|

i nterface Managenent 0/ 0

shut down

no nanei f

no security-Ieve

no i p address

managenent - onl y

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

ftp node passive

sane-security-traffic permt intra-interface
access-1list OUTSIDE extended pernmit tcp any host
172.20.1.10 eq ww

Simple access-1list that permits HTTP access to the ---!
mapped !--- address of the Www server. pager |ines 24
| oggi ng enabl e | oggi ng buffered debuggi ng ntu outside
1500 mtu inside 1500 asdm i nmage di sk0:/asdnb12-k8. bin no
asdm hi story enable arp tinmeout 14400 gl obal (outside) 1
interface !--- Global statement for client access to the
Internet. global (inside) 1 interface !--- Global
statment for hairpinned client access through !--- the
security appliance. nat (inside) 1 192.168.100.0
255. 255. 255.0 !--- The NAT statement defines which
traffic should be natted. !--- The whole inside subnet
in this case. static (inside,outside) 172.20.1.10
192. 168. 100. 10 net mask 255. 255. 255. 255 !--- Static NAT
statement mapping the WWW server's real address to a
public !--- address on the outside interface. Static
(inside,inside) 172.20.1.10 192.168.100.10 net mask
255, 255, 255. 255 !--- Static NAT statement mapping
requests for the public IP address of the !--- WWW
server that appear on the inside interface to the WwWww
server's real address !--- of 192.168.100.10. access-
group QUTSIDE in interface outside !--- The ACL that
permits HTTP access to the WWwW server is applied !--- to
the outside interface. route outside 0.0.0.0 0.0.0.0
172.20.1.1 1 timeout xlate 3:00:00 tinmeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 tinmeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat 0: 05: 00 timeout sip 0:30:00 sip_nedia 0:02:00
sip-invite 0:03: 00 sip-disconnect 0:02:00 tinmeout uauth
0: 05: 00 absol ute usernane cisco password

ff1 RPGDSQIh9YLg encrypted http server enable no snnp-
server location no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
coldstart telnet tineout 5 ssh tinmeout 5 console tineout
0! class-map inspection_default nmatch default-
i nspection-traffic ! ! policy-map type inspect dns
MY_DNS_| NSPECT_MAP par aneters nessage-|ength maxi mum 512
policy-map gl obal _policy class inspection_default

i nspect ftp inspect h323 h225 inspect h323 ras inspect
rsh i nspect rtsp inspect esmp inspect sql net inspect
ski nny inspect sunrpc inspect xdncp inspect sip inspect
netbi os inspect tftp inspect dns MY_DNS_| NSPECT_NMAP
i nspect icnp policy-map type inspect dns




m grated_dns_nmap_1 paraneters nmessage-| ength naxi num 512
! service-policy global _policy global pronpt hostnane
context Cryptochecksum 7c9b4e3af f 085ba90eel94e079111eld
: end

Joaxll (lagd Galxumall eMasll) Cisco ASA (o baid ulxumall eMall Jo> guuall 1id | gl sika>No
Lol 1 plasiw] Sy cu> daliall oBgy bl Js> Slogleall (o Ao e

DNS _ax$ 955

wax9 Olo| pis (Jladl 13D 9 .clglaxdl 0i® cl,=>l 09 (liuuwe aiasi ai 28 IS 13]) DNS Laxd (uSoi
olS o) LaS service-policy ol dawlg, ple JSiy ik piy Lilly awol 8Vl plell Laxall dwluw _JI DNS
Jo> wlogleall o j0 e Jeaxll ddaaidl dwludl Jac Ul plasiwl I @)l - ol)idl (oS 13 19 ASA
suiailg doasl o lwluw

A DNS J Lax$ dwluw dlay,> clisl, a8

ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_ MAP

2 ozl J,xe) Slales 1z dalesll (usSs @09 S5l dwlul dlay,> (1955 209 (o

ci scoasa(confi g- pmap) #parameters

3 512 &yoSiw il DNS Jilu,) dssasss | dllu I Jobs 53> cawwluad] dlay,> dalss (955 @09 9

ci scoasa(confi g- pmap- p) #message-length maximum 512

4 awlbudl day 3 (955 2099 dwludl day > dolso (9SS 209 o 29I
ci scoasa(confi g- pmap- p) #exit
ci scoasa(confi g- pmap) #exit

il )l o> B3Lis] oo Giniaill duwluw dlay 3 ol 25T .5
ci scoasa(confi g) #show run policy-map type inspect dns
!

policy-map type inspect dns MY_DNS_I NSPECT_NVAP
par aneters

nessage- | engt h maxi mum 512
!

.global_policy J dwlul day ;> 655 giog J>>1 .6
ci scoasa(confi g) #policy-map global_policy
#(ci scoasa(confi g- pmap
.inspection_default 4/3 daalall auol 01 @all day,> x> cduwlul dloy 3 0655 09 (9 .7
ci scoasa(confi g- pmap) #class inspection_default
#(ci scoasa(confi g- pmap-c

8 a5 Ll ingad)] dwlpw day,> plasiwl, DNS Laxd ooy @il 33> il dlay 5 @8 (655 g0 9
3-1 wlobasdl L6 @5 Lis]

ci scoasa(confi g- pmap-c) #inspect dns MY DNS_INSPECT_ MAP

9 bl dlay,3 19S5 2099 dwlull day > &9 19SS g9 0 29,5
ci scoasa(confi g- pmap- c) #exit
ci scoasa(confi g- pmap) #exit

.wolloo 92 oS global_policy dwluw day ;> (1655 (o (§8>5 .10
ci scoasa(confi g) #show run policy-map
!
The configured DNS inspection policy map. policy-map type inspect dns ---!
MY_DNS_| NSPECT_MAP par anet ers nessage-| ength maxi mum 512 policy-nmap gl obal _policy class
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https://supportforums.cisco.com/videos/2506
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i nspection_default inspect ftp inspect h323 h225 inspect h323 ras inspect rsh inspect rtsp
i nspect esntp inspect sqglnet inspect skinny inspect sunrpc inspect xdncp inspect sip

i nspect netbios inspect tftp inspect dns MY DNS_INSPECT_MAP

! .DNS application inspection enabled ---!

023l dwluw dlawlgy ple S global_policy  gulas (0 (g8 .11
ci scoasa(confi g) #show run service-policy
servi ce-policy global _policy gl oba

Split-DNS ;055

&5 JMS o le> piw (I oY lell aasld J5>Y dcgaall ag uSL &9 9 split-dns ).ow_)L\.oL; P9
4518 O3 LoVl 13D 0 NO dswall paziowl . ppusill

pd .ol 8Vl dcgaall 2g (S 639290 @iled Sl Ligortimall & (885 punis JLro pilgd 3929 pac aie
88l JLasVl puuss Jbrwo wilgd u 95 gio) split-dns none LoVl ,lasl,

Y lelasT, dlubudl U oYY 3a2) 2> 229, V.oVl daild 5 JBs] JS Juad) 62519 d>lus pasiwl
iy () blaily () oWololly Jasd dad Jly dslbrgll B9 2l plasiw] lisay .,> 255 ;e 20 ol San
Jlwol sic @glis] pi ddB doud cpounis _il9 Al pusll S (olawng g9 aolaziw] aic (no split-dns )o}ll
.split-dns none ,»VI

IV oo J=JI J=1 o0 Domaind 9 Domain3 9 Domain2 9 Domain1 oYlxall (4055 &S Jlall 13D xiog,
:FirstGroup _ouuoll dcgoxoll el aaill JlasVl puwss

host nane( confi g) #group-policy FirstGroup attributes
host nane( confi g- group- pol i cy) #split-dns value Domainl Domain2 Domain3 Domaind

2o JSuiy oueSil Jac 4Tl puusl] 138 paciuwl

w22 (OIT) L3Vl a2 i 6151 paskiawl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,51 p> is 6131 ac
. Show oVl 2,50 >

DNS 9,0 a5 ,> blaill

33l bladl (5 auzuo JSuin DNS ol 4US 65lel posy ol jle> ol wo Baxill § b 1> Jis
:ASA Jl e 59,0 &,> sad e steps in order to 138 el . g:budl Jliall 9 2ing0 68 oS cduisall

J9sall 85> Jaooll LS a8zl dasld sazs ol v aslin] A boladl Jio S Jauo9 doild clisl, a8 .1
Joosll (5 aSxill dld.(ACL) Jauogll 5 aSxill pilgd elis] pi (Jliall 130 L9 .lgbolasll x5 il
ra>) Rl dgzlodl e 9,0l a5 =)
access-1ist DNSOUTCAP extended permit ip host 172.22.1.161 host 172.20.1.2
All traffic between the DNS server and the ASA. access-list DNSOUTCAP extended permt ---!
.ip host 172.20.1.2 host 172.22.1.161 !--- All traffic between the ASA and the DNS server
sl dgaloll e 19,all & ,2) (ACL) Jowsll ($ pSxill dasld
access-1ist DNSI NCAP extended pernit ip host 192.168.100.2 host 172.22.1.161
All traffic between the client and the DNS server. access-list DNSI NCAP extended ---!
permt ip host 172.22.1.161 host 192.168.100.2 !--- All traffic between the DNS server and
.the client

boladVl (Vo) Juio cliw) .2


//tools.cisco.com/RPF/register/register.do
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Ci scoasat#capture DNSOUTSIDE access-list DNSOUTCAP interface outside

This capture collects traffic on the outside interface that matches !--- the ACL ---!
DNSOUTCAP. ci scoasaf#fcapture DNSINSIDE access-list DNSINCAP interface inside

This capture collects traffic on the inside interface that matches !--- the ACL ---!
.DNSINCAP

:DNS 9,0 4S,> Lo o yai A=y Jlall ade 92 bo L lawd. bladVl o, .3
Ci scoasa#show capture DNSOUTSIDE
packets captured 2
udp 36 :172.22.1.161.53 < 172.20.1.2.1025 14:07:21.347195 :1
udp 93 :172.20.1.2.1025 < 172.22.1.161.53 14:07:21. 352093 :2
packets shown 2
ci scoasa#show capture DNSINSIDE
packets captured 2
udp 36 :172.22.1.161.53 < 192.168. 100. 2. 57225 14:07: 21. 346951 :1
udp 93 :192.168.100.2.57225 < 172.22.1.161.53 14:07: 21. 352124 :2
packets shown 2

4 Slaglail) (S ,3T ubas (3 Julsill PCAP ity TFTP 0305 JI (lolad¥l) blan¥l gusl (ki)
DNS A cMoww 8 IP wlsics auwl Jio &8lo] Juolis ,lglol PCAP Gauis Js LgiSay il

Ci scoasat#fcopy /pcap capture:DNSINSIDE tftp

Ci scoasat#fcopy /pcap capture:DNSOUTSIDE tftp

Le>Nolg clas VI BlaSiwl

Le>Wools (oSl elasi GliaSiwy lgolaiwl liSay ologles pumill 13D 9,

DNS &S ssle] el pir o)

DNS 028 1055 pusd 215 .0Vl le> le lya) DNS [ax$ (055 oo 35U

do> il elinl i

Moraw o 3835 220 e NAT (305 08 caranll 095, 288 WWW 3139 Jsasll e Jlasl olis] s 13|
038 g 3] . 0loVI 5l JMS 1o dazi sl 9 JoSei9n Jiud ) it Ll Jilw Il o6 iy GloVI 5le
xno e 9l 3629 pac o9 dsllaall 19,0l &S 3 NAT (655 0o (axid (il

ASA- 3- 305006: portmap translation creation failed for tcp src%
i nsi de: 192. 168. 100. 2/ 11000 dst dnz: 10. 10. 10. 10/ 23

Uzl 138 J=J lgaubas 6slelg NAT whle a3l 08 o6 6,3kl oYBYI zunoy 08

UDP DNS », blaw|

:DNS a0 > blaw] cuy 038 lazdl dluw, Ldls ol (Sasll oo

Pl X| ASA-4-410001: UDP DNS request from source_interface: source_address/source_port%
(to dest_interface: dest_address/dest _port; (label |ength | domain-nanme |ength
. bytes exceeds renaining packet |ength of 44 bytes 52

alSisall 03® JxJ 65535-512 , DNS o> Jobo 6505, o
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ci scoasa(confi g) #policy-map type inspect dns MY DNS_INSPECT_MAP
ci scoasa(confi g- pmap) #parameters
<ci scoasa( confi g- pmap- p) #message-length maximum <512-65535
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