PIX/ASA 7.x slJ]luosble IJigs S/FWSM: o gsso
p0Jé louold SSH/Telnet/HTTP Llwogsle pld
odysu MPF

lJpzosslo

| Jp, 9506

IJpobJole Il wsé

oo bJule

lJoedoule | P 0

Il ol Jlzle

lJodJosy

| IJozbslb vuJo
lJoJosy

2046 1w 59056

Uz, 8.8 o0l &

| wed ol 1Jizble 9l odlzol

NFX YY)

S8 03l IJpuuwows gswé wdssu J PIX 7.1(1) sldluesble IJizse oo 1dpods 1dos odsy ppé
Jobosy pesu pod SSHITelnet/HTTP. p 906 wldodysy 1Uds subod eds gese
lJobosile. suwegse pold IJodesy oil bl Idgpd 1Jzr8> Jduwsluws [Juplbssd 1U3s wp
o@38p0 VOS PIX 7.0 )lze luwegsle bl | sl wd lJuplbséd JJzuod s piS> pu
lJpeed9ple.

BOS upedde lJodsy 03l sup wdssu gl gelss PIX Jduwele Jezbs IUged (10.77.241.129)
Telnet/SSH/HTTP ClJgbe IJwgss (10.1.1.1) gJ 1Jpszo. Jpl wp wdysy pods louold
pudLods Jeyds p)9) wslule Telnet/SSHHTTP. wuue e, zpse rdle o9, TCP IJig,s bs
lJzue9d eJs Bsped luwole podé IUleuold IJglbss 1Jpde,ué podé conn 1:00:00.

Lee IJs ASA 8.3 olJloshle 1Jizse: wesse pods lo ol SSHITelnet/HTTP Ul wegasle ool
wdosu MPE JJzuesd eds piss pu ldpedsele pod Idods ldpoblod wlyveesle ASDM pe
2ol IJlely IJB8led JJedsed (ASA) ey Cisco Idluosl) 8.3 sldluosble Idlzse.

IJecbdule IUIguluss
IJeobJule

JI o> pobdole gluos Josdl ldpuuous.

IJedoule |Jpuwo»ed
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ouvows Idpedspele 1Jgl)soe Vs 03l Idpuwews IUs woulee zol) IJiole, Cisco PIX/ASA Security
Appliance. |Jl_o>l, 7.1(1) pe Adaptive Security Device Manager (ASDM) 5.1.

e logble Idegdspele 1d91)36 Bs 03l ldpuwows pu IJiz056 1J 292956 LBs wisisé pgpdséd ¢luos.
u)lu CPSE |.J|E_OJO |.Jf0.__)Uua)|00 k9..S o5l |.Jrouuuu) uudngU forouuja (ldu)lkpgS) l)l \Jluu
L}Uudud rouluu_)O: kQUILJ) PU kBOrOlJ .J.Julu..s_) |.JfoaurDJ J|.5 ||o_)

IJlobdlzle

lIJodsso
B 03l IJSuwp: @30 JI pedaple odssu Idpsile 1Jessozs B 03l 1dpumweos.

pdlgbé: I,_}Uua)ro b>l6 Lz |.J|9|m (.,J.JE,o.ch lJowzdsu W) JJzue9d eJs s> pu
lJPE'J.9r°IU E_S.J |,J|_9||o) lJPL}“UCPPO k.9§ o)l |JL9L}Up

Wyowe Iotbsbes JJuing s

Suwwedp o3l IJpwows lesh Idgveds IJulds:

PIX Inside
10.77.201.142126

= -

.anL,,.*’ Cloud 7
% - L J

-
—— =

Talnet Router PIX Qutside
sarvar 10.1.1.1/24 192 1668.200.1/24
10.1.1.2124

Work Station
10.77.241.129:26

pdlebé: IJip Jsuw selbw ¢bosé suvegpd Vs o')_l ouvdsd Blusus! routable gJds 1Jloeoe.
op rfc 1918 gulud ks sodds sdu luvegpde B¢ pEow) wsiss.

IJodosu
S pd 03l 98896 03l wuvIsd:
pdlebé: cubo g wdgsule CLI g ASDM o3o gds 1U9e6 Iduploss Jgsed gal) 1Uzelss (FWSM)

CLl o v IJsJ:

wdysu PIX

PI X Version - 7.1(1)

!

host name Pl X

domai n-name Ci sco. com
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enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface EthernetO

narei f outside

security-level O

i p address 192. 168.200. 1 255. 255.255.0
!

interface Ethernetl

namei f inside

security-level 100

ip address 10.77.241. 142 255. 255. 255. 192
!

access-list inside_nat0O_outbound extended permit ip
10. 77.241. 128 255. 255. 255. 192 any

!--- Define the traffic that has to be matched in the
class map. !--- Telnet is defined in this example.
access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq telnet

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq ssh

access-list outside_mpc_in extended permit tcp host
10.77.241.129 any eq www

access-list 101 extended pernmit tcp 10.77.241.128
255. 255. 255. 192 any eq tel net

access-list 101 extended pernmit tcp 10.77.241.128
255. 255. 255. 192 any eq ssh

access-list 101 extended pernmit tcp 10.77.241.128
255. 255, 255. 192 any eq www

pager lines 24

ntu inside 1500

ntu outside 1500

no fail over

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list inside_natO_outbound
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 192.168.200.2 1
timeout xlate 3:00:00

!--- The default connection timeout value of one hour is
applicable to !--- all other TCP applications. timeout
conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp
0:00:02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

telnet tinmeout 5

ssh timeout 5

consol e tineout 0O
|

!--- Define the class map telmet in order !--- to
classify Telnet/ssh/http traffic when you use Mdul ar




Policy Franework !--- to configure a security feature
I--- Assign the paraneters to be matched by cl ass nap.

class-map telnet
description telnet
match access-list outside_mpc_in

cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
|
!
pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns maxi num | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

!--- Use the pre-defined class map telmet in the policy
map.

policy-map telnet

!--- Set the connection timeout under the class mode in

which !--- the idle TCP (Telnet/ssh/http) connection is
disconnected. !--- There is a set value of ten minutes
in this example. !--- The minimum possible value is five

minutes. class telnet
set connection timeout tcp 00:10:00 reset
!
!
service-policy global _policy globa

!-—- Apply the policy-map telmet on the interface. !---
You can apply the service-policy command to any
interface that !--- can be defined by the nameif
conmand.

service-policy telnet interface outside
end

oJd9 sy ASDM:

idroJ oo lJgbsle Jlesls pods loold TCP Jgydsé p)9) wslule Telnet |guoobl |Us Slispesd
lJseed IJos wouweése ASDM Jel 09 p9op.

pdlzlbs: Jlze I welz 9,09 HTTPS J ASDM JJlgsble IUigulguss JJ9uesd [Js PIXIASA po
JIJ ASDM.
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1. odysu Inga_oloi'ao)o oubdsS> 8l u>s oY in order to vJdde IU8Lo leyose0 (3he) 9
lenuse 1061d) Jol o9
PP

Hardware Port: izonfigure Hardware Properdi

[F Enahle Interfac% [ Dedicate this interface to management only

Interface Mame: | outside |
1]

Security Level:

IP Address
f* |Uze Static IP (™ Obtain Address via DHCP
[P Address: [ 192.1EB.EDD.1| J
subnet Mask: 255.2595.255.0 7
MTLI: 1500
Description:

ik izancel Help




Hardweare Port: | Configure Hardware Properis

GF Enahle Interfan:% [~ Dedicate this interface to management only

Interface Mame: inside |

Security Level: 100
IP Address
* |Jze Static IP (™ Obtain Address via DHCP
IP Address: 10.77.241 .142J
Subnet Mask: 255255255 192 2]
ML 1500
Description:
0] Cancel Help
9lud, W99

Configuration = Inferfaces

2R I ERRE S

ARGy IP Address Subnet Mazk AnagAmAnE
Level dinly

Ethametd outside Yes 0192168.200.1 256.255.25510 Mo 1500

Ethameti inside | vas | 100077241142 [255.255.255192

oJ9su CLI Jpdls Jpel 09 p9oe:
interface EthernetO

namei f out si de

security-level 0O

i p address 192.168. 200.1 255. 255. 255.0
!

Interface Mame |Enabled

interface Ethernetl



namnei f inside
security-level 100
i p address 10.77.241. 142 255. 255. 255, 192
2. odosu NAT Ol o oubdsd>nat>e 206 [uedule @lgse>s s in order to Lwezo
IJeuds o9, pu Idubwds 10.77.241.128/26 1o s Iloc,ow 390 |s
)T PO.

Configuration = NAT = Translation Exemption Rules

F% Add Address Exemption Rule

Action
Select an action: UEIEFHI:J'[ jj
— HostiMetwaork Exempted From BMAT -—— —When Connecting Ta
& |P Address " Mame " Group = IP Address " Name " Gral
Interface: | inside :I Interface: m
IP address: 10.77.241.128 _l IP address: ID.EI.EI.EI L
Mask 255255265192 ¥ | Mask joooo =]

—Rule Flow Diagram

Rule applied to trafiic incorming to source interface

2] Lﬂ |®

| inside outside
any ------* f ------+ any
exermnpt
Please enter the description below (optional):
(]34 I Cancel Help

9lud) W89
OK.



Configuration = MAT = Transiation Exemption Rules
2 F R IRDERRE S

k# Enable traffic through the firewall without address translation

" Translation Rules = Translation Exemplion Rules
Show Rules for Interface: [all Interfaces x| _ Showal
# Fule Action Interface HostMetwork When Connecting Ta

Enabled HostTetwork

inside |ER10.77.241.120126 | # any

routhoundy

oJd9sy CLI Y pdldis Jpel 09 p9oe:
access-1ist inside_nat0_outbound extended permt ip 10.77.241.128 255.255. 255. 192 any
nat (inside) 0 access-list inside_natO_outbound

. odosu B9lise IJopdp B 19 o9d [Js ACLIG S, odase > uwsluws IJiplo >@le>
lUsuesd Jodsso Blise ldopde B 1dsuesd (ACL) Jel 09 peuoe:lud, W98 lual9s
Jodssu Slised IJopde S IUsuesd (ACL) 101 Idos wuwer wluuble )96 p)9) Telnet
o0 lJuods 10.77.241.128/26 |Js ls Lo ds 9206 9obusdol gds 2y9s 1Upue, IJuols)é
eJds 1Uglzod

lJghzsé.
Action Syslog
éaleet an adion: [,J Default Syslon More Options... |
Apply o Traff Time Rangea
ply to Traffic:
Time Range: | Mot Applied -- j Naw...|
Source HostMetwork Destination HostMetwork
i+ IP Address " MName " Group i IP Address " Mame " Group
Interface: III'|5|E|E.' __""_I Interface: InutsIdE __‘l_']
IP address:  [10.77.241.128 | IP address: |n|:|.|:|_|:| |
Mask: 256,255.255.192 ¥ | Mask: P0.0.0.0 |

Rule Flow Diagram
Fule applied to traffic outgoing from destination interface

s | Q Lo

| inside outside |

10.77.241.128/26 any

v]'
Allowy fraffic
Frotocaol and Serice
& TCP " UDP ™ |CMP P Manage Service Groups... I
Source Paort Destination Paort

& Sawice |= -I |amr J * Service |= "I [Elelnet jJ

" Semice Group | =] " Service Group | -1




Sludy 998 OK. soldeed Joyds 0)9, SSH 9
http:

Ao



4.

-Action

Select an action: L

Apply to Traffic: UU!.:a-;: zhrig from dest -:ter:j-J

Source Hostrebwork
* |P Address " MName " Group
Interface: |inside -]

IP address: 10.77.241 128

B

Mask: 255,255.255.192 ¥ |

Rule Flow Diagram

-Byslog -

Default Syslog More Options.. |

Time Range

Time Range: | Mot Applied -- j Maw_,_|

£ Destination HostMetwork

* |P Address " Name " Group

|outside =]

Interface:

IP address: |n 0.0.0

0.0.0.0 |

Mask:

Fule applied to traffic outgoing from destination interface

s |

| inside

10.77.241.128/26

| @
outside |

any

Allowy fraffic

Protocal and Service

& TCP " UDP " ICMP P
Source Port

* genice |= =] |amr |
" Sernvice Group | _'J

od9sy CLI Jpdldis Jpl 09 p9og:

Manage Service Groups...

— Deslination Fort -.:
+ Semice 1: "I [Ewww jJ
| genlce Group | =l

access-list 101 extended permt tcp 10.77.241.128 255. 255. 255. 192 any eq tel net
access-list 101 extended pernmit tcp 10.77.241.128 255. 255. 255.192 any eq ssh
access-list 101 extended permt tcp 10.77.241.128 255. 255.255. 192 any eq www

access-group 101 out interface outside

odysu gldle luwele IJpo.Jc'Si'ao_,o oubdsd>goliso>9 9w in order to LvJJo 1Jpgodd
98w. Vs o3l Iduwsubsy leevb Lld¥ses JIve)loss Jzese gldle lowols

IJpoJs.



configuratian = Properties = Time ouls

PRI E @i ERRR S

@ Clack ~|  Timenuts

;—--?Cnnsule Epecify the masmurm lde time intarvals using the HH:MM:SS forrmat.

e Device ) . . . . - .

: SPFTP Mod Dizabling a timeout setling reverts it fo the default value, The translation slot imeout cannot
— be disabled. If both absolute and inaclvity aulhenticalion lmeouls are sello 00:00:00, the
ERILME Rulas userwdll have 1o re-autnenticate on every new cannection.

~mnlanagement Ac

= EINTP

b P g3 sword

-El8ecure Copy [ {Gonnection; |01 0000 ™ macR 00:05.0C
SIS MTP

e -

e SHMP I™ Halfclosed | 00:10:00 ™~ MGCP PAT 00:05:08

- TFTP Sarver

Lgpluser Accounts ™ upep I'T =1 T30 0

it ' DHCP Sendces
o DS Cliert I~ ICHiP 00:00:02 [ SIP Media 00:02:00

- glF ailover
- Fragment I~ SUNRPC 0-1 0:0 I~ Authentication absolute |-I 050

-T2 History Metrics

E-IRgy P Audit I Ha23 00:05:00 ™ Authentication inactivity l-’l' 10.00

{3 Logging
- B Priority Queue I~ H225 01:00:00 Transation Slot [03:00:00
- HESSL
- N SUNRPC Server
- M TCP Options
I Ejm — LAY T ] Brrnadt I

oJd9sy CLI U pdldis Jpl 09 p9oe:
ti meout conn 1:00: 00 hal f-closed 0:10:00 udp 0:02: 00 icnp 0:00:02

5. o dosu §9le> ywsluwd U'a),o&.iéo_) odosu > yuslywéd |Jip|o > 99le> ywslwé 1Ug>pd >
luolds Jodosy Hsbs 1Jdss: 9pglbl I gwslws Jlgsls pods louold TCP J10 5 8lis§e
sobosd uusluws 1Jge8 eds 1Uslzos 1Jghass el 09 pooe lte,e IU3ho Jiuwdds in
order to 12c)0 ghas - (SeJd 806 uwsluwsd 283): s 1o sJsu eJde: sesuw telnet
GJ|.JU.U.$|UUO
lowe.



Adding a new service policy rule requires three steps:
Step 1: Configure 8 semice policy,
Step Z: Configure the traffic classification criteria for the service policy rule.

gtep 3 Canfigure actions on the traffic classified by the service paolicy rule.

iZreate a service policy and apply to:

Cnly one serice policy can be configured per interface ar at global level. If & service policy already
exists, then ywou can add a new rule into the existing service policy. Otherwise, you can create a ney
service policy.

-
{* |nterface: |nut5ide - (create new service policy) ﬂ

Folicy Mame:  [|telnet]

Cescription:

(" Glohal - applies to all interfaces

lud) 999 Next (IJelds).Bp wluuble Iuwpe Ersbo 1JWiss telnet glg e, gugly IP JJpues)
9lJ9z06 (suweesp Slispé IJopdpe B 1Uguosd (ACL) ¢lus IJlesh B pelss, pbluds
Jo

lJe9).-

(« Create a new traffic class: (telnet |

Description {(optianal):

Traffic match criteria
| Default Inspection Traffic

[ Tunnel Group

| TCP or UDP Destination Port
| RTP Range

| IP DiffSery CodePoints (DSCR)

| IP Precedence
[ Any traffic

Iftraffic does not match a existing traffic class, then itwill match the class-default traffic class.
Class-default can be used in catch all situation.

(" Use class-default as the traffic class.

lud, B9 Next (IJclds)-Spe cluuble Slisps wede Vs 1suo9d (ACL) Jeblo$s 2,6



09) Telnet lJos wp logilgel pu IJubwdo 10.77.241.128/26 |Js L__s oo 9god
sobosydol gds 1o
Telnet.

D —

L - |

 outside f=
r

£33.235.293.1 26 §

g e CicMp

— - ——

= oo Y 1 S o |
s | |

lud) B9 Next (IJeldg). soldped JzyJs 09, SSH 9
http:







GTcP CUDP CICMP O | I

Csevceooup [ Z | Csemeeown [ 7]

2o, lesble Wlouald Jlesls pods louald TCP J10 58lisé: slge, ls ol ¢lus IIzesh
buwld lebs IJogssu IJs udlb wolss TCP $,J
IJpoJs.



Protocal Inspection  Connection Settings | QoS |

M axitmum Connections Fandomize Segquence Number
_ » FRandomize the sequence num
TP &UDF Connections . IDefslult o v TCPIP packets. Disable this fe
anly if another inline Pl is alsc
, ) . - randomizing sequence numbe
Embryanic Connections: IDEfauIt () | the resultis scrambling the dat
Disahling this feature may leay
; . ) gystems with weak TCP Seque
FEAASAE ST IDefauIt () i humber randomization vulnera
Per Client Embryanic Connections: IDEfauIt (o -
TCP Timeaout TCP Mormalization
Caonnection Tirmeout lo0:10:00] v I Use TGP Map
v dend resetto TGP endpoints before timeout
TCF Map: I
Embryanic Connection Timeout : IDefauIt (onssm =
[ [=30 | Edit
Half Closed Connection Timeout : |Defau|t (0:10:00) w
N TREIR
luole.
Canfiguration = Security Policy = Senice Palicy Rules
2 2% d A L22RARE S
" Access Rules  © ABARules O Fiter Rules @ Sendce Policy Rules
Show Rules for Interface; |AII Interfaces ;l Shiow All
5 Traffic Clasgification
Mame Enabled| WMatch Source Destination Service Time Range
E Global, Policy: global_policy
inspeclion_d... Ey @@any @ 3 Ty default-inspection QL inspect (1
Bl Interface oulside, Policy: talnat
1 telnet [ 3 (a10.77.241.. @ any e talnatiep - NotAppl...| @ conneciic
B =end resi

od9sy CLI Y pdldis Jpel 09 p9oe:

access-1ist outside_npc_in extended permt tcp host 10.77.241.129 any eq tel net
access-1ist outside_npc_in extended pernmit tcp host 10.77.241.129 any eq ssh
access-1ist outside_npc_in extended permt tcp host 10.77.241.129 any eq www

cl ass-nmap tel net
description tel net
mat ch access-list outside_npc_in

policy-map tel net
class tel net

set connection timeout tcp 00: 10: 00 reset
service-policy telnet interface outside



p0Jé [y s9uso

Jleoold IJzusus 09 |Qu4.>|J VLR POLI l9 eds uwwsd ldpeld J.p odopd IJpuoldes
lJodless Jo. swp wg)s9o gds luo podé SYN gds ASA: gowdd o)l os odyy pods SYN
eJs ASA 30 wlussé. 030 o IUb,596 Jodosu ldpeds IUzususs:

access-list enb_map extended pernmit tcp any any

cl ass-map enb_map
mat ch access-1list enb_map

policy-map gl obal policy
cl ass enb_nmap

set connection tinmeout enbryonic 0:02:00

servi ce-policy global _policy globa
lJoedd po lJuoes

luwogse 03l 1dGuwe Joldss gpd Idodssy vuvdd Lozse.

wogp blé lJIg ) lel

- . c show. | wogpedo |J OIT in order
to Julosw wedsd pu 8yuo o) luule.

Be wluesly 1Jie, show service-policy interface ¢Lz IJuble JJoedd pu lJodssole IJgluos
od.

Pl X#show service-policy interface outside

Interface outside:
Service-policy: http
Class-map: http
Set connection policy:
Set connection timeout policy:
tcp 0:05:00 reset
Inspect: http, packet 80, drop 0, reset-drop 0

Sp wluosl 1Ule, show service-policy flow JJwe 86 pu wblwd 2ods 19y 1ped6 pe
odysule yusluwd 1Jg>e6.

o2 peele 1die) 030 peldl:

Pl X##show service-policy flow tcp host 10.77.241.129 host 10.1.1.2 eq 23

Global policy:
Service-policy: global_policy

Interface outside:
Service-policy: telnet
Class-map: telnet
Match: access-list 101
Access rule: permit tcp 10.77.241.128 255.255.255.192 any eq telnet
Action:
Input flow: set connection timeout tcp 0:10:00 reset
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lweduuld IJizble 9] oJlzol

Il 9220 T pods IUleuald Jl oged pe "ol gpd Iduwsluvle IJupbss” (MPF). Bozdd po
louold wae w90999d TCP. spdu o oo IJpuid s eduw gusle IP Jdpuos) sldozos 9
eudlu IP pdoy wuvdd &) LozsT s Slises IJsuosd Jl seblod pe MPF Jogsso Bspd
IJpods 1Jz>s36 19 Jogss) Idpods IJIe,lgoss Jdobosd. §p wlogble beld $lises s,29J
(Idpu2>,) 91d9zes) 9938l Jooe IJloold Jogssy podo IJlouold wluweésle MPF.

pedsple dlo Lodé

- 2036 IJiole, Cisco PIX 500 Series Security Appliances
- Tz036 I il 1Jpg>J6 Cisco ASA 5500 Series Adaptive Security Appliances

- waulez 231 2elsé Cisco PIX
Cisco

. oyl2g lole, 251y 20lsé PIXIJI
. lole 1J 08010586 Joosoz 1Jisly | b 3JY PIX



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



