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Rout er A#show running-config
...Building configuration

Current configuration : 1151 bytes
!
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version 12.4

service config

service tinmestanps debug uptine
service tinestanps |og uptinme
no service password-encryption
|

host nane Rout er A
!

interface Ethernet2/0
ip address 10.2.1.1 255.255.255.0

hal f - dupl ex
!

interface Ethernet2/1

ip address 10.1.1.2 255.255.255.0
hal f - dupl ex

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1

ip route 10.3.1.0 255.255.255.0 10.1.1.3
|

!

line con O

line aux O

line vty 0 4

!

end

#Rout er A

RouterB ;05

Rout er B¥show running-config
...Building configuration

Current configuration : 1132 bytes

1

version 12.4

service config

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

1

host name Rout er B
!

interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0

speed auto
!

interface Ethernetl/0

ip address 10.3.1.1 255.255.255.0
hal f - dupl ex

1

i p classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2
!

control -pl ane
!
1

line con O




line aux O
line vty 0 4
!

end
#Rout er B
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PIX 7.1 obol jlgz cus$s

Pre-configure Firewall now through interactive pronpts
[yes] ? yes
:[Firewall| Mode [Routed
Enabl e password [<use current password>]: cisco
?[ All ow password recovery [yes
:(dock (UTC
;[ Year [2005
:[Month [ Mar
:[Day [15
Ti me [05:40:35]: 14:45:00
Inside IP address: 10.1.1.1
I nsi de network mask: 255.255.255.0
Host nanme: OZ-PI X
Domai n nane: ci sco.com
I P address of host running Device Manager: 10.1.1.5

:The followi ng configuration will be used
Enabl e password: cisco
Al'| ow password recovery: yes
dock (UTC): 14:45:00 Mar 15 2005
Firewal | Mde: Routed
Inside I P address: 10.1.1.1
I nsi de network mask: 255.255.255.0
Host nane: OZ-PI X
Domai n name: cisco.com
I P address of host running Device Manager:
10.1.1.5

Use this configuration and wite to flash? yes

INFO Security level for "inside" set to 100 by
.defaul t

Crypt ochecksum aObff9bb aa3d815f c9f d269a
3f67fefb

bytes copied in 0.880 secs 965

I NFO. converting 'fixup protocol dns nmaxi mum
| ength 512" to MPF commands

INFO. converting 'fixup protocol ftp 21' to MPF
commands

INFO converting 'fixup protocol h323_h225
1720' to MPF commands

I NFO. converting 'fixup protocol h323 ras 1718-
1719' to MPF commmands

I NFO. converting 'fixup protocol netbios 137-
138' to MPF commands

INFO converting 'fixup protocol rsh 514" to
MPF commands

INFO. converting 'fixup protocol rtsp 554' to




MPF commands

I NFO. converting 'fixup protocol sip 5060' to
MPF commands

I NFO converting 'fixup protocol skinny 2000
to MPF commands

INFO converting 'fixup protocol smp 25 to
MPF commands

INFO converting 'fixup protocol sglnet 1521
to MPF commands

I NFO. converting 'fixup protocol sunrpc_udp
111" to MPF commands

INFO converting 'fixup protocol tftp 69" to
MPF commands

INFO converting 'fixup protocol sip udp 5060
to MPF commands

INFO converting 'fixup protocol xdmcp 177" to
MPF commands

.Type help or '?" for a list of avail able conmands
<QZ- PI X

ASDM plasiwl PIX ;655

:ASDM GUI JI e S steps in order to 13® sl
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% Cisco ASDM 5.0 for PIX - 1001.1.1

Flle fules  dearch Opflons Toals WiEards  Help
e 0 ™ ’ | A Cizco Svstems
@ “ 1 O O Q€| & & 7
Honve Configuralion Monioring Beck  Forwsrd | Sasrch Fiafres=h Sanvm Heip :
Denace Information Interface Siatus
General ] Licanea | Inerace |— IF Afdra3amack —| Line ] Link -[Currem Kbp 5]
nEide 10111724 Qup Sup 1
Haost Mame il e alldeela Ui, dormain.irmsalid
Frversion:  #A{1) Device Uptime: 14 Gl 4m 4
ASDM Varsion. 51010 Cravica Type. PR S1SE
Fireweall Mode:  Foaed Contest Mode:  Sirge
Total Flash 16 MB Tatal Mermory. G4 ME Salact an interface to view input and outpud Kops
WIPN Status Traffic Status
IKE Tuninals: O PSe; Tunnels: O et A e Ll i
System Fesources Status
Pl LPU Usagae (percent]

W urF: o TCR: O Telal: D

FEmary Famary Uzags (MED

Input Kbps 0 W Cutpet Kbps 1
Latest ASDK Sysing Messages Configure A0 Spslog Filbas
Syslon Disablad ‘_I
=gEmine A CTE) i3 B 71106 5:58:59 PM UTG

o)l Sy in order to j,m<e,8 o 31 .6
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[I':.' Cisco &50M 5.1 for PTX - 10.1.1.1

File =ules  Search Options Tools Wizards  Help

@ q% b;_ g G Q | o g "E:’ Cisce Emm.

Forvearl SEanc Redresh

Home Condhgur ation Mordoring Help

Carfiguration = IMereces

[wl, ¢ EZF|IEWITRBRE S

= .
=5 Inferface Mama |Enablad f"a‘,’;m’ IPAdSess | Subnel Mask E:;““E'm“"' WL o |

maT Eihematl Inside YES oot 155.255.355.0 Mo 1500 DleE I

| | 1|

[~ Enable fraflic babween twa ar maore intarfacas which are canfigurad with 2ame security levels

Aeply I Reset I

|<admin=  (MAGE @l || /& 741108 550.40 PM UTC
s 350 359 isly agzlsll uolas J5ol 7
bilgs!



% Edit Interface

Hardware FPort;

¥ Enahle Interface

Interface Mame;

Security Level:

IF Address

f* za Static IP

IF Address:

Subnet Maslk;

ML

Description:

Etherneti

Configure Hardware Properies...

[ Dedicate this interface to management anly

autside

™ Ohtain Address via DHCP

172.16.1.1

755 356 356.0 -]

1500

8] Cancel

Help

E Security Level Change

Changing an interface's security level may cause your PLE configuration
& to hecome invalid, causing the PEto drop legal traffic ar allow illegal

Ssiuio s ilis |9 Bl 59 il B

traffic to pass through. Do you still wish to proceed?

I
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Home: Configuration HoricHng Fuoeaand Search

Giseo Srarems

Conflquration = nieraces
[,  EF|E DL ERRE S

Interfaces

&
Irerface Mame |Enahlad Lavel anly

NAT Ethemat1 inside Tas 10010.1.1.1 255.255.255.0 I

4
Fouing

Gobsl Cijacis

Properties

1]

[~ Ematte frafic batween i ormore intefaces which ars configured with same sscunsy lavels

Appky | Rexsel I

| wREmin= H& F15h [ A 7040 RN -nE BT
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Forward Search [Ratragh

Cisco Svancus

[wl, *2FFTISRREE S
™ Access Rules  © AAK Rules

" Filtar Rufes ¢ Serice Palicy Rules

I{;L-b Shin Rules for Inbarface; |ﬂillnlarfaws *‘| Shiowe Al I

. Ruie Souree Destinalion Rule Applied 2dd_|
@5 ¥ |Enabigal Ation HostNabwork HosUNeabwrork To Traffic I EEraa
H&T L 3 I

Ii||:_.i|J|_: | I Eei

a3 ' - |

Cichal Cbjacts

Frop=ries

1] [ 3|
o Al rEme 2 Deny ramc o Show Suramary © Show Dztail
Brpli I Reze ] Advanred.. |
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fe Aidd Address Translation Rule

same adiress =]

Mo address pool defined

Lisly a3l dgzlgll 5a> .13
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§= Manage Global Address Pools n x|

Global Address Pools

Global Address Pools are wsed to configure Dynamic Metwork Address Translation (MAT)

addrasses,
Interface Fool ID IF Addressies)
mme Add
|l
=it
Delete

QK cancel Help

dalnaby olgic &, nat Sladl el .clSib &, oleie oo 9 e WJlio 13D 5 .14

.0k
ﬁ:.ﬂ.dd Global Pool Item - ; EI
Interface: outside | Paal ID: |1
* Range

i~ Port Address Translation (PAT)
i Port Address Translation (PATY using the IP address of the interface

IP Address:  [17216.1.8 — 17216110

Metwork Mask (optional): |255.255.255.n

] | Cancel | Help




G99 Ll ai .olgic oo JI wdSli in order to 13 sglas 8 (>, o lall o i3l .15
a9lao
= Add Global Pool Item ;

[osioe =]

172.16.1.4 | = |
[265.265.255.0 |

ok in order to aslhslb
ol



@& Manage Global Address Pools — x|

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Address Translation (MAT)
addresses.

Interface Paal 1D IP Address(es)
inslde
autside 1 172161 517F2161.10
Edit
Delete
(13 izancel Help

saanll iSail dawls, aslitiw] misw Sl gaxill 20 32> MUlsiell da> s 61018 " 638k 9 16
999 iy LguoSs @ Ll
OK
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& Cisco ARSDM 5.4 for PIX - 10.1.1.1

Flle Rules Search Oplions Tools Wizards  Healg

Cisce Srarcus

@ [ 010 O Qe @ 2
Huing _El:lnﬂl:lllﬂinﬂ MorEoning | Back Forwstd | Sasich Relrazh =" Hadp
Configusatian = FAT = Tranzslaton Rules
+2F FALBROES
rb=rfaces
fe, I Enable Irafic thraugh the frawsl withoul address franslabon;
Eidy
Secixily Py i Translation Rules " Translation Examplion Rulas
ﬁ.ﬂ; Shire Rles ToF IFerraee: |,-=.|| intarfaces j Shiee Al |
MAT
gg Fule riginal Translaled _#dd |
“Fhl Tepa Inferface Baurce Messark Dectination Metwark | Intarface Addrass Edtt
123 inzide Delele
Rouing
(bl Cioject=
Fropercties
1 | H
st Satic MAT #1} Dynamic MaT =1 Efalie Policy MAT 45 Cvmamie Folicy MaT Manage Pools.. |
fanly I Rasat |
[=admin=  MNA15) g (5| THAMG T 4400 FM LTS

Davice configuration loaded succassiilly,

4alnalog oo  Sliw] oSl ik, cazgy ddlasb bl ol)luall pliiw] ei, Jlall 13D 5 .18
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File Rulzs Sezqch dofions Tools Wizards Help

@ 4% 00 0(|Q|e d 2

Hirra  Configuration eliceitnrng SaErd Retre=h SEVE Heka

Cisee Srsnens

Corfguration = Rouling » Roubng = Sietlc Route

PRI R E S

[l I_EI-*h'.-IuHmast - Blalic Raute
£ | GHEiOMP Specily static mutes
L HMRode AL
Securby Py § | i pi
% B+ Yauting Interface | IF Address  Mebmask | Gatewsy 1P eedrle Tunneled r 'l“-ﬂﬂ_i
e BELOSFF
- BPragy ARFs =dit
&g ~ERIP
e =S Blaic Rous EEEE I
3
Routing

ey I Resel [
sadmin= | MA{AS | Ak () TH 1406 T 4500 PM UTC
9 JS a0 juasil S .19
A% Add Static Route X|
Interface Mame: outside -]
IP Address: 0.0.0.0
Mask: 0.0.0.0 b
Gateway [P 172.16.1.2
* Metric 1
" Tunneled (Used anly for default route)
Ik ancel Help
.0k

il Jl obluall oy adlo] e a5l .20



A= Add Static Route x|

Interface Mame: inside |
IP Address: 10.2.1.0
Mash: 2352552530 %
Gateway IP: 10.1.1.2]

o hetric 1

™ Tunneled (Used anly for default route)

0] Cancel Help

A% Add Static Route ' x|

Intetface Marme:

IP Address: 10.3.1.0
Mask 2552552550 ¥
Gateway [P: 10.1.1.2

* hetric 1

i Tunneled (Used anly for default route)

ik Cancel Help

99 Lailg dxall ol)lwall (1655 o 25T .21
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Oplions Tools Wizards Halp

Filew Fules Search

Sacuriy POICY

&
&
2
Rouing

Ghoial Dkpecis

2!

Praperliss

4 0

Caonfigurationn Monicring

=15l %

. - ) Cisch Srstens
S 2l 28] e

Corfguration = Routing = Routing = Static Route

# k| E 0

E-EMulticast

i RGP

| MR

| E s P

B+ Routing
45 DEPF
- ¥ Priowy ARF 3
- RIP

"
L4k Btatic Route

AR R R

Blatic Route

Specify static routzs.

Interface | IP Address Metmaszk Galew"a'g'lFl MlEdric Tunneler Add

oulside poo.n 0.0.0.0 1721612 1 Ma
nside 10.21.0 2650552550 101.1.2 1 A Edit
inzide I . ]

Deleta

i

APk | Reset |

cagminz | NA(15) e || Trne 74340 P UTC

CLI plaziwl, PIX 1,655

ASDM J (GUI) dsoguw ) pastiuall dgl9 e oSl oY1 Jais]
1GoloVl Jlaw dg=19) CLI JMS (o (oSl 1id &5, eliSa,

PIX ool jlgzy a3l (CLI) LolgVl jlaw dg2ly

pi xfirewal | (confi g)#write terminal
Pl X Version 7.0(0)102

nanes

!

interface Ethernet0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
!

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

Assign name and IP address to the interfaces enable ---!
password 2KFQnbNI dI . 2KYQU encrypt ed passwd

2KFhbNI dI . 2KYQU encrypted asdm i mage

flash:/asdnfil e. 50073 no asdm history enable arp tineout
14400 nat-control

Enforce a strict NAT for all the traffic through ---!
the Security appliance global (outside) 1 172.16.1.5-




172.16.1.10 netmask 255.255.255.0

Define a pool of global addresses 172.16.1.5 to ---!
172.16.1.10 with !--- NAT ID 1 to be used for NAT global
(outside) 1 172.16.1.4 netmask 255.255.255.0

Define a single IP address 172.16.1.4 with NAT ID 1 ---!
to be used for PAT nat (inside) 1 10.0.0.0 255.0.0.0
Define the inside networks with same NAT ID 1 used ---!
in the global command for NAT route inside 10.3.1.0
255.255.255.0 10.1.1.3 1

route inside 10.2.1.0 255.255.255.0 10.1.1.2 1
Configure static routes for routing the packets ---!
towards the internal network route outside 0.0.0.0
0.0.0.0 172.16.1.2 1

Configure static route for routing the packets ---!
towards the Internet (or External network) timeout Xl ate
3:00: 00 timeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00: 02 sunrpc 0:10: 00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0:05: 00 sip 0:30:00
sip_nedia 0:02: 00 timeout uauth 0:05:00 absol ute http
server enable

Enable the HTTP server on PIX for ASDM access http ---!
10.1.1.5 255.255.255.255 inside

Enable HTTP access from host 10.1.1.5 to configure ---!
PIX using ASDM (GUI) ! !--- Output suppressed ! !

Crypt ochecksum aObf f 9bbaa3d815f c9f d269a3f 67fef 5 : end

ASDM 8 JsSuis CLI JI wadLlis in order to aa> 638b (9 )l> s Jo,e< m0 o i

Cptions  Tools Wizards Help

Refresh ASDM with the Running Configuration an the Device
Feset Device to the Factory Default Configuration...

show Running Configuration in Mew Window:,.

Save Funning Configuration to Flash |
Save Running Configuration ta TFTP Senver...

Save Funning Configuration to Standby Linit

Save Internal Log Buffer to Flash

Clear ASDM Cache
Clear Internal Log Buffer

Exit

nsSIl 13D &0 oo B8l el2| W 229, Y

Le>MNolg cllas VI SLiSiwl
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This tabla shows syslog messages in ASDM logging buffar as af now.

Beverity | Time | Wessage |D; Descnpfion
i B Jul 12 2006 130811 BOS005: Lodln permithad from 1011 80 136 10 insige 10,01 Amins for usar "enable_15" =
LB Jul 12 2006 130811 F1500F: Device completed 851 handshake wath client inside: 10011 91136
i B Jul 12 2006 130811 T25003 5501 client insidec1 0,11 60136 rapuas! 10 resume prasious session
LB Jul 12 2006 130811 F15001: Staring SEL handshake with cliend imside: 10 1.1 51136 for TLES¥1 session.
i B Jul 122006 130811 302013 Builtinbownd TSP connection 545 for ingida 101950136 (10.1.1 411 38) 10 MNP Identity Ic:1 0.
LB Jul12 3006 13:08:10 02021 Teardown ICMP connecticn for faddr 10011 451 2 gaddr 101110 (adds 1011 400
i B Jul 12 20061208190 302020 Bullt lCMP connection Tor faddr 10.1.1.59051 2 gaddr 1011700 laddr 1091 .00
] Jul 12 2006 130810 110001 Mo route 10 17971179143 fromm 10.1.1.5
i B Jul 12 2006 1208109 3020271 Teardawh [CMP connaclicn for fddr 109,71 4051 2 gadds 10.1.9.1/0 ladds 1019100
(O ] Jul 12 2006 1308049 A02020: Buit ICMP connection for faddr 10.1.1.5051 2 gaddr 1071100 Isddr 10,11 .1/0
i B Jul 12 2006 1308108 302021 Teardawh [CMP connaclicn for fEddr 1091 4051 2 gadds 10.1.9.1/0 1adds 1019100
i B Jul 12 3006 13:08:04 A0Z020; Buitt lCMP connection for faddr 1011 5512 gaddr 1011100 laddr 10,11 .1/0 B
i @ Jul 12 2006 130807 302021 Teardawn IZMP connacticn for faddr 1011 451 2 gaddr 10.1.1.1/0 laddr 1019100
i B Jul12 3006 13:08:07 A0Z020; Buit lCMP connection for faddr 1091 5512 gaddr 101 1,100 laddr 10,714,140
i B Jul 12 2006 1 208106 302021 Teardawn [CMP conneclicn for fddr 10915051 2 gaddr 10,1910 ladds 10.1.9.100
(O ] Jul 12 3006 1 3:08:06 A02020; Buitt IEGMP connection for faddr 10 9.1 5512 gaddr 109 1,100 1addr 10,1 1,140
i B Jul 12 2006 1208105 302021 Teardawn [CMP connaclicn for fEddr 10915051 2 gadds 10.1.1.1/0 ladds 10.1.9.100
i B Jul 12 2006 13:08:05 302020 Built ICMP connection for faddar 10 1,1 56512 gadde 10,1 1 100 laddr 10,1 1,100
i B Jul 12 2006 1308104 302021 Teardawh [CMP connaclicn for fEddr 1091 4051 2 gadds 10.1.1.1/0 ladds 1019100
(] Jul 12 2006 130804 A0Z020; Buitt IEMP connection for faddr 109,11 5512 gaddr 10,1 1,100 laddr 10,1 1,140
i B Jul 12 2006 1308103 302021 Teardawn [CMP connaclicn for fEddr 10971 4051 2 gadds 10.1.1.1/0 ladds 1019100
i B Jul 12 3006 130803 A0Z020; Buitt IGMP connection for faddr 10 1,1 50512 gaddr 10,7 1,100 1addr 10,7 1,140
i B Jul 12 2006 1308102 302021 Teardawn [CMP connacticn for Eddr 10.1.1 851 2 gaddr 10.1.1.1/0 laddr 10.1.9.1J0
(] Jul 12 3006 130802 A02020; Buit IGMP connection for faddr 10 1,1 50512 gaddr 10,1 1,100 1addr 10,1 1,140
i B Jul 12 2008 120801 302021 Teardown [CMP conneclicn for fddr 10915051 2 gaddr 10,1910 laddr 10.1.9.100
ﬂl h JUl S 2006 130801 A02020:
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