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ASA(confi g) #class-map tcp_bypass
ASA( confi g- cnmap) #match access-list tcp_bypass
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ASA(confi g- cmap) #policy-map tcp_bypass_policy
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ASA( confi g- cmap) #policy-map tcp_bypass_policy
ASA( confi g- pmap) #class tcp_bypass
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ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass
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paiuwl doal dwluw Jdasid .ddagiue dg>ly e 9l wlgzlgll giox e ple JSuin dwluw day,>
aolSIl pgii .ag2l9 e olwludl o dcgoms (uSoil service-policy ,oVl J3s1 LoVl 13D (o NO dgpall
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ASA( confi g- pmap- c) #service-policy tcp_bypass_policy outside
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Configure the access 1list to specify the TCP traffic ---!
.that needs to by-pass inspection to improve the performance ---!

ASAl(confi g) #access-1list tcp_bypass extended permit tcp 10.1.1.0 255.255.255.0
255.255.255.0 172.16.1.0

Configure the class map and specify the match parameter for the ---!
.class map to match the interesting traffic ---!

ASAl(confi g)#class-map tcp_bypass
"ASAl(confi g- cmap) #description "TCP traffic that bypasses stateful firewall

ASAl1(confi g- cmap) #match access-list tcp_bypass

Configure the policy map and specify the class map ---!
.inside this policy map for the class map ---!

ASAl1(confi g- cmap) #policy-map tcp_bypass_policy
ASAl(confi g- pmap) #class tcp_bypass

Use the set connection advanced-options tcp-state-bypass ---!
.command in order to enable TCP state bypass feature ---!

ASAl(confi g- pmap-c) #set connection advanced-options tcp-state-bypass

[ Use the service-policy policymap_name [ global | interface intf ---!



conmand in gl obal configuration node in order to activate a policy map ---
.globally on all interfaces or on a targeted interface ---

ASAl(confi g- pmap- c) #service-policy tcp_bypass_policy outside
NAT configuration ---!
ASAl(confi g) #object network obj-10.1.1.0

ASAl(confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0

:ASA2 _lc TCP > 9l 8500 oS5 e Jlio L Loudg

Configure the access list to specify the TCP traffic ---!
.that needs to by-pass inspection to improve the performance ---!

ASA2( confi g) #access-1list tcp_bypass extended permit tcp 172.16.1.0 255.255.255.0
255.255.255.0 10.1.1.0

Configure the class map and specify the match parameter for the ---!
.class map to match the interesting traffic ---!

ASA2(confi g) #class-map tcp_bypass
"ASA2(confi g- cmap) #description "TCP traffic that bypasses stateful firewall

ASA2( confi g- cmap) #match access-list tcp_bypass

Configure the policy map and specify the class map ---!
.inside this policy map for the class map ---!

ASA2( confi g- cmap) #policy-map tcp_bypass_policy
ASA2( confi g- pmap) #class tcp_bypass

Use the set connection advanced-options tcp-state-bypass ---!
.command in order to enable TCP state bypass feature ---

ASA2( confi g- pmap- c) #set connection advanced-options tcp-state-bypass

[ Use the service-policy policymap_name [ global | interface intf ---!
conmand in gl obal configuration node in order to activate a policy map ---
.globally on all interfaces or on a targeted interface ---

ASA2( confi g- pmap- c) #service-policy tcp_bypass_policy outside

NAT configuration ---!

ASA2( confi g) #object network obj-10.1.1.0

ASA2( confi g- net wor k- obj ect ) #subnet 10.1.1.0 255.255.255.0
ASAl(confi g- net wor k- obj ect ) #nat (inside, outside) static 192.168.1.0
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ASA(confi g) #access-1list tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
255.255.255.0 192.168.1.0

aS,> yaxd) @all dlay,3 plasiwl piy .did dlay > clisy class-map class map_name oVl J351 .2
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ASA(confi g) #class-map tcp_bypass
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ASA(confi g) #class-map tcp_bypass
ASA(confi g- cmap) #match access-list tcp_bypass
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ASA( confi g- cmap) #policy-map tcp_bypass_policy
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‘tcp_bypass _® aiall dlay,> (JUall

ASA( confi g- cmap) #policy-map tcp_bypass_policy
ASA( confi g- pmap) #class tcp_bypass

6u0 ouSoi) disll 095G 209 9 set connection advanced-options tcp-state-bypass ;oY1 J5»1 .6
209 oo didll (0S5 209 | Jsosll oSar (1)8.2 slao¥l L5 LoVl 1id JIs5| @i . TCP &> ol
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ASA( conf i g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass
ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass

J=1 o pledl (oSl g9 9 ol <interface intf| _.osac ] service-policy policy map_name Jssi .7
023l dwluw Jdasid .adagime dg>ly e 9l wlezlgll gox e ple JSuin dwluw day 3 Lo
dg2l9 Ll olwludl o dcgamo uSad service-policy LoVl J31 oVl 1id (0 NO d2wall pasiwl
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ag>ly le dolell dwlull j9lxil .1nsd 6219 duwgac dwluw 2lowdl pis .1nad 6a>19 dg=>ly e duwluwll
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ASA( confi g- pnap- c) #service-policy tcp_bypass_policy inside

'ASA 5 49,0l dS,3) GVl Sgiue iy plasll .8

ASA(confi g) #same-security-traffic permit intra-interface

:ASA JI e doww 59l dg> TCP JI J JsSuis Jlio Ld

Configure the access list to specify the TCP traffic ---!
.that needs to bypass Iinspection to Improve the performance ---!

ASA(confi g) #access-1ist tcp_bypass extended permit tcp 192.168.2.0 255.255.255.0
255.255.255.0 192.168.1.0

Configure the class map and specify the match parameter for the ---!
.class map to match the interesting traffic ---!

ASA(confi g)#class-map tcp_bypass
"ASA(confi g- cmap) #description "TCP traffic that bypasses stateful firewall

ASA(confi g- cmap) #match access-list tcp_bypass

Configure the policy map and specify the class map ---!
.inside this policy map for the class map ---!

ASA( confi g- cmap) #policy-map tcp_bypass_policy
ASA(confi g- pmap) #class tcp_bypass

Use the set connection advanced-options tcp-state-bypass ---!
.command in order to enable TCP state bypass feature ---!

ASA(confi g- pmap- c) #set connection advanced-options tcp-state-bypass
[ Use the service-policy policymap name [ global | interface intf ---!
conmand in gl obal configuration node in order to activate a policy map ---!

.globally on all interfaces or on a targeted interface ---!

ASA( conf i g- pmap- c) #service-policy tcp_bypass_policy inside



Permit same security level traffic on the ASA to support U-turning ---!

ASA(confi Q) #same-security-traffic permit intra-interface
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host nane(confi g) #no logging message 313004
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