o&lJ odosy puolb 96 ASA IJpul )0

lJpzossle
| Jp, 9506
IJpobJole Il wsé

IJeobJole
lJedoule | U0
IJl obJlzle

| 196 l|Jpol )6

lJp 9500

S92z 03l ldpuweows Jsdss wdysy puol>§o ASA Idpul i, o 9ld el iys.

IJecbdule IUIguluss

IJpobdolo

Jl wses pobdole gluos Josl 1Jpowens.

IJedoule IJp e pd

cuwow [Jpgdsele 1Ushss B o3l 1dpuuaws 1s zob 1Jielo 1d8lod JJeodsd (ASA) ey Cisco.

Up louvle Upg_Jg,olu IJ_9I_))6 Os o3l IJp e pu L_Jiao_)é |Je9z926 WOS LSSo p&pdso gl os.
u)lu ZPSE Ula_o_)o Upu»ua)po WO o3l IJrouuUL_p uudgsu PPUNIT (lwe,lups). bl dlue
wudud pul,J.u_)O‘ t_9u|lJ) PU dopd J;_Julu.,s_) |JPCUPJ Jl.S ||o_)

IJigobdlzle

op odsu lIdpuolb 86 1J,es6 puvwdl wlgwwgsle |.Jiro) AAA include. swp luwegsle |.Ji|o) aaa
authentication match 1Jlc,. Supe ldywpele .__,a)dég lJey9) IJos vobde IJpuob 80 WS $lisped
lJso9d IJos wop IJluble [Jsel woluwbs IJle) oblyd puolb 86 AAA 9lU>s souvww OS
P2 88 IJp s Sod Iduwele wouds 1dpig) 1Jees6 pu ¢JIJ ASA.

Ispel sds pold odso Jpuol$s 2096 p)9) IJase:

username cisco password cisco privilege 15


https://www.cisco.com/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

access-list authmatch permit tcp any any eq 80
aaa authentication match authmatch inside LOCAL

Jizho 1o 031 1Jzd sgpd Jiu HTTP 09 )90999d spdu Bso J ASA [x¢ld Ideuolr 6. seesus
ASA 2,96 0,9, HTTP 950058 edsol ew) puolb 8o HTTP. wlb)l Jlo 1Jpuol> 96 wp 2duol B
IJowlo,e sboy prog 29b ol 86 HTTP O pumwagsuo 1Ugse Jel 09 p9soz O 030 1Ju09,é:

r

€ MNavigation Canceled - Windows Internet Explorer [= [ = | &=

[ . |
L, |g, http://192.168.1.1/ - | #;r‘ x | |,~f Bing P~

o Favorites | i3 @] Suggested Sites v @] Web Slice Gallery »

(_} Connecting... TR El -~ =& p= ~ Pagew Safety> Tools~ lﬂv

[0 Navigation to the webpage was canceled
= Windows Security @

The server 192,168,1.1 at Authentication Required requires a
username and password.

What you can 1

® Refresh th Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

| 'JEEF name |

| Password |

[7] Remember my credentials

[ ok || cance

Waiting for http://152.1 g | @ Internet | Protected Mode: On Faov |100% -

1Jpuol586 1Jpul sy

op od9su ldpuob$s ldpul s puvodl wluwosle Isle) wuLpSY pLoES AAA SlJw 999
IUbloys. IUlu swp luveésle 1910y puol> 96 AAA 5o wepg puol> 96 AAA.

MJouwes Jduesdsdie Ies Jl osge Ideuobds wuvdd bousts (Is 1dwsosdsdic 1Jos
Jlspdulu cross eds lewsluo puob s puopud) spdu odsu puob§s ASA IJpolui6.
Souvdd lbelgos Jl suoés ASA Jbdole 1de ol 86, spdo wdasu p9se suwlisd eds puds
eluo 991206 Cluweole le) p9ie LoIe pLo>§6 AAA.

995l $ds peld ©dssu Suwer w6 )9 TCPI3389 oy ¢Jld ASA Cez)d puold§6 puose:

username cisco password cisco privilege 15

access-1list authmatch permit tcp any any eq 3389

access-1list authmatch permit tcp any host 10.245.112.1 eqg 5555
aaa authentication match authmatch inside LOCAL

aaa authentication listener http inside port 5555

Jleb 580 1Jpuds IUss sop luvogsleo po Gud IJpuuow (TCP/5555). ssuoe ez 1Jie, show



asp table socket i, ASA .89 IJTu Lldluweple 1Us bdole 1Jlouold wosl IJpowds B gusly IP
IJ3s wp cesswo [Js 1Uslzos [Jpeess6 (IU513Js6).

ciscoasa(config)# show asp table socket

Protocol Socket Local Address Foreign Address State

TCP 000574cf 10.245.112.1:5555 0.0.0.0:* LISTEN

ciscoasa(config)#

w8 odosu ASA Jol 09 p9ot ledlo: wdss pzlads IJlouold pu ¢IJ ASA |s puosd s
eJs pu93 TCP 3389 |Js , 90 Iloold. sze 1o $s89e IJpuvese oldpuob$s ladl dduwelz

cobdo 1Jpuolb§8 Ideclying 1o s§9e Ideuwotse ldlweeluo polying ls ASA. 31 §eo
JAJluwe sl JJsuesd |Us httpi//<asa_ip>:<port>. swp Lizle ¢l 404 Lol Jesp 929> Lodz6
95w Vs gy ¢bp 9sw ASA.

& HTTP 404 Not Found - Windows Internet Explorer EI@
(= 2] http/102451121:5555) | 44| x || 2 8ing o ~|
jl? Favorites 3;3 & | Suggested Sites v @ | Web Slice Gallery
@ HTTP 404 Not Found fi - v [ @@ v Pagew Safety~ Took~ @~
e
[ The webpage cannot be found
\ HTTP 404

Most likely causes:
= There might be a typing error in the address.
= Ifyou clicked on a link, it may be out of date.
What you can try:
® Retype the address.
® (o back to the previous page.

® (o to and look for the information you want.

= More information

Done €D Internet | Protected Mode: On 3 ~ HI100% ~

ol o 3dde see edsd lUlwegslus poluisé Js
http://<asa_ip>:<listener_port>/netaccess/connstatus.html. 92> LoWeo wwesd IJ>g9d Vs
eu9lu URL o3l gse spdud 09vds) wslule lewel 1dpeuolb$o.



w » | hitp://10245112.1:5555/netaccess/connstatushtml ~ | & | 49 | X || 2 8ing P ~|
5.7 Favorites | 5% @] Suggested Sites v @] Web Slice Gallery »
Jg Cisco Systems, Inc. Metwork Access ﬁ ~ * [ @ * Pager GSafety > Tools~r ﬂv

Fy

Network User Authentication

Network User Authentication is reguired.

You are not logged in.
User IP- 10.240 253 241

‘l LogInNgu ]

Done €D Internet | Protected Mode: On 3 v H100% ~




'€ Cisco Systems, Inc. Network Access - Windows Internet Explorer

@ O L |g, http://10.2451121:5555/ netaccess/ connstatus.htm| v| b |*"1~| X | |,Q Eing

=0 =R~
P -

7.7 Favorites | 95 @ | Suggested Sites ¥ @& | Web Slice Gallery

| @ Cisco Systerns, Inc. Metwork Access |—‘

@ - B ~ = gég » Pagew Safety> Tools~ @"

Network User Authentication

Authentication Reguired

Enter the following information to log in to the remote network. Please wait for the operation to complete.

Username admin

Password eeees|

LE;mtinue H Cancel l

/netaccess/loginuser.html €D Internet | Protected Mode: On ¥y v H10% -




'€ Cisco Systems, Inc. Network Access - Windows Internet Explorer

@1\‘;,- - |g http://10.245.112.1:3555/netaccess/loginuser.html v| R |*"?| A | | .}.; Bing

5y Favorites | 55 @ Suggested Sites ¥ @& | Web Slice Gallery

i€ Cisco Systems, Inc. Network Access fa v [ mm ~ Page~ Safety > Tools~ '@"

Network User Authentication

Access Granted

You are logged in.

Username: admin

Log Out Now ] User IP- 10 240 253 241
Since: 09:28:45 UTC Mon Dec 12 2011
( for Hours: 0 Min: 0 Sec: 0)

Done

@ Internet | Protected Mode: On v HI100% -

B o3l IJodssu: wgs 2I6 pi9) Idpuob 36 Ipcluing 2iel po Blises IUsuosd 1JEluos o
authmatch. w>90 bgld Idegde b 1J9ue9d 03l 9> codds Huwlds €8y pu9ded: pod puol 9o
Idpuweioe: J oo puolb 96 IJpuwesp plodss: gus Iluwog)luo 1Js
http://<asa_ip>:<listener_port>/netaccess/connstatus.html.



Q Cisco Systems, Inc, Network Access - Windows Internet Explorer EI
@ O - |§, http://10.245.112.1:5555/ netaccess/ connstatus. htm| v| b |*"1~| X | |p Bing Fe) "|

7.7 Favorites | 95 @ | Suggested Sites ¥ @& | Web Slice Gallery

|@CiscoSystems,Inc.Neh-\rorkAccess | ‘ @ * R = a@a * Page~ Safety~> Tools~ @Iv

e

User Authentication

User Authentication is not required.

Done €D Internet | Protected Mode: On Fh v H100% -

w8 ldpuob 86 vugle: spdud IUlouold po eJIJ ASA Lélbe ehzs eds TCP/3389.
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