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Palicy Mame: DflthccessPalicy

Dascrption:

Access Authorization Policy Attributes
Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained fram
the Adh, fystem and the group- policy hierarchy. The resulting VPN authorzation palicy IS an aggregation of DAP attributes, Ay
attributes, and group-paolicy hierarchy attributes (those that are not specified in DAF).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists L

Action: ) Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:
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2 | ] Add Dynamic Access Policy

Policy Marme:

Deseription: ACL Priority: 0

Selection Criteria
Define the AAA and endpaint atributes used 1o select this access policy. A policy is used when a user's authorization attributes match the AAA anribute oriteria
below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and jor by expanding the Advanced option to specify
the logical expression text.

WUser has ANY of the following AAA Attributes values... %] and the following endpaint attributes are satisfied,
AAN Abiribute Operation/Valus e Ered poind 1D Mame/ O perationValue Add
Lagical Op.
Advanced #

Aocess fAuthorization Policy Attributes
Configure accessfauthorization attributes for this pelicy. Attribute values specified here will override those values obtained from the AAL dystern and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA anributes, and group-policy hierarchy attributes (those
that are not specified in DAF).

Actlan Metwork ACL Filters {client) Webtype ACL Filters (clientless) Functicns Port Ferwarding Lists Bookmarks Access Method »
Action: D Continue Chearantine Terminate

Specify the message that will be displayed when this record is selected.

Uiser Message:
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o 8 Add AAA Attribute

AMA Attribute Type:  LDAP

Artribute 1ID: memberOf

Value: = B Contractors Get AD Groups
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© AND OR
Logical Expressions: )
((EWAL (endpoint.av.McAfeeAV.exists, "EQ", "true", "string") and EVAL (endpoint.av.McAfeeAV.description, "EQ", "McAfee VirusScan Enterprise”, "string")))
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Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAF).

Action MNetwaork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: O Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:
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Access fAuthorization Policy Attributes

Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
MNetwork ACLs
any Add>>
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Access [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
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Access [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

File Server Browsing: @ Unchanged Enable Disable
File Server Entry: © Unchanged Enable Disable
HTTP Proxy: © Unchanged Enable Disable Auto-start
URL Entry: © Unchanged Enable Disable
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Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Port Forwarding: @ Unchanged Enable Disable Auto-start
Port Forwarding List:

* lghs wozso Idpuds—ess gsbl Joskise lehs wozse Idpuds IJos wubod eds uved
DAP o3l. swp wpdsu Idgwele IJIE)s WS 03l 1z dd Wb gus Loub [glho wozso
IJpwdd Jdopdso by Idogsgsd IJoddlss.

* w90 cEss— ol Jluwepdle Osp pu wor Idpreses IUss subod eds eduws IUgpd

0>0.



« enable/disable—Iu 8, Jopdsu 19 oebsd lelhs wzso lJpodds.

s IJose ldodidliss—lod, Jopdsy lels wozso Idpuwds 9deed uwed DAP swsl oJélss!
wubgsd cbosdle lehs wozse IUpuds Ieyowbs wdglise lels wozse IJpuds IUgl06

wO.

* 1Jeywe Idpouwsd JBlises lels wogso Idpulds - 235 §9lise lglo wozso IUpulds IJos wp
odysuoel wldwed Jluolveol |Js yugd DAP.

© e —lud) Jodasu Balise lehs wozso Idpulds 1Uzssss.
© Wlise lelss wopso ldpuddi—se,ruo Slises lehs wozso IJpuds Juved DAP.

o luole—Iug,) Jluolwe §lises lelbse wozso IJpeulds Idezs30 oo IUpeywe [dpouwsd IUs
Ilisps [ghs wozso 1pulds 1Jesess eds IUspsu.

* Delete-1u9) Jz3 Blispeo lglo wozso IJpulds 1Upess6 pu Blisps lele wozso IJpulds. JI
Spdud 2309 $§lisps IJozdpe ldauesd (ACL) 3l wp wesswoel IJs DAP 1y yuzd Té).

wbdd 13. Loz IUlubble 1Jeszess — cose JI wpass 9odasu Okse Ilusble
IJeszesslevlssu Ibob Jedusle gpd Idpuneoe.

\ccess[Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks

Manage...
* lolzs lubble Ideszess- lody Jdopdsu. guspl sdov 0dllderue g8 e Jl whbo,
Bolise lubble przess eds wodzs IUesgd Jdlouald
* Manage—Ilu 9, Jluolws @9lispe IUlGbble 1Jezeso 9luwasbol 9ou038 )0l 9230l.
© Bl IJluvble IJpszesé (IMpouwads) —serue Bslse ldluble 1Je,zess Juwzd DAP.

* Juolwwe—loug, Jluols §lispes IJluuble 1deszess 1Jpe»s pu ldpswe Idpouwsd IUs pove
Ilspes lJlubble [Je,zess [desz9s eds [Uspsu.

* Delete-Click Jz39 §lispeo IJlubblo [Jpyzesd [Jpes6 oo prwg Blises IUIubble 1Jpezes0.

Jlsedod 233 $lises lubble pizess eu zob Ilely ol Jo wdp wesdol Isdl pu pwedle
DAP.

wwdd 14. edlps cusse IUb)s86 — suver JJ wodsso uee 1Usuesd eu wes Ipuwpse wo.



Access fAuthorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group=-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).
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Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-palic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specific
in DAP).
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b. $lispd IJuvedle: §p wIJéle weassinherand gss Iuwpe IJ8lispélocal_lan_access.

(I, luo wp wdssue puvudl.)

d. cew houlb lJeo@se > AnyConnect Client. §p vodosu lJgbsle lJoldss:

wvdd 19. Cisco SSL VPN Client Installer — gu> [wole VPN spdy o sb

General | Keep Installer on Client System: (D Inherit  © Yes No
Serve
Rilvanea d Datagram Transport Layer Security (DTLS): Inherit Enable Disable
Split Tunneling Inherit E Disable
Browser Proxy
e e Inherit Deflate Lzs
Login Setting Ignore Don't Fragment(DF) Bit; Inherit E Disable
Client Fi I
KE‘;"REQZ::;‘ Client Bypass Protocol: Inherit E Disable
Dead Peer Detf | FQDN of This Device: FQDN
Customizal tiol )
Custom Atrity | MTU: janert
IPsec(IKEv1) Clier | yapalive Messages Inherit Disable Interval
‘Optional Client Modules to Download: Inherit
Always-On VPN: Inherit Disable Use Any
e Client Profiles to Download: Inherit
u9bs [Juolsé 9 spdu lds wovswo. # sid @ peled

e. lelle ldpoww gds uble IUgpsd: IJgle 1o zple &p wzds> UEp.
f. o8y W99 OKthenApply.

9. wbosd cessle IJodsso.

SEHSE pJVd wg,s louold—odl IJodssy uos9)s Jopsss luvdow puol 86 AAA. s

J gpsd SSL gds

Edit Internal Group Policy: SSLVPN_GP

osd Ipeld: LDAP. 9o busd uwslus Ipzeses IJos op cdssvel puvadl (SSLVPN_GP)
eds pd ogys9 Idlogold o3l spdu o sguse ldpuw e esv IUdsu souadsv gw) pJd

oSV IJlouold 03l Jduwele 1Jees6 ool 993JY Jduwelw [Jpg 96 WS wog pze9ed

SSLVPN_GP. (spJu luwwgsle pJu Ideguosue 03l Jog)se JJ pu Idywele Idos Jl ceolz

IJs gpsd Slduwele 1Jpuwowss |Us IUgpsd)-

luedd lJs IJodssy > Remote Access VPN (IJgo9d o wg>) > Network (Client) Access >poJwd

o8HSY louold 1U9ue9d o wes J IPsec 9odgsuo:

Jwdd 20. pJdV wgs Idlogold — 23> wple pess Juvedo VPN IJpezdss.



O ® Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup

Basic Name: DefaultWEBVPNGroup
Advanced

IKE Peer Authentication

Pre-shared Key:

Identity Certificate: -- None -- & Manage...
User Authentication

Server Group: LOCAL Manage...

Fallback: Use LOCAL if Server Group fails

Client Address Assignment

DHCP Servers:
O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: DfltGrpPolicy ¢ Manage...

(Following field is an attribute of the group policy selected above.)

Enable IPsec protocol

Enable L2TP over IPsec protocol

Find: @

Help Cancel -

a. ogo Yuwpe wIesVle IJuysosd: ¢y DefaultWEBvpngGroup seze IULowlb |Jiu.u|,_)u§
Ip wodysy IJgble IJoldss:

a. ldpobgo—Ildb,s96:AAA
b. IJpuol>§6—pzp9ed 91> AAALDAP(sWC, o igol pJ9u6 pwwdl)

C. oesSU ewdlu IJgpsd—uozpele gulssy IUg psd:IP_POOL(sWe, 0 Iuol pdsué
Pu“vé')

d. woz IJpgpeoes IUlWe,los: SelectSSLVPN_GP
b. cbosd wess)le IUodssu.

235 9lz06 IP Jleuold SSL VPN — o3l lUedsss uousss Jluols louoldle Client 9 SSL Loy



epdle £Js 9lgod pead6.

Sod cedsu 1J9uesd [Us g psdNduveds eJs slzod: szw edsd ladl ooy 1296 gosd
SSL VPN.

1. luedd IJs IJedyse > Remote Access VPN (IUsuosd g wg>) > Network (Client)Access >
wyulez AnyConnect Client. slode 1duo9,ys lJoldss. Log,6 €pSd SSL VPN oo ublpe
pJ ASA Flash: (spdu wujsd 0do IJuo9,0 po CCO. https://www.cisco.com)

Wwdd 21, coose 1096 gpsd SSL VPN—seos uogJéﬁg_ro@J AnyConnect lJos gvswpe

sgol JUleuold vodlb IJoolss.
a. AnyConnect-mac-4.x.xxx-k9.pkg
b. 108, 898 OK. p9l8 8 0,8 3,5 &p Bp Lidobusd.

2. lyoyd lJs IJodesy > Remote Access VPN (IJsuo9d o we>) > Network (Client)Access >
w9uesIle w9uosd AnyConnect: 9l wegspe IJgbsle IJeldss Jopdsy el sds:

Uvdd 22. 91206 109,09 SSL VPN-s255 191206 (IJslzole) Jlwols leuold SSL VPN, ==

a. wew Yuwpe 9lzod IUso9d: enable:enable Cisco AnyConnect VPN Client Iy Legacy
SSL VPN Client IUg_o9d gJs 1Jslzole 1Jpess6 s 1Jz9d Ibolo.

b. isuol G2 Buwe Slzole 19 esd. checkAllow s 09 s Uslzes IUghess. (spdo
6 spdo 03l IJedssy lsual SSL VPN 9,09 390 gpdle gJs 1J9lzos 1Ughzss.)

C. 1ud) VI8 wboss.

oS B9lse IUluvble 1Jezess (Bslse euslo URL) JJguo9d w90 gpdle - 03l IJodssy
U229)$ JotrsS wbuss purows s Idsse Jsoe vuine eds IUpsgd. spdod wg)s
Ilspos guglo URL: 9lzrs JJpslbdsy 9ldig)s Jdpegldrso.

1. lueyd IJs IJodesu > Remote Access VPN (IJsuo9d o wg>) > ClientLess SSL VPN
Access > Portal > Portal (IJl_vlle 1Jpyzeso) lod) 9938 + 1,olws 99, wodysy IJgbsle
lJoldse:

wwdd 23. Ylisps lJgdlple 1Jprze 56—z gulgsu URL lJos uwswpe ugvol 9ldso9d

@ Add Bookmark List

Bookmark List Name: Ernplclyees|

Bookmark Title URL ] Add

Find: Match Case

ol po w9lwd Isse. (ptuoue Jouosd Ipslbus). ===


http://Cisco

a. luwpe Blises IUlusble IUpzessldpsbdss. & lod, 898 |uolds.
b. eeslo Wlushs 1Upzessloolos [Jui,Js

C. 9Sp6 URL: hitps//company.resource.com

18y 998 9l BG & 995 9l BG )6 I2)s.

o8 B9 + U286 98p wodssu Blises lubhs przess luss (Blisps guslo URL) Jel sds:
] L 3 Add Bookmark List

Bookmark List Name: Employees

Bookrmark Title URL Add

Find: Match Case

Help Cancel -

o] 24. @lispd 1gdiala 1auz g b —at uauad dsuasd Iduag.

luwe Blised IJluihle 1 ez s6:1dadsds0. & p 10y s loalds,

eoslo IJluolys 1Je)zess:suasd Idoagad

Jspo URL: https://company.contractors.com


https://company.resource.com
https://company.contractors.com

1080 9938 918G &p 995 918G 016 I2)s.

103 s whbaig .

wd9sy Hostscan:

loe$d e Configuration (WJedssc) > Remote Access VPN (Idsuasd g0 <€4) > Secure Desktop Manager (1418 (bt 1dada) >
wassb HostScan: &p §p wodssy IUgbsle 1Joldss:

Sdd 25, wdinga gag b HostScan— g uasub HostScan 1< (e addgs) Jaguasd Gdth 10ce)ss.

Bp woswso disk0:/hostscan_4.xx.xxxx-k9.pkgimage oo wble pJid ASA Flash.

CheckEnable HostScan.

103 s chboigd,

gl I suasd g dlagdsd — e 03l Idedsso you9ss! JJozdd pu woes wavesd Idpuwegspso sudl 1duelss 1Ugluesé wop
pdlod pelssy AAA 3lls o dsse vl IJuolss Idez3s. sl op 1d9dle Lldpglss) 1pes36 Juved DAP: spdu oz

IJpuweispsu Idecuodso 28 1Usuosd 1Js p9bs 1Juivwds IJpde,08 wuwed DAP o3l s guzdlco. sop cudss wdss o DAP
Ioole gpdsé IJpLol>86.

Juoelo lpdloss luole louold SSL VPN s 1JzlJs IJle o)l oss: eds uwesd Idpeld gospl Jl woblod udbé IJoolss e Ls



wog 9u29d dsulpsds wp wdssuol) spdud wdgsuel Llgwegsle lJgbsle IJoldss:

gk £0> cd9so unsluvle IJsuesd 1dssulesds Jisd ps: sop £ruo suwlds gl DAPXMI o) 1Js €30 929>
oJ ©d9sy DAP (DAPXML). wpz)s wessd wdsso DAPIJIsJs IJgluo wd &p edbo. Jl spdy o wbo, 030
IJyuwlds wes 3JY.

lue®d e Configuration (Id=dsso) > Remote Access VPN (Idsuesd g0 <g3) > ClientLess SSL VPN Access > wuglowda 1dsuasd
Idagolagdes: &p Bp wodssy IJgbyle IJoldss:

il 30. ¢z 1dsuasd 1dasdlagds 1 sloag — 131 Ja i ablei 38 (g dics DAP 1degas8 aguecle gadsy wjoa oz d DAP oll, saldealdese
¢ado sdioa suasd SSL VPN.



[ ] [ ] Add Dypnamic Accens Policy

| oy Mame: Deluult Case

D Erigtian: ACL Priofiny: 0

Sedection Criterin
Delfine the AAA and endpoing aitributes used to welect thiv acoess policy, A policy iy wred when 3 use’s suthorization aitributes maboh the AAA atirbute oitera
belers wsdd every eadpoist sttribats s been satiilied. These annbutel cin be creabed uding the tablel Blow and/of by expanding the Advesced option 1o 1petify

thit loghcal experes e bend.
Wber has AMY of the following AMA Aftibutel valuei... B and the Tolkowing esdpoeat sireibates ane satilied,
Frry T Terabon Ve A [T ) (et M Y bk Ak

Ageead fhutlhon patien Pelicy 82InBulei

Conligue acoess fauthorzation stirkuates Tor this policy, Altribute valges specified have will override those valees obtained from the AAA vrstem and the
Gioup-poliy hierisdiry. The fedulting VM sethaaeation galicy i4 o6 sggregulion of DAP mIFbubes, AL SIAbubES, Wnd group-golicy hieranhy mirbutes ihoie
that are not ypecified in DAPL

Artign  Metwork ACL Filbers [Glienty  Webtyps ACL Filteni ichestbesd)  Functions  Porl Forwarding Lists  Bockmarks.  Adorid Mathad &

Action: Comtins Cuarinting O Termisate O

Specify the message that will ke displayed when this record iy selecied,
Wour peviecamant dont not meet Ehe Critenia B2 ot 10 the VPN wervice. Maase contsct your IT sdministeaters

User Medsage:

Y wous,y DfltAccessPalicy gogsso 1dlgle 1as 1ol

103y s psld.

Lo wsluws 9,09 dsulesdsé 22826 WueManaged_Endpoints. Jpl sJ.s:

[J9 o8 90a3d Easd 1dashid



luol9s u9g Jwps ulbs Lolss (pdldzs IUBS,9uwle) Jpl 09 p9oe Vs IJuvdd 31. 1638, V9§ p9ldS ew>
IJIdeplJ.

® ® Add Endpoint Attribute
Endpoint Attribute Type:  Anti-Virus
Product Installation: ) Installed Not Installed
Reatime Scanning: © Enabled Disabled

(Hostscan extension needs to be enabled in Hostscan Image to get a list of Anti-Virus items.)

Vendor: McAfeeAV
Product Description: |: |
Version =

Please replace character 'x' in Version field with the specific value you want.

Last Update: = days

Help Cancel -
1Jg asdNd s,

ol 09 p9oe I 1Juo9,sé [Juwle B 22> User has ALL of the following AAA Attributes Values oo 1J8lis 06
U'oou.u.)Jé Quwe uwped AAA.

Ie o6 (IJp9z9> eds SpsU powe uwpd AAA) L9g uwed AAA (LDAP) Jel 09 p9oe S Iduvdds 33 9 34.
0B 998 p9ld§ gun IUIY pl.

AAA Attribute Type:  LDAP

Attribute ID: memberOf

Value: = @ Employed Get AD Groups.

G 33, waddy lowc da gt apase’ DAP AAA - AAA dag s DAP Jag s aghici, e

dd 34, gaddy loas da £uasd azased DAP AAA - AAA dagslu DAP Jdusle o@e Wsuasd 86 g w0 o -

cew edles IJowsse "lple" ©2dd pu cessu ldlple s Mgt Jol o9 p9 oz S IJubdd 35.

Gidd 35, gdlab Idaase "IdiE e "— o3 1ded 50 LA Jaigagd e dEs IEIues Jiciuald T gduss ag b, ads sdiua suasd
Access/Autherization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified hare bt d from the . the

ol Flerare i i reastc i oo ool 1 S AR G e naT A AAA B s e ey Fierare Y sl Lo
that are not specified in DAP).
Action  Network ACL Filters (client)  Webiype ACL Filters (clientless)  Functions  Port Forwarding Lists  Bookmarks  Access Method &
K ”, u - », *, LIS " Action: Continue Quarantine Te inate
VPN 13 & skl 3 (ugd DAP s<a @g s Wiguls £ds "osls™. © contne e



woeu edlps IJowssy "brsds [Usuesd"s 22> Ersd AnyConnect dbus |9 o9d: Jpl 09 p9oe B IJuvdJ 36.

Uidd 36. £lb 1Jeq e e 1dsuasd"— o3 1Jad ss 0 L sus Jer e Iasle \euald gacsd SSL VPN.

10, Hisd palddie S dp Idabos .

Lo wsluws 9,09 dsulesdss wluss <l unmanaged_endpoints. Jel 09 p9 0¢:

IJ9ows: 1dsuasd 290 gadls Jdpsbicd,

0 1JBlsps [Jpouwsds Bs 1Juo9)s Iduwleds Jduwe uwed AAA. 23> User has ALL of the following AAA Attributes
Values.

Sp wluold6 (Ie9z9s eds Spsw wIE uwes AAA) u9g uwes AAA (LDAP) Jpl 09 p9 oz S IJuvddsy 38 9 39.
0B 998 p9ld§ gun IUIYw plJ.

AR Attribute Type: | LOAP e

Atribute ID: member0f

Value: - B8 Employed Get AD Groups.

Ui 38, spdoy I dla £ o958 azesEd AAA IJEIUS i DAP dagliss s DAP Jug s 1da s, =l -

Sdd 39, gado Juuit da Bua gt agased DAP AAA - AAA dag sy DAP Jdusele Cladichs idsuasd g0 wgs. = o -

oeo edles IJowsse "lole" ©2dd pu cessu IUlple s "aalags™. (LudJ 35)

oz edles IJowsse "lUlubble [deyzesd" 22 luwe [J8lisps Utilities oo 1J8ls s 1Jpouwads &p lods s
Moalds”, o2 9.8 lsuol pu lu edlple IJopdso sop bzuool Jel 09 p9 oz b IJuudd 40.



il 40. gadiz 10U IS 1da Uz g 8- st I 3 agag sad sl Gslisa £09I0 1dmb JEdamles 1daumet a,

Acoeti /s hanization Policy AIEfBURES
Configure access/authorization attnibutes for this policy. Attribute values specified here will override those values obtained from the Atk system and the
group-pslicy Mierarchy, The resulting VPN auborization policy is an aggregation of DAF anribones, A aniribotes, and growp-policy kierarchy maributes (iBase
that are nof specified in DAP.

Actiom Metwaork ACL Filters (clignt) Webrype ACL Filters (Cleemless) Funcisans Port Forwarding Lists Bokmarks Acoiss Mithod ®

Enable bockmarks
Emplaryees =)

i e e

Dielese
Manage...

oo edles IJowsse birsds 1Usuesd: 223 ad se= Jb,sds IUguesd. (Uvdd 36)

o lods disd psldiG S @ldabog .

L spdo 0g)sVO ldpogldrsu woluwbs Lupelo DAPAAA W ¥b. 9uoszd J3JJ: Jl spdu odsso uag uwelo u§lbd
IJuolss: (wog) B 1Uglgs 4. 9Jl s wodl Iduoz uwas 1ol Ideuge Vs lbly woulez Idpuwles IJluelisss.

3. iu'o-_é wwsluwd 9,09d ssulpsdss wldes Slus Guest_Access pg pl sJs:

IJ9od: 1dsuasd 250 gadls Jduag<d,

Se o196 (09290 £Js Sps pave wwed IJudlos IJb,8:s6) use ywes udls wolss (Log) Jpl 09 ey Vs IJubdJ
37.10d) 898 p9lds gws IUIIeelJ.



B IJuvdd 40 po 1USlspd IJpouwsds B Buvwp uwed AAA. 2> User has ALL of the following AAA Attributes Values.

B wluol9s (1Je9z9> £Js Spsu piwe uwed AAA) u9g uupd AAA (LDAP) Jel 09 p9 o bs Iduvddse 41942, 108,
B99 e9lb 9 gws Il e pld.

Gdd 41, gadod et da guad DAP AAA - g0t aasgd AAA dag ¢l DAP Jog s 1dadsd

o o Add AAA AITIBLLE

AAA Attribute Type:  LDAP B

Artribute |D:  memberOf

Value: = B GuestAccess| Get AD Groups

Help cancel [

G 42, pupdb DAP AAA— adcdl J e dla £ o568 aased AAA dag )y DAP Jdusalr cladichea 1dsuasd 0 g



] & Add AR Attribarte

AAA Attribute Type:  LDAP B

Attribute ID:  memberQf

Value: = B Remote Access] Get AD Groups

Help Cancel oK

oo edlps IJowsse "lpls" ©2dd pu cessu ldlle eds slegs. (Uvdd 35)

oo edles IJowsse IUluvble 1deszess: 203 pmgld luwe 1J8lses pu 1J8lses IJpouwsds & lud) B93 luplls.
o288 lsuol pu o 19igs 1S e g 68 sop Bpuool. (Uvdd IJesze 40.)

oo edlpd IJowsse brsds IUsuosd: 22> pogd ssw Jbysés IUsuesd. (Uudd 36)

bibge ok 9ogs 3Jd hada.



lJsob

lwoubl lds pobdole IJgveds 1Jgluos [dbloyss (VPN) IUgleé « Client Remote Access SSL IJpily [Jsol B 03l 1dpeld:
s8s 03l 1ded weobdole e ds VPN IJglos o Client Remote Access.

wBuod wssle Iduvudle 1Jgluos 1dblo,ss (VPN) Iec by sldssoless IJos sop lolbel eds Idspz: spdu lu codsad
wsluwle 1Jssosd Idssulpsdss pe ldogss)lo 1dpod) 6 bs wosss IUluwuw 9owsuwe Joodlep pgoli BLodl g0 IJi.)_9IJ
IJpeodds lJos spdo JIJ puveisp lo sBuosel slgd lsé pduwuws 98 pdslo ouvesd 1Usesd pu eolde 1Jsuosd go wes

IJes1)6 985, Ipslis 3le gpdsle wowsisé 9p sl lelo peodds.

Sop lgwodeld gwsluwle 1Jssosd Id>sulesdss wldodusle 1J@sse6 1Jzr86 9ldpewwsd wpel bs 3 Idodsse [Jpodse
Judbs IJuolsé: sldpuwz IJuosiss Jdpuosd: 9ldIdpusse, Idpdows IUlew (AAA). 9uusluvle 1suesd IUpedss. suoses
J3dde spdo JJpduwumle w988y 9,09 VPN Tpw [Uis Iis 905 uvods pu b p9de.

pedyple slo Lods

o Idpa ldddins sdadiedla aty Cisco


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



