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B Add AAA Server Group

Configure an 8484 server group. The Accounting Mode attribute is only applicable
For RADIUS and TACACS+ protocols,

Server Group:

Protocol:

Reactivation Mode: (&) Depletion {3 Timed

f. oeo gsh IJoublé: ipo, IUlzlwé 1Jpoluvws. sewps 3JY gds DN IJigwlus. lbJo
lJpuwless oo pw99d AD/LDAP.
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BaddAsaServer B

Server Group: aD-LDAP

Interface Mame: autside
Server Mame or IF Address: [172.18.120.160

Timeoutk: 10 seconds

LOAP Parameters
| ] Enable LDWAP owver 551
Serwver Pork: 359
Server Type: -- Detect Automatically Use Generic Type - W
Base DN: CM=Users, DC=ggsgseclab, DiC=org
Scope: ione level beneath the Base DN
Marning Attributels): |userPrincipalMarne
Login DN Irninistr akaor, Chl=sers, DiZ=ggsgseclab, DC=org
Login Password; TITIIIILIL

LDAP attribute Map: | -- Mone --
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&= Add Key Pair

Mame: () Use default key pair name
(=1 Enter new key pair name:; DDD-1D24|

Size: 1024 W

4.1¢0) eep IJpiele.
5. IUlz el LlJlguegsle JUIEILo 1Jgl 06,
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B= Install Certificate

Retry Period: H | minukes

Retry Count; {Use 0 ko indicate unlimited retrigs)

| More Cplions. .. |

Install Certificake | | Zancel

4. szu lu whbo, 030 1JulWdss. 1o, 1Juudd 5.
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= CA Certificate Installation

i cerkificate installed successiully,
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lJuvdd 7: pedple Juolxé [Jogsé
B Add Identity Certificate

¢ Import the identity certificate From a file:

Dectyption Passphrase:

File to Import From:

(%) Add a new identity certificate:

Key Pair; DoD-1024 vl | show.. | | New.. |

Certificate Subject DM E Select...

[ ] Generate self-signed certificate

fdd Certificate ] | Cancel | [ Help ]

4. 1608J IJs prwe DN Jesoge 1duwolss 9lud) W98 wess».
5. B 0l DN p9_osg IJ olsé. bed pedsele IJzols. Hlze IJuvdd 8 gds wwosd lJpold.
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aktribute Walue

Carrmon Marme (CH) - asasi
: : Cepartment (0L PKI
Aktribuke: -- Select Aktribube -- % | Department {00 Dol

. ; Campany Mame (00 U,5, Gwernmenté
e | it () i
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6. 12w, OK.
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8. 1uW¥) W98 luwee)lue Jogsss IUxdsd 1J3s wyss eub IUbJde Wso. Hlze IUubdd 9.
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=3 Identity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it ko the CA,

You will then need ko install the certificate that is returned From the Ca by

9. 10 IUpdsd Llgweésle WordPad. slouws Ibde 1Us 1Jekss Idpoluvws e Ge
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B ASA-2.0 - WordPad
File Edit Yiew Insert Format Help
DeEd SE A -~ @3- &
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B Add IP Pool

MNare:

Starking IP Address:

Ending IP Address:

Subnet Mask:

CAC-LISERS

192,165.1.1

192,165.1,254

E‘ Ok J[ Cancel ][

Help
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= Install Identity certificate

Identity Cerkificate

..........................................

l Install Cettificate j | iZancel | | Help

pdlzbs: 59,05 wouoas) Id Certificate TrustPoint Je b Lslz IJuvoble sldedaly
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2.168) V93 |lolWs (Add).
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9lge, Yule Ubveods W, es0. lub) IJuvdd 13.

IJuvdd 131 1uolss oz eg IP

B Add IP Pool

R :
Marne: (CAC-UISERS
Starking IP Address: 5192. 168.1.1 :
Ending IP Address: 192 165.1,254 :

Subnet Mask:

Ik ][ iCancel ][ Help ]

5. iaoJ Remote Access VPN (lJsuo9d gu wg>) > Network (IJg o sJ) Access > Address
Assignment (cgssu IJguslu) > Assignment Policy.
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& fdd Inmternal Group Policy

Natie: AC-LISERS
R e P T L L L L
- kv anced Banresr: [] Irhesit

Address Pocls: [] Inhent  [CAC-USERS Sedect... |

e ]

More Dipkions

Turneding Protocats; [ ] Inhent [ Clentless 550 WM [+ G50 VER Chenf  [[] IPsec [ JL2TP{IPssc

Fikar: I¥] [rtherit
HAC Palcy: I] Intherit 3
Access Halrs: I Irthierit

Simubanesus Logns: [&] Inherit
Restict access B VLAN; [&] Inherit
Maximum Connect Time: [#] Inherit

Ide Timeous: [#] Inherit
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s Suwe IJesbec Sp wldéle wooss Elud IJlzosh warse S Ideeld Il e)luos
9bed luwe Idpeld Idpulywe.

-9 edled IJowsse "ele" Sp wlJEle ooy ¢lud IdIRosh 9)les O Suve wree
lJeulosy 3iu'o-._'9 wepee deolyso 1Uss wp logilyo s IUgbys 1wl @o. Bl duo
Cuwoede 886 s Jogssy gusly 1P Ble,d 030 1dbys$6 JJosles 980 wlzle
IJegss) Ipoluwe.

couyd JdJ edlele ougse IJodysy Uibd Jdlesble Idlve,loss.

odlzbs: ould bysels Juldd gpsd AC IJs Idpuwegspso IJuolissso.
copsd ladlopl W 1Uluwedld lJs Cisco.com 9oujsd gpsd AC. 1,586
IJeloss os 1o sd@9p ASA wouisd IUgpsd IUs IJpuuatsp gusel selsd
IJpwegse IJlouold. s9ooe 03l Idpeld IJiuwdsw 1Jigs,.

4. o> 3Jd 180, podse > SSL VPN Client > |eshle ouuzsd 1589J. lob, 1JsdJ 16.



IJoudd 16: | olds Lusluwd pzesesd Hlgdss

& Edit Internal Group Policy: AC USERS

General | Arber successhully lopgng m, user con have the chaice bo downdoad the chenk softwars, or go ko chentless S50 WP
SRR parkal page. The follawing settings decides what will happen.
= dehe snesd | T Inheri
Split Tunneding [
[E Browvser Prosy Fast Login Setting
=55 VRN Menkt - e .
(=) Bl net prompt user to choose

ey FLegeneration |

Prompl ussr Lo chocse
peadPoDetecth. Y T

- CuEbomization
H-TPsexc Client
Defaul Post Login Selection
{130 ba Clisntess 55 YPY portal
(¥ Dowvirinad 551 Y91 Chent
a3 s

R T RE BRI EE

a. 9p wldele wesss glus IJlzosh vy sw.

b. i'acu [Jlgs 1dpoluve J Post Login (ouwesd 1Usg9d 1Js 1Upsde) 1Uds suluwe
wSisod.

C. i'acu oS pbo lduuiy IJIve,)lgos Idpoluve 1U3s suluwe wssod.

9106 presed IJuw s slesble 1Jusy 6

p.J|an¢3: bBlJdoo J OJSd luuble PTPIES BISI0. §p¢JQ¢J !u.uoa.)ho |J|pap_9€6 LJp)paf)
lIJIwe,)luoss.

1. i'aoJ Remote Access VPN (IJg_o9d gu wg>) > Network (IJg psJ) Access > pJud wg s
loueld VPN J SSL.

2. 12w, wpdsu gpsd Cisco AnyConnect.....

3. sbo, proe 29b pe IJwdld o0 oo wesso wsos SVCS



416, e

5. 3l Jly ould Log,6 LIdwe: ito_, lJuo9,o IJos wyss luwegslpeol pg w0 Flash. 31 Je
o IJuo9)6 po9d,é:lte) oresd Sluvoeruo Iedo eds IUdewsse, Idpeds. lob,)
IJuvdd 17. spdo wujsd Idpdle ey Cisco.com: ould pJd Windows 9 Mac g Linux.

SwdJ 17 |uols Lo9,6 & psd SSL VPN

@ Add SSL VPN Client Image

Flash SWiC Image: | | Browse Flash...

Upload, ..

6. IJopdsu Idolds suvee wldsuosd: selbde guolsé gpsd 9updso DTLS lzoshsl lub,
lJuvdd 18.

IJubdd 18: &edso 1Usuo9J



B Cisco ASDM 6

L for AbA -1 FLAE 180,

]

T IE

ﬂ% .....................................
| TIE Qﬁ% bl u Hmi?m;ﬁ-\.' ' |'|'| .-t\..-\.'\.i Q e |'|'|.::| pi=ie J.-n i rl'\. .-.-.;.ﬁn-\.-r] ciicu
] [.‘mlwamn > Fhmnln fuccess VPH » Helwork [Clhenl] Access > 550 WPH Conneclion Prolibes O

_=]F‘==1: l:l:rrr-l:hnn Prafiles
B Groun Polices
---11 Crmiaine Soiess Polidss
:l'al Addr=zs Assigrmert
& assonment Polcy
~{JB) Address Packs
+ Eﬁ"‘\'ﬂl‘l’ﬂl‘l
[ﬂ Chentlass S50 W7H Aocess
h Connection Frohes

The securty applanos automaticaly deplays the Ciscn Ay Connect Y9N Clent or legary 550 WP Chent to remoke:
ugsers upan cannactian. The nikisl chent deployment requires end-uses admnisrative ights. The Cisco Any Connedt

WP Clert supparts the HTTPS[TCP (550} and Daktagram Trarsport Layver Securty (DTLS) bunmebng aptions,

{More chent-related paramaters, such as clank images and chenc prafiles, can be found at Jeat Seftings,)

Mocass Trkerfaces
[#] Enabile Cmco AayConnect WP Clent ar legecy S50 WPH Clerk scoess on the interfeces select=d in the Laake belaw

Ml fsss Fusguins Clisrk Certificats Encble LTLS

| Interfzcs
T P meree e PR Fo

Dosss Foek: 443 DTLSPart: (443 |
Jick hare to Aesan Corbficate tn [ntarfans,
Cannechion Profies

Confipuradon changes saved succassfuby,

10/23/07 2:09:43 AMUTC

7.108) B9 chboss.

8. wes 3JYe Bp Lluuile pdd wg s louoldlezesed wb . Ige, Remote Access VPN
(Idsue9d gu wes) > Network (IJgesd) Access > pJd wg s leold VPN J SSL.

9. VS Yuwp wILesdle IJuyuosd: ludy) eds luolwe.

SvdJ 19: |Uols pJud oe s Uleuold



= add S5L VPN Connection Profile

::I:- advanced
Alisses:

Buthenbicabon

T Mame: AC-USERS

Method: 18a8 (&) Certificate () Both

B0 Server Groop: LCnZal

o LOCAL I Sevver Grodp Fadls

W Manage. ..

/

Clent Address Assigment

DHCP Servers:

Client Address Pools:

Default Group Policy

Group Policy: AC-LISERS

b Manage

S5L ¥PM Clent: Probocol: [+] Enablad

a. Yp wouwpss IJpzesgs.
b. I2e, Uuolys Vs bys 86 IUp ol>86.
c. lge) voz Ipzeses 1J3s wp lugblio puvodl.
d. olds po wpIdsy SSL VPN Client.
e. lo,d IJgsble IJig s JIbe,)loos.
10. wgs 3JIi Iz, podse > IJogssd. lze 1uvdd 20

lJuvdd 20: IJe,zsue




= Fdit S51 VPN Connection Profile: AC-USERS

3 Use the enfire DN & the wsernams

(#) Specify individual DM Fiekds a5 the u=ername

. Basic | Defaudt Ackhorization Server Group :
S-Advanced | Server Group: | AD-LDAP v
i aeneral i
v Cliert Addressing Lsers musk gxist in the suthorization datsbase ba conneck
¢ authentication
o | Intarface-specific Authorization Sarver Graups
Fo AnooUnting i
LS5 WPN | % Add Gl ot | ook
| Interface Server Group

i ser Mams '.I'Lwng .....................................

Primary D Fisld: PN {Ukssr's Principal Rames) |

a. ¢, pzp9eé AD-LDAP IJos wp loubldel puvodl.
b. 283 e luo Szw 929> Jpuwoespsy... Jdlogald.

C. Vs z¥9J lJogssu: i'ao_) UPN .JJiuuluu§ gnone JJelygs.

1. 1ge 0 1J SSL VPN Buwpe pu 1J8ls p6.

12. Bs Buwp Jlwple IJpguoglé JJlouold: 1dpd Igbsle 1ol ss:

IJuvdd 21: 1w ele 1Je wegls JJleuold




= Fdit $51 VPN Connection Profile: AC-USERS

 Basic | Portal Page Customization:  DFRCustomization v [ Manage...
= Advanced | T e T S
' Ganeral | CSD Altermate Group Poicy:  DFtGrpPolicy v [ Manage... |
Clientt Addressng | : :
Luthentication [ ] Enable Hve display of Radius Rejact-Message on the login screen when authenticabion i rejected
- futhorization
Accounting | Connection Alisses

5L 4PN | add 3 pelete

| plias Enabied

Garoup LEL:
& Add [

|_n|_ e C U O L Enahl-ed g G s

| oo || ceeel 1] Heb

a. iz, luolds.
b. bed Iluwe IJpuwoel JJpzeses IJos cass luwegslpol.
c. olds pu 1o ppdu sI90 peasl. lub, Iduudd 21.

13. 9lu 9, W98 OK.

pdlzbos: 108, B9 2l Jpdlb IJedss s 31,6 Flash (1316 1 pdbeb).

99le> pbolu9s Idyuolss (131 Jly ywsep luvegsle OCSP)

1. i'acuo Remote Access VPN > o0 950 > Jbolsé |Js SSL VPN wyLosd lsb. lub, Iduvdd
22.

a. lgo, |uolWs Bs Buwe Blisb waLosBle IJos osd.

b. spdud Idlzevlb LlJg)sbo |Jpsz9so Jg,sbos DefaultCertificateMap s 9w e
IJgrsbs 19 logile ¢)sbs 836 bl Jue wuuwese wldBded &)lisb 1Jedé J IPsec.

c. gldb eJs Iadoss IJ8less.

d. ozw pze9Es pEswS: lnd Llwe — £&) pesu — lub) IJubdd 22.



lIJubdd 22: | ol $less pblo@e Iyvoble

B% Add Certificate Matching Rule

Configure a certificate matching rule and assaciate it with a connection profile. The
rule priority uniquely identifies the certificate matching rule and assigns a prioriky
to khe rule with lower values having greater priority. Rules that are not mapped
will be ignored.

............................................................................ 7

Map: DefaultCertificateMap

Prioritsy:

Mapped ko Connection Profile: -- Mok Mapped --

B e e e e e e e e e e e e e e e e e e e e e e e e e e 1

e. 9lud) W9 s OK.
2. 109y B9 luolds B 1Jza9d I uwds.
3. Bs 036 "oesh [uolBs Bless pbolo§s [Jubolss" [deJ IUgbsle IUelss:

IJudd 23: peshy Bless plolu$s 1 iol>s



Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

a. lJlzoBlb g p9s 1Je8d B IUps o9t

b. Idlzedlb L9 IJpdss B 1dedd wldedo.

C. §p wosSy €090 Elpd ldoybgsd Ids Jl suslys.
d. b5 £09> IJseé: 1gd edlpos lGouluw ™.

e. b 3o §6 ok ssbud. lze Iduvdd 23 eds pvosd IUpsld.
oJdgsy OCSP

Sedu lu sEedd cdssy OCSP 95098 £Js 9> puwezse OCSP. 1,1 sdsd Idpouissy
Jeis> pu ldpedsple.

odgsy ywolé IJpwozse OCSP

1. 1dzuosd £ds Uvols wpe lugulgel sles! pu IJpuwezsew OCSP.



2. 1dpd Ule)lele 1Jp3ds,6 Lulodl 88e woduse yolss Jglse OSCP.

pdlglbs: ol PU LIS 830 IJoz 8l pu uuoble IJlJgle Ju s [Je9é Juvolsé
OCSP.

oJ9su CA Jlwogsle OCSP
1.02e, bhs vobsle IUsuosd o wes > Luoble CA.
2. ,J5¢ OCSP in order to Ize,o CA Ty suvdd o syveg pd OCSP.
3. 108, B9 w8
4. olYs pu IJoedd po Ubolss Il bl
5. Bs Buwpe byd IUlubld. Bp Lluolds OCSP. lub, 1Judd 24.

IUe2dd po lubl) OCSP

B Edit Options for Ch Certificate

Revocation Check | CRL Retrieval Policy | CRL Retrieval Mathod | OCSP Rules || Advarced

() Do nok check certificates For revocation

(%) Check certificates For revocation
Revocation Methods

Specify the methods used For revacation checking and ther arder, IF both methods are selected, the second
method will be used onby if the first one refurns error.

[] Consider certificate valid F revocation information cannat he retrieved

Poooe 3 cwca 0L Hep

6. olds pu lu lewoly Idubolss Loldes... Jl spdu luwasbel Bl oo o s louls oo
OCSP IJ_olype.



pdlzbs: §p wodssulop)s) JIWBs g9lbe CAlJos wuwwgse OCSP JJlubl.
odysy 99le> OCSP

pdlebs: 0288 pu louble vor pblvds Jpzeses Iduboble 9p0 cdasy Idpuneresw OCSP
God 1Jpld 030 IUgbsle.

pdlzbo: Vs weLo gpdslo wudss OCSP. (9> wdyy ould 2lzs |Js yvgd DNS A9 PTR
Jdedoo grplo IUsgp IJogus. swp lg)le 03l 1wz 9l Jdowzdd pu lo ASA oy 0998 mil.

1. Igo o Remote Access VPN> iolsé [31,6>CA Liolss 2.

2. ,J5¢ OCSP in order to ize,o CA o suvdd o syweepd OCSP.

3. i'ao) OISy

4. 168, W98 £Jles lJowsse Blgss OCSP.

5. 168 W98 luols (Add).

6. Vs wlwio |olws Ylgso OCSP. iéJp.J lJgbsle IJoldss. Hlze IJuvdd 25.

IJudd 25: |olbs §sle> OCSP

g Add OCSP Rule

Cerkificate Map: | DefaulbCertificateMap w

Zerkificate: [cn=00C5P, ou=AMHS, o=Army, c=us:[[cn=00C5P, ou=aMHS,,. W

a. b ¢sh &rsbs IJuvolsé. Ige, DefaultCertificateMap Ig 55106 wp loubldol puuwdl.
b. B gsh IJuwolsé: lge, IJpuwezsy OCSP.
C. B g IUBo,uu e wlsgld 10.

d. B gsb ewslo Iywbo: bed guslo IP 19 luwe Iposd IJglue wldeuwerzsw OCSP.
Bl Juo ouwegse luve ldpuosd: Belds po wdosy ¢lbp DNS gJs ASA.



e. 9lu gy W9 § OK.
flog) W98 whboss.
odysu gpsd AnyConnect oy Cisco

Sebs 03l IJguwe wdysy gpsd Cisco AnyConnect VPN.

IJIve)luole - wp oowse gpsd AnyConnect VPN oy Cisco gobos§ Middleware Lldwgd
Vs IJIJpussu) ldpuosyd. e lgool) ActiveCard Gold g ActiveClient.

pdlzbs: suuogsp 03l 1dsdsd Iuvdsw URL IJpzeses JJoswse IJisds Jeesd AC Wb,
weer? wousY gpsd AC 089 voibgsd wbousd AC welpl pod gpsd IPsec.

edlebé: sdjp vovse ywduwds Juoblsle DoD gds I1dgol) Idpzds. Lze IJs PKIPOC
JJzuosd eds pdud IJyvobla/ld>Sgs.

wujsd Cisco AnyConnect VPN Client - Windows

1. 1bJSe 98w eduws IJs 1 ASA e gdId loc,oe sed IJeudsy: sowts lu sdso Idewslo
eJs uvdd https://Outside-Interface. gJs ywosd IJpeld: https://172.18.120.225.

2. 13, Luolss 1Jesdse 1dels luveisleol Jsuosd. lub, 1usdJ 26.

Sodd 26: g, Iiolss 1Jopses


https://172.18.120.225

Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

3. bgd ode Joersd IJugos (PIN) eospl sbdo pod 3JY.

Uudd 27: Isgd s PIN



ActivCard Gold - Enter PIN

Enter FIN code:

Lancel

4. 730, v p JBwad cuwse IJiely.

5. 5,6 91236 Vs LoWed wuwesd 289 SSL: e, wuwesd 1Usgsd. wuveesp yvolsé 1Jg psd
Jouwesd 1Usgsd. lub, IJusdd 28.

owdd 28: v ywesd >g9d SSL

5 55L VPH 5ervice - Microsoft Internet Explorer provided by Cisco Systems, Inc. | E
Bz Edk - Wew - Favortes | Took o Help ]
@ac-:k = x} . - Faarch ¥ Favontas & = ’»j_ _i
Acaress | ] hkbps: 1 72, 18,120, 2251+ CSC0E Hogan. heml W ﬂ’:a:- 1y Tt el

vibivrfi .
c15co S5L VPN Service




6. suol AnyConnect Bs oo jsJ lJgpsd. lub, Iduudd 29.

wwdd 29: vouse AnyConnect

¥ Installation - Microsoft Internet Lxplorer provided by Cisco Systems, linc.

Bl Edt  Wew  Favodtes  Took  Help ]
- i . d“' . - . I&' & ] - X i

@5.:-:!: G %R B et @8 G-y W] - | I - 8, S

acires | G hbbps: 17172,18.120, 226 CACHE sto L findes, it v B s ® 4

e e
cIsco Cisco AnyConnect 'u'l' "Eﬁ _

| EF Using ActiveX for Installation
i t% webLaunch P R e
| Bedurily Warning
| attemnpting to launch Actives, which s digifally
EL‘;:;IT“ | signed by Cisco Swstemns. In arder to oroperly usa
| | the bctivel confrol, be sure ko click "Ye£® on the
| - ActiveX | | Fesurity pop-up.
E L
|
|
|
;f [I-IEIp] Cancel ]
#] Doening page hitps: {172, 18, 120,255/ CACHEstef | fbinaries| oo bim. . S W mreamer

7. i'ao_) [Juwolss IJpulywes JJluwegsle. Hlze Idunvdd 30. suwep) woowse AnyConnect.
Sedu lo suwer puwdsd ASA JJgpsd vodwse I louald ASAly couseo wuvdd
)|:5fo.

owdd 30: Idwolss



Request Authentication

Identification required. Please select certificate to be
used for authentication.

POOLE, JUSTIN.ALLEN, 1241379293 iFrom browser keyskore)
POOLE, JUSTIM. ALLEM, 1241879298 (From browser keystare)
POCILE, JUSTIM.ALLEM. 1241879293 (From browser keystore)

we uuugsd gpsd AnyConnect VPN py Cisco - Windows

pu IdYpusoe, IUpuosud: lee, Start > zpse IJo,lez > Cisco > AnyConnect VPN Client.

pdlzbé: lze 1dpded (o) Jewesd eds wdssu pdBd werssd gpsd AnyConnect
JIizoshs.
louold goso

owdd 34: loold VPN gaso



#2 Cisco AnyConnect ¥PN Client

€9 Statistics % .-“J-.I:uznut|

Connect to: 7218120225

o

E Select g

YPM session ended.

2.1, 1dpuosd Idpoluve 1l Je s2lsd AC 1Jleuold eddlssl.

3. 15¢d 5p PIN gepl sbdo pod 309, Llze 1duudd 35.



UuddJ 35: Ibgd ,e PIN

ActivCard Gold - Enter PIN

Enter PIM code: T

e lJsuosd gu wed
2 1dezeses sldpupssd IJdssu vy Idlouald wopl.
igeno wel lo Uuoble Iuweg pde: s b in order to lguuwe IJ VPN, Slze 1JuudJ 36.

Sodd 36: 1l ol



=2 Cisco AnyConnect YPN Client

Cornection | € Statistics| =% About

Connect to:

LIzername:

Faszword:

Please enter your username and password,



pdlzbé: ub)l Jio IJlouold suwegse Idgivoble: WUl 2lzs Jbgld luwe puvedse 99Jpeo
©J)9)-

pdlzbs: jlee 1dpded (o) JJeuesd eds wdsu pdd werssd gpsd AnyConnect
IJRoshs.

IJedzd | - wglosl LDAP 9 DAP

B IJluosh 7.1(x) po ASAIPIX gldluosble 1dizsc: wp wd@ssp £856 wuwes welbslb LDAP. o3o
PS50 8956 09D, LESSU wisw uwed Cisco 9dlisula/ywpes LDAP.: ppl suds Izles IUs céss)
ptlolb LDAP. JoouWdss puolb 96 CAC: spdu lu 8d8p 03l WO)Lo pwsluwle luolvs eds louold
IJ9so9d g0 wes. 03l pild pu LDAP sgbb. lede 1oy weolz 1Us 28938 1Jpuwdsd Jlzle
oEssulo WS gbpe AD/LDAP. Vs o ulpz ASA 8.X wp ©@38p 556 uwsluwo 1Usuo9J
IUssolpsds (DAP). sedo 1o sged wa9w9dsd DAP LIUlde,lo g CAC Jduk, Bis pzesele
AD pog336 ldlgols |Js gusluwle 1dswg 999lispe Idozde Vs 1U9u09d 9l 1Js 3JY.

IJuvsubsy 10 wbosd Active Directory wluwegsle Idbde 1Jolows Ji3o 1J9 09
g0 w8 - Idywelz wIJsuesd oo

Sebl o3l lJpeld yups AD msNPAllowDailin |Js yweé Cisco cVPN3000-tunneling- 1w ,9w9J9d.
* 85p8 wpd AD: Lol = 1 wele: gl =, 0
* 9spbé yupd Cisco: 1 = false. 4 (IPSec) I9 20 (4 IPsec + 16 WebVPN) = true.
Jdunb lduwele’s Op vogssy:
* woTse =20
Do IUbdo 1dolods: o @9p vogssu:
.« ¢bi=1

odlzbé: olds oy Iu TRUE g FALSE W JJ 1z 908 Jus)é. lze wdasa gbe glzs
99,5, zoli Ilple, JJzuo9d eds piss pu Idpedsele.

le>1> Active Directory
1. B ¢bp Active Directory. 1§, 898 lusl > ouvésd.

2. 88 pywe oo Idpduge [Jow dsamse Sp lu@) 9199, s89p 03l vobgsd 9256
wedp b6 Active Directory.

3. WG 9226 wedp Iblyo Active Directory. 16,9 998 edlpo IUzpes Juguwse Active Directory
Users and Computers.


//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/extsvr.html

4. 108, B398 edles IUzpe Jusuwse luve 1Jpzld.

5. 31O Josd 9238 wiisw wp lugbldel Jpuwespsor S8p wouwste 9226 IJoede Jeruo
J1Ws [Jpwegsresu: 931 Il Jbsd JIs IJp e psu IU3S0 wp wgssSuoe YOS ped>
lUpuwcsrpsu B8p wusuust o3l ldpeds Jeruoop. Llze IJundd Al

IJubadd A1: 9256 <pde 31,6 Active Directory

‘i labrat - [Console Root' Active Directory Users and Computers [Ciscojax-2k3Jabrat.com]\Jabrat.com’MiL]

—7 Console Poot Mame A Ty | Cescrigtion
= 8 treernet Information Services (I -ﬂ_n.um:mr Liser
)% Acthre Diractory Users and Comp | ¥ Erhan Hurt Lser

- saved Querks 3 Poter Parksr Lser

=179 labeat.com
-0 Buikin
H- {1 Compukers
[# | Doman Contralars
H- | ForelgrEecuityPrincipas
# |1 Lostand®ound
[ FIL
I NTDS Quokas
H- |1 Program Diaka
H- |1 Swstem
[Jusars
A2 DS
7 {[ Cetfication Authority {Local)
# [i] Ceruficate Temolztes
-2 acthe Diraciory Schema [Clsoola
& H Routing and Bemate Aocass
& B Routing and Remote Aocess

6. 108, vl pigel VY IJpuwese IUds wiss weasyo.

lbd) B398 edled IJowssy "ldbde IJolods” Vs Lodzs turlisue Idpuvetse slud)
998 Iduwele 9 1,000 lee IJuvdJ 112,

IJuidd 1J 2: ¢olisuo IJpuuegse



Clark Xent Properties Kl E3

Em'imnrﬂentl Sessions | Alemote control | Teminal Services F’rﬂlilel EEII'-1+i
Genersl | Address | Accound | Profile | Tefephones | Oiganization |
Published Cettiicates | Member0f ~ Diakin | Obiect | Secuiy |

Flemote Access Pemizsion [Ehaln o VPN
@ {Abow access

© Deny access

s

-
Caliback Oplions

{=" Mo Callback
" Set by Caler [Routing and Remote Access Serice only]

(™~ #bwaps Callback o

-
~

7. o lod, W89 OK.
wJdosy ASA
1. B ASDM. Iz, lesls AAA JJsosd e wes VPN> > &,sbbé wpes LDAP.

2. 1o, W89 lols (Add).

3. Vs 0lW36 ¢)sbs |Jols Lues LDAP. 1ded IJgbsle IJeldss. lub, IJuudJ 1 3.



IJubdd A3: |l oesse vps LDAP

= Ldd LDAP fntribute Map

Mo ;m'-'r-:FnI'..-l.r.I.'ln
Mep Mlame | Map balas |
Customar Mame Cison Mama
Customer Mame:
msMPEkEDln
A
Prohocoks
| ok || cCence e |

a. bed luwel B proe 0o Iluwe.

b. B £les IUcusse "luve 1Uzsbs". [deo msNPAllowDialin b ayog lJoue "luwe
NIV

c. B edlps IJowssy luve IJgsbs. 2o, wyswsdsdle Uleuold IJosdds b 1Jgs))
lJeuuwsd Vs lywpe Cisco.

d. lo@) 998 luolss (Add).
e. lze) edlps IJowsse cessu BSps.
f.1lu8) V98 luols (Add).
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lJede » - owdosy ASA CLI

ASA 5510

<#root>
ciscoasa#
show runni ng-config

: Saved

ASA Version 8.0(2)
|
hostname asa80

domain-name army.mil

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address x.x.x.x 255.255.255.128

!

interface GigabitEthernet0/1

nameif inside

security-level 100

no ip address

!

boot system disk0:/asa802-k8.bin

ftp mode passive

dns server-group DefaultDNS

domain-name army.mil

pager Tines 24
Togging console debugging
mtu outside 1500

——————————————— VPN PooT---=--=mmm e e e e e
ip local pool CAC-USERS 192.168.1.1-192.168.1.254 mask 255.255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1




timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00

timeout uauth 0:05:00 absolute

—————————————————————————— LDAP Maps & DAP-----———— e~
Tdap attribute-map memberOf

map-name memberOf Tunneling-Protocols

March 11, 2008 ASA - CAC Authentication for AnyConnect VPN Access
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49

map-value memberOf CN=_ASAUsers,CN=Users,DC=ggsgseclab,DC=org 20
Tdap attribute-map msNPATTowDialin

map-name msNPATTowDialin Tunneling-Protocols

map-value msNPATTowDialin FALSE 1

map-value msNPATlowDialin TRUE 20

dynamic-access-policy-record CAC-USERS

description "Multi-Group Membership Check"

priority 1

dynamic-access-policy-record DfTtAccessPolicy

action terminate

aaa-server AD-LDAP protocol Tdap

aaa-server AD-LDAP (outside) host 172.18.120.160
Tdap-base-dn CN=Users,DC=ggsgseclab,DC=org

Tdap-scope onelevel

Tdap-naming-attribute userPrincipalName

Tdap-Togin-password *

Tdap-Togin-dn CN=Administrator,CN=Users,DC=ggsgseclab,DC=org

aaa authentication http console LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup linkdown coldstart

———————————————— CA TrustpointS----—-———--—————— e~
crypto ca trustpoint ASDM_TrustPoint0

revocation-check ocsp

enrollment terminal

keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

cr1l configure

crypto ca trustpoint ASDM_TrustPointl

revocation-check ocsp

enrollment terminal

fgdn asa80

subject-name CN=asa80,0U=PKI,0U=DoD,0=U.S. Government,C=US
keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint2




revocation-check ocsp

enrollment terminal

keypair DoD-2048

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil
no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint3
revocation-check ocsp none

enrollment terminal

cr1l configure

crypto ca certificate map DefaultCertificateMap 10
subject-name ne ""

———————————————————— CA Certificates (Partial Cert is Shown)--------—--—-
crypto ca certificate chain ASDM_TrustPoint0

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311b3019 06035504 03131244 6f44204a 49544320 526f6f74
crypto ca certificate chain ASDM_TrustPointl

certificate 319e

30820411 3082037a a0030201 02020231 9e300d06 092a8648 86f70d01
01050500

305c310b 30090603 55040613 02555331 18301606 0355040a 130f552e
532e2047

67766572 6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06
0355040b

crypto ca certificate chain ASDM_TrustPoint2

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

f766e045 f15ddb43 9549d1e9 alea6814 b64bcece 089elbbe 1be959a5
6fc20a76

crypto ca certificate chain ASDM_TrustPoint3

certificate ca 05

30820370 30820258 a0030201 02020105 300d0609 22864886 f70d0101
05050030

5b310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 31163014 06035504 03130d44 6442052 6617420 43412032
301el70d

30343132 31333135 30303130 5a170d32 39313230 35313530 3031305a
305b310b

30090603 55040613 02555331 18301606 0355040a 130f552e 532e2047
61766572

6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06 0355040b
1303504b

49311630 14060355 0403130d 446f4420 5266174 20434120 32308201
crypto ca certificate chain ASDM_TrustPoint4

certificate ca 04




30820267 308201d0 a0030201 02020104 300d0609 22864886 f70d0101
05050030

61310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311c301a 06035504 03131344 6442043 4c415353 20332052
6617420

|
!
class-map inspection_default
match default-inspection-traffic
|
!

policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global

————————————————————————— SSL/WEBvpn-windows-------——————-——— -
ss1 certificate-authentication interface outside port 443

webvpn

enable outside

svc image disk0:/anyconnect-win-2.0.0343-k9.pkg 1

svc enable

tunnel-group-1list enable

group-policy CAC-USERS internal
ggroup-policy AC-USERS internal
group-policy AC-USERS attributes
vpn-windows-tunnel-protocol svc
address-pools value CAC-USERS

webvpn

svc ask none default svc

tunnel-group AC-USERS type remote-access
tunnel-group AC-USERS general-attributes
authorization-server-group AD-LDAP
default-group-policy AC-USERS
authorization-required
authorization-dn-attributes UPN
tunnel-group AC-USERS webvpn-windows-attributes
authentication certificate

group-alias AC-USERS enable
tunnel-group-map enable rules




no tunnel-group-map enable ou
no tunnel-group-map enable ike-id
no tunnel-group-map enable peer-ip

prompt hostname context
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AAA API: In aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type O
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mi1

Resp:

[78] Session Start

[78] New request Session, context 0x26flc44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap:// 172.18.120.160:389
[78] Binding as administrator

[78] Performing Simple authentication for Administrator to
172.18.120.160

[78] Connect to LDAP server: ldap:// 172.18.120.160, status =
Successful

[78] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[78] Retrieved Attributes:

[78] objectClass: value = top

[78] objectClass: value = person

[78] objectClass: value = organizationalPerson




[78] objectClass: value = user
[78] cn: value = Ethan Hunt
[78] sn: value = Hunt

[78] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] userCertificate: value =

0..'0.cvennn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] givenName: value = Ethan

[78] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[78] instanceType: value = 4

[78] whenCreated: value 20060613151033.0Z

[78] whenChanged: value 20060622185924.0Z

[78] displayName: value = Ethan Hunt

[78] uSNCreated: value = 14050

[78] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[78] mapped to cVPN3000-Tunneling-Protocols: value = 20
[78] uSNChanged: value = 14855

[78] name: value = Ethan Hunt

[78] objectGUID: value = ..9...NJ..GU..z.

[78] userAccountControl: value = 66048

[78] badPwdCount: value = 0

[78] codePage: value = 0

[78] countryCode: value = 0

[78] badPasswordTime: value = 127954717631875000
[78] TastLogoff: value = 0

[78] lastlLogon: value = 127954849209218750

[78] pwdLastSet: value = 127946850340781250

[78] primaryGroupID: value = 513

[78] objectSid: value = ................ (o PR myY...
[78] accountExpires: value = 9223372036854775807
[78] logonCount: value = 25

[78] sAMAccountName: value = 1234567890

[78] sAMAccountType: value = 805306368

[78] userPrincipalName: value = 1234567890@mi1

[78] objectCategory: value =

[78] mail: value = Ethan.Hunt@labrat.com
callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback
aaa_backend_callback: Handle = 39, pAcb = 2aell5c
[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[78] Session End

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(CAC-USERS)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg




User: CAC-USER

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol(4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (39)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop

CAC-Test#
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AAA API: In aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type 0
AAA FSM: In AAA_StartAAATransaction




AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mil

Resp:

[82] Session Start

[82] New request Session, context 0x26flc44, reqType = 0

[82] Fiber started

[82] Creating LDAP context with uri=ldap://172.18.120.160:389
[82] Binding as administrator

[82] Performing Simple authentication for Administrator to
172.18.120.160

[82] Connect to LDAP server: ldap:// 172.18.120.160:389, status =
Successful

[82] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[82] Retrieved Attributes:

[82] objectClass: value = top

[82] objectClass: value = person

[82] objectClass: value = organizationalPerson

[82] objectClass: value = user

[82] cn: value = Ethan Hunt
[82] sn: value = Hunt

[82] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] userCertificate: value =

0..'0.cvnenn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] givenName: value = Ethan

[82] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[82] instanceType: value = 4

[82] whenCreated: value 20060613151033.0Z

[82] whenChanged: value 20060622185924.0Z

[82] displayName: value Ethan Hunt

[82] uSNCreated: value = 14050

[82] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[82] mapped to cVPN3000-Tunneling-Protocols: value =
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org

[82] uSNChanged: value = 14855

[82] name: value = Ethan Hunt

[82] objectGUID: value = ..9...NJ..GU..z.

[82] userAccountControl: value = 66048

[82] badPwdCount: value = 0

[82] codePage: value = 0

[82] countryCode: value = 0

[82] badPasswordTime: value = 127954717631875000
[82] TastLogoff: value = 0

[82] lastlLogon: value = 127954849209218750

[82] pwdLastSet: value = 127946850340781250

[82] primaryGroupID: value = 513

[82] objectSid: value = ................ (o PR my...
[82] accountExpires: value = 9223372036854775807
[82] logonCount: value = 25

[82] sAMAccountName: value = 1234567890




[82] sAMAccountType: value = 805306368

[82] userPrincipalName: value = 1234567890@mil

[82] objectCategory: value =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

[82] mail: value = Ethan.Hunt@labrat.com

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[82] Session End

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(USAFE)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USERS

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)

grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol1(4107) 20 0

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT




AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (41)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop
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<#root>
#
debug dap errors

debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = continue

DAP_TRACE: DAP_open: C8EEFA10

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.?2 person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.memberOf.1 = VPNUsers
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf.2 = _ASAUsers
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =
9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =

CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.msNPAllowDialin = TRUE
DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.cisco.tunnelgroup =
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["objectClass"]["1'
DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["objectClass"]["2'
"person";

DAP_TRACE: dap_add_to_Tlua_tree:
"organizationalPerson";
DAP_TRACE: dap_add_to_Tlua_tree:
"user";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE:
dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =
"NETADMIN";

DAP_TRACE: dap_add_to_Tua_tree:aaa["Tdap"]["givenName"] = "1241879298";
DAP_TRACE: dap_add_to_Tua_tree:aaa["1dap"]["distinguishedName"] =
"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
"20070626163734.0Z";

DAP_TRACE: dap_add_to_Tlua_tree:
"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tlua_tree:
"1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
"VPNUsers";

- lltopll;

CAC-USERS
']
']

aaa["1dap"]["objectClass"]["3"]

aaa["1dap"]["objectClass"]["4"] =

aaa["Tdap"]["cn"] = "1241879298";

aaa["l1dap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"]

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"]["1"] =




"_ASAUsers";

binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

binary data
data

"9223372036854775807";

"1241879298";
"805306368";

"1241879298@mi1";

"1241879298@mil1";
DAP_TRACE:
DAP_TRACE:
"IPSec";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
d.

DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaal["ldap"]["memberOf"]["2"] =

aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =

aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["ldap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["1dap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"]

aaa["1dap"]["sAMAccountType"]

aaa["ldap"]["userPrincipalName"] =
aaa["1dap"]["objectCategory"] =

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

aaa["cisco"]["tunnelgroup"] = "CACUSERS";

endpoint["application"]["clienttype"] =

Username: 1241879298@mil, Selected DAPs: CAC-USERS
dap_request: memory usage = 33%

dap_process_selected_daps: selected 1 records
Username: 1241879298@miTl, dap_aggregate_attr:
Username: 1241879298@mil, DAP_close: C8EEFA10

rec_count = 1
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debug dap errors

debug dap errors enabled at Tevel 1

#

debug dap trace

debug dap trace enabled at Tevel 1

#

The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = terminate

DAP_TRACE: DAP_open: (C91154ES8

DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@miT1, aaa.ldap.objectClass.2 = person
DAP_TRACE: Username: 1241879298@mil1, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@miT1, aaa.ldap.objectClass.4 = user

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@miT1, aaa.ldap.givenName = 1241879298

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.

CN=1241879298,CN=Users,DC=ggsgseclab,DC=o0rg

DAP_TRACE:
DAP_TRACE:

Username:
Username:

20070626163734.0Z

DAP_TRACE:

Username:

20070718151143.0Z

DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
.. R T
DAP_TRACE:

..+..F.

328192

DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:

Username:
Username:
Username:
Username:
Username:
Username:
Username:

Username:

Username:
Username:
Username:
Username:
Username:
Username:
Username:

128273494546718750
DAP_TRACE: Username:
DAP_TRACE: Username:
d.
DAP_TRACE: Username:
DAP_TRACE: Username:
9223372036854775807
DAP_TRACE: Username:
DAP_TRACE: Username:
1241879298
DAP_TRACE: Username:
805306368

DAP_TRACE: Username:
1241879298@m1i 1

1241879298@mi1, aaa.ldap.
.whenCreated =

1241879298@mi1, aaa.ldap
1241879298@mi1, aaa.ldap

1241879298@mi1, aaa.

1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.

1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.

1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.

1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.
1241879298@mi1, aaa.ldap.

Tdap.

distinguishedName =

instanceType = 4

.whenChanged =

displayName = 1241879298
uSNCreated = 33691
memberOf = DnsAdmins
uSNChanged = 53274
department = NETADMIN
name = 1241879298

objectGUID =
userAccountControl =
badPwdCount = 0

codePage = 0
countryCode = 0
badPasswordTime = 0
TlastLogoff = 0

TlastLogon = 0
pwdLastSet =
primaryGroupID = 513
userParameters = m:

objectSid = ..
accountExpires =

TogonCount = 0
sAMAccountName =

sAMAccountType =

userPrincipalName =




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.msNPAllowDialin = TRUE
DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =

1241879298@m1i 1

DAP_TRACE: Username: 1241879298@mil, aaa.cisco.tunnelgroup
DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"person";

DAP_TRACE: dap_add_to_Tlua_tree:

"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

"user";

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

= CAC-USERS
aaa["1dap"]["objectClass"]["1"] = "top";
aaa["1dap"]["objectClass"]["2"]

aaa["1dap"]["objectClass"]["3"]

aaa["1dap"]["objectClass"]["4"]

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["1dap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

binary data

DAP_TRACE: dap_add_to_Tlua_tree:

data

DAP_TRACE: dap_add_to_Tua_tree:

"9223372036854775807";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:

"805306368";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298@mi1";

DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["ldap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"] = "DnsAdmins";
aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["1dap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["ldap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =

aaa["1dap"]["objectCategory"] =

"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaal["cisco"]["username"] =




"1241879298@mi1";

DAP_TRACE: Username: 1241879298@miTl, Selected DAPs:

DAP_TRACE: dap_request: memory usage = 33%

DAP_TRACE: dap_process_selected_daps: selected 0 records

DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1
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CRYPTO_PKI: Found a suitable authenticated trustpoint
ASDM_TrustPointll.

CRYPTO_PKI: Allocated OCSP data handle Oxca2d27b8

CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: status = 0: poll revocation status

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: OF192B, subject name:
cn=MCGINTY.JIMMY.1160139435, 0u=USN, ou=PKI,ou=DoD,o0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Found OCSP override match. Override URL:
http://198.154.68.90, Override trustpoint: ASDM_TrustPointl2
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Destroying OCSP data handle Oxca2d27b8

Crypto CA thread sTeeps!

CRYPTO_PKI: Attempting to find tunnel group for cert with serial
number: OF192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-




15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Ignoring match on map DefaultCertificateMap, index 10 for
WebVPN group map processing. No tunnel group is configured.

CRYPTO_PKI: Peer cert could not be authorized with map:
DefaultCertificateMap.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Ignoring match on map SSL, index 20 for WebVPN group map
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map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

Tunnel Group Match on map DefaultCertificateMap sequence # 10.

Group name is CAC-USERS

CRYPTO_PKI: Checking to see if an identical cert is

already in the database...

CRYPTO_PKI: Tooking for cert in handle=2467668, digest=

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints...

CRYPTO_PKI: Found a suitable authenticated trustpoint trustpointO.
CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org, issuer_name:
cn=ggsgseclab,dc=ggsgseclab,dc=org.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=Ethan Hunt,ou=MIL,dc=ggsgseclab,dc=org, map rule: subject-name

ne ""

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Found OCSP override match. Override URL:
http://ocsp.disa.mil, Override trustpoint: OCSP

CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Found a subject match

ERROR: Certificate validation failed, Certificate is revoked, serial




number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org
CRYPTO_PKI: Certificate not validated
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L. Maps S Clecadan-2kcd labr at .com D =laberat DO =coamy

CovmCion  Brown e Optiom  (Rilties Hele
1= Do=tabast, Dl Expanding base "CN=Clark Kenl OU=MIL.DC=labraLDC=cam". . ¢
ChisPitiry, DoT mslnbor o, DS mecom e suf €03 fnufl)
Chieel] g Ry, DD wilifor it D wr e Matched DMs:
=Dy Doy oS, D wlabe o, DD oo iGetting 1 entries:
el ormign el yPrmoipal O wlabe ok, [ woon 3 Dns CNeClark Kem, OU =MEL DC=tabrat DCEcaim

e rgrsteiactg, Dol wiader gt DT engoim o ﬂﬂdtﬁtllﬂ-ﬂ; 0 persomn; erganization alferaon; user

Chissd st oond, DOmlsbe sk, Do saton 13 cn; Clark Kenl:
=5 O el Do b it T iy T3 s Kend!
= Rk Kk O I DNC slibor st D ciom 17 phyaicalDelberyOiliceName; Welcome 1o LDAPIE
Mo childenn 23 unerCenificate: {ldp: Hinary Mob>; <ldp: Binary Blab>:
CRiaEthan Hund O bl 00T alabs ok Delagom 1% gluen.ﬂum: Clark:

Pt e Pk Ol kel Celmbsba st Delmoomn 13 distinguishedName: CH=Clark Kent, 0L =MIL.DC=labrat.DC=cam;
3 Gt s Comigbr gl [T ey T instanceType: Ded = [ 1T_WRITE |

1 o, D manof, 12 whenCrented: A6/ 32006 12°50:21 Eastern Standard Thme Eastern Daglight Time:
Chim Sibern, Dl wlab it D miom 1> whenChanged: DEf2 12006 ¥ 3:31:54 Eastern Standard Time Eastern Daylight Time;
Chimctiast, DCmlate af, [ 1 dlsplayName: Clark Kent
“Hes s, D mlofbrgd Dl miom 1% sSHNCreated: T4072:

[ Fror gt DriZorms, [0 miabe gt D mecar 13 uSNChanged: 14701;
D= Oensrrs Tones, DN slabe.st DO oo 12 peame; Clark Kent:
Wl oo ey, D i B G 1 13 ohjectGUID: 8403542l 2a-dlee-3531-3240c2 Bocli 9;

1% uscrhccountControl: Tl B2040 = [ UF_NORAMAL_ACCOUNT | UF_DONT_EXPIRE_PASSWD

1> badPealCount: 12

13 cadePage: 0

13 cnsniryCade: O]

1 brdPaaswardTime: 061 AR2006 15:19:36 Esstern Standard Time Esstemn Daylight Thme:
13 lastogodf: BIATTEEDT 0000200 LINC

T lagtiegon: BETT 2006 16:28:44 Esstern Standard Tine Eastern Daylight Time:
1> pwilastSer BRI 2006 12:50:21 Eastem Standard Time Eastern Dayilght Time:
13 primanyGroupio; 513;

1 userParameters: ms i ;

1> phjectSid: 5-1-5-21-3541 460264-2 450291 B25- 10399 09643-1115;

1 sceaunExpies: 03 4/30828 B2 4005 LUNC

1> logonCount: 11;

1> sAMAccounIName: 12345676 1

1 shbbccountType: BOS306 168

13 usedPrincipaMame: | 23456 TRTO@ abrat.cam;

13 ahisciCategony: CH=PerganCN=Schema CH=Configuration. D C=labral DE =cam;
1> maNPAHrwHalin: TRUE:

1> mail: Clark Kent@iabrat.com;
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C:\Documents and Settings\Al1l Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile

id,oJ lJgbsle IJeldse:
1. i¢<, AnyConnectProfile.tmpl gl we IJpJd Lluwegsle Notepad.

2. 8p vlple Idogssdle 1dpoluwes gds 1Upd pod 1Upuos) |3 eu9lu IP ldpLosus. Hlze
IJubdd F1 eds uwveosd [dpeld.
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sl 1egsse 128906 o Jpdd ppe et wosse Idwler 19 Izsie pu Idss Idowsisd
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8990 Lloublise wluvegsle D16 ©288 o 1Juozs g Ulucsue Iy po gl 9bsuds
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AnyConnectProfile.xsd 1Je9z9> 9 03l IU>sJsd. AnyConnectProfile o9 g uuo) 1Jz3)s 1J3s
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030 £5U6 pu pJWO XML JpJud wg)s gpsd AnyConnect VPN oy Cisco.

<ttroot>

xm version="1.0" encodi ng="UTF-8"

- - <AnyConnectProfile xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">

!-—- The ClientInitialization section represents global settings !--- for the client. In some cases, ft

<Clientlnitialization>

!--- The Start Before Logon feature can be used to activate !--- the VPN as part of the logon sequence

-—>

<UseSt ar t Bef or eLogon User Control | abl e="f al se">f al se</ UseSt art Bef or eLogon>

I--- This control enables an administrator to have a one time !--- message displayed prior to a users

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>

I-- This section enables the definition of various attributes !--- that can be used to refine client ce




<CertificateiMatch>

!--- Certificate Distinguished Name matching allows !--- for exact match criteria in the choosing of a¢

- <Di stingui shedName>

- <Di stingui shedNaneDefinition Operator="Equal" W] dcard="Di sabl ed">
<Name>| SSUER- CN</ Nane>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNanmeDefi ni ti on>

</ Di sti ngui shedName>

</CertificateMatch>

</Clientlnitialization>

I-- This section contains the 1ist of hosts from which !--- the user is able to select.

<ServerlList>

!I--- This is the data needed to attempt a connection to !--- a specific host.

-—>

<Host Entry>

<Host Nanme>host - 02</ Host Nane>

<Host Addr ess>host - 02. dod. gov</ Host Addr ess>
</ Host Entry>

- <HostEntry>

<Host Nanme>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess>

</ Host Entry>

</ ServerLi st>

</ AnyConnect Profil e>
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