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ci scoasa#show running-config
Saved :

(ASA Version 7.2(2

!

host nanme ci scoasa

domai n-nane defaul t.domain.invalid



//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
nanes
|
interface Ethernet0/0
nanei f inside
security-level 100
ip address 10.1.1.1 255.255.255.0
|
interface Ethernet0/1
narei f outside
security-level O
ip address 192.168.1.5 255. 255.255.0
|
interface Ethernet0/2
narmei f DVZ
security-level 90
i p address 10.77.241. 142 255. 255. 255. 192
|
interface Ethernet0/3
shut down
no nanei f
no security-|evel
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-|evel
no i p address
|
passwd 2KFQhbNI dI . 2KYOQU encrypt ed
regex urllistl
".*\. ([Ee] [Xx] [Ee] | [Cc] [Oo] [Mm] | [Bb] [Aa] [Tt])
"[HTTP/1.[01

Extensions such as .exe, .com, .bat to be captured ---!
and !--- provided the http version being used by web
browser must be either 1.0 or 1.1 regex urllist2
".*\.([Pp][Ii] [F£]| [Vv][Bb][Ss] | [Ww] [Ss] [Hh])
"[HTTP/1.[01

Extensions such as .pif, .vbs, .wsh to be captured ---!
!--- and provided the http version being used by web
browser must be either !--- 1.0 or 1.1 regex urllist3
".*\.([DA] [Oo] [Cec] | [Xx] [L1][Ss]|[Pp][Pp][Tt])
"[HTTP/1.[01

Extensions such as .doc(word), .xls(ms-excel), .ppt ---!
to be captured and provided !--- the http version being
used by web browser must be either 1.0 or 1.1 regex
urllist4 ".*\.([Zz][Ii][Pp]|[Tt][Aa]([Rr]|[Tt][Ggl[2Zz])
"[HTTP/1.[01

Extensions such as .zip, .tar, .tgz to be captured ---!
and provided !--- the http version being used by web
browser must be either 1.0 or 1.1 regex domainlistl
nn\.yahoo\.com

"regex domainlist2 "\.myspace\.com

"regex domainlist3 "\.youtube\.com

Captures the URLs with domain name like yahoo.com, ---!
I --- youtube.com and myspace.com regex contenttype
""Content-Type

"*, /regex applicationheader "application




Captures the application header and type of !--- —---1!
content in order for analysis boot system di sk0:/asa802-
k8.bin ftp node passive dns server-group Defaul t DNS
domai n- name defaul t.domain.invalid access-list
inside_mpc extended permit tcp any any eq www

access-list inside _mpc extended permit tcp any any eq
8080

Filters the http and port 8080 !--- traffic in ---!
order to block the specific traffic with regular !---
expressions pager lines 24 nmtu inside 1500 ntu outside
1500 mtu DMEZ 1500 no failover icnp unreachable rate-
limt 1 burst-size 1 asdminmage di sk0:/asdm 602. bin no
asdm history enable arp timeout 14400 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 tineout xlate 3:00:00 tineout
conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp
0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngcp-pat 0: 05:00 tineout sip 0:30:00
sip_nedia 0:02: 00 sip-invite 0:03:00 sip-di sconnect

0: 02: 00 timeout uauth 0:05:00 absol ute dynani c-access-
policy-record Dflt AccessPolicy http server enable http
0.0.0.0 0.0.0.0 DVZ no snnp-server |location no snnp-
server contact snnp-server enable traps snnp

aut hentication linkup |inkdown coldstart no crypto

i saknp nat-traversal telnet tineout 5 ssh tineout 5
consol e tinmeout O threat-detection basic-threat threat-
detection statistics access-list | class-map type regex
match-any DomainBlockList

match regex domainlistl

match regex domainlist2

match regex domainlist3

Class map created in order to match the domain ---!
names !--- to be blocked class-map type inspect http
match-all BlockDomainsClass

match request header host regex class DomainBlockList

Inspect the identified traffic by class !--- ---!
"DomainBlockList" class-map type regex match-any
URLBlockList

match regex urllistl

match regex urllist2

match regex urllist3

match regex urllist4

Class map created in order to match the URLs !--- ---!
to be blocked cl ass-map inspection_default match
default-inspection-traffic class-map type inspect http
match-all AppHeaderClass

match response header regex contenttype regex
applicationheader

Inspect the captured traffic by regular !--- —---!
expressions "content-type" and "applicationheader"
class-map httptraffic

match access-list inside_mpc

Class map created in order to match the !--- —---!
filtered traffic by ACL class-map type inspect http
match-all BlockURLsClass

match request uri regex class URLBlockList

!

Inspect the identified traffic by class !--- ---!




"URLBlockList" ! policy-map type inspect dns
preset _dns_map paraneters nessage-| ength maxi mum 512
policy-map type inspect http http_ inspection_policy

parameters

protocol-violation action drop-connection

class AppHeaderClass

drop-connection log

match request method connect

drop-connection log

class BlockDomainsClass

reset log

class BlockURLsClass

reset log

Define the actions such as drop, reset or log !--- --- !
in the inspection policy map policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-map inside-policy

class httptraffic

inspect http http_inspection_policy

Map the inspection policy map to the class !--- --- !
"httptraffic" under the policy map created for the !---
inside network traffic ! service-policy global _policy
gl obal service-policy inside-policy interface inside

Apply the policy to the interface inside where the ---!
websites will be blocked pronpt hostnanme context

Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end
#ci scoasa
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Configuration = Glohal Objects = Ragular Expressions

999 85l .yahoo.com
OK

-._'.1 IP Marmes
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-, poereC
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-, EsTe
B FTP
B aTP
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28 Mlebwork Object Groups ¥ Regular Exprassions

i Regular Expressions

)

Configure requlsr exprezsions for uss in patierm maiching, Regular exprassions wilh rames sarting wih "_defaul”
are defaut reouier expressions and cennod be rodfied or delete
@& Add Reqular Expression i

Mame: | (domainkzt]

Wl Ryl iiele ]
R

(R d
| Edi
I
Bauild... Delete
Test... J
d
S l Hﬂ'Fl | F considersd &

99 Lislg .myspace.com Jxall puwl bladl J>1 o 2 sole juss Jlro clinl, 08



@= Add Regular Expression

Mame; | |fomainiist2

Walle: My SpaceL.com ) Build....
Test. .
0] .4 Cancel Help
> .OK

8519 .domain name youTube.com J| 2.8 domainList3 in order to s>le Lues wa
A= ndd Regular Expression

Hare: |d.:.main|ist3

Yalue: Aoutube corm ) Build...

Test...

2k Cancel Help
S .OK
Slaol oSy ol day i baty comy exe Jm waloll laxlo blaill J>1 oo dnle juss 19,0 dasld clisl, a
599 ,a519 .1.1 91 1.0 bol <ugl o y=iuis __.uorow| http

@= Add Regular Expression

Mame: | [uriisti] 1
value: | [UIERI]Ee[Co[Co]Mm][[Eb][Aa][TH) HTTRA [01] J Bl .
Test..
cals ] 4 I Cancel | Help | OK

ol aswo HTTP JI ol wshg .pif. vbs Jio «lslaiol 3 uall Jad le urllist2 in order to ssle juss
999 Ll 1.1 91 1.0 L] w9 riain o clasiwl GeSy



@= Add Regular Expression

walge || WIPRIFFIR v]ER] =DM ] [=s 1R HTTRA [01] Builcd
Texzt.
ok Cancel Help
ad OK
U9y ol aloy i ‘ppt_9 xlsg doc J.w wwlaladl olslaisl blaill J>I oo 3 aple jusi 19,0 dnsld clisl

3519 .1.1 91 1.0 Lol <ug)l o ,2imo i e lel P.u._S.\Jl HTTP laol
A= Add Regular Expression

Mame: | [urlist3 1

walug, | [ WUIDACoCeliPQILIT==IPRIPRITE HTTRA 01 ]J Bild..

Test...

Ok Cancel Help

2 .OK

oSy ol dlay i 4gz9 Zip. tar Jio «alol olslaisl blaidl J>1 ¢ $oledl jusill B )leo daasld clisl,
999 ,ailg 1. 1_9| 1.0 Lol ugll Lo y2iun Ji8 40 cml.xzuul piy SMUIHTTP laol

g% Add Regular Expression

Marne: Lirllist4

walue: | | WIZZIIPRITE AN RT GOl Z2]) HTTRA [01] Build...

ry

Test...

Ik I Cancel Help oK




REeqular EXpression

Mame: ||contenttype

value:  |[Sontent-Type -
Tes
, Il C | Hel
clisl, pd | ance el oK

sudai)| Lwl) blail J>1 o

Sl Jusi Guky Olsic
@= Add Regular Expression :

Mame: applicationheade

Value: applications.* ) Bu
Te
OK Cancel Help
JsSis OK. oLl
9

o juss $ole Jl cov winy dalailog (sole juss < ple ilS < JsSuin o balell jueill ol elis] .2
oo sl aalao) DomainBlockList ssle juei @b clisl, 8.0 wlizo cals in order to aaknilb
999 ,ailg .domainList3 9 .domainList1. domainList2 :dslell ol usill
.OK



% Add Regular Expression Class Map

Configure a reguiar expression class using available regular expressions. For & class to be considered a match, anly
one of itz match condiions needs to be met.

T UDnmanEnncHLm J
Description:
~Awallable Reguisr Expressions Configured Match Conitions
Reular Expression [ matenTyps | megusr expression
_‘;j F5) domainkst]
_defaull_msn-messenger R E_"l domaiiist2
~defaull_shoutcast-tunnemng-prot... or K clomainkist3

_dafaull_windows-media-player .
_defaull _x-kazsa-netwaork
_default_yahoo-messenger
applicatianheadar

Edt... Mew... histch Type:  LE) Match

9 «urllist1. urllist2. urllist3 :anll oluil 0 @i asyllaa) URLBIockList ssle jusi @9 clisl 09

999 sslg .urllist4
OK.



i% Add Regular Expression Class Map

Configure a regular expression class using avakable regular expressions. For a class to be considered a match, only
one of it= match conditions needs to b met.

Mame: |LIHLEInckLi3t |

Description:
—dwailable Regular Expressions - Configured Match Condifions
Regular Expression Match Type ﬁl]agular Expression
_ :I S| urllizti
_default_icy-metadats or [ e
_default_men-messanosr or [ utlist3
_detautt_shoutcast-turneling-prot.... or B

_detault_windows-meda-player...
_default_x-kazaa-rigtwork
_detault_yahoo-messenger
applicationheader

cantenttype

domainlist

domainlist2

Ecilt... | Mew ... | Match Type: LB Mateh

915 JuSis CLI

OLo|<HTTP<kil3 o< sls Jol<uSuis o islaall basl,s plaiwl 6332all 49,0l 45,5 Laxd .3
clinly p8.awllas jules lito o cass 4950 85,5 HTTP Jl Laxay ol day,s wivw cals in order to
susill olad) go 4wl Lol asy o) AppHeaderClass aid lolazo
.l



g= Add HTTP Traffic Class Map

arne: AppHeaderClaszs |

De=cription;

atch Al

Match Type Criterion Walue Al |

@& Add HTTP Match Criterion

batch Type: 0 Match Mo Match

Criteriomn: U Fezponse Header Field ;]
—Malle
—Field
" Predefined: accept-ranges L
[f:' Regular Expression: cortenttype ;] Manage. ..
—alue

I:'f:' Fegular Expression: applicationheader hManage...

i Fegular Expreszion Class: IDDmainEilclckList i Marage. .

susill olad) go L)l Ll dsylaa) &all usid BlockDomainsClass clisl p8.0K (999 ailg
.anlell



g Add HTTP Traffic Class Map

Marne: [ |EIIDcanmainsCIass
Dezcription:
Match Al
Match Type Criterion walle A

@& Add HTTP Match Criterion

Match Tvpe: % Match

i~ Mo Match

Criterion: [ Fequest Header Field

—Walue
—Field
[f:' Predefined: host o
i Fegular Expression: _default_ GoTaky... ™ Matiage. ..
—Walue
i Fegular Expression: _default_GoTaky... ™ Mahage. ..
[F Fegular Expression Class: Manage...

Lusill bladl go Lllall URI aayllaa) @l o usd BlockURLsClass slisl, 49.0K §gb il

.Sl



g= Add HTTP Traffic Class Map i

Marme: [ |EFI|:n::kLIHLsCIass J
Dezcrigtion:
Match Al
Match Type Criterion “alue A

@& Add HTTP Match Criterion

Match Type: (% Match € Mo Match

4
Criterion; [ Reguest LR J ll
—walue

i Regular Expres=sion: I_defaurt_GchDMy... o Manage...

(f:' Regular Expres=sion Clazs: M—j Manage. ..

950 JiSis OK.CLI (599 ,sil9
HTTP<kil,3 Laxa, <l Joliv< St o s Lingas| duwluw 9 dadylaall 59,0l &S, clel2 Y usi 4
vy aslhsl 9,0 a5 ,> iy JI J eVl cuiy ol http_inspection_policy c.sl> in order to

. Canfiguration = Glakhal O t'liF'l"tE: = Inspect Maps = HTTF
----- e Retwork Object Grau ] A -HTTR

""" % IP Names Create HTTP maps and configure their default inspection behavior. Ta change inspection

""" e Service Groups map, elect the map in the navigstion tree on the lett.
[—:I---E-ﬁ Clazs Maps
=

L}

inzpect Map to Add
Marme: I;If'rttp_inﬂpectin:nn JCII:I”C':.-'J
Dezcrigtion:
=- E, Inspect Maps
[} DCERPC
E'E DN Security Lewvel
teprezet_dns_map : ;
Miowe the slider to change the secutity lewel
----- [ EsmTP [ ;. i ‘ A == |
I muas

pAdis dalnilpg HTTP>http_inspection_policy<lil,s Laxd< Jolis ¢slS< JuSis o i
s> ol old wlise J eVl i in order to éSlo|< jiiai<o o
.oVl



Configuraion = Global Objects = Inspect Mags = HTTP = ip_inspacion_golicy

128 hlstwoek Oibject Gﬂau:
B 1P remes

preset_dns_mep

L R

~ B e

—hitp_lnepactiom_policy
Bt the basic settings for the HTTR mep Inthe Basic Wiew. Make advanced changes for the HTTP map ih the Scenced
Wis,

Hame: Filp_inzpeclion_policy

Dezcriplion: |

—

MatchType | Crterion | Vaiie |
Eoi
Delsts |
Pgwe Lp |

L BHss
i E R HTTR

40299 b as, S Hlall Jors uSois 8 tloliuw] Jlasl J sl ¥l pusi 09.0K G99 sl



g% Add HTTP Inspect

999 il

—hlatch Criteria
i* Zingle Match

biatch Type: % Match € Bo Match

Criterior: [ IHequest Method J -

—walle

G oo | [ ~

. Fegular Exprezzion

{* Regular Expression _default_GaoTo

{* Regular Expression Class: DomainBlockLi:

i Multiple matches

HITR Traffic Clazs: I.ﬂ.ppHeaderCIass

| 4

= ctions

Action: ohnection © . Reset 1§ Log

Log: | {* Enable | " Dizahle Jlails

aall Jui| ¢Sty 089 Joliw]| Jlail J el =2V =i 09.0K



@& Add HTTP Inspect

—hlatch Criteria

" Single Match

fiatch Type: € Mateh € Mo Match

Criterion: FegueztBezponze Cortent Type Mizmatch [
Yalle
Mot applicakle.

[f:' Muttiple matches ]

HTTF Traffic Class: [IAppHeaderClass

—Actions

Action: % Drop Connection " Reset Log

Log: {* Enahle " Dizakle

.AppHeaderClass

aall S (uSoiy pB9 dogio 8ale] ail e el 2Vl sy 05.0K G99 i

.BlockDomainsClass



E% Add HTTP Inspect

—hlatch Criteriz

" Single Match

hiatch Type: € hMateh € Mo Match

L = T FegueztFezponze Cortent Type Mizmstch |
Walle
Mot applicakle.

{s Muttiple matches

HTTP Traffic Class: |IEIIDckDDmainsCIass J l

—Actions

Action; 1 Drop Connection (s Hese’é . Log
Log: - " Dizakle

el Jonus oy pd9 wopuss 6le] &l e ebaVl Gusi

29.0K (999 iilg

@& Add HTTP Inspect

—hlatch Criteriz

" Single Match

fatch Type: € hMateh € Ko Match

L = T FegueztFezponze Cortent Type Mizmatch

IVVaIue
It anolicakle

ie huttiple matches

HTTF Traffic Class: UEIIDn:kLIHLsCIassJ -

-Actions

Action; Drop Connection {s Hes? . Log

Lo: ' Enable " Disable
Lasly .BlockURLsClass

980 JuSuis CLI audny aslnslo.OK (999
< @8l < a2zl duwluw 2clgd < ol dwwlw < 0S5 i3 lagaloll Jle Jiaaill HTTP dwluw  gukes .5
dwluw 2clgd ugull doMe (youn doasdl dwluw 6acld
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Caonfiguration = Security Palicy = Service Falicy Fules

Access Rules | asa Rules | Fiter Rules | (Service Policy Rules|

% Add - [ Edit @ [Elete | + ¥ ‘ 3—. = || 2, Find | k24 Rule Diagram I.r_fE Packet Trace
= Add Service Policy Rule. .. | Filker: |Clear | Rule Cue
R hanagement Service Policy Rule. .. Tyt Dk it
;'E In=ert... Source Deztination Service
o In=sert Aiter...

inzpection... CEY Match @@ any @@ any Q, defaut-inspe.

Ol Loy pw] z2eils @il aaslall o (315 oyl go (SLwY oylall oS HTTP obly 49,0 aS,>
Next 98 il .awluw 13D
(JWI)

T

i% Add Service Policy Rule Wizard - Service Policy

Adding & new service policy rule requires three steps:

Step 10 Configurs & servics policy.

Step 2 Configure the fraffic clessification criteris for the =ervice policy rule.
Step 3 Configure actions onthe traffic classified by the service policy rule.

~Creste a service policy and apply to

Only one service policy can be configured per inferface or at global level. If a service policy already exists then
wou can add a newy rule into the existing service policy, Ciherwiss, you can creste & new service policy.

{* Iterface: ingide - (Creste neww service policy)
Palicy Mamne: ‘inside—pnlicw
Description: ‘

™ Global - applies to al interfaces

Haliey fMame: clobel palicy

Descrintion:

= Back | Cancel |

o Sl A pasviun) dgaalls 200l IP Gloic Lands iall dloy,3) it 49,0 45> clisl, pd
Next (§08 sl .(ACL) Jgosl
(Jwl)




§= Add Service Policy Rule Wizard - Traffic Classification Criteria

pasting tratfic class, then it will meatch the class-dafaul traffic class, Class-default can be

Next (895 L5l HTTP J cliyo TCP Jl g0 sl dg29)l9 jaaall o sl
(JwI)



Actior: [Match |

Destination

Types; J @ any

Souirce
Type: [@ any =]
rProtocol and Serwce

E‘r:lcu:nl. B tep | /
rRource Port 1 Destination Port

T | e
% Service: I- j El'l'l' | _l] % Sarvice: ]- d hpﬁwvwl | j
= Group: I ;] _I " Group: ] d

Cptions
Tirne Range. m _I
Descriphon
Pratocol Inspection | Connection Settings | @os |
[~ CTIGEE
[~ DCERPC Canfigure. .
[~ DS Canfigure...
[~ ESMTP Configure. ..
[~ FTP Configure...
™ H323H225 Configure...
™ H323RAS Canfigure. .
[IF HTTP : Configure...
oazd dlayys 335 LA oo $ix — | S

95 ,iils .Lanall b pSadll sl HTTP



g% Select HTTP Inspect Map

™ Use the defautt HTTP inspection map

(ﬁ Select a HTTPR inspect map for fine control over inspection :I

&,icd

0] .4 Cancel | Help

S99 il

Configuration = Security Policy = Service Policy Rules

Access Rules | &84 Rules | Fiter Rules | Service Policy Rules |

g oadd - [ Edit [ Delete | + + | & L - ||Q Find | E=q Rule Diagram | £ Packet Trace
Fiter: |--Select-- =1 Filter |Clear| Rule Gu
Trattic Classification
Matne Mo | Enabled Match Source Destination Setvice
E---Glnbal; Palicy: global_policy
: inspection. .. GEy Match & any @P any 0, defautt-inzpe
= - nterface: inside; Policy: inside-palicy

(“hitptraffic 1 W E Match @ any @ any T http )
h -

2@ 6228 < @dlio] 968 Lail (5,31 6,090 aS,> 8080 Ao
Lol



Access Rules | 884 Rules | Fiter Rules | Service Palicy Rules |

Rule Diagram | & Packet T

dp add +| [Z Edit ﬁnelete|j~ + | ¥ B @R -|cFnd

Add Service Policy Rule... Filter |Clear | Rule

,.l'_ ) o
Add Management Service Policy Rule... Traffic Clazsification

o Insert.. Source Destination Service
-%: Inzert After..
- inspection... (E) Match @@ any @@ any 0, defautt-ing

Interface: inzide; Paolicy: inside-policy

hitptraffic 1 M CEymatch @ any @ any TeE- hittp

= Add Service Policy Rule Wizard - Service Policy

Adding & new zervice policy rule reguires three steps:
Step 1. Configure & service policy.
Step 20 Configure the traffic clazsification criteria for the zervice policy rule.

Step 3 Configure actions on the traffic clazzified by the zervice policy rule.

—Creste & zervice policy and apply to:

Dnly one zervice policy can be configured per interface or &t global level. If a service
vou can add a new rule into the existing service policy . Dtherwize, vou can creste a n

% |nterface:
Palicy Mame: Iinaide-pnlicy *
De=zcription: I
O J.I>'i
999 il . dauuiall daslall 0 hitpTraffic o izl ( Slw Giv j9,0 45,> 39290 JI 62cl6 add JI

Next
(Jwl)



service Policy Rule Wizard = Trathic Classification Criferia

" Creste a new tratfic class: nsida-class

[rescription [omtional

hraffic mateh criieria
[T Defaut inepection Traffic
[T Eource and Destington P Address (uses ACL)
[T Turinel Group
[T TCE or LIDF Destinstion Fort
|_ EITFE Range
[T IF Dif1Eem Codepoints [ BSER)
[T P Precedence

[T fy traftic

Rule can be added to existing class map it that class map uses access control kst (ACL) as traffic match critena.

(* Add rule to existing traffic class:  |[EEIALe ]

If traffic does not maich a existing traffic cless, then it will mstch the class-default traffic class. Class-default can be
uzed in catch all situstion.

" Use class-default as the traffic class.

< Back |m | Cancel |
Next 959 ,ail .8080 J cliwo TCP Jl 2o sl dg=9)l9 jaaall o3l
(JwI)
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= Add Service Policy Rule Yizard - Rule Actions

| Pratocal Inspection’| Connection Settings | @os |

[~ CTIGEE

[~ DCERPC Canfigure...

= Catfigure. .

[~ ESMTP Cattigure. ..

[~ FTP Zanfigure...

[~ H323H225 Configure...

[T H3z3RAS Configure. .
[F HTTF Configure. .. HTTF Inzpect Map: kttp_inspection_palicy ]

I 1cmp

[~ 1CMP Error

s

[ I Zanfigure...

™ IPSec-Pazs-Thru Canfigure...

[~ mGecP Contigure. ..

[ NETBIOS Canfigure. .

™ ppTR

< Back

~OMATguratian = .

Arccess Rules I A5 Rules I Fitter Rules | service Policy Rules I
g add ~ [ Edit [] Delete | + ¢ | 3 FL - ||q Find

Fittexr: I-—Select-— LI I Filker: |Clear| Fule

Rule Diagram | & Facket T

Traffic Classification

Marme Mo | Enahbled Match SourceE Destination SErvic

E---t}lnhal; Palicy: global_palicy
1 inspection... 0E Match @@ any @@ any Q, default-ir

= I'|tEer'f:a|::Ee: inzide; Palicy: inzide-palicy
hitptraffic 1 W O Match @ any @ any TEE hitp
= 2 W CEBymatch @@ any @ any Tk 0G0
50 JiSuis CLIL gubny dslnslo

auall



2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) 23Vl p= o 811 pasiwl .Show Lolol o (lad uxuwalleMasll) 21,3V > io 6Iii P2V
. show oVl 2,50 Jul>s

leoSs o5 il dpnlell wlhlell o2, —show running-config regex -

ci scoasa#show running-config regex

"[regex urllistl ".*\.([Ee][Xx][Ee]|[Cc][Oo][M|[Bb][Aa][Tt]) HTTP/1.[01
"[regex urllist2 ".*\. ([Pp][Ii][Ff]|[W][Bb][Ss]|[W\[Ss][Hn]) HTTP/1.[01
"[regex urllist3 ".*\.([Dd][Oo][Cc]|[XX][LIT[Ss]|[Pp][Pp][Tt]) HTTP/1.[01
"[regex urllistd ".*\ . ([Zz][Ii][Pp]|[Tt][Aa][Rr]|[Tt][Gg][Zz]) HTTP/1.[01
"regex domainlistl "\.yahoo\.com

"regex domminlist2 "\.myspace\.com

"regex domainlist3 "\.youtube\.com

"regex contenttype "Content-Type

"* /regex applicationheader "application

#ci scoasa

oSS i il dall bail,> o=, —show running-config class-map

ci scoasa#show running-config class-map
1

.

cl ass-map type regex match-any Donmi nBl ockLi st
mat ch regex domainlistl
mat ch regex domainlist2
mat ch regex donainlist3
cl ass-map type inspect http match-all Bl ockDomai nsCl ass
mat ch request header host regex class Donai nBl ockLi st
cl ass-map type regex match-any URLBI ockLi st
match regex urllistl
match regex urllist2
match regex urllist3
match regex urllist4
cl ass-nmap i nspection_default
mat ch default-inspection-traffic
class-map type inspect http match-all AppHeader d ass
mat ch response header regex contenttype regex applicati onheader
class-map httptraffic
mat ch access-list inside_npc
cl ass-map type inspect http match-all Bl ockURLsC ass
mat ch request uri regex class URLBI ockLi st
|

#ciscoasé
290 4> Laxas il dawludl bil,> o ,e—hittp ax$ show running-config policy-map type
leigSs pi I HTTP

ci scoasa#show running-config policy-map type inspect http
|
policy-map type inspect http http_inspection_policy
par amet er s
protocol -viol ati on action drop-connection
cl ass AppHeader d ass
dr op-connection | og
mat ch request method connect
dr op-connection | og
cl ass Bl ockDomai nsCl ass
reset |og
cl ass Bl ockURLsCl ass
reset |og

.

|
#ci scoasa

a3 (51955 Jl 0loYL dwludl dlay 3 O liyeSs go> o2, —show running-config policy-map -
0oV duw Ll |

ci scoasa#show running-config policy-map


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

1
policy-map type inspect dns preset_dns_nmap
par aneters
nmessage- | ength maxi mum 512
policy-map type inspect http http_inspection_policy
par aneters
protocol -viol ati on acti on drop-connection
cl ass AppHeader d ass
dr op- connection | og
mat ch request net hod connect
dr op- connection | og
cl ass Bl ockDomai nsCl ass

reset |og
cl ass Bl ockURLsC ass
reset |og

pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
pol i cy-map i nside-policy
class httptraffic
inspect http http_inspection_policy
1
#ci scoasa

WE leheiv o)l doazdl g wlueSs gua> o,2—show running-config service-policy -
ci scoasa#show running-config service-policy
service-policy global _policy gl oba
service-policy inside-policy interface inside

bVl jle> e leheiv pi (il Joogll daild 955 Lo, —show running-config access-list -

ci scoasa#show running-config access-list
access-list inside_npc extended pernmit tcp any any eq www

access-list inside_npc extended permt tcp any any eq 8080
#ci scoasa

Le>Nolg clas VI BlaSiuwl

Le>Wools (oSl elasi GlaSiwy lgolaiwl liSay ologles pumill 13D s,

.debug olol plazsiwl| Jd zuaill 1olol Jo> dago wlogles JI &)l rda>Ve

HTTP 9,0 &, ellasVl auxas Jilw, Lo, —debug hitp -
abo old ol

Cisco o dazall ploYl 6562l a5 dniuo -
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