od9su 9lzole IJuws 8 IUblo,s6 ASA L
wwsubs ISP 1Uejo92

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJoJoule | P00

IJIzodivle oo 2asbo VTl g crypto
lJodasy

lJodasule

lJoz.9.9 o0l o

|, wod wled 1Jisble ol oJl>ol
o8 J90le 3o 06

lJp 9500

suo;é o3l IJpwows Jsdso wdysy VT (slzole IJowd Idbloys) wsu zoljs ASAs (iao_jé
1Tl 1Jpe3J5) Llawetsle wosesdsd IKEV2 (culsd podelz Ilocoe IUlgasl) 2) Jesds)
louold Tow wsw Wesu. 9JIJ pu IUB es0 Loulble ISP Jig)luo 1Jesds, lJSlis§ 9p91506
IJizeld. sep logile polbd6 291 Jun9wsdsd IJewlis 1229556 (BGP) gy 1JIoudl s pu lzd
oubd pedsple IJogzso lUslgJss.

Swp U 938p 030 lJps6 Vs ASA: IJluosl) 9.8(1). sw9lwd wudsd ASA VTI pg woudss VTI
lJpolz eds pogolw 10S.

IJecbdule IUIlguluss

IJpobdolo

o900 Cisco Llu oday Jssd pe,s Lldeslose IJeldss:
-+ wu9w9ded BGP

IJedsule lJpgucsed

ouwow Idpedsele 1Jglo W o3l ldpuwews 1Js el gelsse ASAV IJos oubgd luosl)
lJeyulegz 9.8(1)6.

op logile |Jﬁ&d3|p|o Ingl_).)c'S O .o.'>| lJouwows pu Uiao_jé lJp929506 &_9.,5 S50 pEpJSo ¢luoo.
wlo zese Ilzejd IJpuwogdpd Ss o3l 1dpuwous wodssu peumde (IBlups). Bl Jlve
u’bvdod L9;5.) |Juuu&§J‘ wolds U k_90p¢J JJQ|C‘;.§_) |JPCQpJ JLS ||p_).



IJIgoJlvle s ésbé VTI g crypto

s osbs IJogvds) 08 06 1lz JJslzes. Jbuwld 2596 1des9) e o d IJpuwows Is
sbo lJogvds) sdjp wizse 2IJs py9) Ideslule |Js 9lzes 9lzos 9lzes 9lzos IUluw,uw
(Jos cuwes wuvdd oddsas IUslzesd 1Ughzsd) sszw pbloBooel pg Blisps IJopdp S
lUs_o9d (ACL) JJe v ds). 9p0 wlzss 2s: Blo VT 9lzos pubdss. sop wposd IJodd
lJs JJ ubs) pu vb)le guwdle VPN L9luubo VTI pgodus. o suvs) Idwszse wlogle VTI
ol uwsop ogvds)ol shuwldol |Js Iubs) [Jpewslds.

- VTl sisd Ieles 1ds luwegsle Golise 1d9uesd IUs Idogvds) 999les luwosole wizes
cuslo IduvoJs (NAT).

- Jlogwpe Blises [dogdp s 1Jyuosd 1Us grsbe IJoguds,) (ACL) obgldle peslgds. VTI
09 Yo ds VPN omows [ds Ideuwh soubod $9les Idosese Iegbss Jeds w9, VPN
sldos vouwb IJodssu 9ldgpdsle Jigwed ol 1JIgble 9l odlzol.

s Opug sbs IJovss) dd )9 Idoslule vsu ldeslde 1dels buwldel cuus €8

puvd) bl Iy IJudd pelbdl. Jl wzpes VTl odi@liss! po 3JY. szo luolwe Ideuwblo
lJLgo Juopelu ouwles IJgblisw.

lJodesy

luwe IJogbsbs JJuvedd

(10.1.1.2/24 Tunneld (over ISP A) 10.1.1.1/24]

=T

o~ e —_
S — ISPA ©
= Vs ~ [~
s =2 192.168.1.0124 198.51.100.120/30 ) 1985140010 3
= ~ ( Internet _ ) o
5 ISP B 9 }__,.' ISP B o
2 203.0.113.129/30 ~ S 203.0.113,1/30 N

(10.1.2.2/24 Tunnel2 (over ISP B) 10.1.2.1/24])

lJodosule

pdlebbé: o3l 1Jpeld £s) puluve Jduwsobsy 1J3s s Wbso ASA g o9l B wblpe
puvodd puwodd puvedd puvodd puvodd wilwoe 9do j9lub BGP pg Juodle ISP. 909
Sébs IUbosdozs! IJos wzuss Bsol ASA eds ,obosu puwodJosy pigros grelo
!JIQQJQC} (ISP) pge Ideulasy IJgles pu lulbps puwedds pgoduds. Vs odo lJzlds: spdu
1o 996 ISP wuub) zelsd pu ldloeld wozdd eel 13l e sop lJzuosd eds IUz)e
lJeuveded pu IP 1Jgle 1U3s suwpes IJs ISP 135, 9086 o3l ldodyso: sop o Idoslos)
|Jfog|uu-__;6 .Jrooe o3l.

1. pedele IJouvds) sldeuolb$s Iuilses. sedo IJges) eds pedsple 29d pedele
IJouvds) Idpauos vol Bt
https://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html

eds JJ pu ASAs:


/content/en/us/about/security-center/next-generation-cryptography.html

crypto i kev2 policy 10

encryption aes-256

integrity sha256

group 24

prf sha256

lifetine seconds 86400

|

crypto ipsec ikev2 ipsec-proposal PROP
protocol esp encryption aes-256
protocol esp integrity sha-256

L 8p wodIsy pdu wg s IPsec. szu o sdou ey Izluwse 09 IJulis 9szw o s Ies
IJb, 080 09 Idpuwezse Jedlsole IKEV2:

ASA |Js Idsuwly:

crypto i psec profile PROF

set ikev2 ipsec-proposal PROP
set pfs group24
responder-only

ASA spsu:

crypto i psec profile PROF

set ikev2 ipsec-proposal PROP
set pfs group24

L 9p wopdsu wy9weded IKEVZ gJs JJI glzole ISP.
JJ pu ASA:

crypto i kev2 enabl e ispa
crypto i kev2 enabl e ispb

L9 wodssu Idpvolz Idpuvend puwedl Jdpuolb§o IJpowlbds gJs ASAS:

ASA |Js IJsuwl):

tunnel - group 198.51.100.1 type ipsec-12

tunnel -group 198.51.100.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****
|

tunnel -group 203.0.113.1 type ipsec-12I

tunnel -group 203.0.113.1 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****

ASA spsu:

tunnel - group 198.51.100. 129 type ipsec-12
tunnel - group 198.51.100. 129 ipsec-attributes

i kev2 renote-authentication pre-shared-key *****
i kev2 | ocal -aut hentication pre-shared-key *****
|

tunnel - group 203.0.113.129 type ipsec-12I
tunnel - group 203.0.113.129 ipsec-attributes

i kev2 renpte-authentication pre-shared-key *****



i kev2 |l ocal -authentication pre-shared-key *****

. odosu 9lzele ISP:

ASA |Js IJsuwl):

interface G gabitEthernet0/1

nanei f ispa

security-level 0

i p address 198.51.100. 129 255. 255. 255. 252
|

interface G gabitEthernet0/2

nanei f ispb

security-level 0

i p address 203.0.113. 129 255. 255. 255. 252
|

ASA spsu:

interface G gabitEthernet0/1

narei f ispa

security-level 0O

i p address 198.51.100.1 255. 255. 255. 252
|

interface G gabitEthernet0/2

narei f ispb

security-level 0O

i p address 203.0.113.1 255. 255. 255. 252
|

AJdboolb IJiqu,Ju§ 09 9lz06 ISP A. 585 ISP B &lugsl. swp wgde ) IUhoulb
IJiL,uluu§ luwodsle bdo ool logald ICMP Jesoswd W6 Idloeyue: Bs 0l 1dpeld:
Suvwede ASAs g oop weol 9lz0d ISP A Jgzos [ovl) louold:

ASA |Js IJsuwl):

sla nonitor 1

type echo protocol iplcnpEcho 198.51.100.1 interface ispa
!

sla nonitor schedule 1 life forever start-time now

!

track 1 rtr 1 reachability

!

route ispa O.
route ispb O.

ASA spsu:
sla nmonitor 1

type echo protocol iplcnpEcho 198.51.100. 129 interface ispa
|

198.51.100.130 1 track 1

0.0.0 0.0.0.0
0.0.0 0.0.0.0 203.0.113.130 10

sla nmonitor schedule 1 life forever start-tinme now
|

track 1 rtr 1 reachability
|

route ispa 0.0.0.0 0.0.0.0 198.51.100.2 1 track 1
route ispb 0.0.0.0 0.0.0.0 203.0.113.2 10

- sop slispl logule VTl gus ey ISP A. sup luusle VT JSlugs gw) ISP B. sdje 929>
b,3 olows wloglo 9z06 1Jud . 903l su2pu lu 1dzie IJpuivd)6 ooy pu lJslzos 1Jpl>so
lJueesed Joguw gldle Iduw @b 1Jpeolbé oozl ISP:

ASA |Js 1dsuwly:
route ispa 198.51.100.1 255. 255. 255. 255 198. 51. 100. 130 1
route ispb 203.0.113.1 255.255. 255. 255 203.0.113. 130 1



ASA spsu:
route ispa 198.51.100.129 255. 255. 255. 255 198.51.100.2 1
route ispb 203.0.113.129 255. 255, 255. 255 203.0.113.2 1

. odysu VT

ASA |Js IJsuwl):

interface Tunnel 1

nanmei f tuna

ip address 10.1.1.2 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.1
tunnel node ipsec ipvé

tunnel protection ipsec profile PROF
|

interface Tunnel 2

nanei f tunb

i p address 10.1.2.2 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.1
tunnel node ipsec ipvé

tunnel protection ipsec profile PROF

ASA spsu:

interface Tunnel 1

narei f tuna

ip address 10.1.1.1 255.255.255.0
tunnel source interface ispa

tunnel destination 198.51.100.129
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF
|

interface Tunnel 2

narei f tunb

ip address 10.1.2.1 255.255.255.0
tunnel source interface ispb

tunnel destination 203.0.113.129
tunnel node ipsec ipv4

tunnel protection ipsec profile PROF

. od9su BGP. s¢5 1Juwwy Idpyoub o ISP A leuusl SUPS) I.J.__,b:sglo lJesJu gwol g0y
lJoed IJss wp wdgsuo gu) ISP B wwlbiss ppdss 18U« ppl szedol 18 o osdl
w9luwloé gaod IJuwsgso:

ASA |Js Idsuwly:
route-map BACKUP pernit 10
set | ocal -preference 80

|

router bgp 65000

bgp | og- nei ghbor - changes
address-fanmily ipv4 unicast

nei ghbor 10.1.1.1 renote-as 65000

nei ghbor 10.1.1.1 activate

nei ghbor 10.1.1.1 next-hop-self

nei ghbor 10.1.2.1 renote-as 65000

nei ghbor 10.1.2.1 activate

nei ghbor 10.1.2.1 next-hop-self

nei ghbor 10.1.2.1 route-map BACKUP out
network 192.168.1.0

no aut o- summary
no synchroni zati on



exit-address-fanmly

ASA spsu:

rout e-map BACKUP pernmit 10
set | ocal -preference 80

|

router bgp 65000

bgp | og- nei ghbor - changes
address-fam |y ipv4 unicast

nei ghbor 10.1.1.2 renbte-as 65000

nei ghbor 10.1.1.2 activate

nei ghbor 10.1. 1.2 next-hop-self

nei ghbor 10.1.2.2 renpte-as 65000

nei ghbor 10.1.2.2 activate

nei ghbor 10.1.2.2 next-hop-self

nei ghbor 10.1.2.2 route-map BACKUP out
network 192.168.2.0

no auto-sumary
no synchroni zation
exit-address-famly

10. (lgoshs) JJledIo g0 e ds [oldss ¢Jd ASA IUlsuw) £, Ideouads puluinyé wol.
Sedu odysu lehs wyjse ldeuwl IJelow:

route inside 192.168.10.0 255.255.255.0 192.168.1.100 1
|

prefix-1ist RED STRIBUTE_LOCAL seq 10 pernit 192.168. 10.0/ 24
!

rout e-map REDI STRI BUTE_LOCAL permit 10

match ip address prefix-list RED STRI BUTE_LOCAL
!

router bgp 65000
address-fam |y ipv4 unicast
redistribute static route-map REDI STRI BUTE_LOCAL

1. (lesbs) spdu p9liusd ged 2yJo 1Jp,9) vso IUIuBlE luweobl IJs 9z00 1Jzjes. Vs ol
IJpelde sOLod IJesesoe lJs yuvwds 192.168.10.0/24 eJs w9 IJowg IJlzoslbs (ISP
B tunnel)

ASA |Js [Jsuwl):

rout e-map BACKUP pernmit 5
match ip address prefix-list RED STRI BUTE_LOCAL

set | ocal -preference 200
!

rout e-map BACKUP pernit 10
set | ocal -preference 80

12. Jpoe buwld 2098 po9) Idwslule wso Ipslde woue sluee s Idlue,ue Bl dlve
IJlodl g pelbdsc sdjp luolds puwble gldss. weo |uols zese sulysy RFC1918
Jdouwlbos:

JJ po ASA:

route Null0 10.0.0.0 255.0.0.0 250
route Null0 172.16.0.0 255.240.0.0 250
route Null 0 192.168.0.0 255.255.0.0 250

13. (losbs) vuvdd 1Ve,)luos: oyuwd gpdss ASA BGP wlisd keepalives o6 9lg>6 JJJ 60
Slussé. Bl dp sop odds luvoeles keepalive oo ldubs) Jpes6 180 wlusé swp lJledlo o



9leol. Jjsho ywyges Wyud Ylgso IJJvd: spdud odysu 9zsle w9dse BGP. Ws o3l
lJpeoldc sop bLuwld yuwlisd keepalives JJ 10 o9ly sswp lJlgdlo gu 1Jpele) pelbdl wg> 30

Slusé.

router bgp 65000
address-fanmily ipv4 unicast

nei ghbor 10.1.1.2 tinmers 10 30
nei ghbor 10.1.2.2 tinmers 10 30
exit-address-famly

lJoedd po lJuoes

IJozdd pu wuvsd vdd IKEV2:

ASA-right (config)# show crypto ikev2 sa
| KEv2 SAs:
Session-id: 32538, Status: UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renpte Status Role

836052177 198.51.100. 1/ 500 198.51. 100. 129/ 500 READY | NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp: 24, Auth sign: PSK, Auth verify: PSK
Li fe/ Active Tine: 86400/7 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 0.0.0.0/0 - 255.255. 255. 255/ 65535

ESP spi in/out: 0xc6623962/ 0x5c4a3bce

| KEv2 SAs:
Session-id: 1711, Status:UP-ACTIVE, IKE count:1, CH LD count:1

Tunnel -id Local Renpte Status Role

832833529 203.0.113.1/500 203.0.113.129/500 READY | NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp: 24, Auth sign: PSK, Auth verify: PSK
Li fe/ Active Tine: 86400/ 29 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 0.0.0.0/0 - 255.255. 255. 255/ 65535

ESP spi in/out: 0x2e3715af/0xc20e22b4

IJezdd po 2lJs 2ol, BGP:

ASA-ri ght (config)# show bgp sunmmary

BGP router identifier 203.0.113.1, |ocal AS nunber 65000

BGP table version is 29, nmain routing table version 29

3 network entries using 600 bytes of nmenory

5 path entries using 400 bytes of nenory

5/3 BGP path/bestpath attribute entries using 1040 bytes of nenory
0 BGP route-nmap cache entries using 0 bytes of nmenory

0 BGP filter-list cache entries using 0 bytes of menory

BGP using 2040 total bytes of nenory

BGP activity 25/22 prefixes, 69/64 paths, scan interval 60 secs

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd
10.1.1.2 4 65000 6 5 29 0 0 00:00:51 2
10.1.2.2 4 65000 7 6 29 0 0 00:01:20 2



U2l pu ldpuwble Idpuuedes oo BGP. sop viose Idpuwble 1dos ored gdles ">" O
229d [Jogzso:

ASA-ri ght (config)# show bgp

BGP table version is 29, local router IDis 203.0.113.1

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, mmltipath
Oigincodes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*>{192.168.1.0 10.1.1.2 0 100 O i
* i 10.1.2.2 080 0 i

*> 192.168.2.0 0.0.0.0 0 32768
* 1192.168.10.0 10.1.1.2 0 100 0 ?
*> 10.1.2.2 0 200 0 ?

Verify routing table:
ASA-ri ght (config)# show route

Codes: L - local, C- connected, S - static, R- RRP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1S1S su- ISI1Ssumary, L1 - IS ISlevel-1, L2 - 1S IS level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route

0 - ODR P - periodic dowl oaded static route, + - replicated route
Gateway of last resort is 198.51.100.2 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.51.100.2, ispa
10.0.0.0 255.0.0.0 is directly connected, NullO
10.1.1.0 255.255.255.0 is directly connected, tuna
10.1.1.1 255.255.255.255 is directly connected, tuna
10.1.2.0 255.255.255.0 is directly connected, tunb
10.1. 2.1 255.255.255.255 is directly connected, tunb
172.16.0.0 255.240.0.0 is directly connected, NullO

192.168.0.0 255.255.0.0 is directly connected, NullO
192.168. 1.0 255.255.255.0 [200/0] via 10.1.1.2, 00:02:06
192.168. 2.0 255.255.255.0 is directly connected, inside
192.168. 2.1 255.255.255.255 is directly connected, inside
192. 168. 10. 0 255. 255. 255. 0 [200/0] via 10.1.2.2, 00:02:35
198. 51. 100. 0 255. 255.255.252 is directly connected, ispa
198. 51. 100. 1 255. 255. 255.255 is directly connected, ispa
198. 51. 100. 129 255. 255. 255. 255 [1/0] via 198.51.100.2, ispa
203.0.113.0 255.255.255.252 is directly connected, ispb
203.0.113.1 255.255.255.255 is directly connected, ispb
203.0.113. 129 255.255.255.255 [1/0] via 203.0.113.2, ispb

nronrowmrowmnnror on

lwedunldd IJigble gl oJlzol

ouoese IJigble IJpuuegsps Jluwoduld I2ble 90939 IKEV2 gl oJlzol:

debug crypto ikev2 protocol 4
debug crypto ikev2 platform 4



JJeuosd £Js 0380 pu IJpedsple 29d luvaduuldd Igble 90939 IKEV2 9l oJlzol:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

JJeuesd eds eis> pu ldpedsele 29d luwed sl igble o ,90999d BGP sl adizol:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html#anc37

pE_.J_9Io|Ca dlo LoJé

- 99lg> weds> puwl) BGP:
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

- >Jsd wdssy ASA BGP:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/118050-config-bgp-00.html

< ldes lJo9us 9l owlo - Cisco Systems



/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html#anc37
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html#anc37
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/118050-config-bgp-00.html
https://www.cisco.com/c/ar_ae/support/index.html
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