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Jay AWS ~  Oregon ~

VPC Dashboard Actions + 3]
4
{
Filter by VPC:
None - Q X 1to1a
| Private Cloud Name -~ VPCID ~ State - VPCCIDR ~ DHCP options set - Route table - MNetwork ACL ~ Tenancy ~ Default VPC

Virt rivate Cloud
Your VPCs ’ [ ] vpc-a1e00786 available 172.31.0.018 dopt-58d5b13c rtb-3a3f8e5d acl-i6844591 Default Yas
Subnets

vpe-e1e00786 (172.31.0.0/16)

Route Tables
Internet Gateways Surmmary Flow Logs Tags
DHCP Dptions Sets VEC ID: vpc-e100786 Network ACL: acl-6844591
Elastic IPs State: available Tenancy: Default
VPC CIDR: 172.31.0.0M16 DNS resolution: yes

Endpoints .

DHCP options set: dopt-58d5b13c DNS hostnames: yes
NAT Gateways Route table: rib-3a3f0e5d ClassicLink DNS Support: no
Peering Connections
Security
Netwerk ACLs
Security Groups
VPN Connections Default VPC already created

Customer Gateways
Virtual Private Gateways

VPN Gonnections
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Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be

static and may be behind a device performing network address translation (NAT). For dynamic routing,

also specify your gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN); this
can be either a public or private ASN (such as those in the 64512-65534 range).

Name tag  ASAVTI

Routing = Dynamic j (1]
IP address  192.0.2.1
BGP ASN 65000
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VPG

Create Virtual Private Gateway

A virtual private gateway is the router on the Amazon side of the VPN tunnel.

-

Mame tag | VPG1
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Attach to VPC

Select the VPC to attach to the virtual private gateway

VPC  vpc-e1e00786 (172.31.0.0M16) ;] 1)

Yes, Attach
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Filter by VPC:
None =]

Virtual Private Cloud

Your VPCs

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security
Metwork ACLs

Security Groups

VPN Connections

Customer Gateways
Virtual Private Gateways

VPN Connections
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Create VPN Connection

Select the virtual private gateway and customer gateway that you would like to connect via a VPN connection. You must
have entered the virtual private gateway and your customer gateway information already.

Nametag | VPNtoASA

Virtual Private Gateway | vgw-18954d06 | VPG1 -
Customer Gateway (@ Existing ) New

cow-8371a69d (64.100.251.37) | ASAVTI -]

Specify the routing for the VPM Connection (Help me choose)
Routing Options @ Dynamic {requires BGP) () Static

VPN connection charges apply once this step is complete. View Rates
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[ T AWS -~  Services v
VPC Dashboard Create Route Table
Filter by VPC:

None B Q

Virtual Private Cloud
Your VPCs

Subnets

Route Tables

Internet Gateways

DHCP Options Sets
Elastic IPs

Endpoints

NAT Gateways

Peering Connections

Security
Network ACLs

Security Groups

VPN Connections
Customer Gateways
Virtual Private Gateways

VPN Connections

®

rtb-3a3f9e5d

Summary
Virtual Private G

vgw-d19f47cf

vgw-18954d06 | VPG1

Delete Route Table

-

X

Route Table ID -~ Explicitly Associal~

rtb-3a3f9e5d 0 Subnets

Subnet Associations

Main ~ VPC
Yes vpe-e1e00786 (172.31.0.0/16)
e Propagation Tags
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Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Pick ==—P>Vendor Cisco Systems, Inc. -
sfDlatform ISR Series Routers |
105~ sofiware 105124+ -

Yes, Download

ASA (053
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SA MM_ACTIVE Jl> 4655 ol vy AWS 8 alell Lilass go IKEVT Glol obli8l elisl, ASA asl, 08

ASA# show crypto ikevl sa
;I KEvl SAs
Active SA: 2
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 2

| KE Peer: 52.37.194. 219 1

Type ©L2L Rol e : initiator
Rekey : no State : MM_ACTI VE
| KE Peer: 52.34.205.227 2
Type ©L2L Rol e : initiator
Rekey : no State : MM_ACTI VE
#ASA
2 sglazdl

JUD oS5 Ol w9 ks JSI cuio 5olog 5519 SPI ILd ¢eSy ol vy ASA e IPsec clowl el (o 2SG
Sxlio JuaVl glad whlacg aslo| wllae Las,

ASA# show crypto ipsec sa
interface: AWS1
Crypto map tag: _ vti-crypto-map-5-0-1, seq num 65280, |ocal addr: 64.100.251. 37

access-list _ _vti-def-acl-0 extended permt ip any any
(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
current _peer: 52.34.205. 227

pkts encaps: 2234, #pkts encrypt: 2234, #pkts digest: 2234#

pkts decaps: 1234, #pkts decrypt: 1234, #pkts verify: 1234#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 2234, #pkts conp failed: 0, #pkts deconp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
TFC rcvd: 0, #TFC sent: O#

Valid ICWP Errors rcvd: O, #lnvalid ICWP Errors rcvd: O#

send errors: 0, #recv errors: O#

| ocal crypto endpt.: 64.100.251.37/4500, renote crypto endpt.: 52.34.205.227/ 4500
path ntu 1500, ipsec overhead 82(52), nedia ntu 1500

PMIU tine renmaining (sec): 0, DF policy: copy-df

| CMP error validation: disabled, TFC packets: disabled

current outbound spi: 874FCCF3

current inbound spi : 5E653906

i nbound esp sas



{

{

(spi: Ox5E653906 (1583692038

transform esp-aes esp-sha-hmac no conpression

,in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Goup 2, |KEvl, VTI
slot: 0, conn_id: 73728, crypto-map: _ vti-crypto-map-5-0-1

(sa timng: remaining key lifetime (kB/sec): (4373986/2384

IV size: 16 bytes
replay detection support: Y

:Anti replay bitmap

OxFFFFFFFF OxXFFFFFFFF

:out bound esp sas

(spi: Ox874FCCF3 (2270153971

transform esp-aes esp-sha-hmac no conpression
,in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Group 2, |KEvl, VTI
slot: 0, conn_id: 73728, crypto-map: _ vti-crypto-map-5-0-1
(sa timng: remaining key lifetime (kB/sec): (4373986/2384
IV size: 16 bytes
replay detection support: Y
:Anti replay bitmap
0x00000000 0x00000001

interface:
Crypto map tag: __ vti-crypto-map-6-0-2, seq num 65280, |ocal addr: 64.100.251. 37

access-list __vti-def-acl-0 extended pernmit ip any any

(l ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
current _peer: 52.37.194. 219

pkts encaps: 1230, #pkts encrypt: 1230, #pkts digest: 1230#
pkts decaps: 1230, #pkts decrypt: 1230, #pkts verify: 1230#

pkts conpressed: 0, #pkts deconpressed

pkts not conpressed: 1230, #pkts conp failed: 0, #pkts deconp failed
pre-frag successes: 0, #pre-frag failures: 0, #fragnments created
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly:
TFC rcvd: 0, #TFC sent

Valid ICWP Errors rcvd: 0, #lnvalid ICVMP Errors rcvd

send errors: 0O, #recv errors

O#
O#
O#
O#
O#
O#
O#

| ocal crypto endpt.: 64.100.251.37/4500, rempote crypto endpt.: 52.37.194.219/4500
path mtu 1500, ipsec overhead 82(52), media ntu 1500

{

{

PMIU tinme remaining (sec): 0, DF policy: copy-

df

| CMP error validation: disabled, TFC packets: disabled
current outbound spi: DCS5E3CA8
current inbound spi : CB6647F6

;i nbound esp sas

(spi: OxCB6647F6 (3412477942

transform esp-aes esp-sha-hmac no conpression

,in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Group 2, |KEvl, VTI
slot: 0, conn_id: 77824, crypto-map: __vti-crypto-mp-6-0-2

(sa timng: remaining key lifetime (kB/sec): (4373971/1044

IV size: 16 bytes
replay detection support: Y

:Anti replay bitmap

OxFFFFFFFF OxFFFFFFFF

:out bound esp sas

(spi: OxDCSE3CA8 (3697163432

transform esp-aes esp-sha-hmac no conpression

,in use settings ={L2L, Tunnel, NAT-T-Encaps, PFS Group 2, |KEvl, VTI
slot: 0, conn_id: 77824, crypto-map: __ vti-crypto-mp-6-0-2

(sa timng: remaining key lifetime (kB/sec): (4373971/1044

IV size: 16 bytes

replay detection support: Y

AVE2



:Anti replay bitmap
0x00000000 0x00000001

3 sglazll

AWS o] éu> STATE/PFXred 1 slae ¢sSy of o AWS plasiwl, BGP o Ylasl clis] oo 156 ASA le
ASA ol 16/172.31.0.0 due o)l aSuid] (e olss

ASA# show bgp summary

BGP router identifier 192.168.1.55, |ocal AS nunber 65000
BGP table version is 5, main routing table version 5
network entries using 400 bytes of nenory 2

path entries using 240 bytes of nenory 3

BGP path/bestpath attribute entries using 624 bytes of menory 3/2
BGP AS- PATH entries using 24 bytes of menory 1

BGP route-map cache entries using 0 bytes of menory 0

BGP filter-list cache entries using O bytes of nenory O

BGP using 1288 total bytes of nenory

BGP activity 3/1 prefixes, 4/1 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRed
1 03:41:31 0 0 5 1161 1332 7224 4  169.254.12.85

1 03:42:02 0 0 5 1164 1335 7224 4 169.254.13. 189

4 s9lazll

JUd ol 2,3V 13D pis, . saill wle>ly e 16/172.31.0.0 _JI  luall alss ai 38 @il (o 3ax ASA e
169.254.13.189 5> ,Luall Jiag, .169.254.13.189 5 169.254.12.85 Luhadl (0 172.31.0.0 _JI cpoylaso
ol Uwbiiall oy (AWS2) 2 aill 2,15

ASA# show bgp

B&G table version is 5, local router IDis 192.168.1.55

, Status codes: s suppressed, d danped, h history, * valid, > best, i - interna
r RIB-failure, S Stale, mmltipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
i 7224 0 200 169. 254. 12. 85 172.31.0.0 *
i 7224 0 100 169. 254. 13. 189 <*
i 32768 0 0.0.0.0 192.168.1.0 <*

ASA# show route

Codes: L - local, C- connected, S - static, R- RIP, M- nobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - 1S1S, su- ISISsumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, + - replicated route
Gateway of last resort is 64.100.251.33 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 64.100.251.33, outside

C 64. 100. 251. 32 255. 255. 255. 224 is directly connected, outside
L 64. 100. 251. 37 255. 255.255. 255 is directly connected, outside
C 169. 254. 12. 84 255. 255. 255.252 is directly connected, AWS2

L 169. 254. 12. 86 255. 255. 255. 255 is directly connected, AWS2

C 169. 254. 13. 188 255. 255. 255. 252 is directly connected, AWSl



169. 254. 13. 190 255. 255. 255. 255 is directly connected, AWS1
172.31.0.0 255.255.0.0 [20/100] via 169.254.13.189, 03:52:55
192.168. 1.0 255.255.255.0 is directly connected, inside
192.168. 1. 55 255. 255. 255. 255 is directly connected, inside

5 sglazill

Jasall jluall dallan) Jlus oy, (neSi 0 «Jilaio Jlus g AWS o 225 Lill )90l 4,2 ol wlad)

, Status codes: s

, Status codes: s

J93> (3 sluall i o Lyl §a

lgic Lleall olgzgall usil BGP lausg

route-map toAWS1l permt 10
set netric 100
exit
!
route-map toAWS2 permt 10
set netric 200
exit
!
router bgp 65000
address-fanm |y ipv4 unicast
nei ghbor 169. 254. 12. 85 route-nmap t 0AWS2 out
nei ghbor 169. 254. 13. 189 route-nmap t oAWSl out

6 sglazll

AWS J 24/192.168.1.0 o,e oMYl oo 25T ASA e

ASA# show bgp neighbors 169.254.12.85 advertised-routes

BG table version is 5, local router IDis 192.168.1.55

suppressed, d danped, h history, * valid, > best, i - interna
r RIB-failure, S Stale, mmltipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
7224 0 100 169. 254. 13. 189 172.31.0.0 <*
i 32768 0 0.0.0.0 192.168.1.0 <*

Total nunmber of prefixes 2
ASA# show bgp neighbors 169.254.13.189 advertised-routes

BG table version is 5, local router IDis 192.168.1.55

suppressed, d danped, h history, * valid, > best, i - interna
r RIB-failure, S Stale, mmltipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
i 32768 0 0.0.0.0 192.168.1.0 <*

Total nunmber of prefixes 1
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VPG Dashboard

Filter by VPC:
Nena

3 (&

Virtual Private Cloud Nama

“Your VPCs B VPNwASA

Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs
Endpoints

NAT Gateways

Peering Connections

Security Summary

Netwaork ACLs VPN Tunnel

Security Groups Tunnel 1

VPN Connections Lt

Customer Gateways
Virtual Private Gateways

| VPN Gonnections

N AWS -

VPC Dashboard

Filter by VPC:
None

A
Virtual Private Cloud
Your VPCs

Subnets

Route Tables

Internet Gateways

DHCP Options Sets
Elastic IPs

Endpoints

NAT Gateways

Peering Connections

Security
Network ACLs

Security Groups

VPN Connections

Gustomer Gateways

Tunnel Details

IP Address Status.

52.34.205.227)
5237194 219

X

- W¥PNID

vpn-TeTO606e

vpn-7cT9606e | VPNtoASA

Services

Create Route Table

Q

- State

Static Routes

Status Last Changed

2016-10-18 14:23 UTC,

2016-10-18 14:23 UTCA

Delete Download Configuration
1

- Virtual Private Gateway

available vgw-18954406 | VPG

1BGP ROUTES

1 BGP ROUTES

X

-~ Customer Gateway

cgw-8371aB0d (64.100.251.37) | ASAVT|

Delete Route Table

- Customer Gateway Address -

64.100.251.37

Name « Route TableID ~ Explicitly Associal~ Main ~
[ ] rtb-3a3f9e5d 0 Subnets Yes
rtb-3a3f9e5d
Summary Routes Subnet Associations Route Propagation
Destination Target Status Propagated
172.31.0.0M16 local Active No
0.0.0.0/0 igw-e5ad1481  Active Mo

) @68.1.0124 vgw-18954d06  Active
Virtual Private Gateways

VPN Connections

—

Type - VPC
ipsec.1 vpe-a1000786 (172.31.0.016)
VPC

vpc-e1e00786 (172.31.0.0/16)

Tags

- Routing

Dynamic
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