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ASA Configured as a Local CA server

Client machine with
and AnyConnect Headend

AnyConnect

ASA Jglsp CA ppJ.s
lJglb9sé 1. odosu ¢hp CAldpeds supdsuo gJs ASA

loodd IJs IJodssy > Remote Access VPN (IJs o9 g0 wgs) > Ibhé Igobsle > 1Jeze *
IJeeds Jdubeble > gbe CA. w288 pu esh wedsu ebe IUpze 1Jpues 8.

Sp wodosu evhis IJpass: sew lo wdv eubis IJpas) 2ol bus: vwgs 29 ogweese
Joyps) gedb pJud F"KCS:IZ lJ>s souopu Jvolxsé CA ldezJsd 9592 I:Jpgélogga. o990
eobo ldey9) wldéle clpsy Lhgvswd PKCS12 WBs 2lds W8> Liolso CA lg 9z IUpdlose.

Ip wodosu luwe IUpuos). uvsbo, o3l Idgdd J CN Juwolss 1), 9spdu weass 3Jd
wldoouwsd IJolds: CN (IJlgwe IJublisg) OU (Idgzss Idoubsesd). (uv) IJpolbesd. L
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lJodysu IJIgoshs: 8p vodosu leshle glhp SMTP 9¢be ldosyso IUIJIe 908 Juoply °
lpdlusé odBds wi9w9ded OTP JJdgpdle Iduolisssu gw) Idussy Jldpld IJoguzsd.
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IJepdle. wuvdd lWOo,)los SYIu guslu "pu" 09 admin@<ASA hostname>.null 9lJe909¢
09 5896 wuwesd lJuvols.

IJodaso IlReshs: spdud cdssu Idpedele IUIRoshss pod 2z pdclz Idepsd s2zp
pg.90|a ¢bp CA9gpy Juolsé CA9gpy uolé IUgpsd lsuol.

Device List a R/ x agement > Local Certificate Authority > CA Server
* Add ﬁ Delete ﬁ T Configure the Local Certificate Authority. To make configuration changes after it has been configured for the first ime, disable the Local Certificate Authority.
find: Go [] Enable Certificate Authority Server sme===te— Enable the option to make ASA as Local CA
P410.105.130.69:4443
Passphrase: sssssses
Confirm Passphrase: sesssnes ::] Specify the Passphrase
Issuer Name: CN=ASA.local -="'..._":= Specify the CN which will show as Issuer name
CA Server Key Size: 1024 «
cﬁ.'_::: Specify the Server/Client key-size to
Client Key Size: 1024
. be used
CA Certificate Lifetime: 1095 | days
C‘) The CA certificate lifetime change will take effect after existing CA certs expire.
Remote Access VPN a Client Certificate Lifetime: 365 | days
’;9 Introduction
- B} Network (Client) Access SMTP Server & Email Settings
[ Clientless SSL VPN Access Server Name/IP Address: [
0 AAA[Local Users
Host Scan Image From Address: admin @ascoasa.null
i i Secure Desktop Manager Subject: Certificate Enrollment Invitation
= Certificate Management
£y CA Certificates |
% Identity Certificates More Options
(y Trusted Certificate Pool
iy Code Signer
= [ Local Certificate Authority
Ea Manage User Database
{ER Manage User Certificates

pJldis 9lz06 Lulo, 1910, (CLI):

ASA(config)# crypto ca server

ASA(config-ca-server)# issuer-name CN=ASA.Tocal

ASA(config-ca-server)# subject-name-default CN=ASA.Tocal
ASA(config-ca-server)# lifetime certificate 365

ASA(config-ca-server)# lifetime ca-certificate 1095
ASA(config-ca-server)# passphrase ciscol23

ASA(config-ca-server)# no shutdown

% Some server settings cannot be changed after CA certificate generation.
Keypair generation process begin. Please wait...

Completed generation of the certificate and keypair...

Archiving certificate and keypair to storage... Complete
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1Jglo96 2. Juile puweddpsu 9luoldeoe |Js Bless wslule ASA

loedd |Js Configuration (IJoJssw) > Remote Access VPN (Idsosd g wg5) > Certificate e
Management (I>1,6 IJuolble) > Local Certificate Authority (e,ze Iduboble 1Jpzds) >
Managed User Database.l 9, 99,9 Add.

Device List o B X gement > Local Certificate Authority > Manage User Database £
f add n Delete ﬁ Connect Manage the users in the user database for Local Certificate Authority Server.
nd: 0 Username Email Subject Name
F1]10.105.130.69:4443
Remote Access VPN o 2

“‘.;)- Introduction
+- @D Network (Client) Access
+-[ Clientless S5L VPN Access
AAAfLocal Users
_'_'l Host Scan Image
#-f4) Secure Desktop Manager
= Certificate Management
: % CA Certificates
&y Identity Certificates
Trusted Certificate Pool
% Code Signer
-3 Local Certificate Authority
(23 cA server

5 Janage ser Database |

22> oSlposd Ipuwedse pod luwe Idpuwese 90858 Idoss IUIUI e, 9068 Sluwe *
IJp9 098 Jpl 09 p9uoe B 030 IJuo9,6.

BBy Add User 25 =

Lsername: userl
Email ID: user 1@cisco.com
Subject (DM String):  |CN=user1,0L =T.ﬁ.E| | Select...

Allow enrollment

Add User || Cancel || Help |

olds o 1Jozdd pu Iduvelz wldouesd wese Suvee JI wldouesd Jduvols.
lb8) 998 1UolB6 puwesp Ideld cdssu Idpuueisp.

pdld:s glzos ulo, 1Ulsle, (CLIY:



<#froot>

ASA(config)# crypto ca server user-db add userl dn CN=user 1, OU=TAC enmil| userl@i sco.com

w3 1UolBs Idpwatse [s "Sless wslule IJpuwede" sop 0o 2ldé IJogwesd
Jpwedz wo Jdoywesd

ment > Local Certificate Authority > Manage User Database
Manage the users in the user database for Local Certificate Authority Server.

Email Subject Name Enroliment Status Certificate Holder ‘ Add

Cl\=user ,0U=TAC T =

]

Allow Enroliment
Email OTP

View/Re-generate OTP

CLI JJozdd pu elds ldpuwese:

<#root>
ASA# show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,0OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status:

Al l owed to Enrol

T LJ-DIL_-gé |.J|ouuoé>,o IJs é'&)é wslulo Upu.uoé)p‘ g.'SPGJL.) 0_9-._'9%_) GJ.Jroé ro_J_9_)= Ufo_)é .
191226 (OTP) Jdpuwegse JIJeld IJogwzsd wluweesle ls po odo IUlessu

Dowd IJpé @95 1Jp,8 1slers (selbdy glse SMTP glesble 1dwsss IIJdensos Jswop
odgsuol yopu wdssu ¢lbpe CA).

Iy

&2 «.99999J OTP pulying seuvbdoo pg Ipuwetde wIdud) W98 eruollehs lugble
w9w9d9d OTP. spdu [uwweslp o3l lsuol Jlglhs odosy wy9waded IJuigd 1dpws, g6 (OTP).

ration > Remote Access VPN > Certificate ment > Local Certificate Authority > Manage User Database (m]

Manage the users in the user database for Local Certificate Authority Server.

Username Email Subject Name Enroliment Status Certificate Holder Add

Chi=user 1,0U=TAC T

Allow Enrollment.

View /Re-generate OTP I

pdldis 9lz06 Lulo, 1UI9le, (CLI):



1l Email the OTP to the user
ASA# crypto ca server user-db allow userl email-otp

!l Display the OTP on terminal
ASA# crypto ca server user-db allow userl display-otp
Username: userl

OTP: 18D14F39C8F3DD84
Enrollment AlTlowed Until: 14:18:34 UTC Tue Jan 12 2016

IJg 96 3. &pdso WebVPN gJs slzos WAN

wpdsy Web Access gJs ASA Jdgpdle Jbdo IJouwzsd.

Il Enable web-access on the "Internet" interface of the ASA
ASA(config)# webvpn
ASA(config-webvpn)#enable Internet

lJglb9eé 4. [uwos,ls Iduuelss gds golj lJgpsd

eds ro;bé IJepd IJgpsdo: lWOwz pwes o sloedd s Idhoulb JlYeld IJoguesd. *
Sew 1o sJ9y IPIFQDN Idpwegse O o3l Idhowlb o9 IP 1Jgluo wldlzos IUos swpe
opJdsu WebVPN gdsol Ws odd 1Jgbgs: 9ldes os 9lzos IJlue,uwe.

<#froot>

https://

<>

| P/ FQDN>/ +CSCOCA+/ enrol | . ht n

<>
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21010513069 X

ASA - Local Ceriificate Authority

Usemame [usert |

Enter the User-Name and OTP provided
One-time Password |o--oooo-oooo-.ool | P

| submit || Reset |

NOTE: On successful authentication:

- Open or Save the generated cerificate

= Install the cerlificate in the browser store
- Close all the browser windows, and

» Restart the SSL VPN connection

I Doamioad ——]

Do you want to open or save this file?

B Name: userl.pl2
_ﬁ’ Type: Personal Information Exchange
From: 10.105.130.214

ham your computer. f you do not trust the source, do not open or

@ While files from the Intemet can be useful, some files can potentially
save this file. What s the risk?
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Certificate Import Wizard [ﬁ

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust

=
\‘C__ g_: lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Certificate Import Wizard

File to Import
Spedfy the file you want to import.

File name:

s\Temporary Internet Files\Content. IES\SQT 1AUGHser 1[1].p12 | Browse, ..

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats
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-

Certificate Import Wizard ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

Jod oduse L] wolds (83951 W8 020 Joble pgsy 19 opdol Jogol) Loz, *

iy 9.8 Next (Il s).
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F

-
Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

‘@ Automatically select the certificate store based on the type of certificate
(1 Place all certificates in the following store

Certificate store;

Browse...

Learn more about certificate stores

< Back |[ Mext = ]| Cancel

b 8l 86 lozljin order to lo e | OOUSO. *
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Certificate Import Wizard u

Completing the Certificate Import
Wizard

’,,a-: \ The certificate will be imported after you dick Finish.

J You have spedified the following settings:

0= o= =y ket = lwi=d Automatically determined by t

Content PFx
File Mame C:Wsersimrsethi\AppDataiLo

<Back | Finsh | | Cancel

e ———————————————
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Certificate Import Wizard

20 .
rh ) The import was successful.
e
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&2 D[iagnose Connection Problems...

F_'_:| Recpen Last Browsing Session

Pop-up Blocker 4

fManage Add-ons

Er

&% Work Offline
ki Compatibility View
Compatibility View Settings

=#| Full S5creen F11
Toolbars 4
Explorer Bars 4

x> Developer Tools F12

Suggested Sites

Internet Options



https://%3cASA
https://%3cASA

Internet Options . & |ﬁ
General | Security | Privacy CﬂﬂtEﬂt onnections | Programs | Advanced

Parental Controls

Control the Internet content that can I@'F‘arenml Controls
be viewed.,

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer,

| '@'Enable. - y Settings

Certificates
Use certificates for encrypted connections and identification.

[ Clear 551 state [ Certificates l [ Publishers l

AutoComplete

=" AutoComplete stores previous entries | Settings |
on webpages and suggests matches
for you,

Feeds and Web Slices

Feeds and Web Slices provide updated | Settings |
content from websites that can be
read in Internet Explorer and other
programs.

A
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LX)

Certificates
Intended purpose: | <All= - |
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | ¥
Issued To Issued By Expiratio...  Friendly Name
muserl asa.local 1/8/2017 ou=TAC,cn=user 1
Import.. Export... Remove [ Advanced ]
Certificate intended purposes
View
Learn more about certificates | Close

ASA Joglué SSL Jg pdle AnyConnect

peldz vdosy ASDM AnyConnect

Sedu lywodle pelde odssu AnyConnect/CLI JoJdssu AnyConnect Secure Mobility Client.
olds pu wepsd eipé psd AnyConnect |Js 1U31Y56 1Jp9 8wél§,00 el 2elss ASA SoJ

IJed 030 IJgbsle Jodgsy AnyConnect Secure Mobility Client s, pglJz IJodssy:

Bp wouwzsd 1Jsgsd 1Us ASDM sluedd lJs peldzlo> VPN > seldz AnyConnect VPN1.
Jose peldz Idodssy sludy W9l Idelds.
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[E] AnyConnect VPN Connecticn Setup Wizard | J

Introduction

UUse this wizard to configure the ASA to accept VPN connections from the AnyConnect VPM Client. The connections will be
protected using either the IPsec ar the S5L protocol. The ASA will automatically upload the AnyConnect VPN Client to the end
user's device when a VPN connection is established.

VPN Remole Access
Local ‘ﬁ) Remote

< Back [ Cancel H Help ]

2. i)'aJ luwe pdd wg)rs IJlouold: glge,) 1Uglzes IJos uuwswe luole VPN gdsol oo 1USlispo
lJpouuwsJdo Jlzos 1Use9d 1Js yvwdo VPN 9lu @) W98 IJolds.

[5) AnyConnect VPN Connection Setup Wizard (e
Steps Connection Profile Identification

1. Introduction This step allows you to configure a Connection Profile Mame and the Interface the remote access users will access for VPN
2. Connection file connections.

Identification

Pri H

3. VBN Pratocels Connection Profie Name: |SSL_GRP
4. Client Images VPN Access Interface:  Internet =
5. Authentication Methods : '
6. Client Address Assignme
7. Network Name Resolutio

Servers
8. MAT Exempt
9. AnyConnect Client

Deployment
10. Summary

[ <Back |[ Next> |} | cancel || Hep
LS A

3. 22 ¢glus IJIgesl SSL Jopdsy bogs pT'as lJosuosd UTro.;JcS (SSL). ..5669 i odg}', uvol>é
lJzoly) ewlhé g0 Ubolsé Loldy8 g0 zod gheséd p9u99 wol (ped Verisign lg Entrust). l9 Juolsé
29986 slosl. Bl Jlge 1Jyuoelss powwo wldwed eds ASA Vspdy IRoshol ey gdIJ IJBlspes



IJposmsds.

pdlebs: 030 [Juolss o Idwolss pu zluw 1UEbe IJos uvsop w@sspeol pu Yod 1.
ASA |Js gpdle SSL. I3l Jp oIy ould Juoble e powws gldsl eds ASA ppl Szo
logule bol>s p9 g6 slusl WVlug) wes 3JY eds blye.

Josuse Uiolss 208 ghesé. 1dpd IUgbsle 1Jpsozs B puuwews Cisco ASA 8.X oS
wobsle Llisgse oo 206 211256 53951 Sl _wegl 5093z wdosy, WebVPN.

9p wopdsu wy9usdsdle VPN 9 bolss [Jgol;. »
0@y b9 Next (IJelJs). *

7E) AnyConnect VPN Connection Setup Wizard (X
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsec or 551 protocol to protect the data traffic. Please select which protocol or protocols you

2. Conmection Profile would like this connection profile to support.

Identification _
3. VPN Protocols 7]
4. Client Images ] Psec
5. Authentication Methods ! )
Device Certificate
6. Client Address Assignme Device certificate identifies the ASA to the remote access dients. Certain
7. Network Name Resolutio AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate

Servers be available on the ASA,

Device Certificate: i--None-- v | [ Manage...

o

. MNAT Exempt

9. AnyConnect Client
Deployment

10, Summary

[<moa ) [ (o ) [ )

L

4. 168, B98 luolds JlLolds 2506 & psd AnyConnect (.pkg file) oo peud IUIE)1ue 1Jpeds 19 pu
51,6 Flash/disk IJ¢loé o ASA.

1oy 898 luwee,lup 31,6 Flash (1U519,6 1J08806) Jluolds 1Jo9,6 pu peydd 8,luo Flash
(1J318,6 1Jp88w8): 19 1u 8, W98 wepsd Jluald 1dues,s pu peud IUIG1ue Ideeds JJzols
IJeuos9S.


//www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
//www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
//www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html
//www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

(5 AnyConnect VPN Connection Setup Wizard | =

[

e L T TR - P |

Steps
1.
. Connection Profile

Introduction

Identification

. VPN Protocols

Client Images

. Authentication Methods
. Client Address Assignme

. Metwork Mame Resolutio
Servers

. NAT Exempt

. AnyConnect Client
Deployment

10. Summary

Client Images
ASA can automatically upload the latest AnyConnect package to the ciient device when it accesses the enterprise network.
A regular expression can be used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
the top of the list.

EH Add|'Replace.'- Delete| 4 . -

Image Regular expression to match user-agent

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here.

[ <Bok ][ Next> | [Lconcel J[ hep

)

Spedud wgpsd pdd AnyConnect.pkg |el oo 31,6 ASA Flash/Disk(l31 Jlue 1Jzjed 092956 *

JSed) Is po e IUIGILe IJpeds.

lovoe)luo 1U3ld)0 e dws - Jogsss giesé AnyConnect oo 31,6 ASA Upjjoélubjlua. .
lJozesd - Jogass gied AnyConnect oo 1dpzyd 1Jpeds JJzols IJpuoss. ©

9lug) B9 38 OK. -

| 3

(B Add AnyConnect Client Image R
AnyConnect Image: :dskﬂ:fanvcmnectwh-*#.z.ﬂﬂogﬁ-k&:*g [ Browse Flash... J
Regular expression to match user-agent ¥

Lok J[ Concd J[ Heb |

o9y 999 Next (IJolds). °




_ - S "
[T AnyConnect VPN Connection Setup Wizard [

Steps
| 1. Introduction

2. Connection Profile
Identification

. VPN Protocols

. Authentication Methods
. Client Address Assignme

. Network Name Resolutio
Servers

8. NAT Exempt

9. AnyConnect Client
Deployment

10. Summary

3
4. Client Images
5
6
7.

Client Images
ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
the top of the list.

& Add| 2 Replace | [if Delete| 4 | & |

Image Regular expression to match user-agent
dsk0: any connect-nin-3.2.00096-49.0k3 [

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here,

[ <Back ][ Next> j [ Concel || rep |

4

5. spdu [peld puob @6 IJpuwctdp Ewn prpdtle 2l IJpuob$d sldodssuo sldeeluwwd
(AAA). Bl cp wdssu Idpuwodrpsy wldded: BlRe) peds slud) W98 IJolds. sldl Ge
wluolds puwetse lds $less wslule IJpuuese Ideedss slod) B8 Idelds.

pdlebo: Vs 03l IJpildi swp odssu IJpuolb 86 1Upedss: pel SEUS o0 wwSwpe luuogsle

Vless vslule IJpuwegse Ideeds eds ASA Jdpeol>96.



[£) AnyConnect VPN Connection Setup Wizard

Steps Authentication Methods
L 1. Introduction This step lets you spedify the location of the authentication server.
2. Connection Profile You can click on the New...” button to create a new server group.
Identification
I AAA Server Group: |LOCAL v‘[ New... ]
4, Client Images
5. Authentication Local User Database Details
Methods csco
6. Client Address Assignme
7. Network Name Resolutio teninhe Added
Servers Username: ‘E Add >>
8. NAT Exempt Password: [nno |
9. AnyConnect Client Confirm Password: esesss
Deployment
10. Summary

| <Back || Next> |

| Concel ||

Hep |

6. olds pu wdosy wepe IJeulasy Jepdle VPN. Il wp odosy wepe IP wlJded. B@p
w830 pu IJB8lises IJpouwsds. 931 Jp oIy ould puwles: BluG) W99 28> JJodsu.
bobyo el lu swpwgs 3JI.

AnyConnect VPN Connection S_ett;p Wizard

E5)

Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
- on Profie will be assigned addresses from the pools when they connect.

Identification 1Pv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images ~ IPv4AddressPool | IP v6 Address Podl |
5. Authentication Methods | Address Pool: |—Select— w | [ New... |
G‘mﬂ:ﬂf’s Details of the selected address pool
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10. Summary

[ <Bac | [hNext>_ | | Concel |[ reb |




D .

Name:

| Starting IP Address:
Ending IP Address:

Subnet Mask:

VPN_Pool

10.10.10.1

10. 10. 10. 200|

255.255.255.0

Cancel

o) 999 Next (IJolds). °

(£} AnyConnect VPN Connection Setup Wizard
| Steps Chent Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2. Connection Profile will be assigned addresses from the pools when they connect.
Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images /1P v4 Address Pool | IP v6 Address Pool |
5. Authentication Methods | AddressPook: VPN_Pool  w | [ Mew.. |
6. Client Address
Assignment Details of the selected address poal
7. Metwork Mame Resolutio Starting IP Address: 1D.1|'_‘|.1ﬂ.1 E]
Serv -
s Ending IP Address: |10.10.10.200 [
B. MNAT Exempt
9. AnyConnect Client Subnet Mask: |255.255.255.0 v
Deployment
10. Summary
| <Back |[ Next> | [ cancel || Hep |

)

=

7. oubdd Roshs: Sp vodssu ¢9bbe uble luve Idpeld (DNS) 9uvodle DN S 28Js DNS

Sluwe Idpeld: &p lod) B8 IJelds.



[ [ AnyConnect VPN Connection Setup Wizard )
Steps Network Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the internal network.
2. Connection Profile
Identification DMNS Servers:
3. VPN Protocols WINS Servers:
4, Chent Images Domnain Name:
5. Authentication Methods
6. Chent Address Assignme
7. Network Name
Resolution Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary
| <Back || Next> | | Cancel || Hep |
e .

8. wlds pu luo szu luwooule 2,98 p)9) IJuslole wso IUgpsd Slduswds 1Jd)esé 1Uslgdsé
P ls ©Hzpd guslu Lbwds (NAT) ssulesdss. pdue IU VPN pelds 2)J8 019, oo ubwds guslu
Sozed w3888 9subdd IJ LAN Gl o sdso luvogede Jdledle. lsyole 23 1Juvuds

IJpzdss Idos szw lesdlvol sludy W9 Idelds.

[ AnyConnect VPN Connection Setup Wizard |

Steps NAT Exempt
1. Introduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation.
2. Connection Profile

Identification [¥'] Exempt VPN traffic from network address translation
3. VPN Protocols Inside Interface is the interface directly connected to your internal
4. Chent Images . ) )
5. Authentication Methods Inside Interface: | Inside 5
6. Client Address Assig Local Network is the network address(es) of the internal network that
7. Network Mame Resolutio dient can access.

Servers —

Local Network: | 192,168, 10.0/24) (=]

B. NAT Exempt
9. AnyConnect Client

Deployment The traffic between AnyConnect dient and internal network will be
10. Summary exempt from network address translation.

-:Bad:][mext} [Camd“"ﬂl]

9. 1b8) B9y IJelds.



[E) AnyConnect VPN Connection Setup Wizard 2

Steps AnyConnect Client Deployment
1. Introduction AnyConnect dient program can be installed to a dient device by one of the following two methods:
2 fdmmo;m“e 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient package will be automatically installed;
en on 2) Pre-deployment - Manually install the AnyConnect client package.
3. VPN Protocols
4. Client Images
5. Authentication Methods
6. Client Address Assignme
7. Metwork Name Resolutio
Servers
8. MAT Exempt
9. AnyConnect Client
Deployment
10. Summary
<Back | [ Next> | [ cancel || hHep |
>
10. o0 1896 1Jigs)6 1dpdeoo: lody B9 luole JIJeld 1J]gsls.
[ AnyConnect VPN Connection Setup Wizard =
VPN ‘.‘I'szald S .
Here is the summary of the configuration.
| Name Value
= Summary
Name (Alias of the Connection Profile S5L_GRP
VPN Access Interface Internet
Device Digital Certificate = (IONE ==
VPN Protocols Enabled S5L only
AnyConnect Client Images 1 package
Authentication Server Group LOCAL
Address Pool for the Client 10.10.10.1 - 0. 10. 10. 200
Server:
DS i Name:
Metwork Address Translation The protected traffic is not subjected to network address translation
| |

lJepd odoso gpsd AnyConnect IUTu. 9pg 3JY. gus wdsse AnyConnect g peldz IJodssu
Bluo $39p wedsso luvdse 1Jeualsds Idpuols s sldedss s sldpeloves (AAA) widJ
lWoslgos. Jewahbds Iepdle goy Iduvoble sluwe IJpuwegselddes 1des9) See wdso

02986 1Ju 8 (pdW wg)sd Idleuold) Jlgwedsle Iduioble 9 AAA Jb,s§s Jdpuol> 6.



loodd IJs Idodssy > Remote Access VPN (1suo9d g0 wed) > 1dsuesd IJs Iduveds o
: (IJgpsd) > wsosdle wyosd AnyConnect.
Sew lu oys pdu ogysu IJleuold Idpuold Idzrs> SSL_GRP IJes>z. *

Device List a8 x| VPN > Network (Client) Access >
% Add [ Delete 8 Comect The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote Users Upon connection. The inital client end-user ights. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as wel as SSL
“ind: Go tunnel with Datagram Transport Layer Seaurity (DTLS) tunneling options.

1u.m5.130.69:ms Iccess Interfaces

[7] Enable Gisco AnyConnect VPN Client access on the interfaces selected in the table below
SSL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Laundh) .

55L Access Psec (IKEv2) Access
Interface

Alow Access Enable DTLS Allow Accass Enable Client Services Device Certificate ...
Inside: ] 0 - Port Settings ...
Internet 5] Fi] B
Outside " 1 n 2

[V] Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

[f@ AnyConnect Clent Profie

{Ig AnyConnect Client Software Page Setti
By Dynamic Access Policies = 99“ e Setin i
{1 Group Polices. [7] Allow user to select connection profile on the login page. &
D} IPsec(IKEv 1) Connection Profiles i
55} secure Mobiity Solutan [E] shutdovm portallogin page.
G- Gyp Address Assignment
& % Advanced Connection Profies
B} You can configure the mapping from certificate to connection profie here.

B} AnyConnect Essentials - Connection profile useris and other

4 Add| (& Edit| ] Delete| Find: © © []MatchCase
Name SSL Enabled IPsec Enabled Alases Authentication Method Group Policy
L DefaultRAGroup &] @ ARALOCAL) DfitGrppolcy
Default WEBVPNGroup B ] AAA(LOCAL) DfitGrpPolicy
e eene - ssl-grp ] @ sslgp AAA(LOCAL) DAitGrpPokicy
—— || T N R T T T =

Jozrss AAA 90080 Idyioldo: 235 pdWd we)sW IJloold SSL_GRP 9lu@) W99 weysy. *
oo luwdoo lJpol> 86 2as JJI. »



[y Edit AnyConnect Connection Profile: SSL_GRP o

|
Method: () ARA () Certificate @) Bothl
[ ARA Server Group: LOCAL v][ Manage...
| [ Use LOCAL if Server Group fails
m Client Address Assignment
DHCP Servers: |
@ None (7) DHCPLink (*) DHCP Subnet
Chent Address Pools:  |VPN_Pool | select.. |
Default Group Policy
Group Policy: GroupPolicy_SSL_GRP » | Manage... |
(Following field is an attribute of the group policy selected above. )
[¥] Enable S5L VPN dient protocol
[] Enable IPsec(IKEv2) dient protocal
DNS Servers: |
WINS Servers: _ ]
| Domain Name: |
|
| Fh;!:| @ next @ Previous
[ ok || cancdl || Hep |

owJdgsy CLI J AnyConnect

<ttroot>

Il ****xConfigure the VPN Pool *****

ip local pool VPN_Pool 10.10.10.1-10.10.10.200 mask 255.255.255.0

Il **x**x*xConfjgure Address Objects for VPN Pool and Local Network*****

object network NETWORK_OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0



object network NETWORK_OBJ_192.168.10.0_24
subnet 192.168.10.0 255.255.255.0
exit

Il *x*xxxConfigure WebVPNx****

webvpn

enable Internet

anyconnect image diskO:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable

tunnel-group-1list enable

exit

Il x***xConfigure User*****

username userl password mb02jYs13AX1IAGa encrypted privilege 2

Il *x***xConfigure G oup-Policy*****

group-policy GroupPolicy_SSL_GRP internal
group-policy GroupPolicy_SSL_GRP attributes
vpn-tunnel-protocol ssl-client

dns-server none

wins-server none

default-domain none

exit

Il x***xConfigure Tunnel - G oup*****

tunnel-group SSL_GRP type remote-access
tunnel-group SSL_GRP general-attributes
authentication-server-group LOCAL
default-group-policy GroupPoTlicy_SSL_GRP
address-pool VPN_Pool

tunnel-group SSL_GRP webvpn-attributes
authentication aaa certificate
group-alias SSL_GRP enable

exit

Il *x**xConfigure NAT-Exenpt Policy*****

nat (Inside,Internet) 1 source static NETWORK_OBJ_192.168.10.0_24 NETWORK_OBJ_192.168.10.0_24 destinati

IJozdd eu lduogs

luwegse o3l 1dGuwe Joldss god Idodssy wuvdd Lozse.



edlebs: wagp blé poze IIEIZ ( lleple L)p wz oo B3b) veuo |9|,<,J show. luegse
"1 pesze ISR Jeue cedsd Jeesz IJie, show.

olds po wpdsu glbp CA.

show crypto ca server

<#root>

ASA(config)# show crypto ca server
Certificate Server LOCAL-CA-SERVER:

St at us: enabl ed

State: enabled
Server's configuration is locked (enter "shutdown" to unlock it)

| ssuer name: CN=ASA. | ocal

CA certificate fingerprint/thumbprint: (MD5)

32e868b9 351al1b07 4b59cce5 704d6615

CA certificate fingerprint/thumbprint: (SHA1)

6136511b 14aalbbe 334c2659 ae7015a9 170a7c4d

Last certificate issued serial number: Ox1

CA certificate expiration timer: 19:25:42 UTC Jan 8 2019
CRL NextUpdate timer: 01:25:42 UTC Jan 10 2016

Current primary storage dir: flash:/LOCAL-CA-SERVER/

Auto-RolTlover configured, overlap period 30 days
Autorollover timer: 19:25:42 UTC Dec 9 2018

WARNING: Configuration has been modified and needs to be saved!!

ol po Iuwple Jdpuwetse ldouwesd e luolds:

<#froot>

***xx*Baf ore Enrol | ment*****

ASA#
show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

>>> Shows the status "Allowed to Enroll"


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

x*xxx After Enrol | ment****x*

username: userl

email: userl@cisco.com

dn: CN=userl,OU=TAC

allowed: 19:05:14 UTC Thu Jan 14 2016
notified: 1 times

enrol Il rent status: Enrolled

, Certificate valid until 19:18:30 UTC Tue Jan 10 2017,
Renewal: Allowed

Spdod IJcedd po odluosd loueold AnyConnect |l g, CLI iy ASDM.
Via CLI

show vpn-sessionDB detail AnyConnect

<#froot>

ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : userl Index i1

Assigned IP : 10.10.10.1 Public IP : 10.142.189.181

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl1l
Bytes Tx : 13822 Bytes Rx : 13299

Pkts Tx : 10 Pkts Rx : 137

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : GroupPolicy_SSL_GRP Tunnel Group : SSL_GRP

Login Time : 19:19:10 UTC Mon Jan 11 2016

Duration : Oh:00m:47s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN ! none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID 1.1

Public IP : 10.142.189.181

Encryption : hone Hashing : hone

TCP Src Port : 52442 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0OS : Windows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx ;6911 Bytes Rx : 768

Pkts Tx : 5 Pkts Rx 1



Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 1.2

Assigned IP : 10.10.10.1 PubTlic IP : 10.142.189.181
Encryption : RC4 Hashing : SHAL
Encapsulation: TLSv1.0 TCP Src Port : 52443

TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx T 6911 Bytes Rx : 152

Pkts Tx : 5 Pkts Rx 12

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID 1.3

Assigned IP : 10.10.10.1 PubTlic IP : 10.142.189.181
Encryption : AES128 Hashing : SHAl1
Encapsulation: DTLSv1.0 UDP Src Port : 59167

UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx : 0 Bytes Rx : 12907

Pkts Tx : 0 Pkts Rx : 142

Pkts Tx Drop : O Pkts Rx Drop : O

NAC:

Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds

SQ Int (T) : 0 Seconds EoU Age(T) : 51 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

£, ASDM

Igo.:éd IJs ol9w6 > VPN > [e olissle VPN > ed wle 1Jged.
2o, eled IJouo s woluwbos 1Usuosd g wes wlddled.
Spdoud ouSs |s pu lJleliso Jgpsd AnyConnect [Jpeos.

IJoVluosd- w9ss) pis> pu ldpedsple 29d eduws IJgpd
ouvesd IJese- Jouvesd Lz ldpuweésp $298l pu 9226 IUlpwoedold sldo e

ltooh IJlouold - JIigeol) louold gpsd AnyConnect oo 926 IUluwedold 9ldew

[Filter By: | All Remote Access - :— All Sessions — v:

Username Group Policy Public IP Address Protocol Login Time Bytes Tx Details
Connection Profile Assigned IP Address Encryption Duration Bytes Rx

userl lssl-pol 10.142.189.80 \AnyConnect-Parent S5L-Tunnel DTLS-, {14:39:08 UTC Mo... (10398
lssl-arp 1592.168.1.1 |anyConnect-Parent: (1)none 55L-Tu..|0h:00m:33s 1885



lpweduuld IJigble 5l oJlzol

S99, 03l IJBuwe pedsple spdud [uuegsleol Jluvaduld i2ble IJodssy sluadlzol.
odlzbé: Leze [Js pedople pops 2o lale, loozsz Bud luvegsle i9le, debug.

OUUSO: §._J5 ASA: spdud cessu puvassle wuozse igble soéo.JJéE Sup lgweesle
IJeuwess IUlad I e lgosl Bl $po wogss) puvess ouorse IJIRblec O8> wujlss s)es
wuwe wuoese IiRble. e w3Jd Crdl 9¢lu0s S vl IJluele.

debug crypto ca -

¢l>p debug cryptoca

debug crypto ca messages °
wuoese lgble z,Jle cryptoca
debug webVPN AnyConnect -

sboj |8z wuopse IJigble 03l gusel swp wpdso e CA Lluweesle 1Jis, no shutdown.

<tfroot>

ASA# debug crypto ca 255

ASA# debug crypto ca server 255

ASA# debug crypto ca nessage 255
ASA# debug crypto ca transaction 255

CRYPTO_CS: 1dinput signal enqueued: no shut >>>>> Command issued to Enable the CA server
Crypto CS thread wakes up!

CRYPTO_CS: enter FSM: 1input state disabled, input signal no shut
CRYPTO_CS: starting enabling checks

CRYPTO_CS: found existing serial file.

CRYPTO_CS: started CA cert timer, expiration time is 17:53:33 UTC Jan 13 2019
CRYPTO_CS: Using existing trustpoint 'LOCAL-CA-SERVER' and CA certificate
CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
CRYPTO_CS: DB version 1

CRYPTO_CS: Tast issued serial number is 0x4

CRYPTO_CS: closed ser file

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.cr]1
CRYPTO_CS: CRL file LOCAL-CA-SERVER.crl exists.

CRYPTO_CS: Read 220 bytes from crl file.

CRYPTO_CS: closed crl1 file

CRYPTO_PKI: Storage context Tocked by thread Crypto CA Server

CRYPTO_PKI: 1inserting CRL
CRYPTO_PKI: set CRL update timer with delay: 20250
CRYPTO_PKI: the current device time: 18:05:17 UTC Jan 16 2016

CRYPTO_PKI: the Tast CRL update time: 17:42:47 UTC Jan 16 2016
CRYPTO_PKI: the next CRL update time: 23:42:47 UTC Jan 16 2016

CRYPTO_PKI: CRL cache delay being set to: 20250000
CRYPTO_PKI: Storage context released by thread Crypto CA Server


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

CRYPTO_CS: Inserted Local CA CRL into cache!

CRYPTO_CS: shadow not configured; Took for shadow cert
CRYPTO_CS: failed to find shadow cert in the db

CRYPTO_CS: set shadow generation timer

CRYPTO_CS: shadow generation timer has been set

CRYPTO_CS: Enabled CS.

CRYPTO_CS: exit FSM: new state enabled
CRYPTO_CS: cs config has been Tocked.

Crypto CS thread sleeps!

sbo, p)lz cusese IJigble o3l o uwzsd Igpsd

<#froot>

ASA# debug crypto ca 255
ASA# debug crypto ca server 255
ASA# debug crypto ca nmessage 255

ASA# debug crypto ca transaction 255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
CRYPTO_CS: Writing 32 bytes to ser file
CRYPTO_CS: Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

B> sVubd wuwesd IJgpsd wedrw 030 IJuugb:

IJowsobss [JisJ.

Sop lugble ldpuwedse O Bless vslule ¢he CA 090 o ldogwesd.

Add User

X

Username: userl
Email ID: user 1{@csco, com

Subject (DM String): | CM=user1,0U=TAC

(] Allow enroliment

..................................... -

| Select...

| Add User || Cancel

Help |

pJldis 9lz0é Lulo, 1UI9le, (CLI):



<#root>
ASA(config)# show crypto ca server user-db

username: userl

email: userl@cisco.com
dn: CN=userl,OU=TAC
allowed: <not allowed>
notified: 0 times

enrol Il nent status: Not Allowed to Enrol

B IJelds ldos sdsu Ssol Idpuwetsp s puvest Jo wldouvesd: wd9e pelods
lousle/Luwld w8 1Jde,9os 1Js OTP Jdpuwedse wlouile 5uwlds IJgbl odo.

" Error | -

@ OTP exists only if the user is allowed to enroll. Please ensure that the selected
user is allowed to enrall,

...........................

lJuvsubss 2.

ozdd pu Idpeuds 9ldglzes IJos w9, edsol pogd IJogwzsd wluvegsle IJi,oJ show run -
webVPN. IJ o9 IJIe,)los 09 443 9JIJu Spdu wessde.

olds oU I lJepsd Jsso lpedlusé 1Uguosd IJs Iduveds [Js guglo IP 1UEluo oldglgoes e
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<#root>
ASA(confi g)# show run webvpn

webvpn



port 4433

enabl e Inter

net

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable
tunnel-group-1list enable

lJowsobiss 3.

lJesuog IUle,los J CA Server Database Storage o9 31,6 Flash (1U3ld,6 1Je99w6) J *
ASA.
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<#froot>

ASA(confi g)# debug crypto ca
ASA(confi g)# debug crypto ca server
ASA(confi g)# debug crypto ca nessage
ASA(confi g)# debug crypto ca transaction
ASA(confi g)# debug crypto ca trustpool

255
255
255
255
255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.

ser

CRYPTO_CS: Writing 32 bytes to ser file
CRYPTO_CS: Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.
CRYPTO_CS: Failed to write to opened PKCS12 file for user userl, fd: 0, status:
CRYPTO_CS: Failed to generate pkcsl2 file for user userl status:

CRYPTO_CS: Failed to process enrollment in-1line for user userl. status:
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