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I'l Active Firewall

failover

failover lan unit prinmary

failover lan interface LAN FAI L G gabitEthernet0/3

failover link LAN FAIL G gabitEthernet0/3

failover interface ip LAN FAIL 10.1.1.1 255.255.255.252 standby 10.1.1.2
failover group 1

failover group 2

I'l Secondary Firewall

failover

failover lan unit secondary

failover lan interface LAN FAI L G gabitEthernet0/3

failover link LAN FAIL G gabitEthernet0/3

failover interface ip LAN FAIL 10.1.1.1 255.255.255.252 standby 10.1.1.2
failover group 1

failover group 2

IJéb9é 2. vguosuo p9lys uuvedle VPN.

SOp GOSSU0 Euy GOSSe WS 092936, Sup Iduwelz Lldoslisue pu edld £33 1Jelgs e 19
IJouwos 1dpisass pu lUlzelds JIJ wsls

losle 1deshs 1Jzas36 IJes wpe Ixgldel [Js MC RAVPN:

- VPN AnyConnect: pop90 Juwsld 9d! spdu jsbe IJlgbo,ld Wso

- VPN Burst AnyConnect: I wpele wvoslgsue luolvss Jduwslld coely) 1dzs 1Upuoe90.
soldd creg UIoaBle pu ks wolgsuo Es) puppsusd B IJuwsld ssop [Juwele Jol
cuwsld lovsel, eds lowlow l9J E>p0

up9de el oygsue VPN:



License limit totals: \
4 Other VPN Pool is not over- .
. subscribed to allow for bursting.

System Context | Installed License /

1000 AnyConnect Premfum

[Dther VPN Pool for Burst:
1000 Other VPN

1000 — 100 - 200 - 500 =200

pAnyConnect pool for Burst:
1000 — 300 - 300 - 300=100

v

License lmits L R ”
set for user
contexts
~ ~ r ™ ~ 3N
User Context 1 User Context 2 User Context 3
LIMITS * 4 LiMITs » 5| LimITs 4
300 AC (guarameed) 300 ac |guaranieed) 300 ac i guasranbeedl
100 AC burst 1000 AC burst NO AC burst
~ N 4 N 500 other VN 4
100 omer VPN 200 Other VPN ( Guaranteed)
G | ' |Guaranteed) Barst
;;'!Il-:‘r‘lﬂkfi ) Burst 100 other VPN
“‘:I g 100 other VPN
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cl ass resource02

limt-resource VPN AnyConnect 4000
limt-resource VPN Burst AnyConnect 2000

cl ass resource0l

limt-resource VPN AnyConnect 4000
limt-resource VPN Burst AnyConnect 2000
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adm n-cont ext admn

context admn
al l ocate-interface GigabitEthernet0/0
config-url diskO:/adnin

context contextl
nmenber resource0l
al l ocate-interface GigabitEthernet0/0
al l ocate-interface G gabitEthernet0/1
config-url diskO:/contextl
join-failover-group 1

context context?2
nmenber resource02
al l ocate-interface GigabitEthernet0/0
al l ocate-interface G gabitEthernet0/2
config-url diskO:/context?2
join-failover-group 2
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Il Create a directory in the system context.

ci scoasa(config)# nmkdir private_contextl

I'l Define the directory as private storage url in the respective context.

ci scoasa(config)# context contextl ciscoasa(config-ctx)# storage-url private
di skO:/private_contextl contextl

'l Transfer the anyconnect inage in the sub directory.
ci scoasa(config)# copy flash:/anyconnect-w n-4.2.01035-k9. pkg flash:/private_contextl/contextl

IJodssole Iddes Jlgwoésle puvles IJotiso IUpube,Jds

Il Create a directory in the system context.

ci scoasa(config)# nkdir shared

Il Define the directory as shared storage url in the respective contexts.

ci scoasa(config)# context context2 ciscoasa(config-ctx)# storage-url shared diskO:/shared shared

'l Transfer the anyconnect inage in the shared directory.
ci scoasa(config)# copy diskO:/anyconnect-wi n-4.3.05019-k9. pkg di skO:/shared

lJo2dd pu lJuessé weo Iduwsldle [JpdleJs

Il Custom Context 1 configured for private storage.



ci scoasa(config)#changeto context contextl
ci scoasal/ context 1(config)# show contextl
213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-w n-4.2.01035- k9. pkg

'l Custom Context 2 configured for shared storage

ci scoasa(confi g)#changeto context context?2
ci scoasal/ cont ext 2(config)# show shared
195 25356342 May 24 2017 08: 07: 02 shared:/anyconnect-w n-4. 3. 05017- k9. pkg

1J¢lo96 6. Sspl sds pdiue JJodasule 1Jp9zers Ss uwsld Iduble sldos cogsey
cdysole 1dpeeldls 1J1G el oss flash (1U319,6 1Je88w6) IJe9 oz ledlo:

ol IJoble

context contextl

menber resource0ll

al l ocate-interface G gabitEthernet0/0
storage-url private diskO:/private_contextl contextl
config-url diskO:/contextl.cfg

join-failover-group 1

1

context context?2

menber resource02

al l ocate-interface G gabitEthernet0O/1
storage-url shared di sk0:/shared shared
config-url diskO:/context2.cfg

join-fail over-group 2
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Il Enabl e WebVPN on respective interfaces

webvpn

enabl e outsi de

anyconnect image contextl1:/anyconnect-w n-4.2.01035-k9. pkg 1
anyconnect enable

tunnel - group-1ist enable

'l I P pool and usernane configuration

ip local pool nypool 192.168.1.1-192.168.50.1 nmask 255.255.0.0
usernane cisco password ci sco

Il Configure the required connection profile for SSL VPN
access-list split standard permt 192.168.1.0 255.255.255.0

group-policy GoupPolicy MC RAVPN 1 interna
group-policy GoupPolicy MC RAVPN 1 attributes
banner val ue "Wl come to Context1l SSLVPN'

W ns-server none

dns-server value 192.168. 20. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com



tunnel - group MC_RAVPN 1 type renote-access
tunnel -group MC_RAVPN 1 general -attributes
addr ess- pool nypool

def aul t - group-policy G oupPolicy_MC RAVPN 1
tunnel - group MC_RAVPN 1 webvpn-attributes
group-alias MC_ RAVPN 1 enabl e

wsld puoue 2

'l Enabl e WebVPN on respective interfaces

webvpn

enabl e outside

anyconnect image shared:/anyconnect-w n-4. 3. 05017-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

'l | P pool and usernane configuration

ip local pool nypool 192.168.51.1-192.168.101.1 nask 255.255.0.0
usernane cisco password cisco

'l Configure the required connection profile for SSL VPN
access-list split standard permt 192.168.1.0 255.255.255.0

group-policy G oupPolicy MC RAVPN 2 interna
group-policy GoupPolicy MC RAVPN 2 attributes
banner value "Wl cone to Context2 SSLVPN'

Wi Ns- server none

dns-server value 192.168. 60. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco. com

|

!

tunnel - group MC_RAVPN 2 type renpte-access
tunnel - group MC_RAVPN 2 general -attributes
addr ess- pool nypool

def aul t - gr oup-pol i cy G oupPol i cy_MC RAVPN_ 2
tunnel - group MC_RAVPN_2 webvpn-attri butes
group-alias MC_RAVPN 2 enabl e
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I AnyConnect package is available in contextl
ci scoasal/ context 1(confi g)# show cont ext 1:
213 19183882 Jun 12 2017 13:29:51 contextl:/anyconnect-w n-4.2.01035- k9. pkg

ci scoasal/ pri/contextl/act# show run webvpn

webvpn

enabl e outside

anyconnect image contextl1:/anyconnect-w n-4.2.01035-k9. pkg 1
anyconnect enable

tunnel - group-1ist enable

B 1Jeldec 1uo9,6 €8, 292926 Lopu Iduwsld Idptuouo: sozs Idre Is wdasy (09,6
AnyConnect (9.6.2 9lg Js).
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Il One Active Connection on Contextl
ci scoasal/ pri/contextl/act# show vpn-sessi ondb anyconnect
Sessi on Type: AnyConnect

Usernane : cisco Index : 5

Assigned IP : 192.168.1.1 Public IP : 10.142.168.102

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um AnyConnect for Mobile

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256 DTLS- Tunnel : (1) AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAL
Bytes Tx : 3186 Bytes Rx : 426

G oup Policy : GoupPolicy MC RAVPN 1 Tunnel Goup : MC RAVPN 1

Login Time : 15:33:25 UTC Thu Dec 3 2015

Duration : 0Oh: 00m 05s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : 0a6a2c2600005000566060c5

Security Grp : none

Il Changi ng Context to Context2

ci scoasal/ pri/contextl/act# changeto context context?2

Il One Active Connection on Context2

ci scoasal/ pri/context2/act# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect



Usernane : cisco Index : 1

Assigned IP : 192.168.51.1 Public IP : 10.142.168.94

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Premnm um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES256 DTLS- Tunnel: (1) AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 10550 Bytes Rx : 1836

Goup Policy : GoupPolicy_MC RAVPN 2 Tunnel G oup : MC_RAVPN 2

Login Time : 15:34:16 UTC Thu Dec 3 2015

Duration : Oh:00m 17s

Inactivity : Oh: 00m 00s

VLAN Mapping : N A VLAN : none

Audt Sess I D : 0a6a2c2400001000566060f 8

Security G p : none

I'l Changi ng Context to System
ci scoasal/ pri/context2/act# changeto system
'l Notice total nunber of connections are two (for the device)

ci scoasal/ pri/act# show vpn-sessiondb |icense-sumrary

AnyConnect Prem um: ENABLED : 10000 : 10000 : NONE

O her VPN (Avail able by Default) : ENABLED : 10000 : 10000 : NONE
AnyConnect for Mbile : ENABLED(Requires Premium or Essentials)
Advanced Endpoi nt Assessment : ENABLED( Requires Prem un
AnyConnect for Cisco VPN Phone : ENABLED

VPN- 3DES- AES : ENABLED

VPN-DES : ENABLED

Local : Shared : Al : Peak : Eff.
In Use : In Use : In Use : In Use : Limt : Usage

AnyConnect Premium: 2 : 0 : 2 : 2 : 10000 : 0%

AnyConnect Cient : : 2 : 2 : 0%
AnyConnect Mbile : : 2 : 2 : 0%
Oher VPN : : 0 : 0 : 10000 : 0%
Site-to-Site VPN: : 0: 0: 0%

'l Notice the resource usage per Context
ci scoasal/ pri/act# show resource usage all resource VPN AnyConnect
Resource Current Peak Linmit Denied Context

AnyConnect 1 1 4000 O context1l
AnyConnect 1 1 4000 O context?2

luvedbls IUisble sl odlzol
S99, 03l IJ 9 we Idpedsple IJos Spdud luwwgsleol Jluwod ivlld iajolc lJodssu sluadlzol.

I, wed wld i3 ble AnyConnect gl, 0 Jl>ol
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Odpsts O 2lJs £3p wowse wigsue Apex J ASA pwsoe luole gduwé gpd AnyConnect
wluwogsle syslog byle:

7ASA-6-725002: id,oJ IJzols puoldes SSL pg IUgpsd )2:10.142.168.86/51577 |Js
10.106.44.38/443 JgJ wé TLSV1

7ZASA-6-113012: pol> 86 puwwgspe AAA ulgesd @ Blgsé IJoslule Idpedss @ Idpuwegse =
Cisco

7ZASA-6-113009: §lpw AAA Cluwesls vog Idpzesss IJIVe,)los

(GroupPolicy_ MC_RAVPN_1) JJpuwwgse = Cisco

7ZASA-6-113008: 99d glds z,Jé AAA : IJpuueise = Cisco

7ZASA-3-716057: wp luole gduwd gpd puwwde lJpzesss IP <10.142.168.86> Jl S99,
oyesue AnyConnect Apex

7ZASA-4-113038: wgi) eds puwwede lJpzeses IP <10.142.168.86> |uvle gduwé gpod lLoJ
AnyConnect.

IJeded | - odosu Lo9yé AnyConnect JJluosble Fwd 9.6.2

sup udgsu uog_)o AnyConnect uuuudJ elo n_9§ u”«Sld Ul.)l_)o Jluo.)l_)lu ASA 8.J 9. 6 2 (._le_Jo
ool 1o blp.

I bo96 5.1. louwg o 25e6 AnyConnect |Js 31,6 Flash (1Us1d)6 1Jp98w8) Bs wsld IJoble.

uu..§|é |Jo.lb|pl

ci scoasa(config)# show fl ash:
195 25356342 May 24 2017 08: 07: 02 anyconnect-wi n-4. 3. 05017- k9. pkg

IJ¢b9s 5.2. cJ9ysy Lo9,6 AnyConnect Vs Lwsl 9 Admin.

wsld IJpun9sd::

webvpn
anyconnect image di sk0:/anyconnect-w n-4.3.05017-k9. pkg 1
anyconnect enable

pdlebbé: spdu wIdsy L9,y AnyConnect Vs wsld [JbLoe Wb, v vs) zese IJuvsldle
odilssl s odssu uo9y6 AnyConnect IJgle o3l.

sl peuoue 1

I'l Shared interface configuration - QUTSIDE (G gabitEthernet0/0)
interface G gabitEthernet0/0
namei f OUTSI DE
security-level 0
ip address 10. 106. 44. 38 255. 255. 255. 0 standby 10. 106. 44. 39

Il Enabl e WbVPN on respective interfaces

webvpn



enabl e OUTSI DE
anyconnect enable

'l I P pool and usernane configuration

ip local pool mypool 192.168.1.1-192.168.50.1 nmask 255.255.0.0
usernane cisco password cisco

I'l Configure the require connection profile for SSL VPN

group-policy GoupPolicy MC RAVPN 1 interna
group-policy GoupPolicy MC RAVPN 1 attributes
banner val ue "Wl conme to Context1l SSLVPN'

Wi ns-server none

dns-server value 192.168. 20. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com

tunnel - group MC_RAVPN 1 type renote-access
tunnel - group MC_RAVPN 1 general -attributes
addr ess- pool nypool

def aul t - group-policy G oupPolicy_MC RAVPN 1
tunnel - group MC_RAVPN 1 webvpn-attributes
group-alias MC_ RAVPN 1 enabl e

group-url https://10.106. 44. 38/ context1l enabl e

sl ptuoue 2:

Il Shared interface configuration - QUTSI DE (G gabitEt hernet0/0)

interface G gabitEthernet0/0

narei f OUTSI DE

security-level 0O

i p address 10.106. 44. 36 255. 255. 255. 0 st andby 10. 106. 44. 37

'l Enabl e WbVPN on respective interface

webvpn
enabl e OQUTSI DE
anyconnect enabl e

'l | P pool and usernane configuration

ip local pool nypool 192.168.51.1-192.168.101.1 nask 255.255.0.0
usernane cisco password cisco

Il Configure the require connection profile for SSL VPN

group-policy GoupPolicy MC RAVPN 2 interna
group-policy GoupPolicy MC RAVPN 2 attributes
banner val ue "Wl cone to Context2 SSLVPN'

W ns-server none

dns-server value 192.168. 60. 10
vpn-tunnel - protocol ssl-client

split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split

def aul t - domai n val ue ci sco.com

tunnel - group MC_RAVPN 2 type renpte-access



tunnel - group MC_RAVPN 2 general -attributes
addr ess- pool nypool

def aul t - group-pol i cy G oupPolicy_MC RAVPN 2
tunnel - group MC_RAVPN 2 webvpn-attributes
group-alias MC_RAVPN 2 enabl e

group-url https://10.106. 44. 36/ context2 enabl e

S2dd pU B LSS 2ied AnyConnect Vs Lusld IUBL6 90 <99 0l WBOSs Uusl§lo
peuPued (Bvd 9.6.2)

1l AnyConnect package is installed in Adnmi n Context

ci scoasal/ pri/adm n/act# show run webvpn

webvpn

anyconnect image di sk0:/anyconnect-w n-3.1.10010-k9. pkg 1
anyconnect enable

ci scoasal/ pri/adm n/act# show webvpn anyconnect

1. diskO:/anyconnect-w n-3.1.10010-k9. pkg 1 dyn-regex=/ W ndows NT/
Cl SCO STC wi n2k+

3,1,10010

Host scan Version 3.1.10010

Wed 07/22/2015 12: 06: 07. 65

1 AnyConnect Cdient(s) installed
Il AnyConnect package is available in contextl
ci scoasal/ pri/adm n/act# changeto context contextl

ci scoasal/ pri/contextl/act# show run webvpn
webvpn

enabl e OQUTSI DE

anyconnect enable

tunnel -group-1ist enable

ci scoasal/ pri/contextl/ act# show webvpn anyconnect

1. diskO:/anyconnect-w n-3.1.10010-k9. pkg 1 dyn-regex=/ W ndows NT/
Cl SCO STC wi n2k+

3,1,10010

Host scan Version 3.1.10010

Wed 07/22/2015 12: 06: 07. 65

1 AnyConnect Cient(s) installed
IJeolze

pdlzble 1l o5l ): 9-5(2)

oJlzble 1l ,051,: 9-6(2)
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