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Real Time Eventing

Connection Event ---- Allow Time: Fri 15/7/16 9:48:39 AM (IST) (start of the flow) Close

ASA FirePOWER firewall connection event

Reason:
Event Details
Initiator Responder Traffic
Initiator IP 192.168.20.50 / Responder IP 10.76.77.50 Ingress Security Zone inside
Initiator Country and Responder Country and Egress Security Zone outside
Continent Continent Ingress Interface inside
Source Port/ICMP Type 57317 ?g;grﬁatmn Port/ICMP 53 Egress Interface outside
User Special Identities/No . TCP Flags 0
‘ Authentication Required URL :
NetBIOS D i
URL Category etBIOS Domain
Transaction URL Reputation Risk unknown DNS
Initiator Packets 1.0 HTTP Response 0 _
‘ Responder Packets 0.0 i ey malicious.com
Total Packets 1.0 Application Sinkhole :F’h;;el! ;sttDDI:JSS:eq uests t';oDDcm'ta.m :ow
ey n lackli uests omain Now
Initiator Bytes 73.0 Application View more =
Responder Bytes 0.0 Application Categories SSL
‘ Connection Bytes 73.0 Application Tag
=- = SSL Status Unknown (Unknown)
Client Application DNS =51 Pol
i oli
Policy Client Version . ‘CY
uie
Policy Default Allow All Traffic Client Categories network protocols/services -
Firewall Policy Rule/SI  intrusion_detection Cllent Tag opens port SoLVorSon i
Category SSL Cipher Suite TLS_NULL_WITH_NULL_NULL
Web Application
Monitor Rules SSL Certificate Status Not Checked
‘Web App Categories
. View more
ISE Attributes Web App Tag
End Point Profile Name Application Risk
Application Business
Security Group Tag Relevance
Name
Location IP

JJedd po luolds 1Jpeldle 1 1J8lises 1 uwssle 1Jgldpss! 10 Slkses ldus ole 1Jgldpss:
loedd s IJodsse > odsso ASA FirePOWER > |36 IJdlsole > IJlely Intelligence > 9k
DNS 5,92 95w lWJdlises lduussle IJglessd J DNS / 1J8ks p6 lJosuole IJglJpss J DNS.
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Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: List ¥

Upload List: C:\fakepath\b\acklist-domain.| Browse... I
Upload

| Store ASA FirePOWER Changes | [ Cancel |

o) B8 wEjsw wissyle FirePOWER J ASA Je b IJoéss)lo.

2. spdod lgweple s peldle Jzos ¢hass JJSlises IJptuouos IJos sedo Jogss
FirePOWER IJuplbsé IUlouold wol Ugbp goé ghess Jedo Vlisesd IUpeldle.
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IJlwe: 225 luwe 2925 95w IJpeuoue.

lJuge: 25 p9 IJ9sw pu 1JBlses IpuwaJds.

URL p9g) IJ9sw: 23> guslu URL 1UElLe olJéhbe 1Uds spedo JJse»d [Juplbss FirePOWER
IJloold wo 9eujsdo.

euslu URL J MDS5: 235 §spé IJoziss JJdowzdd pu puvh guslo URL JJeozs.

o)l IJopse: 225 IUSlLod 1Ujpus 1J3s vouod Wso 1U9ers IJuplbss wébe p92) 9sw
URL.



Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: Feed

Feed URL: 192.168.10.130/domain/blacklist.txy

MDS URL: (optional)

Update Frequency: 2 hours

[ Store ASA FirePOWER Changes | |

22> wgselo FirePOWER 1Jgl oo wogiso ASA Jeudb IJogss)le.
IJgb9é 2. oJ9su Jlisy StackSlot (J¢oshs)-

Spdu lgwepsle euslo IP JJozs Jlgweelos Jbdo DNS ol spued zol Idgesd eds guslu
IP IJ¢lLo wghe Sinkslot JJuze go Idezld IJuol, sszlad 1Jzols Ib,ds Idleuold wilhe
Sinkslot. s ldelds: spdo 1o wdsw oo 1Upd,6 wdbs g uvd JJozdsd Bs 2yIds o9y [Jogple.
Spdu odssu e o IUuwdds Jouvésd pduin IJouusss (I0C).

Jluols 1Jghe 1U3s sepd vy WBogs 9lzrs: IJodssy > ASA FirePOWER Configuration >
Object Management (5,6 IJJlisule) > Sinkhole glo 9, 999 sl luolds Bogd wEisu.

|.J|,Ju|a: e IU"‘P 'abro Sinkhole.
eoslo IP: 233 g0slo IP 1UglLo wélpe Sinkhole.
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lJoolss 9¢lse Sinkhole.
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Sinkhole

Name: | Sinkhole_Server_2

IPv4 Address: 1192.168.50.3

IPv6 Address: | 11
Log Connections to Sinkhole: o

Block and Log Connections to Sinkhole: @

Type: | Command and Control

[ Store ASA FirePOWER Changes ] [ Cancel

IJgl9s 3. oJd9su wog DNS.

Sev wdssu wog DNS Juzsss IUlple IJglue w8lispd/ ez 95w DNS. luedd IUs IJodssy >
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Whitelist for DNS. eJss IJ3kspes Iee o006 Jdeeld IJeuwese o (Global-Whitelist-for-DNS).
&9z 030 IJBless B Iigds Jpblodeol sdl God o selod IJoble pboluds is pzld JJblses
lJuw9sle. wewss IJSlesé IJeluss. Global BlackList for DNS. g Js 1USlispé 1Upg o008 JJeeld
|Jpzlbg, (Global-Blacklist for-DNS).
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) O O AsAFirePOWER Configurat.. | © O O Configuration > ASA FirePOWER Configuration > Policies > DNS Policy.
r 5 Policies

sm:cess Control Policy

» @ Intrusion Policy

" Files

1 ssL

& Actions Alerts

AL Identity Policy

v W% Device Management
BE Device

! Interfaces
v B Object Management
> @ Network Add Rule
> [@] port
@) Security Zones Name | Block_Attacker_Domain | [ Enabled
= ga:ilu"m Fihers Action | ¥ Domain Not Found [~
Geolocation
2 vailahi 5ot I Zones I Networks l DNS I
v '} Securityintelligence DNS Lists and Feeds & Selected Items (2)
.!ﬂ Metwork Lists and Fe ‘ -4, Search by name or value ] "_B DNS Attackers ]
/) DNS Lists and Feeds 2 DNS Bogon &
5 URL Lists and Feeds | )
@ sinkhale e
[ FileList () DNs Bots
& Cipher Suite List (@) DNS €aC @
~» &7 Distinauished Name () ONS Dg2

(2 DNS Exploitiit
() DNS Malware
_’-j DNS Open_proxy
f—j DNS Open_relay
(2 DNS Phishing

b& Device Set; |
Firewall |

I% Remote Access VPN ‘

@ Site-to-Site VPN
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0 © O £54 FraFOWER Configurit. * Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy

r =] Policies
b2 dAccess Control Policy ASA
¥ & Intrusion Palicy
2 tHislon PoNcy Default Allow All Traffic
Jz4 Rule Editor
Files
£ ssL
ﬁ Actions Alerts
Identity Policy . v ] Status: Policy Up-to-date on device
i) DNS Policy
" B Device Management Identity Policy: None S5L Policy: Monc
B Device
& interfaces M Security Intelligence ] HTTP Responses ] Advanced Enablelogging
r @ Object Management Avzilable Objects ¢ &) Available Zones ¢ DNS Policy: MS_EQLMI i |
. €
: :9“""”‘ , Search for a Network @& Any Whitelist (2) Blacklist (2)
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v I Securityintelligence W
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4 DNS Lists and Feeds =) Exploitkit
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=) Open_relay
=/ Phishing
&) Device Setup
= =)/ Response
@3 Firewall =/ Spam
; =) Suspicious
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8 &

Real Time Eventing

& | | All ASA FirePOWER Events | | Connection || Intrusion | | File | | Malware File | | Security Intelligence

Filter

protocol=udp

x

Filter

Ul Pause Refresh Rate | 5 seconds - | 15/7/16 12:20:21 PM (IST)

Receive Times Action First Packet Last Packet Reason
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block

Juld IJI ble 9loJlzolsss, o3l 1Usume Idpedssle 1o spdod

Initiator IP

192.168.20.50

192.168.20.50

Responder IP

10.76.77.50

10.76.77.50

*m
Source Port

65296

65295

|uuua>|po| leuawl..s gbole IJodssw luodlzel.Jusply Io cddsele pedsple Ilele 1U3dss

.pa)uo. |uudJ JJs I\JU‘JS\SU

oJ9suy ASA FirePOWER > |6 IJJkse > 3Jle LJIpIu > 99lisp

DNS 9,92 1J9Sw 923> IJ9de IUds ©p Bso wpdse 092 ISy 18 p)6. spdud [gos) Edit
(Cors)) Jogssu wdl opase p9e)

IJ9sw.
R ——— — — ——
| Update Feeds | [ & Acd DNS Lists and Feeds | | 4 Filter
Name Type

Cisco-DNS-and-URL-Intelligence-Feed

Last Updated: 2016-07-15 00:55:03 eed
Global-Blacklist-for-DNS List
Global-Whitelist-for-DNS List
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