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-- Policies

[+}-#¥ Device Management
=47} Object Management
[H-& Network

(-[=] Port

~I&) Security Zones

-5 Application Filters

- URL New Variable Set
) GeoLocation

Variable Set Name: Custom_Variable_Set
-4 SecurityIntelligence - -
--[] Sinkhole Description: | Enter a description

[ FileList
-,# Cipher Suite List
[H-Z] Distinguished Name

Efl"ck PKT Variable Name
B4 Local ; Customized Variables
B System Information
..... Updates This category is empty
-~ Licenses Default Variables
[+-E& Tools
- ‘2 Integration AIM_SERVERS Netwark [64.12.31.136/32, 205.188.210.203/32, 6...]
DNS_SERVERS Network HOME_NET
EXTERMAL_NET Network any
— FILE_DATA_PORTS Port [HTTP_PORTS, 143, 110]
&9 Device Setup FTP_PORTS Port [21, 2100, 3535]
i -
Firewsall GTP_PORTS Port [3386, 2123, 2152]

@% Remote Access VPN HOME_NET Network any

@ Site-to-Site VPN 7
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Standard Rules

1 Access_Policy_Rule any any any any any any any any any o Allow v} Eﬂ
Root Rules L
Editing Rule - Access_Policy_Rule ? %
Mame |Access_Policy_Rule | [« Enabled Move
Action .W Allow v | IPS: IPS_Policy Variables: Default-Set Files: no inspection Logging: no logging
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B ] Status:li\ccess Control policy out-of-date on device |
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[ Rules l Security Intelligence l HTTP Responses l Advanced
& Add Category | @ AddRule | Search Rules
Source Dest Source Dest
# | Name Zones Zones Networks Networks Users Applicat... | Src Ports Dest Ports URLs Action [inf'G2
Administrator Rules
Standard Rules
1 Access_Policy_Rule o Allow D 0 @
Root Rules
| Default Action Intrusion Prevention: Balanced Security and Connectivity R
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Deploy Policies version:2016-01-05 09:09 AM

& System Policy: Default
D Sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

2 Intrusion Policy: Balanced Security and Connectivity
D Intrusion Policy: IPS_Policy
@ - DNS Palicy: Default DNS Palicy

ei Deploy || Cancel
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| Rule Action=BElock * reason=Intrusion Block * |
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