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Rout er #show run
... Building configuration

Current configuration : 5225 bytes

!

Last configuration change at 16:25:30 UTC Thu Mar 4 !
2010 by cisco

!

version 15.0

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane Rout er

!

boot - start - mar ker

:boot system fl ash

boot - end- mar ker

!

aaa new node

!

aaa aut hentication |ogin default |oca
aaa authentication |ogin webvpn | oca
!

aaa session-id common

!

!

ip cef

!

!

i p inspect |og drop-pkt
no i p domain | ookup

!

!
paranmeter-nmap type inspect audit-map
audit-trail on

tcp idle-tine 20

!

paraneter-map type inspect gl oba

!

!
crypto pki trustpoint TP-self-signed-2692466680
enrol | ment sel fsigned

subj ect - name cn=I1 OS- Sel f - Si gned- Certificate-2692466680
revocation-check none

rsakeypair TP-sel f-signed-2692466680
!
!
crypto pki certificate chain TP-self-signed-2692466680
certificate self-signed 01




<actual certificate deleted here for brevity>
qui t
!
!
usernane cisco password 0 cisco
|
!
cl ass-nmap type inspect nmatch-any test
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
class-map type inspect match-all router-access
mat ch access-group nane router-access
|
!
policy-map type inspect firewall-policy
class type inspect test
i nspect audit-nmap
cl ass cl ass-defaul t
drop
policy-map type inspect out-to-self-policy
cl ass type inspect router-access
i nspect
cl ass cl ass-defaul t
drop
policy-map type inspect self-to-out-policy
class type inspect test
i nspect
cl ass cl ass-defaul t
drop
!
zone security inside
zone security outside
zone-pair security in-out source inside destination
out si de
service-policy type inspect firewall-policy
zone-pair security out-self source outside destination
sel f
service-policy type inspect out-to-self-policy
zone-pair security self-out source self destination
out si de
service-policy type inspect self-to-out-policy
|
1
i nterface LoopbackO
ip address 172.16. 1.1 255. 255. 255. 255
|
interface G gabitEthernet0/0
i p address 192.168. 10.1 255. 255. 255.0
ip nat inside
ip virtual -reassenbly
zone- nenber security inside
|
interface G gabitEthernet0/1
i p address 209. 165. 200. 230 255. 255. 255. 224
ip nat outside
ip virtual -reassenbly
zone- nenber security outside
|
interface Virtual-Templatel
ip unnumbered Loopback0

zone-member security inside
|




ip local pool test 192.168.1.1 192.168.1.100
i p forward-protocol nd
!
ip http server
ip http secure-server
ip nat inside source list 1 interface G gabitEthernet0/1
over | oad
iproute 0.0.0.0 0.0.0.0 209. 165. 200. 225
!
ip access-list extended router-access
permt tcp any host 209. 165.200. 230 eq www
permit tcp any host 209.165.200.230 eq 443
!
access-list 1 permt 192.168.10.0 0.0.0. 255
!
control -pl ane
!
!
!
line con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
nodem | nQut
transport input al
line vty 0 4
transport input al
!
exception data-corruption buffer truncate
schedul er all ocate 20000 1000
!
webvpn gat eway webvpn_gat eway
i p address 209. 165. 200. 230 port 443
http-redirect port 80
ssl trustpoint TP-self-signed-2692466680
i nservice
!
webvpn install svc flash:/webvpn/svc. pkg sequence 1
!
webvpn context test
secondary-col or white
title-col or #669999
t ext - col or bl ack
ssl authenticate verify al
!
!
policy group policy_1
functions svc-enabl ed
"svc address-pool "test
svc keep-client-installed
svc split include 192.168.10.0 255.255.255.0

virtual-template 1

def aul t-group-policy policy_1
aaa authentication |ist webvpn
gat eway webvpn_gat eway

i nservice

|

end

2 il 94)lig
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Rout er #show run
...Building configuration

Current configuration : 6029 bytes

!

Last configuration change at 20:57:32 UTC Fri Mar 5 !
2010 by cisco

!

version 15.0

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane Rout er

!

boot - st art - mar ker

:boot system flash

boot - end- mar ker

!

aaa new node

!

!

aaa authentication |login default |oca
aaa authentication |ogin webvpn | oca
!

!

aaa session-id conmon

!

ip cef

!

!

i p inspect |og drop-pkt
no i p domain | ookup

!
mul tilink bundl e-nanme aut henti cated

paraneter-nmap type inspect gl oba

paranmeter-nap type inspect audit-nmap
audit-trail on
tcp idle-tine 20
|
!
crypto pki trustpoint TP-sel f-signed-2692466680
enrol | ment sel fsigned
subj ect - nanme cn=I OS- Sel f- Si gned- Certificate-2692466680
revocation-check none
rsakeypair TP-sel f-signed-2692466680
|
1
crypto pki certificate chain TP-self-signed-2692466680
certificate self-signed 01
<actual certificate deleted for brevity>
qui t




!
!
l'i cense udi pid Cl SCO3845- MB sn FOC09483Y8J

archive
log config
hi dekeys

usernane cisco password 0 cisco
|
!
cl ass-nmap type inspect nmatch-any test
mat ch protocol tcp
mat ch protocol udp
mat ch protocol icnp
class-map type inspect match-all router-access
mat ch access-group nane router-access
class-map type inspect natch-any http-telnet-ftp
mat ch protocol http
mat ch protocol telnet
mat ch protocol ftp
cl ass-map type inspect match-all vpn-to-inside-cmap
mat ch cl ass-map http-telnet-ftp
mat ch access-group nane tunnel-traffic
|
!
policy-map type inspect firewall-policy
class type inspect test
i nspect audit-nmap
cl ass cl ass-defaul t
drop
policy-map type inspect out-to-self-policy
cl ass type inspect router-access
i nspect
cl ass cl ass-defaul t
drop
policy-map type inspect self-to-out-policy
class type inspect test
i nspect
cl ass cl ass-defaul t
pass
policy-map type inspect vpn-to-in-policy
cl ass type inspect vpn-to-inside-cnap
i nspect
cl ass cl ass-defaul t
drop
!
zone security inside
zone security outside
zone security vpn
zone-pair security in-out source inside destination
out si de
service-policy type inspect firewall-policy
zone-pair security out-self source outside destination
sel f
service-policy type inspect out-to-self-policy
zone-pair security self-out source self destination
out si de
service-policy type inspect self-to-out-policy
zone-pair security in-vpn source inside destination vpn
service-policy type inspect firewall-policy
zone-pair security vpn-in source vpn destination inside
service-policy type inspect vpn-to-in-policy
|
1
i nterface LoopbackO




ip address 172.16. 1.1 255. 255. 255. 255

|

!
interface G gabitEthernet0/0

i p address 192.168. 10.1 255. 255. 255.0
ip nat inside

ip virtual -reassenbly

zone- nenber security inside

|

!
interface G gabitEthernet0/1

i p address 209. 165. 200. 230 255. 255. 255. 224
ip nat outside

ip virtual -reassenbly

zone- nenber security outside

|

!
interface Virtual-Templatel

ip unnumbered Loopback0

zone-member security vpn

|

!
ip local pool test 192.168.1.1 192.168.1.100
i p forward-protocol nd

|

1

ip http server

ip http secure-server
ip nat inside source list 1 interface G gabitEthernet0/1
over | oad
iproute 0.0.0.0 0.0.0.0 209. 165. 200. 225

|
ip access-list extended broadcast
permt ip any host 255.255.255. 255
ip access-list extended router-access
permt tcp any host 209. 165.200. 230 eq www
permit tcp any host 209.165.200.230 eq 443
i p access-list extended tunnel-traffic
pernmit ip any 192.168.1.0 0.0.0. 255
|
access-list 1 permt 192.168.10.0 0.0.0. 255
|
1
control - pl ane
|
|
!
line con O
exec-timeout 0 O
| oggi ng synchronous
line aux O
nodem | nQut
transport input al
line vty 0 4
transport input al
|
exception data-corruption buffer truncate
schedul er all ocate 20000 1000
|
webvpn gat eway webvpn_gat eway
i p address 209. 165. 200. 230 port 443
http-redirect port 80
ssl trustpoint TP-self-signed-2692466680




i nservice
!
webvpn install svc flash:/webvpn/svc. pkg sequence 1
!
webvpn context test
secondary-col or white
title-color #669999
text-col or bl ack
ssl authenticate verify al
!
!
policy group policy_1
functions svc-enabl ed
"svc address-pool "test
svc keep-client-installed
svc split include 192.168.10.0 255. 255.255.0

virtual-template 1

def aul t-group-policy policy_1
aaa authentication |ist webvpn
gat eway webvpn_gat enay

i nservice

!

end
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