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New ] Computer
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Seurity Group.-.
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Security Group...
Securiby Group...
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Genaral [ Mombers | Member Of - Managed By

Member:
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|Users, Service Acceurts, Groups, or Other cbjocts | | Chiect Types..
o T RnZ ey ]

gl com | Leestees.
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AnyConnect Admms Properies

Geraral Members  Mamber OF  Managed By

Member:
Hame Active Directory Domain Senrnces Folder
1T Admin example com/Users

[ |

L 0K

Cancel | |

Apoiy

Guwe 25 ubolss SSLIJlLo o LDAP (ebodye B éb J LDAPs iy STARTTLS)

1. loog b eJs Win+R glsgJ mme.exe. &p 0@, 998 OK.




A Run

L‘i}- Type the name of a pragram, folder, document, or Internst

resgurce, and Windows wall open it for you,

Open: | MM, e

l QK I | Cancel

2. loedd s pdud > |uols/3lJs 1Ji16 1] ol ss.

& Consolel - [Console Root) ] =
:Mbm View Fivonles  Window  Help - & ®
# New Sl

Open_. [T T

x.ﬁ.:.. s Thete aee no emd to shew in thiz viea. m =

|addfemove Snaprin..  Cul=hi | Heesae '

Options...

1 dnsmgmt

2 dia

Eait

|Emakles you to add snap-int to of nemenve them from the mnap-in contale.
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budd ar Remeve Snap-ins

You can sekct snap-ns for s console from thase avalable on your computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns:
Snap-in Vendor
[l Active Directory Do...  Microsoft Cor...
B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...
Mcresoft Cor,.,
Micresoft Cor...
Micresaft Cor...
Marosoft Cor,.,
Murosoft Cor,.,
s Certification Authority  Microsoft Cor,,,
B, Component Serviees  Microsoft Cor...
ECﬂn‘rputa'r-'la'paan Microsaft Cor...
Hbew:e MMaraper Murosaft Cor,..,
J.TI'.“lisl-:|'I-'|-n-l'u.'u_;lm:ﬂwl:!':’c Microsoft and, ..
Desmipbion:

Selected snap-ins:

[ Conscle Root

Eemove

Mave Lip

Move Down

The Certificates snap-n alews yeu to bravse the contents of the cersficate stores for yoursalf, a sandce, or a computer.

| | cancel
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Certificates cnag-in

Thiz srizp-n will always manage cetificates for

gl ] [

o) 998 lwole.



Select Computer

Selact the computer you wart this snap-in to manage.
This snapn will always manage:
(®) Local computer he computer this conaole ks nunning on)

() Another computer: Browse....

[ ] Alow the selected computer to be changad when launching from the command line. Thiz
orfy appliea F you save the consola.

T e
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Add ar Resswove Snap-ins >
You can sshact snap-ins for this console from those avalable on vour computer and configure the selected sat of snap-ns. For
extenzble snap-ins, you can configure which extersions are enabled,

Available snap-ns: Selected snap-ns:

Snapn Vendor - ;f;_nnsdl: Root Edit Extensions. ..
" Active Directory Da...  Microsoft Cor... _ﬂjjr:erl:iﬁcata: (Local Computer) Bamove
B Active Directory Site...  Microdoft Cor...
] Active Directory Use... Mirosoft Cor...
=" pctives Contral Microsoft Cor,.. Mawe Lin
%ADSJ Edit Microsoft Cor... pr——
Aitharizaticn Manager  Microsoft Cor... el i
.EI Certificate Templates  Mcresoft Cor...
::ﬂ_-'tertlﬁtam Microsoft Cor,..
il Cartification Authority  Microsoft Cor..
.‘*-Eump:nenliaui:e: Micresolft Cor...
& Computer Managem... Microsoft Cor...
HDEI.HI:E MMaraper Murosoft Cor,..
rr Disk Ma t M ftand...
T okManogenent | Mroftand.. Adsance...

Desmiption:

Thea Cartificates snap-n alews you o brawee the contants of the cerbficate ctores for yeurself, a sarvos, ar a computer,
=
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win2016.example.com o Juolsé wpe luoshyol odi@liss! woluwlbd ¢306 1Jpsze lJpue8 J
Windows Server. 169, ud)l pj29z] eds Iduivols JJwzgdd pu IJoWdlosd.




Personal store contains 3 certificates.

[ Censolel - [Conale Raet\Certilicates (Lacal Camputer)\Persanal Certificates] =
g File Action VWiew Favorites  Window Help - 8 x
e8| n[ 0| 6= HMm
7 Conscle Root Issued To Issued By Expiration [z | Actions
~ Ll Certificates (Local Computer) || g oote WaNDO16-CA example-WIN2016-CA 41972060 || Centificates "
"%ﬂ WIN2016 eample-WIN2IE-CA s PR —— "
T Trsted Eot Cartification ol win 2016, example.carn example-WIN2IE-Ch A FANE
» [ Emterprise Trust
w [ Interredeate Certilication
% [ Trusted Publishers
3 [ Untrusted Certificates
s [0 Third-Party Roat Certificat
5 [0 Trusted Peaple
s [ Client Authentication |ssue
% | Preview Build Roots
» [ Local NonRemowable Cort
» [ Rermete Deskleg
5 [ Certificate Enrallment Reg
3 [ Smart Card Trusted Roots
5 [ Trusted Devices
5 [ Web Huosting
s [ Windows Live 1D Token bss
L K ¥

7. JJs swp luwogslpol I volsé SSL J LDAPS. szo o ouwesds lduvolsé odo lJewbdole:

-+ soblod lgve Iuslisg 19 1Uluwe IJwssd Jpsuese DNS g FQDN IJgluo wgle

Windows.

© s Iduelss gds puob 86 1Jghe opu 2dd luvedsle IJpdolz IJpzuwe.

wew edled IJowsse oluasd Jduiels: 23> 1Jpso9e Sluwe 1Jesuese Idwrsd: s9z> FQDN
win2016.example.com.




i Certificate

General DetailE  Certification Path

Show: <Al

wAn 20 16, example, com

1 Public ke RSA (2048 Bits)

| Public key parameters 0500
li!|Cartificate Tamplate Mame  DomainControlier
145 Enhanced Key Usage Chent Authentication (1.3.6. L....
15| SMIME Capabibties [1]5MIME Capabilty: Object 1.
E.!Ei.hj:ﬂl"'-ﬁld:ﬂﬁ'ﬁ:f WhETD =480 217 176 .

1 i r KaulMi=34 afF 26 37/ 11 1§ 4 -
PN = win 2016, &xample, com

Edit Properties... | Copy to File... |

wew IUlgwegsle Idpeuvo JJlol_ﬂu..St; o9ed puel> 96 1UEDe.




wh Cendecale > |
General Delss  Certfcaton Path

S -_-:H:u- vi

[11SMIME Capabdity: Obaect 1.
W0b7 M4 4800217 1786 ...

L i H -r-r- AT J

S (1.3.6.1.557.31)

 EdtPropertes... | | Copy toFie...

[ ]

8. wpeys IJolds oo 3JY. wpw gJled |JQ.V_9._§-__; el Idubolsé. gas Idwolss IJgdsl Idos os
uwobs Idesze 1Jpuod8 Ieds e lud) W98 eHue Idubolss.



g Certificate >,

General  Details  Certification Path

Certfication path
B example-WINZ0 16-CA

I Wiew Cerltificate I

Certificate stahus:
5 certificate is DK,

[ox |

9. 8938 3JY [Js Vo vVl uosd Iduvoble Juvolss IJp)ze 1Jpuesd 1Jz).



i Cendecatle

Gentrd Detals  CertScaton Path

[/ Certificate Information

o Al esuanoe poloes
# Al apphaton pohaes

Issued to:  exampie - WINDOLE-CA

Issued byt exarmple N 16CA

Valid from 4/27/2020 to 4f19/2060

This certificale s intended for the following purpose(s):

| Issuer Statement |

wzw edles IJowsse wBluasd: lud) 898 ouwe [ds pdos.




g Certificate
&mim Certhication Path

Showe: -=.-:.|!.I:+

ot
Field Value A
|21 versian V3
| Serial number 1386 95 5 9d 70 4F 29 4¢ 35..,
| - Signature algarithm sha2SERSA
|72 signature hash algerithm cha2s5
|72 15suer axample-WIN2016-CA
|51 valid from Marday, Apri 27, 2020 10:50:...
“1|valid to Manday, Apri 19, 2060 10:50:...
Uy sy aiyamela SAITHINT A4 -

:En:itF"mpE"u-E!... | | cooy wFie... |

[ox |

10. luel’d gw pelde ouods) Iduboble. suos) Ideeldz 1desze IJpuos8 1Uzs) voouwsd

PEM.




A% Certrficate BExport Wizard

Welcome to the Certificate Export Wizard

This wizard helps vou copy certificabes, certificate trust ksts and certificate revocabon
lists from a certificate store to your disk,

A certificate, which i issued by a certification autharity, is a confirmation of your identity
and containe informabon used to pratect data or to establsh seoure metwork
connectons, A certificate store is the system area where certificates are kept.

To conbrue, didk Mext.

[ [ Goneel |

2> Base-64 |Jpe, e X.509.



.

A% Certrficate BExport Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you wank to use:
(Z) DER encoded binary X, 509 (L CER)
@) Base-64 encoded ¥, 509 (LCER)

() Cryptographic Message Syntax Standard - PKCS &7 Certificates (JP7E)
Indude all certificates in the cerbfication path if posshble

Personal Information Exchange - PKCS 212 (PFX)
Indude &l cortificates in the certification path if possible

Delete the private key if the export is successfl
Export all extended properties
Enable certificate privacy

Microsaft Serialized Certificale Store [(S5T)

Cancel

233 luwe IJpdd slso sop cuoss,o.




.

A% Certrficate BExport Wizard

File to Export
Spadfy the name of the fle you want to export

File name:

et Cancel




&R save As

- w 4 B » This PC » Deskiop

Crganize «

# Cuick access

Mew fiolder

[ Desktop

‘l.. Downloads
[£ Documents
=/ Pictures
| System3?
I This PC

i Metwork

Fiile mamnne: I mnll

EE Y Y

Mame

Date meodified Type

Mo iterns match your search,

Search Decktep

i
q
® v

Save 25 type: | Basebd Encoded X509 (*.cer)

~ Hide Folders

=1 o |




—

£* Certificate Export Wizard

File b Export
Sobafy th ndmd of th e you wint 1o export

Bl A

Co s \bdmin \Duititony 0oL, dir

IJlo 108 89 lwole.




€ &* Certfficate Export Wizard

Completing the Certificate Export Wizard

Yo have sucoessfuly completed the Certificate Export wizard,

You have specified the following s=ttngs

File Mame= C:'Wsers\admin'Deskctoproot. cer

Export Kays Mo
[nchide all certificates in the certification path Mo
Fie Format Basets Encoded X, 50% (*.oer)

==

1. luodd IJs 1desde gldeg 1dubolss Llgwesle 03,8 18 Is pzay vuosuwe &) sesue ol
Jolxs couwsy PEM. [0 03l 9§ Jlg .

MIIDCDCCAfCgAWIBAgIQE4ZG5Z1wT6TONTjooEQYMTANBgkghkiGO9wOBAQsFADAd
MRswGQYDVQQDExJ1eGFtcGxTLVdITjIwMTYtQOEWIBCcNMjAWNDI3MTQIMDUSWhgP
MjA2MDAOMTkXNDUwWNTTaMB0OxGzAZBgNVBAMTEmV4YW1wbGUtVOTOMjAxNi1DQTCC
ASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAI8ghT719NzSQpoQPhOYT67b
Ya+PngsxMyvkewP33QLTAWWIHW1Tb9Mk 5BDWOItTaVsgHwPBfd++M+bLn3AiZnHV
00+k6dVVY/E5qVKEKSGoY+v940S23161zdwReMOFhgbc2gMertIoficrRhihonul
Cjyeub3CO+meJUuKom2R47C0OD35TUvo/FEHGgXJFalS1se2UrpNO7KEMk fA1LPuM
aob4XE/0zxYQpPal8djsNnskfcFqD/HOTFQN4+SrOhHWI1RnUIQBUaLdQaabhipD/
sVs5PneYJIX8YKma821uYI6j90YuytmsHBtCieyC062a8BKgOL7N86HFPFKkMA3u8C
AwEAAaNCMEAwDgYDVROPAQH/BAQDAgGGMA8GA1UdEWEB /wQFMAMBAT8wWHQYDVROO
BBYEFD2fJjf7ER9EM/HCxCVFN5QzqEdvMAOGCSqGSIb3DQEBCWUAA4IBAQB31Z]0



vzwVD3c5Q1nrNP+6Mq620FpYH91k4Ch9S5g/CEOemhcwg8MDIoxW2dTsjenAEL7r
phFIHZoCoSyjBjMgK3xybmoSeg8vBjCXseYNGEmOcIKW1oFmTOvANVIb7Xp11IVa
6tALTt3ANRNgREtxPA6YyQbthKGavWOAnfsojk9IcDr2vpOMTjT1BCxsTscbubR1+D
dLEFKQgmMeYvkVf+a7a64mqPZsG3Uxo0rd6cZxAPkqg/y1cdwNSIFfQV3DgZg+R96
9WLCR30big6xyo9Zu+11ixcWpdrbADO6zMhbEYEhkhOOjBrUEBBI6CY831TZ9%ejsk
KgwBJIXEu33PpTW6E

————— END CERTIFICATE-----

12. (ltoshs) Vs 2lds 929> 1Jgsss pu yvoble 1Jogso Ug;,.___s SpIJu lgwweslpeol pu od LDAPSs
99l ould £3p SESU Dspl swedd weloss Idpuucesedls €30 929> 5009J [Us ¢be LDAP. oy
lJppdu luwed)le IJpoze 1deds pu ldodlb 2ipé wp eds glbp Windows |9 FTD wgo.

odssule FMC
ozl pu lJosgsue

Joui wdsso AnyConnect: sdje ouvesd FTD pg e ldustsoe 1J3ds ssee obosd
oesuo Plus Iy Apex Iy VPN olJz edis IJzols B§lo.

1. lvedd lds IJoble > IJuslgsue > 1Joszsue 1U3ds.

[RNCR U Analysis Polides Devices Objedts = AMP Intelligence eploy s Eeidul Help v admin v

Conflguration Usars Domalkns Integration Updates Health = Haonltorng » Tools

Clagsic Licenaes

2. olds oU i Uiao_jé poﬁglu_éjé') 9puwedsd vugle. AR eu wuwesd Ideols wluwagsle wyésue
AnyConnect Apex. Plus. I VPN W §b.



jects AMIP  In

Configuration Lisars Comains Integration Updafes Licenses * Sneart Licemses Health = HMonltoring = Tools v

Smart License Status # o
Usage funhanzabon: 5 Agthorred [Last Syncheonioed On Hay 93 2020
Prodect Regisiraton: G Espstersd (Last Renesed On Mar 03 20041}
fangred Yrtusl &cocount: SECTAC
Expart-Contraled Features: Enalsied
Cmon Sucrrss Reteeoric: Dazabled i
Cmon Supzort Diagnashics: Dizabied 40
Smart Licenses I T —
Licerse Typef Besvice ame Licernse States Dreswice Tiype Daawain Group
! Firepower Management Centor Vietual {2 [~
) ase (2) [
L) Malwares (1) [~
L) Threat (2) [~}
U1 UL Filtering (3) L~
# - AmyConmact Apax (1) L)
E?fsa_;_l;l - Cisce Fireporwer Threat Defense for VARAare - w0 [~ Cisoy Firepower Threat Delense for Widihiere  Globa [

AnyConnect Plas (@)

AnyConnect VPN Gnly (D)

Hebe: Contamer Insances of sama Blade share featurs icenses

elde IJlgsls

1. loedd s Idoble > 1Jodled.

Owerview  Analysis  Policdes Devioss Objects  AMP Intelligencs raplay k ! admin

configuratiss  Users  Doesing | Imlegration | Updstes  Ligersess  Meallh v Menitering v Teslsw

2. ceo Realms: &p 16,9, V9.9 New Realm.

AMP  Intellic TN Help » admiin v

Configuration Users Domsins Integralion WUpdates Lizenses = Haalth = HMonkoring * Tools =

Chnsd Services Iaﬂ Identity Sources  eSioeamser Host Inpoll Clieat  Smart Software Sabellite
¥ Commpers reakms I L Mew realm I

Hams Reseription Mazmain Type Base OH Graup H ‘Eroup Abtribute Htabe

3. leJi 1Jz89d I puluues luueobl 1Us Idpgdsple IJos wp oepseol po ¢lsp Microsoft. ¢ e
lud, W89 OK.



Add New Realm 7 X

Mame * LaB-AD

Cresoripkion

Type * AD g

AD Pomary Domain * example, com ex: domain. com
AD Join Usemame gt usen@dormain

AD Jan Passweard

Directory Username ™ frd.admin@example. carm ex: userpdomain

Dwrectory Password * I TTLILIT]

Eaze D * OC=example, DC=com gx: pu=user,de=cisco,dc=com
Group DN = CC=example,DC=cam 83 Su=group,dé=0%co, de=0om
Group Attribute Mermber v

* Required Field

O Cancel

4. s IJlbl) 1Uz>ss: 235 vdsd bl Jp sYU 9> wp lRosho wldved: lud) W9d luolvs sJsd.

Owerview  Analysis  Polices  Devices  Objects AMP  Intelligence yeploy s e ul Help v admin »

Configuration Isers Diormains Integration Updates Licenses Health = Moritaring » Toals =

LAB-AD £ Cancel

Realm Canfiguration User Download

| e Add directory |

lpdl oBluosd ¢lpe AD. Jlzb luo B 2lJé luwegsle FQDN. Jl spdo J FMC 9 FTD 1,0k
wotle ol Jp sep wdsse DNS JzJ FQDN.

Jlesls DNS J FMC: lpo@d [Js uble > odesy 9g35 9lgole 1UD16.

o lzd lesls DNS J FTD. luedd 1Js IJizess > eshle IJoble IJlguluvs: 19 Bp wlouble pusluws
2383619 2y, uwsluws gldss wp loedd IJs DNS.



Add directory ? X

Hostname [/ IP win2016.example.com

dddrass

Port 389

Encryplion () STARTTLS () LDAPS (% Mone
SSL Certihicate v &

QK _ Test Cancel

131 Jlue LDAPs lg STARTTLS puuwegsps: lod, ses + Gliss) IJIz o sig b IJe,gsuo luwpl
Slouwe uvobs Idesze 1deuesd I3y Jouuwsd PEM. &p lu8) B9 2b.

Import Trusted Certificate Authority ? X

Mame: LDAPS _ROOT

Certificate Data or, choose a file: | Browse.. |

--—--BEGIN CERTIFICATE-----

MIIDCDCCAfCgAWIBAQIQE4Z GEZ IWTBIONTjooEQyMTANBgkghkiGOwIBAQSFADA
MRswGOYDVOQDE e GRc G LYV dITiIwMTYEQO0 EWIBCNMiAwND IIMTO1IMDUSWhgP
MjaZMDAIMThxNDUWNTIaMEDxGzAZ BgNVBAMTEM WA YW IwbGUEVOIOMjAxNI1DQTCC
ASTwDOYIKoZ ThweNAQEBBQADgoEPADCCAQoCooERAISgh T/ 10MNzSQpoQPhO0YTE7h
Ya+PngsxMywkewP33IQLTAWWIHWIThAMESBDWOItTaVsgHwWPEfd++ M+ bLn3AIZnHY
O0+kedWy EsqVKERSGoY +v340523 16lzdwReMOFhgbc2gMertloficrBhihonuU
Ciyeub3CO+melUukom2R47C0D35TUvo/FEHGoXIFa151se2 UrpNO7KEMEFfATL PuM
a0b4¥E/OzxY QpPal8djsNnskfcFqgD/HOTFQN4+ SrohHWIRNUIQBUaLdQaabhipD/
sVsSPneY B Ykmas2 uYIsjo0YuytmsHEtCieyC062a38 BKg DL NBaHFPFKMASUSC
AWEAAZNCMEAWDgYDVROPAQH/BAQDAQGGMABGAIUdEWER WOFMAMBAfBWHOYDVROD
BEYEFD2f]if7ERSEM/HCxCVFNSQzaEdvMADGCSgGSIb3DQEBCWUAAGIBAQE3 1 J0
vzwVD3c5Q1nrNP+aMg62 OFpYHI1k4Chos5g/CEDemhowg8MDIox W2 dTsjenAEE?r
phFIHZ oCoSyiBiMak3xybmoSegBvBjCseYNGEMO O KW loFmTOvdNVIb7Xpl11va

GEAL TE3ANRNgREEPASYQbthKGavWoANfsojkeIcDr2vpOMTiIBCxsTschubRI+-D
dLEFKQqmMeYvkVT+a7acdmgPZsGIUxolrdecZ APk vlcdwNSIFFQWVIDoZ g+ ROG
OWLCRIObigbxyo9Zu+lxcWpdrbADCEzMhbEYERKh O OjBAUEBBIS Cya3ITZ 92jsk
KagwBIXEu33PplWaE

----- END CERTIFICATE-----

L] Encrypted, and the password is:

| Save | | Cancel

e IJeoze Idpuos 9 1Jes) U'):; wpo luoldwoe gasel pu IUB8Ises IJpuuwsds 1dezless Juvolso
SSL slu@, W98 STARTTLS Iy LDAPs.



Edit directory 7 X

Hostname [/ IP win20156.example.com

Address

Port 635

Encryption () STARTTLS (@ LDAPS () None
S5SL Certificate LDAPS ROOT v |

] 4 Test Cancel

lud) D998 leeooly JJelds pu lpdluss yub FMC ozl wluwe puveise 1dsJdsd 99Je6 1Jp19)
IJp9 9,50 S 1Ugbys Iduwlods.

9oyl Jiy 30 IJlgoulle sop wadol pu 9236 Idoedpe B 16 1JJ9zs IUlusluss (FMC) 9Js v
eu eJld leos [Jglgole IUBlods JJwseso lJos wp wdosuel gds FTD (pod 1dslzole 1UslgJsé
9lJébzss sldu o DMZn)‘ Slo IJleuold IJulze (s 1JB1ued) Jl suope wbuw IJuoses
Jeuolb 86 AnyConnect Jly bdole puol> 96 AnyConnect LDAP swpe w90l po Iz3s 9lgole FTD
lJslods JJwszso.

Jeiss po ldpedsele 29d leowb loualdle LDAP oo FTD. lze Suwe l2owh Ideuolb s
9lJed9so sldpzluves (AAA) 98 e IJodlb 1z B pulb s Ipued il Uiz ble
sluedlzol.

Status

‘ir) Test connection succeedad

5. vew wuisd IJpuwegsrpc 9p vouisd ldpgpsele lJos swp luvegslpol Jogss IUpuwegsp
s IJgbsle 1z 6.

2> lJpywe IUElue vouisd Ipuvedrpsu sldpzesele sldeess IUEluo wldpzestle ldpolzs
lJos swp wguswel uldpeesgle lJos wp odssuol Joeo Active Directory.

sedo wupesu Iezesele 19 luvouebol: 9o 309 sop wupess 2ese IUpzestle IJos op
IJe w9, edsol uopu DN g0 Cldezeses vupvdd lBe,los.



ol $pd0 CUPPSL PUVEEIPSY 228U 19 luwouglop I3JY. wosd, ks peesele puppwd
9o psU Jsop wpasd0e Jogss IJpuwere O 99w Jled.

ew IJluwole b @) W9 eVb.

Overview  Analyss  Folices Devices Objects | AMP  Intelligenos Belp v admin *

Configuration Lisers Diomaies Integration Updates  LiensesT  Health = Monitoring T Tons T

- Wi have onsaved changes — Save u Canosl
LAB-AD

Directory  Rezalm Configuration

[ Doearicad users and groups]

EBegn sufomebc dowmlbcad st g w | p v | AmencaMewm Yok RepsskBvery | 34 |w | Hours

1y Downioad Maw

syvalable Gregps 6 Gresgs 1@ Ingluda {2} Grasges T Eeclipda [0

L Search by ¢ S Aevammed Admin i
O evCorned Users a

- L

L TnclpdsheSrawy

35 seke et pALC eSS ey

P WeslrvesbleTobu shioand

& Allowmed RODC Passward Beplication Group

BP Enterpres Hey Admas

a-'- Comuin Admire

BP WeeRler ARSI SRS

a—:‘:- [vent Loq Feadens

& Replicalir

Op Domadn Guesis

a‘ﬂ Wirdlown Acthonration Acomm Group

O Account Dgerzbors

j:- Hyper-VW Admnebratcm W

P Sastim Parased Arrrends Jimn

6. vedsu ldpeld IJers>.

hvarview  Analysis Polices  Davioss |:|L'I_II:"..H AP |i|r.t||l'_.|".‘lll'.l=

Configuration Users Doemains Integration Updates Licenses Hezalth = Monitoring T Tools *

Cloud Services lﬂﬂ Identity Sources  eStreamer  Host Inpat Client Smart Software Satellite

Rama Degorapaion Dromngin Type Baze DN Group Y Egup Arteibibe 2

b Compare realivg o hew realm

LAB-AD) Glabal AD DCmesample,DCmoom  DOmexamgphe,DO=0om  membe ] & 6

7. 13l o lgwegsle LDAPs Ig STARTTLS. Bwsdip ksool 1o sed CA lJzs, wluwbs FTD.
JJBdsle wosllsdl luedd |Js 1Jizoss > I volbsle.

Owerview  Analysis  Policies EHOUREE Ohjects AMP  [ntelligence Dieplay L Systern  Hedp »  admin «

Device Management  NAT  VPNT QoS Platform Settings  FlexConfig

bbb §s supsS s Jigds spsu.

Overwvicw  Anplysis shicies TR L= Ohjects AMP  Intelligenos Dglay L Gyitem Hap v admibn ¥

Device Hanagemont MAT VPl v QoS Platform Settings FlexConfig Certificates

o A

22 FTD: wop luolvs wdysy LDAP |Js 1Jud) W99 ses + (liss).



Add New Certificate

add & new certificate to the device using cert enrollment object which is used to generate CA and

identify cerbficate.

Device®:

Cert Enrollment™:

FTD-2 -fl

Select a ceroficate entrollment object b @

Add

Cancel

o0z luwe Judbs IJlouold e lEo, Idoguzsd 1Js9s pu 1JBlses IJpo usds uog lJouwzsd.
IJuod Uiolss prze wuedsd 23 PEM ouli e lud) eds db.

Add Cert Enrollment

7o
Name® LOaPS_ROOT
Description
WG Certificate Parameters  Key Revocation
Enrcllment Type: Manual A
CA Certificate:® ---BEGIN CERTIFICATE--—-
TIDCOCCAfCgawIBAQIQE4Z G52 1wTSIONTjooEQyMTANBgkghki
(BAQsFADAM
FawGOYDVOODE e GRomdL I TIIwMTY D0 EwIBCNMAwWNDI
BMTQ1IMDUSWhgP
1]&2MDADHTI~:LI'-.ID1.!1.\IN'I'IE|MEﬂszﬂ.EBgN'u’E.ﬁ.lﬂ'Em‘MWﬂwaU
OlOMAXNI1DQTCC
ASTwWDOY IKeZ ThveNAQEBBQAD gEPADCCAQeCoOEBATSgh T 19N
7 Eﬂ?DQF'hﬂ‘r'TEI-‘b
a+PngscMyvkewPI30LTAVWIHWI TheMKSEDWOT TaVsgHwWPBF
d++M+bLn3biZnHy
D0+ ke ESgVEERSGoY +vi4052 31 6lzdwReMOFhgbc2qMertlo
crithihonull
b 3C 0+ melUukomZR47C0D35TUVe/ FEHGOXIFaIS 1562 UrpH
CFHEMEFALLPUM
= ob4XE/ Oz QpPal8djsNnskfcFg D/ HOTFONS+ SrORHWIRNUIQEU
L

Allow Overmdes

ELdQaabhipDy/

o2dd pu weasd TrustPoint IUss wp logilge Sp lud) W98 luolwe.



Add New Certificate ? o

Add a new certificate to the device using cert enrollment object which is used to generate CA and
identify certificate.

Dewvice™: FTD-2 w

Cert Enrollment™: LDAPS_ROOT | &3

Cert Enrollment Details:

Mame: LDAPS_ROOT
Enrollment Type: Manual
SCEP URL: =Y

Add I Cancel

wbo, Oébé IJe@6 1zs836 Lopw FTD. £Js 1dsép pu luo $3d,) 1o luvas)ls gvolss 1Jo9.sé
plodse: 1l oo Jsuw pbodoul po FTD puolsdé Luolsd SSL 1pyuuds oo 1o LDAP. JsJJ,
Spedu wglod o030 1) ywlJs.

Owverview  Analysis  Policies WESUTEE Dhjects AMP  Incelligence Deploy ., System Help *  admin ¥

Device Managernent  MAT  WPN+  QaS  Platform Seftings  FlexCanfig  Certificales

+ Al
Hama DCramain Enrallmant Type Stalus
4 @ FTD-1
FTD-1-PHCS12 Global FHCS1Z file LCA| (B 2o g
FTD-2-PHICE12 Glabal PCS1Z file =LY 258
FTC-2-Selfsigned Global Sel-Signed SCA [RID P oA
ILD-‘!'PS—“':'W Global Manual W I3 2 Identity certificate import required 20 jl

wJdgsu AnyConnect Jeol> 96 AD

1. odey o 0o IJgbsle [ Jp sop logile oz VPN JJdsuosd gu wed wlduwgd. I3l wp logvle
9l VBlug) W8 1) "weysy" Jodl Iduoz guglbs 1Jgbgo 3.

lowdd 1Js 1Jizoss > VPN > 1Jso9d g0 wes.

Owerview  Analysis  Polides Objects AMP  Intslligence Deploy v System  Help v admin -
Device Managensent HaT m QoS Flatfarm Settings FexConfip Certificates

Site To Site

Troubleshooting

b8, B9 luplws Jluuwle wog VPN 238> JJsuosd eu wed



wiew  Analysis  Policdes JAENISCE Objects = AMF Intelligence Jeploy L System Help v admin v

Devkce Hanapemend MAT WPN » Remofe Access QoS Flatfoem Settings FlexiConfig Cetiflcates

Name Stabus Last Mpdsied

Add a new configuration

2. 8p wlJpld peldz woz VPN JJs oo £0 wes. wew wessu IJuoz: 22 luwel JJwog slJize;é
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Drevice Manageen ent MAT WP ¥ Qus Platfarm Settings FlexConlig Certificates

FTD=-2-NAT-Palicy Shrw Warnings €3 Corcel

Bl Polcy Assagrerenis (1)

8 Fltar by Divica

I._=.5.'- A Faak: I
f Criginal Packet " Iated Packed .
#. Derection  Type Source Deesii nation Origanal Original Orig...  Traeslated Translabed Trans... Options
Interface Objes Interfare Object Sources Bestinations. Services Sources Diestinations Services
T NAT Rules Defore
W furky NAT Rules
= Cynemic ol oy .5, outside-zone g obi-eny @ Inberface ol Onsfalse & i

T FAT Bules after

Dsplaving 1-1 of 1 rewa  |€ L Page |l wll ¥ T Fows per page; 100 =

3. 8p wodosu Bless luuooule NAT. 9olds pu o 1J8less os Blesé NAT 3956 pg 1Ju9e
wlJu pwolosds. 03l Ylgss NAT wulisss Idlegle wubo@ gds 2yJé o9, AnyConnect.
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lJoslole inside_zone gowesd ghe_zone. sozlyj 03l wuvdd lgwluus NAT guspl Swp
lwosIle 030 IJiy9b.

Add NAT Rule ¥

HAT Rule: |Hanual NAT Rule vl Insert: I Category w | | MAT Rules Before | v

Type: |=2atic ~| | Wl Enatie

Degcnplion:

ptely il el O [Sw o Tranmslation  PAT Pool  Advanced

Available Interface Objects & Source Interface Objects (1)

Destination Interface Objects (1)

, TOnE |5 inside-zane ] |5 ovside-zone 5]
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Add NAT Rule

NAT Rule: -h'lanual NAT Rule w Insert: In Category b -HM' Rules Before |+
Type: Static | | M Enable
Descriphion:
Interface Objects WL S UM PAT Pool  Adwanced
Original Packet Translated Packet
Original Source:* [Trzsde_pet ~|@ Translated Source: Address L
- A Iriside_Net g
Cwriganal Destinakion: Address b I ] o
[#ryCannec_pacl i [+ Translated Destination: [arycannest_Pacl o [+
Original Source Port: ~ [ Translated Source Paort: ~
Original Destination Port: w g3 Translated Destination Port: &3
QK || Cancel

9oldluolwds |Js 3JdYe sop wesso FTD Jlg)le e g0 puwly 2yJs 1Jp)9, 030 9dsuv ARP

JJsdsd. bbb 96 ok gudpl wp.

Add NAT Rule
MAT Rule: Magnusl HAT Rule w
Typd: Stokic b
Desonpbon:

Interface Objects  Translation  PAT Pool

Clipve
[ pict to bt Happing

) Do mot proxy ARP on Destination Interface
o Perform Route Looku for Destination Interface
[ pnidrectinaat

4.168) 999 tIb.

- H

M Enabie

Advanced

In Catenory

¥ MAT Rulés Bifore v
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Overview Analysis Policies VEIGIEER Objects | AMP  Intelligence
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I-—I-D'E'NAT'PQ‘IH:? veu hwwe orsaved chasges

Show 'Warnings 3 Cancel
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Dieploy Policies Wersion: 2020-05-04 09:40 AM

¥ Device Inspect Interruption

Selected devices: 1

lJozdd pu lduoes
lJoyose [Juoliss

oJdosy AAA

> show running-configuration aaa-server
aaa-server LAB-AD protocol Tldap
max-failed-attempts 4
realm-id 5
aaa-server LAB-AD host win2016.example.com
server-port 389
Tdap-base-dn DC=example,DC=com
Tdap-group-base-dn DC=example,DC=com
Tdap-scope subtree
Tdap-naming-attribute samaccountname
Tdap-Togin-password *#*%*%%*
Tdap-Togin-dn ftd.admin@example.com
server-type microsoft

oJd9sy AnyConnect

Type

FTD

Group

Current Version ?

L

2020-05-04 09:16 AM



> show running-config webvpn
webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-Tinux64-4.7.03052-webdeploy-k9.pkg 1 regex "Linux"
anyconnect image diskO:/csm/anyconnect-win-4.7.00136-webdeploy-k9.pkg 2 regex "Windows"
anyconnect profiles Lab diskO:/csm/Tab.xml
anyconnect enable
tunnel-group-1list enable
cache
no disable
error-recovery disable

> show running-config tunnel-group
tunnel-group General type remote-access
tunnel-group General general-attributes
address-pool AnyConnect-Pool
authentication-server-group LAB-AD
tunnel-group General webvpn-attributes
group-alias General enable

> show running-config group-policy
group-policy Df1tGrpPolicy attributes
vpn-simultaneous-logins 10
vpn-tunnel-protocol ikev2 ssT-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value Lab
user-authentication-idle-timeout none
webvpn

anyconnect keep-installer none

anyconnect modules value dart

anyconnect ask none default anyconnect

http-comp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny-message none

anyconnect ss1 df-bit-ignore enable

> show running-config ss]
ss1 trust-point FTD-2-SelfSigned outside

IJlouold w@9les uvsluws [dezde WS 1J9uo9d oo AnyConnect 9ldwez 88 puol



!'55' Cisco AnyConnect Secure Mobility Client

Contacting ftd2.example.com.

ftd2.example. com Connect

{ﬁ:‘ Cisco AnyConnect | ftd2.example.com

o

Group: General

Username: | it.admin

Password: | =======s|

oK Cancel

!ﬁ:‘ Cisco AnyConnect Secure Mobility Client = .

Connected to ftd2.example.com.

ftd2.example.com Disconnect

00:00:12 IPv4

O @

User IT Admin »9z9> Ws IJpzesges AnyConnect Admins IJos J>sol 9,09J RDP |Js ¢lbp
Windows. 9p¢ 3JJ. Jsuw Jsso 29 1dsueed IJs HTTP.

lo Woz zduws god RDP g Firefox Josl IJghe swzldd pu I 03l lJeweede spduo ldsuosd IJs
IJglpe £y RDP W §b.



Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

! Remote DE:Skt-DP Ltser name
¢ Connection
Password
AN 216 o oo Damain:

Username:  None speofied

R h ¢ credertials
Yo will b askad for credentiaby when you connec [ Romember my crede

- & Problem oading page *

“— L ] @ @ win2016.example.com g noDO&x =

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few maorments.

* |f you are unable to load any pages, check your computer’s network
COnnection,

o |f your camputer or netwark is pratected by a firewall or praxy,
make sure that Firefox is permitted to access the Web, ‘

B 2lds wgwesd 1Usgad wluwedsle "euucspe ool IJpuwedse” 1Up9zes Bs pzesesd
PUVTEIPS AnyConnect |J3s0 L,_Spdgoe lJouesd [Js HTTP sdsuw IJs RDP. spdod IJoz 99
pu lu Bsles voz Idezde Vs IUsuosd Iuowe wliss IJedesd.




E Remote Desktop
=~ Connection

@ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:

1) Remote access to the server i not enabled
Comprrer win201E.mmmple.com r 2) The rereate computer is turned off
1) The rerote computes is nat available on the netwark

Userrame:  Mona speciied

Make sure the remote computér is iumed on and connected to the netwark, and that remote
You vl be asked for credentials when you connect,

access is enabled,

@ Shom Optic.. Comet || beb | [ox ][ ree

115 Windaws Server Pl 3F Options

<« & & @ & winZ016.examplecom e 0 i n O & &

i

BR Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

IJoedd wluwedsle lzsle louold FMC

s0b,l Jopdso ldouwasd B $sle> pwsluws Ideede Wldsuosd: $pdo ldoedd po loale
lJlouold Jls 2,36 0,9, wblog o030 1J99le>.

luedd |Js Analysis (IJegdsd) > Connections > Events.

Cverview EEUENEEE Policies Devices Objects | AMP  Intelligence Depl ., System Help * admin »

Context Explorer Connections v Intrisions » Files = Hosts * Uzers » Correlation » Advanced v Search

Events
Security Inbelligence Events

wew &we 1Jesd Jipsle Idleuold: wop ouodss Iduwedle Je)ue lesle IJleuold Jeuussd
oduss lJpedyple BYb.

ool lue suwobse 388 1u suvpe 2)IJ6 py9) RDP |Js IJgbe (TCP 9 UDP 3389). popl. s w,
80 2)Id 039, SYIU puEw.



Overview CUEINEEN Policles De Objects ~ AMP  Intelligence Deploy ; System  Heln v admin

‘Context Exploner Connections » Events Intrusions v Files = Haosts * Userg v Correlation * Advanced = Search

Bookmark This Page Repcet Designer Dashboard View Bockmsrks Search ©

Connection Events sith walfiow) S . 2174
Conractinnz with Application Cetyls @ Table View of Conmection Everts —= e S .
rpanding

* Search Constrarts (Edt Search Save Search) Disabled Columns

Jump teu.. v

] Action = Initiator = Indtigtor User 3 Responder Ingress ® Eqress = Source Pork f X Destingtion Fort f ¥
Ie e Seturily 2o Fecwrity fone ICME Tyt ICME Conls;

4 [ obow 100,001 54 it admin (LaE-0 DA admin, LDGE 19216511 outside-gone Egide-zone G247 b 389/ 1op

3 | _I Block 010,30 o i min [ -l [1% i, GF 19216211 gytcide-zone reife-zone GRa7a | bop 0o (hatoh S top

3 [ Bk 10.10.360 4 it admin (L6-6 04t adomin, LDGF 19718811 putside-zone cgife-zone GRETH ) bep 00 (habgh / top

# [0 Bhek 10.10.30.1 4 it admin {LAR-&DNtadonn, LOAF] 19216511 outside-zone wide-zone G276/ bop B {bitoh / bop

wldogwos Jeuwose leooh dpuwese spdud 1doedd pu ey 2)9é 09, RDP [Js 1Ughe
Slduwele vods 19, IJpods 80.

Overview JENEINNSIEE Policlies De Objects = AMP  Intelligence Deploy w System  Help v admin +

Context Exploner Connections » Events Intrusions » Files Hasts * Lisers » Carrelation v Advanced * Search
Bookmark This Page Repert Designar  Dashboard Wiew Boshmasks Search v

Connection Events fmith walkfiow .
i . §l 2020-05-0% 1a:14:17 - 2090-05-08 16-08:3% ]

e ipne with fApplication e I L4 N [x] F.c|"||'|||||']
® Szarch Constrairts (Bt Search Save Search) Dizabled Columns
Jump tou.. T
] Action ®  Initister *  [nebigtor User 3 Besponder ®  [ngress ® | Loress ® Soyrce Port [ ¥ Destination Pork £ 2
IE IE Sefurily Zone Fecurity Eone ICME Type ICMP Code:
+ L deck 10.20.00.1 5 test yser (LAB-A0\estuser, LOAP) ) 19236000  Sutside-zone inside-zone 62433 / bop 2305/ 0
B[] Alow 10.10,18.1 | per [LAE-A0hest, pmer, LA 192 165131 oubside-rone riside-zone g3d0a f rep A0 {ketol [ top

lweduuld IJlgble gl oJlzol
ouoese IJigble

Spdu ouvgsd vuoese IJigble 03l B CLI wuigsoos Jluwad vl igble o ol> 36 LDAP
9luodlzol: debug Idap 255.

Jlgwed ol igble Guslows IJoede B 19,09d Jogess Idpuwcéap sluodlzol: spdu wubésd
wuogse leble 22l zelss sgp IJuble Os Slisps Idogde Jopass uvow Juvelz w2ds 1))
9 pugol LubId sy pu9bE.

ouoese lgble LDAP 1JgloJs

[53] Session Start

[53] New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
[53] Fiber started

[53] Creating LDAP context with uri=ldap://192.168.1.1:389

[53] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

[53] supportedLDAPVersion: value = 3

[53] supportedLDAPVersion: value = 2

[53] LDAP server 192.168.1.1 is Active directory

[53] Binding as ftd.admin@example.com



[53] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[53] LDAP Search:
Base DN [DC=example,DC=com]
Filter [sAMAccountName=it.admin]
Scope = [SUBTREE]
[53] User DN = [CN=IT Admin,CN=Users,DC=example,DC=com]
[53] Talking to Active Directory server 192.168.1.1
[53] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example,DC=com
[53] Read bad password count 6
[53] Binding as it.admin
[53] Performing Simple authentication for it.admin to 192.168.1.1
[53] Processing LDAP response for user it.admin
[53] Message (it.admin):
[53] Authentication successful for it.admin to 192.168.1.1
[53] Retrieved User Attributes:
[53] objectClass: value = top

[53] objectClass: value = person

[53] objectClass: value = organizationalPerson

[53] objectClass: value = user

[53] cn: value = IT Admin

[53] sn: value = Admin

[53] givenName: value = IT

[53] distinguishedName: value = CN=IT Admin,CN=Users,DC=example,DC=com
[53] instanceType: value = 4

[53] whenCreated: value = 20200421025811.0Z

[53] whenChanged: value 20200421204622.0Z

[53] displayName: value = IT Admin

[53] uSNCreated: value = 25896

[53] memberOf: value = CN=AnyConnect Admins,CN=Users,DC=example,DC=com
[53] uSNChanged: value = 26119

[53] name: value = IT Admin

[53] objectGUID: value = &...J..0..2w...c

[53] userAccountControl: value = 512

[53] badPwdCount: value = 6

[53] codePage: value = 0

[53] countryCode: value = 0

[53] badPasswordTime: value = 132320354378176394
[53] TastLogoff: value = 0

[53] TastLogon: value = 0

[53] pwdLastSet: value = 132319114917186142

[53] primaryGroupID: value = 513

[53] objectSid: value = ............. {I...;..... j...
[53] accountExpires: value = 9223372036854775807
[53] TogonCount: value = 0

[53] sAMAccountName: value = it.admin
[53] sAMAccountType: value = 805306368
[53] userPrincipalName: value = it.admin@example.com

[53] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=example,DC=com
[53] dSCorePropagationData: value = 16010101000000.0Z

[53] TastLogonTimestamp: value = 132319755825875876

[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[53] Session End

oed, logile louold wglse LDAP

<{froot>

[-2147483611] Session Start



[-2147483611] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483611] Fiber started

[-2147483611] Creating LDAP context with uri=ldap://171.16.1.1:389

[-2147483611]

Connect to LDAP server: ldap://172.16.1.1:389, status = Failed

[-2147483611] Unable to read rootDSE. Can't contact LDAP server.
[-2147483611] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2
[-2147483611] Session End

IJzdod lJpzopds:

© 02dd pu lJoszso 9oi¢b= pu I FTD sodis luwoeles po Ebe LDAP.

© B 2lJs luwagsle LDAP Ig STARTTLS. wids pu lu yiolsé CA I3, 1JLozsed 0998 wol
w2 s Spdu |Jeld puoldzs SSL Luzle.

588 o suwoged IJeuslu 9psule Lozse: Bl op luvegsle luve IJpuosBd: Vo288 pu
B8>8 DNS gJss edo IUs guslu IP IJusese.

wvzd Iwl B DN o/ly Idps 1,9, £8) Loz ST

<tfroot>

[-2147483615] Session Start

[-2147483615] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483615] Fiber started

[-2147483615] Creating LDAP context with uri=ldap://192.168.1.1:389

[-2147483615] Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
[-2147483615] defaultNamingContext: value DC=example,DC=com

[-2147483615] supportedLDAPVersion: value = 3

[-2147483615] supportedLDAPVersion: value = 2

[-2147483615] LDAP server 192.168.1.1 is Active directory

[-2147483615] supportedSASLMechanisms: value = GSSAPI

[-2147483615] supportedSASLMechanisms: value = GSS-SPNEGO
[-2147483615] supportedSASLMechanisms: value = EXTERNAL
[-2147483615] supportedSASLMechanisms: value = DIGEST-MD5

[-2147483615] Binding as ftd.admin@example.com

[-2147483615] Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
[-2147483615] Simple authentication for ftd.admin@example.com returned code (49) Invalid credentials
[-2147483615]

Failed to bind as admi nistrator returned code (-1) Can't contact LDAP server

[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2
[-2147483615] Session End

IJed ldpzopd: ©zldd pu oIdoso JJpd 0,9, ouvesd 1Usgsd [Js DN souwzsd 1Usgsd wuvdJ
weese: Spdu ldoz 9l pu o3l Idlg)le gds elbp AD wluueesle ldp.exe. JJoz 8l pu lpdluss
oob euwle vuogle oluwegsle LDP. loug 1Ugbyle |Joldsé:

1. 1oé b gds Win+R gldoze go ldp.exe gJs élse AD



= Type the name of a program, felder, document, or Internet
= resou rce, and Windows will cpen it for you.

Open: | [FEE d

Cancel Browse...

2. veo lJlouold: 23> Connect.

£ Ldp - O

Connection | Browse View Options  Utilities  Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

MNUM




3.2 puo S peds JJghe 9ldpuds Idpoluve S lud) B8 p9ldé.

Connect

Server:

Fort:

QK

389

Connectionless
S5L

Cancel

4. sboy IUgp9s Idisp wuol subs) s louald vlee: luedd 1ds louald > b,

Connect...

ICﬂ-nnE::tiun Browse View Options Utilities Help

Bind...

Ctrl+B|

Disconnect

Mew
Save

Save Os

Exit

Ctrl+ M

id = Idap_open(Tlocalhost”, 38597,
Established connection to localhost.
Retfrieving baze DSA information. ..

Getting 1 entries:
Dn: (RootDSE)

L2 |dap://win2016.example.com/DC=example, DC=com — L] et

configurationNamingContext:
CH=Configuraticn, DC=example, DC=com,
currentfTime: SM1/2020 4:18:55 PM Eastern Daylight
Time;
defautNamingContext: DC=example DC=com;
dnsHostMame: winZ016.example.com;
domainControllerFunctionality: 7 = { WINZ018 ),
doemainFunctionality: 7 = { WINZ201E ),
deServiceMame: CHN=NTDS
settings, CH=WINZ018, CN=5ervers, Ch=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COm,
forestFunclionality: 7 = [ WINZ01E J;
highestCommittedUSH: 13410,
izGlobalCatalogReady: TRUE;
izzvnchronized: TRUE,

iHanServiceName: examnle com win?0168



5. 20 sl wuwsb &p 23 puvede puwle IUsdsd 99Jes 1Je)9). sludy W98 OK.

Bind it
User: ftd. admin@example.com
Password: TI11111L
Domain:
Bind type
() Bind as currently logged on user
() Bind with credentials

[_) Advanced (DIGEST)

Encrypt traffic after bind

Advanced Cancel

wluwegsle job ulge: sbo, LDP o059 J: DOMAIN\username



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

Susz 0 p2lads Idrwb Lluwe pumctse £ Loz Is Ydps p19) Es) LORSTE S ped
IJlCusy Idd3so uslopl oul.



Connection

£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Browse View Options Utilities Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

ogd) eds ehbp LDAP Idg ey, eds luwe IJpuweope

<#root>

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Base DN = [dc=example,dc=com]

Filter
Scope
[-2147483612]

Search result

[-2147483612]
[-2147483612]
[-2147483612]
[-2147483612]

Session Start

New request Session, context 0x00007f9%9e65ccdc40, reqType = Authentication

Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1

LDAP Search:

= [samaccountname=it.admi]

[SUBTREE]

parsing returned failure status

Talking to Active Directory server 192.168.1.1

Reading password policy for it.admi, dn:

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1




[-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1
[-2147483612] Session End

lJed Ipzoed: w288 pu 1o AD spduo IJews) eds Ipuwctse o Iz 1ss op woluwbs
FTD. 900 lJppdu [ swp 03l pg ldp.exe lsol.

1. ve> 1ol wuzle Jel 09 pasoe ledlo: oo dd Is 0o > Lvzss.

L2 |dap:/fwin2016.example.com/DC=example, DC=com — O >
Connection  Browse I View IDptin:uns. Utilities  Help
Tree Ctrl+T
Enterprize Configuration laxPoolThreads;
ztz; MaxDatagramRecy,
" Status Bar awTimeout;

nidleTime; MaxPageSize;
5. MaxueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultSetSize; MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPYersion (2): 3; 2;
supportedSASLMechanisms (4} GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS,

Set Font...

res = ldap_simple_bind_s(ld, "ftd. admini@example.con,
zunavailable=); #f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2.2>> DN |Jiuu|w§ lJ3s wp wdsuoe eJs FTD ¢p lud) 999 p9ld§

Tree View X

BaseDN [Eﬂ:wmwl e

Cancel

3. 108 wiy Iplouw IJispo 58 DN IJigwluus & lod) 896 wze.



£3 Idap://win2016.example.com/DC= example,DC=com

Connection Browse View Options Utilities Help

- O X

0] DC=example, DC=com

Create a new document

Search Ctrl+5
Virtual List View

Delete Ctrl+D
Modify Ctrl+=M
Meodify DN Ctrl+R
Add child Ctrl+A
Compare

Advanced

Copy DN

Copy Ctri+C
Select all

Clear output Ctri+N

cipals, DC=example, DC=com;
11D2B94AA00C04F7IFS05:CN
=gxample, DC=com;
=110297C400C04FDEDSCD:C
igxample DC=com;
A1D1ADEDOOCO4FDEDSCD:C
=gxample DC=com;
J1D1ADEDOOCO4FDEDSCD:C
abe DC=com;
A1D1AA4BO0CO4FDTDEIAD
3.DC=example, DC=com;

1101 ADEDOOCO4FDEDSCDC
ample DC=com;
M1D1ADEDOOCO4FDEDSCD:C
e DC=com;

0 3:43:55 PM Eastern Daylight

2:41:57 PM Eastern Dayiight

(sl

4. 235 0B w BSpe DN IJiuwl wsé. Filter. 9Scope Jpol wlbo, Bs wuopse IJigble.

WO o3l IJpeld: o3e:

« Juwds DN IJiwl uss: dc=example.dc=com
* glod IJo o so: samaccountName=it.admi

c IJubly:ldyvg)s 1JB,es0



£2 Idap://win2016.example.com/DC=example,DC=com - O X
Connection Browse View Options Utilities Help

Search X JC=example,DC=com; X
8811D1ADEDOOCO4FDEDSCDC
\DC=gxample DCxcom;
8811D1ADEDOOCO4FDEDSCDC
ample DC=com;
D211D1AA4B00CO4FDTDEZAD
jers, DC=example DC=com;
5881101 ADEDOOCO4FDEDSCDC
rgxample, DC=com;
B&811D1ADEDOOCO4FDEDSCDC
mple.DC=com;

1020 3:43:59 PM Eastern Dayfight

! )20 2:41:57 Pif Eastern Daylght

idap_search_s(id, "DC=example DCxcom™, 2,

"sAlMAccountName=i.admi”, attrList, 0, &msg)
Gefting 0 enlries:

Ready

Sweo LDP g6 0 [agldle wlb,l Jgse 9295 euwle puwegse pe SAMAccountname it.admi I wes]
DN IJiul_u.s=example.dc=com.

wbo, peleds ig,s pe SAMAccountname it.admin |J ozsz wosed peoduwds. swps LDP g b¢lJ
9lz> wpe DN=example. dc=com IJi_wl_uvs 9sbowg DN JJpuweése.




57 |dap://win2016.example.com/DC=example,DC=com — [ >
Connection Browse View Options Utilities Help
soe1 TDTADEDOOCO4FDEDOCDC
== |DC=example, DC=com;
281101 ADEDOOCO4FDEDSCD:.C
Base DN: | DC=example,DC=com + || Bmple,DC=com;
021101 AA4B00C04FDTDE3A0
Filter: sAMAccountMame =it admin ~ || lers,DC=example, DC=com;
5531101 ADEDOOCO4FDEDSCD.C
“iliz remample, DC=com;
Ogase (OoOnelevel |@® Subtree 6881101 ADEDOOCO4FDEDSCD:C
mple, DC=com;
Attributes: | objectClass;name;description;canonicalName | [020 3:43:58 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options Run I Close
=Erearching...
ldap_search_s(ld, "DC=example, DC=com”, 2,
"sAMAccountMame=it.admin”, attrList, 0, &m=sg)
Getting 1 entries:
Dn: CH=IT Admin,CN=Users,DC=example,C=com
canonicalMame: example.comiUsersdT Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
user;
W
Ready

JJpo 1Up)r9s €8s worses Jluwe Idpuweise

<tfroot>

[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
[-2147483613]
Base D
Filter
Scope
[-2147483613]

Session Start

New request Session, context 0x00007f9%9e65ccdc40, reqType = Authentication
Fiber started

Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: Tdap://192.168.1.1:389, status = Successful
supportedLDAPVersion: value = 3

supportedLDAPVersion: value = 2

LDAP server 192.168.1.1 is Active directory

Binding as ftd.admin@example.com

Performing Simple authentication for ftd.admin@example.com to 192.168.1.1
LDAP Search:

N [dc=example,dc=com]

[samaccountname=it.admin]

[SUBTREE]

User DN = [CN=IT Admin,CN=Users,DC=example,DC=com]

[-2147483613] Talking to Active Directory server 192.168.1.1




[-2147483613] Reading password policy for it.admin, dn:CN=IT Admin,CN=Users,DC=example,DC=com
[-2147483613] Read bad password count O

[-2147483613] Binding as it.admin

[-2147483613] Performing Simple authentication for it.admin to 192.168.1.1

[-2147483613]

Sinple authentication for it.admn returned code (49) Invalid credentials

[-2147483613] Message (it.admin): 80090308: LdapErr: DSID-0C09042A, comment: AcceptSecurityContext erro
[-2147483613]

Invalid password for it.admn

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1
[-2147483613] Session End

IJed Ipzeed: c2dd pu wdsso Jddps o9, Idpuwedse wuvdd uozse 9pu €30 luwole
wodleswol. 99el 09 1Jzld pg DN 1JglLe wouwzsd 1U589d: 890 FTD wowlo AD Olgweisle
wslulo lewe [Jpuuegse.

Jol spdu 1Jdsle o3l 1ol B ldp JJozdd pu 1o AD $ls, eds Ideg,d eds oduw

wvslule lgwpls lyup |J|ou.uoé_.)ero 99Jpo 1Jp)9). swp &Huo IJgbsle 1Jesg9sre s LDP s DN
ouwesd 289d ol IUSuwe 919 IJeé 1pi9) Es) Loz STs.

NJluolds |Js 3dYe spdo polzes guedlo ghoo Izale glse Microsoft Jwow WBuvd peopd.
leool, AAA

Spedu luwwesle LJilo_) test aaa-server Jpegldlé pzlodé pol> 96 oo FTD Gluwegsle luwe punedse
99JJpd p)9) pTIdS8U. Spdu luwedsle o3l Jigool) eldle wuud Idleuold 19 1Jeuol> 6. 1Jle) 09
ltowl puolb 86 ¢l aaa [AAA-server] IJposw [AD IP/hostnamel.

<tfroot>

> show running-configuration aaa-server

aaa-server LAB-AD protocol ldap
realm-id 7

aaa-server

LAB- AD
host
wi n2016. exanpl e. com

server-port 389

Tdap-base-dn DC=example,DC=com
Tdap-scope subtree
Tdap-Togin-password #%*%%*
Tdap-login-dn ftd.admin@example.com
server-type auto-detect

> test aaa-server authentication
LAB- AD

host



wi n2016. exanpl e. com

Username:

gpdslo ldodlb 1Jze

it.admin
Pas SWO r-d . L X% 3183
INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

sedu luwepdle pzesele 1Jeipe JJo2ds po ledloss IJsuesd IUs ¢lbe AD. 131l 250 LDAP
FTD. 9JJo Jl w9gs luwogles B9 suvs) d3JY IJs puvdds Os IUwgzso.

sbo, IUIJo@lb 2,J8 0,9, LDAP wuliss IJleglo.

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known via "connected", distance 0, metric O (connected, via interface)

Routing Descriptor Blocks:

* directly connected, via inside
Route metric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture
capture AD type raw-data interface inside [Capturing - 0 bytes]
match tcp any host 192.168.1.1 eq ldap

> test aaa-server authentication LAB-AD host win2016.example.com username it.admin password ##*##*%

ke

INFO: Attempting Authentication test to IP address (192.168.1.1) (timeout: 12 seconds)
INFO: Authentication Successful

> show capture

capture AD type raw-data interface inside [Capturing - 10905 bytes]

match tcp any host 192.168.1.1 eq ldap

> show capture AD

54 packets captured

23:
23:
23:
23:
23:
23:
23:
23:
23:

O oo NOYUUVLIDS WN R

[...]

02:
02:
02:
02:
02:
02:
02:
02:
02:

16.
16.
16.
16.
16.
16.
16.
16.
16.

770712
772009
772039
772482
772924
772955
773428
775030
775075

54 packets shown

192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

PR RPRRRRRRR

.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.
.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.
.17.61960 > 192.168.1.
.1.389 > 192.168.1.17.
.17.61960 > 192.168.1.

1.389:
61960:
1.389:
1.389:
61960:
1.389:
1.389:
61960:
1.389:

3681912834:3681912834(0) win 32768
491521506:491521506(0) ack 36819128

. ack 491521507 win 32768 <nop,nop, ti

3681912835:3681912980(145) ack 4915
491521507:491522141(634) ack 368191

. ack 491522141 win 32768 <nop,nop, ti

3681912980:3681913024(44) ack 49152
491522141:491522163(22) ack 3681913

. ack 491522163 win 32768 <nop,nop, ti



wedle gbuo lzsle Windows Server

Spdu o w9, wedle ghus IJlzsle gds ébp AD pedsple 1Ue, oduosdl 29d uvww 2298
O,

1. Joze g0 ebuo Idipsle sl wlze.



Best match

Event Viewer
Deskiop app

Lettings

Yiew event logs
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