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Overview Analysis Policies JxE{-F0 Objects @ AMP Intelligence @, System Helpv admin ¥
Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

Name Domain Enrollment Type Status

Add Certificates
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https://tools.cisco.com/bugsearch/bug/CSCtx42595

Add Cert Enrollment

Name*

Description

[ crmormaion RS

Enrollment Type: SCEP

Enrollment URL:* http://

Challenge Password:

Confirm Password:

Retry Period: 1 Minutes {Range 1-60)
Retry Count: 10 {Range 0-100)

Fingerprint: Ex: e67d542 e355586¢ a758e7ch bdcdddS2

Allow Overrides

3. 23> w9g IJouwesd 1Us39s 9due® uwolssé CA (Idgwoelss IJos s9ue> wol wsdse CSR).



Add Cert Enrollment T

Mame* Arrpoonnect -cerbifhate
Drescriptisn
ICXCEETT) certificate Parameters  Key  Revocation
Ennalimant Typss Manual b
CA Certificate: FICshlhuruRDywkEBaMdgaDiiz
A3k I TURY bW WAXMTGNDRVWGIBZ L svish DK Beghlzeut
ROVESGINETZ2
VTS D ghir TS KHESam B XY XUG IMODPGZ PERSTATO v
VLSP + vHGmEX
GEwEFsKLZay 27480/ 1IG2LgROTADKE + JwbS TDGSKAmIZSIghe GiP
LhENF Dy BV

BOjURrndSvz(DRSgS0 -+ HINEmMIER g2 0wrtiZpD4Mpaabyhr + hEper

NMYhIVBOTER

FEeMSOIGhh P mMORGA TEEERTY Vb4 CLAWB Heg DDV
TPOcHS

SO IRMWREEA] 1 HEImHOHR J6D0nmgudx+ TZRY enowmSKILL PLEW
A2 el Yerdalal

W2 CDUBRCH Y DC v S E BT S SrAD Tirdk 2 nixr JT 1 SLgARL)
LK TGHL

BEVREYACKVYE Twim =
< END CERTIFICATE ==

Alicrw Choprridies

Save | Cancel
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Add Cert Enrollment ? %

Mame* Anyconnect-certificate

Description

CA Information el il i 8 FATRT TN Key  Revocation

Include FQDM: Use Device Hostname as FQDM hd

Include Device's IP Address:

Common MName (CM): VPN.CISCo.Com
Organization Unit {(OU): TAC
Organization (0): Cisco

Locality (L): M

State (ST): Mexico
Country Code (C): M

Email {(E):

Include Device's Serial Number

Allow Overrides

Save | | Cancel

5. 225 edlpd IJowssy p9clz 9225 wog Idpcle. spdud lRosh Idluve slUzze. ldouwes Us
RSA. g 2048 Ulse pobdul bos.

6. 233 Wb 98 wuldss IJzols 9oz wuwzsd CERT za TrustPoint IJos wp logildel JJws.
223 luolws Jogivy Idgvolse.




Add New Certificate ? X%

Add a new certificate to the device using cert enrollment object which is used to generate CA and
identify certificate.

Device™*: FTD-Virtual w

Cert Enrollment®*: Anyconnect-certificate b l@

Cert Enrollment Details:

Mame: Anyconnect-

certificate
Enrollment Type: Manual
SCEP URL: MA

7. B £095 1JelJé: 235 158906 [Jpg rd 9235 wEp Jluuile CSR Jpl 09 p9 o B [Jo9,6.

Warning

“p 4 This operation will generate
Certificate Signing Request do you
want to continue?

e ([

8. luuwé CSR 9598580 pe CA Ipd o Jssd (8Js uwesd IJpeld. GoDaddy Iy DigiCert).

9. vy luwedle yuolss IJogsd pu IJpsze Idpuod8 O1U3s Sew i SYIU vouuwsy baseb4).
2 luwog)luo Jvolss 1Jegss 9235 pdly Iduibol>s Ws IUdpwssc) IUpeds. 225 luves)hs.



Import Identity Certificate ? X

Step 1
Send Certificate Signing Request {CSR) to the Certificate Authority.

Certificate Signing Reguest [(Copy the CSR below and send to the Certificate Authority):

----- BEGIN CERTIFICATE REQUEST-----
MIICSTCCADOCAQAwWe]ELMAKGAILUEBRMCTVgxDzANEgNVEAGT Bk1leGljbzELMAKG
ALUEBxMCTVgxFAUBgNVEAMTDXZwhisjaxNiby5ib20xDiAMBgNVEACTBUNDPCZ N
MOwwCgYDVOQLEWNUQUM=FzAVEgkahkiGIwWIBCQIWCGNpc2ZNWYXNhMIIBIjANBgkg
hkiGSwWiBAQEFAAQCAQEAMIIBCgKCAQEAZgnRRUSLjeufjMoVwlulFx5CPRpTICRR
gQTldekUallDdMBYqD208CeXLVSsYMLIKEY 2)gsb kX, +uGzg4Cld34T1Wabs 1iml
9dS0IE3bkpY +VWVEQKvd2PRdIXrSW 7 EQIFUZfiS7uQzioZ uLFCGo2be T 3UL 4V

HUXEzuwHsTMERgZSBK18CTILESaMImiPwWIUXSI/MUNNh=SIR7UNISCEj7UdYV+dv
ink FERMARERI IvE 772 1EY A SRl MEazEH 7Y TTAYR FhOid b EURH TuaERM A ed SEW

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | Anyconnect-Document.pem Browse Identity Certificate

Impaort Cancel

10. pz Wlgwes)ls sesd, JdJ po CA 5 ID Certificate JJg, 0.

Overview Analysis Policies JeISUIEEN Objects = AMP  Intelligence Deploy ., System Helpv admin ¥

Device Management NAT VPN * Qos Platform Settings FlexConfig Certificates

D Add
Name Domain Enrollment Type Status
4 &l FTD-Virtual
Anyconnect-certificate Global Manual LCa| [&,1D 20 @

lJglbes 2. odosu ¢lbe RADIUS

B lz0js FTD IJos wop blhool woluwbs FMC. $lesé wslule [Jpuuegsp lJpedss €Sy p2£906.
Sew luvopsle bysds puol> 86 1) pod RADIUS Iy LDAP.
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Add RADIUS Server Group ? X

Name:* Radius-server

Description: |

Group Accounting Mode: ‘Single v

Retry Interval:* 10 ' (1-10) Seconds
i \ -

Enable authorize only

Enable interim account update

(1-120) hours

Enable dynamic authorization

(1024-65535)

RADIUS Servers (Maximum 16 servers)

(+]

No records to display

[ Save ] [ Cancel

2. §p wogssu luvp 1Js pzeses g9be Radius siuod guslo IP Jghbe Radius pg pu) pube,d
(sdje 929> uw) puvend JIG)lu FTD pg e Radius): 2> b wpz)s 1Yo pld o3l 1dupssz Jel 09
P9ULPT B 1Jues)s.



New RADIUS Server

IP Address/Hostname: * 192.168.10.34|
Configure DINS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* 1812 {1-65535)

Key:* Il

Confirm Key:* I

Accounting Port: 1813 (1-65535)

Timeout: 10 (1-300) Seconds

Connect using: © Routing ~ Specific Interface ()

Default: Diagnostic Interface

Redirect ACL:

3. 09, IJIo pedsple glse RADIUS s ($liseb 2150 RADIUS Jpl 09 p9 0z 8.5 [JLo9.6.



Add RADIUS Server Group

MName:*

Description:

Group Accounting Mode:
Retry Interval:*

Realms:

Enable authorize only

Enable interim account update

Enable dynamic authorization

Radius-server

Single

10

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

152.168.10.34

IJsbo96 3. logble oz IP

1. lvedd lds IJdlsole > bhe Iddlisole > wepegle Igolsse > |uolws wepele IPVA.

(1-10) Seconds

Save

Cancel

2. §p w0eSsSU luwe 90bls eolysy IP 9l sdse 2dd IdB8ule 9JI0 spdu weasso Jol o9

£9LPT SIS 1Juoy)s.



Add IPv4 Pool ? X
Name* vpn-pool

IPv4 Address Range* | 192.168.55.1-192.168.55.253
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask 255.255.255.0

Description

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address conflicts in case of object is
shared across multiple devices

Save Cancel

IJgbo96 4. |ouble pJod o s XML

1. e wouisd bls ez pdle 1Jog)sd pu esde IJosyw Cisco.com 9§e wouésd
lJoboss.

2. 85 wbosy pe pdY IJog)sd luodd IJs Slises 1Ugglbe 9233 [uolbs Jpl o9 p9 oz S
1Juo9,6.

. VPN

Server List
53} Preferences (Part 1)

+* Preferences (Part 2)
(& Backup Servers

) o Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins
B Certificate Pinning

E Certificate Matching
,Q, Certificate Enrollment
[ Mobile Policy

25 Server List

Note: it is highly recommended that at least one server be defined in a profil Delete

Edit... Details

3. 8p woessu luve 502 19 luwe peld edod LIdled (FQDN) Iy gusle IP 9235 9188 Jel 09
P9 O IJuoy)e.



Server List Entry
Server  Load Balandng Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information

Display Mame (reguired) Corporate - FTD {SSL}| Primary Protocol 350

FQDM or IP Address |ser Group ASA gateway

Auth Method During IKE Megotiation

Vpn.dsco, com / sl

Group URL IKE Identity (IOS gateway only)

Backup Servers

EAP-AnyConnect

Host Address Add
Mowve Up
Mowe Down
Delete
K Cancel
4. lpooz IUbEIJ UG prissl s Blispesd [Uglbe:
4 .
gg“ » Server List
i Preferences (Part 1) . .
3 preferences (vart 2) Profile: Untitled
Backup Servers
I+ Certificate Pinning ] ) ) !
=T Certificate Matching Hostname Host-.ﬁ.ddress User Group Bal:kup- Server ... SCEP Mobile Settings Certificate Fins
ZJ Certificate Enrollment Corporate - FTD (S5L) wpn. Gisco. com sl -~ Inherited --
Mobile Palicy
- aiel Server List
MNote: itis highly recommended that at least one server be defined in a profile. Add... Delete
Edit... Details

5. luedd lds pdd > 200b Clgwpe.

pdlebd: ledb pJS IJog)sO Cluve spdu ldogrd edso wuwosds wluvele pded.

lJglo9s 5. wepsd pdd wg s AnyConnect XML



1. 8s FMC. luodd IJs Jlsole > s IJIlse > VPN > o Jd AnyConnect > | ol96 o Jd
AnyConnect.

2. §p wogssu luwe JJIlso 9lod) luwegsluo. 22 p9de pdDd cersd Igpsd Ss wbled
lJpeds 923> pldb.

.& oedsyl olds pu weass pdd we,s £psd AnyConnect Jugg 1Jpdus.

Add AnyConnect File H
Name:* Corporate-profile(SSL)
File Name:* FTD-corp-ssl.xml Browse..
File Type:*
Description:
Save Cancel

lJglb9es 6. wepsd w29, AnyConnect
1. oussd wes 1oy ewn IJsse (PKY) pu Lo d26 Idsse 1JElues woussdle Cisco.

AnyConnect Headend Deployment Package (Mac 26-Jun-2019 51.22 MB + .
0S) B

anyconnect-macos-4.7.04056-webdeploy-k9.pkg

2. luodd IJs Jlsule > o IJJlksy > VPN > »Jwd AnyConnect > | olw96 oJwd AnyConnect.

3. 8p wogSSU luwe Jpdud gjedé AnyConnect 9235 pJd .pkg pu ublpd IJpeds: wpz)d wgdss
lJpJus.

4. 25 e b.



Add AnyConnect File ? X

Mame:* MAC4.7

File Name:* anyconnect-macos-4.7.04056-webdeploy-k9 || Browse..

File Type:* v

Description:

| Save | | Cancel |

pdlzbs: spdy wzesd gie luoldss lpwoubl IUs pobdoled (Windows 9 MAS g Linux).
lJglogo 7. pgldez Remote Access VPN

lweobl lJs 1Jgbsle IJguluds: spdo loule "eeldz 1Usuosd 0 wes" 988l J3JJ.
1. loodd [Js IJizesé > VPN > 1s oo g0 wes.

2. 5p woessu luve wor 1J9uo9d g0 we> 923> zols FTD pu Ilzess IJpclzs.
| overview Analysis Policies [CYMWERRY Objects | AMP Inteligence , System Helpv adminv

Device Management MNAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

€) Policy Assignment (2) Connection Profile > (3, AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

Thig wizard will guide you thraugh the required minimal steps te configure the Remote Access VPN palicy with () Before You Start

@ now user-dofined connection prefile,
Before you start, ensure the following

configuration elements to be in place to
MName:® TAC complete Remate Access VPN Policy.
Authentication Sarver

Configure feaim or RADJUS Server Groyp
to authenticate VPN clients.

Description:

AnyConnact Cliant Package
Make sure you have AnyConnect package
Targeted Devices; Avallable Devices Salected Devices for VPN Client downloaded or you have
the relevant Cisco eredentials to download
, Search gl FTD-Virtual | it during the wizard,

WPN Protocols: SSL 8 i1Psec-1KEV2

Daevice Interface
Interfaces should be already configured on
targeted govices so that they can be used
as a security zone of interface group to
enable VPN access.

Next Cancel



3. 8p woESSU luwe o we)rsI IJloold (Iuve pdO wg)sS Idlouold 09 luwe pesed
IJoBG8): 223 ebp IJpuolb 86 sozpele IJeulase Jol 09 psgor Ss IUuesss.

Overview Analysis Policies grlUTCEl Objects = AMP  Intelligence Deploy , System Help v admin ¥

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment €) Connection Profile (3) AnyConnect > (4) Access & Certificate > (5) Summary

Remote User

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the tunnel itself, how AAA is
accemplished and how addresses are assigned. They also include user attributes, which are defined in group policies.

Connection Profile Name:*  TAC
This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN connections.

Authentication Method: AAS Only il

Authentication Server:* Radius-server v | @~ (Realm or RADIUS)
Authorization Server: Use same authentication server ¥ @ (RADIUS)
Accounting Server: v @ (rRaDIUS)

Client Address Assignment:

Client 1P address can be assigned from AAA server, DHCP server and [P address pools. When multiple options are selected, 1P address
assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:  vpn-pool &
IPvE Address Pools:

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is established. Select
or create a Group Policy abject.

Group Policy:* RemoteAccess-GP-551L v 2
Edit Group Policy

Back Next Cancel

4. 2> + 1,05 Jloysle vog lJpepsgs.



Add Group Policy

?
Name:* RemoteAccess-GP
Description:
m AnyConnect  Advanced
VPN Protocols VPN Tunnel Protocol:
IP Address Pools Specify the VPN tunnel types that user can use. At least one tunneling mode must be
Banner configured for users to connect over a VPN tunnel.
DNS/WINS SSL

Split Tunneling IPsec-IKEv2

| Save | | Cancel

5. (Iesbs) spdo odosu wzee £uldsu IP peds B luvluw uusluws 1Upzeses. Bs 2ls g0
odysuol swp w9yse Idogee pu ldogpee 1U3s wp odysuo Bs pdd wg)su IJloold
(p2pogsd IJUsd).



Add Group Policy ? X

Name:* RemoteAccess-GP

Description:

m AnyConnect  Advanced

VPN Protocols 1P Address Poals: L+

IP Address Pools Name IP Address Range

Banner .
vpn-pool 192.168.55.1-192.168.55.253 & O

DNS/WINS

Split Tunneling

| Save | |

6. Jo3l IUuwsubsy swp wzse 2yIds w9 lduslule olddlpd o) IUud @ 9s0p wESSU
wwsluwd louold IPVA 1Jo S 1dpduwe JJuwele Jeese 0096 1Upas) v 1Jus Jel 03 ps oz
IS IJues)s.



Edit Group Policy

Name:* RemoteAccess-GP-550L

Description:

L0 AnyConnect  Advanced

VPN Protocols 1Pv4 Split Tunneling: Allow all traffic over tunnel v
IP Address Pools ) )

IPv6 Split Tunneling: Allow all traffic over tunnel b
Banner
DNS/WINS Split Tunnel Network List Type:
Split Tunneling Standard Access List:

DNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel policy v

Domain List:

| Save | | Cancel

7.2 pdV ogrsd xml Jpdd wg)sd AnyConnect 935 e db Jpl 09 p9 oz B 1Juo9)6.



Add Group Policy ?

Name:* RemoteAccess-GP-5S5L
Description:
Profiles

AnyConnect profiles contains settings for the VPN client functionality and optional
SSL Settings features. FTD deploys the profiles during AnyConnect client connection.
Connection Settings Client Profile: Corporate-profileS5L v \.:;)

Standalone profile editor can be used to create a new or modify existing AnyConnect
profile. You can download the profile editor from Cisco Software Download Center.

| Save | | Cancel

8. 23> L29, AnyConnect | el 9w luwaubl lJs polbdole IJoble lJogvgsds: g3 IJolds |
IJper9006 S 1Ju09,6.



Overview Analysis Policies geiUT«-T-8 Objects

AMP Intelligence

Deploy o System Help v admin v
Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard
1 " o
(1) Policy Assignment > (2) Connection Profile €© AnyConnect (4) Access & Certificate > (5) Summary
= L_JE|E|S|
L - Ei—- =p’lc
Remote User AnyConnect Client — TS VPN Device Corporate Resources
%Q
AAA
AnyConnect Client Image
The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN connection is
initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.
Download AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons )
[/} AnyConnect File Object Name AnyConnect Client Package Name Operating System
v Mac4.7 anyconnect-macos-4.7.04056-webdeploy-k9...  Mac 0s v
Back Next Cancel

9. 22> pulb 86 1Jisly, sDeviceCertificates:

e sesu ol wuvdsd IJého eds ls IJ VPN swos 9lduiolss 1o sJ9u @spe
eJs SSL wyosd.

pdlebbs: B 03l IJuwsobss: sop wdsso FTD Jesp Beuo ls 2yds ey9) VPN. sezlys gsh
wwsluwle Iopde Vs 1dsuo9d (ACP) Iss we wess) ebybeo.



Overview Analysis Policies grIAUTL-T-8 Objects = AMP | Jeploy System Help v admin ¥

Device Management NAT VPN » Remote Access Qos Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect (5) Summary
[ o 1
H =
Internat

_ EEE
Remote User AnyConnect Client o .

Outside vy pevice 1™ Corporate Resources

5

AR
Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* outside > | -

Enable DTLS on member interfaces

Device Certificates
Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment;* Anyconnect-certificate v @

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to
bypass decrypted traffic from the Access Control Policy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and authorization ACL downloaded from
AAA server are still applied to VPN traffic.

Back Next Cancel
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AMP
Qos

admin »

Overview Analysis Policies fEYLEN Objects

NAT

Intelligence Deploy System Help v

Device Management VPN » Remote Access Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate

19

d}];[o

©- -
Remote User AnyConnect Client Intermat Outside vy Davice Inside
%a
AMA

Remote Access VPN Policy Configuration

Firepower Management Center will configure an RA VPN Policy with the following settings

MName:
Device Targets:
Connection Profile:
Connection Alias:
LLTH
Authentication Method:
Authentication Server:
Authorization Server:
Accounting Server:
Address Assignment:
Address from AAA:
DHCP Servers:
Address Pools (IPvd):
Address Pools (IPvG):
Group Policy:
AnyConnect Images:
Interface Objects:

Device Certificates:

TAC
= FTD-Virtual
TAC
TAC

AAA Only
=0 Radius-server

=o Radius-server

.I.,,:., vpn-pool

=8, RemoteAccess-GP-SSL
| MAC4.7
IS outside

[T Anyconnect-certificate

Additional Configuration Reguirements

After the wizard completes, the following
configuration needs to be completed for VPN to
work on all device targets.

@ Access Control Policy Update

An Access Control rule must be defined to
allow VPN traffic on all targeted devices.

(L) NAT Exemption

If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
traffic.

L) DNS Configuration

To resolve hostname specified in AAA Servers
or CA Servers, configure DNS using FlexConfig
Palicy on the targeted devices.

@ Port Configuration

S5L will be enabled on port 443.

IPsec-IKEv2 uses port 500 and Client Services
will be enabled on port 443 for Anyconnect
image download.NAT-Traversal will be enabled
by default and will use port 4500.

Please ensure that these ports are not used in
NAT Policy or other services before deploying
the configuration.

.. Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZone object "outside’

Device Identity Certificate Enrollment

Certificate enroliment object ‘Anyconnect-certificate’ is not installed on one or more targeted devices.,
Certificate installation will be initiated on the targeted devices on finishing the wizard. Go to the Certificates
page to check the status of the installation.

Back Finish Cancel
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1. 1lvodd IJs Jlsule > Guods > |ols Gvwds > | olds Jlisy Jel 09 p9 oz O 1Juo9,) 6.

New Network Object

Name vpn-pool

Description

Metwork Host

Range O Network

192.168.55.0/24

Allow Overrides

FQDN

Save Cancel

2. luoowd IJs Idgol; > NAT. 9235 uwsluwé NAT IJos swp luwegslpol woluwlos [Jgol) lJpgus:

939 wluuble zpds 22526.

% pdlzbo: suodd wxdd 2yJs 1dey9) pu IUsIEJ IJs 1UEDz.

Add NAT Rule
NAT Rule: Manual NAT Rule
Type: Static
Description:
Interface Objects BRIclEELG]

v Insert: In Category

W & Enable

¥ | NAT Rules Before v

Available Interface Objects &

, Search by name

aa calo-internal-outside
= inside-zone
aa outside-zone

,outsideFW

PAT Pocl  Advanced
Source Interface Objects (1)
a3 inside-zone o
Add to
Source
IAddtol
i Destination

......................................

Destination Interface Objects (1)

aa Outside-zone |

oK Cancel
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Add NAT Rule ?
NAT Rule: Manual NAT Rule hd Insert: In Category ¥ | MAT Rules Before v
Type: Static v Enable
Description:
Interface Objects [ [iE L[ PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* FTDw-Inside-SUPERNE v 2 Translated Source: Address b
FTDv-Inside-SUPERNE v
Original Destination: Address hd
vpn-pool v @ Translated Destination: vpn-pool v
Original Source Port: v Translated Source Port: v 2
Original Destination Port: v Translated Destination Port: v
0K Cancel

4. olds po wussd IJgsble (Jpl 09 p9uoe Bs 1Jue9,6) Jopdso Iduee o ldpuwly 9w90
9Jsd Vs $lgss nat. 235 p9ld 9 Jpl 09 p9 oz WO IJuo9)s.

Edit NAT Rule

NAT Rule: v Insert: In Category v st

Type: Static hd @ Enable

Description:

Interface Objects  Translation  PAT Pool [LU0TE (=T

IPvE

o not proxy ARP on Destination Interface
erform Route Lookup for Destination Interface

Unidirectional

OK Cancel

5. 03l 09 vuseEd Judssy luwowule NAT.

2. inside-zone

1 a Static

%, outside-zone g FTDv-Inside-SUPERNE g vpn-pool & FTDv-Inside-SUPERME g vpn-pool
4 route-loakt

4 no-proxy-a
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Name FTDv-Inside-SUPERNE

Description

Network () Host (O Range (® Network () FQDN

10.124.0.0/16

Allow Overrides [ ]

Name vpn-pool|
Description
Network () Host () Range ® Network () FQDN

192.168.55.0/24

Allow Overrides [ ]
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gesd AnyConnect IJs esd s esde ehzs eds Idloc,oo: Blu NAT (Is U-turn) IJpuwdsd o
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Sew luuwle Jlsy wepe VPN od odosy NAT.

1. Gp wlogvle oo NAT 23826. 9235 Yleso NAT IJod@lisso Vs 28d Bleso NAT. 925>
Dynamic Jyg9g NAT.

2. 23> v 1Jglzoo JJlisule 1Uglzes 1Jpeuos,) 9ldszes (3L2):



Add NAT Rule ?

! Type: Dynamic v ‘

Interface Objects Wil E () PAT Pool  Advanced

NAT Rule: Auto NAT Rule G

Available Interface Objects © Source Interface Objects (1) Destination Interface Objects (1)
| i, Search by name

| so% outside-zone ) oy outside-zone @

. w calo-internal-outside
4% inside-zone | Add to ‘

)

sam. L\ outsideFW

| OK || Cancel |

3. Bs edlpd lJowgse wygpd: a3 ldpuos) Uiqugg‘ Jlisy ogpe VPN 9z gugly IP Jglgod
Isz0s J 1Jpuos) IJpcize. 235 09188 Jel 09 p9 oz s IUuo9)s.

Add NAT Rule ?
NAT Rule: Auto NAT Rule v
Type: Dynamic v Enable

Interface Objects PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* vpn-pool v @ Translated Source: Destination Interface IP v
The values selected for Destination Interface
Objects in 'Interface Objects' tab will be used

Original Port: b

Translated Port:

OK | Cancel |
4. 03l 09 pJg o wJ9su NAT Jel 09 p9 oz Vs [Juo9)s.
| Fitor by Devics | g Filter Rl W) Add Ruie
s oF N 7 i N

E- AT Rules Befors

1 & Swtic & insidezone .5 outsideTone g FTDInsise-SUPEANE gl vpn-pool 8 FTDw-Inside-SUPERNE g8 vpn-poct 4, Drs:false
o route-tooku
o no-promy-ar

<8

s

(¥ Auto MAT Rules

. - Dyna.. 55 outskde-zone oy outside-Tone = ven-pool ) Interface @ Orsifelse
| AT Rules After

5.108) W98 eb suui) IJogss)le.



IJozdd pu lduogsd
lwegse o3l IS Joldss epd Iodsso wubdd Lozse.
Bp woubésd odo IJigle, Bs wb, isle, FTD.

* Jwoble SH crypto CA

* show running-config ip ip pool I|JegJs
» show running-config webVPN

» show running-config tunnel-group

» show running-config group-policy

» show running-config ssl

» show running-config nat

lweduuld IJlgble gl oJlzol
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