odysu veds VPN JJguosd g0 wed gds
FTD IJpes1,6 w9lwloé FDM

lJpzogsle

lowod ol L izble ol o izl
euild ) g p.5.) AnyConnect

lJp 95,00

SueW o3l IJp o JsWss wdsu uuiy uveds RAVPN gJs FTD cwpe blywoel wolyubs
0>5) FDM 1Jp9z9> Vs Idpywg 1J3s suvgd IJluesl) 6.5.0 gldluosble 1diz>e.

IJecbdole 1Jlul jusé

lJeobdolo

w90 Cisco yio od9u s pg)H9s6 wodssy ubwds 1Uguo9d gu wed IJgluos IUbloyss (RA
VPN) ¢ Js FirePOWER Device Manager (FDM).

lIJosdsue

© Op oguzsd 8300 [U>Vle o woss> Firepower (FTD) pg w9lwo IJo,gsuo 1U3Is pe
wedsu dpsslo ldos sop lJopde Ssol S IJouos) (Jduvelz wopdsy edles
IJowsse "odssy RA VPNY)



* Is pu olésue AnyConnect IJes op wpdsool (APEX. Plus. Iy VPN B $lb)
IJedoule [Jpuueded
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1dpebss Ideldss:

« yulpez FTD ey Cisco IJss suvgd 1Jlue»l) 6.5.0-115
+ Cisco AnyConnect Secure Mobility Client. IJl_o>l, 4.7.01076

e louile IJQ&J_grolo 1J9l)36 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
o zese lzosd Ipuwogrps Os 03l 1Jpuwows wodssu peunsz (Be)lups). Bl dive
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

ped9ple luwluss

S9lzo wdasy wy9w9ded FTD pu E.JU; FDM Logoole gus peladé lugvle louoldle Jgpdle
AnyConnect pu gJIJ 1Jglzos IUghzso leule 1Usuod 1Js 1UbL6 po eI 1J9lz06 wdwol. 03l
OS> &9 eJs bLo fdm. wpe cuousW bdo IJogjs) CSCvm76499 Joso IJp v dJs.

lJodosy

e ldotbsbs Jduveodo

puol> 96 AnyConnect Client Lluvogsle 1Jpedss.

|
Firepower Device Manager (FOM])

P I -"\.__
' iternet Serviee
i~ Providerfisr}

—— A -

-

= s

Firepower Threat Defense (FTD)

F
4 1

AnyConnect Client/User

lJezdo eo ldosgsuwe eds FTD


https://tools.cisco.com/bugsearch/bug/CSCvm76499

U296 1. 0288 po wuvesd IJzols B "lJestswe IU3ds" Jel 09 p9 oz B [Ju096:

viliatlie - EE & = "
clls:lill Firgpowear Do Manager = e = @ @‘ @ H aamn
Mariiaring Policigs st [avicn: Broposar . " Adminkstaso
(ot Sl VI Rube Ut High Awadatiity (5
2] Elues Firegawer Thrast Dalerss for VWS EE0=118 W00 010 00=12=000=wrt Mo Configenad AL
i i
m E il Internet

Cisco Frgoraes Thesas Defenss for V. ﬂ

T B
clf--— Joo

@l @

]

Imerfaces Routing Updates Systam Sattings
o Ther afe i el yit Cssdszatien, Mule, VDB, System Upgrase, Managemen Access
Erabled J ol & Sacerity Intellgesce Foeds Logging Setlings:

DHCP Server
ifinw AN Imnrisces ] Greate the first siatic rowln ] ‘Whow Configuraticn b

ONS Sanmar

Managemel niedsce

. Hsina—a

Srar License Backup and Resione Traubdeshoo: -
Fongy bitired Mo Bles cneatad pat i B e

AEDoot! Bhutdown

REQLEST FILE TOBE CREATED

\imw Configuration b Wiaw Conliguraticn » Tralhic SolEigs

URL Filtering Prelorences
SitE-ta-Site VPN Remote Access VPN Adhanced Configuration Dievice Administration
There am ro cornpchons vt Fpquirms RS WP ] Irzhgetn: FlpnConfig, Smar CLI Ayt Bvarty, Daploymant Hilany,

Mo consectons | 1 Geoep Pokoy Dowvnkcad Configuration

Wirw Configuration » Wiaw Configuration » Wiaw Configuration » View Configeration

1Jglb9o 2. w299 pu wpdsu w)lgsue AnyConnect gJds IJzols Jpel 09 p9soz WO 1Juo9,s.



Do Snarirnaey

[ - - -
Hmart License

CONMECTED Last wyne: 04 Spr 20280 OO 10 P o Go o Cloud Servces | £ =
ﬂ F Maxt syne: 04 Apr 2020 O 20 FM

GBS TION LIGERSES IRCLUCED

1aodt 2and [ Codined. Yo
rulbis Fom BisS il huma e

aid Makiang Protectan |AMF) W
W this Boensal 1 ety e poSsias 1

Includax ;- nirusion Fobcy Inciudax E‘i Fila Pobcy

URL Lic&nga m R WP License Typn  APEX AND PLUS ~ TRAELL

i Foense olhres voul W0 comingl web poess based on URL categonios. ond repiatons, ramer Please soleot the formse Dape thal you punchased io enable remote socess ¥PML Mo that
gt Tl Lhies o 0 chepsbiey @ooEss fulcs than Fs el Fireporai Dandioer Mirtoger Sos ial Suppon ify of i edvancod Toatheids covired By the

Apax L

ncludas: URL Aogatation Includas R

PERPEFUAL LICEHEED INCLUDED:

Base Licenss

o

121096 3. ©283 pu wpdsu ldpsile Idos wopde Os 1dowoss) S Idses Idepss el 09
p9uoT s IJues)s:

Device Summary

Assigned Virtual Account: SEC TAC

Smart License Export—controlled features: Ena
Go to Cisco Smart Software Ma

o CONNECTED Last sync: 04 Apr 2020 02710 PO o
SUFFICIENT LICENSE Mext sync: 04 Apr 2020 02:20 PM

w&HSY Iduvodle 1Jpepssd

low9d |Js Objects > Networks > Add new Network. &9 su weps VPN 9o dle LAN oy 9lzod IJpuwedse
lLuwgess (GUI) J FDM. $p wlugile ogeg VPN Jds sop luwodsleo Jogssu Idewslu Ipeds
Jeuweédes AnyConnect Jol 09 p9 oz Vs IUu09)0:



R

Amyoonnect_Pool

Diescription

Fatwark

132.168.19.0/24

Add Metwork Object

MName

FOR_Local_ Metaak

[rseerptian

Type
"':I::I Bk -:_'_: 1} -:_j Fuiigia

Retwork

TIn116024

logble puvespsu pedssu

loe®d lJs Objects> Users > Add User. | o196 [Jpwegspsu ldpedsso Juveds VPN IUsso S@9p90
wNJlogald o FTD po ¢JId AnyConnect. §p Clogile puwespsu pedsso Jpl 09 p9uoe Bs
lJuog,é:



Add Local User

Srvicn Typsas

Flasrae

AffyCoaiieds_Usar

Passrwnnd

LEEELLLL]

Confiem Passann

lolss Luolso
loedd |Js Objects > Certificates > Add Internal Certificate. (§p o d9 Sy Luoldo Jpel 09 9oz Vs IUuo9)6:

ailisilin e e e EE i F = @ @ @ . addrmin
CI5CO T e Masitoiicg Palicihin DiEeti Dhirwicin: Tinggstransr L * Adminisimior

Object Types ¢ Certificates

D Metweorks 117 objecis CL Saiet m

gl el O

el T

REFW-Delauli-Internalll & Intpmal LA

Aapn Tgsbod {b Qo phe

1 DofaultinermalCorsiicate gl Gor bt

1 DotauliWabsormrCartificote nmmal Con et

S wozesd IJ pu Iguolé sldpdulz IUElue Jel 09 e oz S IUu0s)é:



Choose the type of internal certificate you want to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

Self-Signed Certificate

O,

*
.1,.

Create a new certificate that is signed
by the device.
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Add Internal Certificate

Mame

Anyconnect_Certificate

SERVER CERTIFICATE [USER AGENT)

Paste certificate, or choose file: UPLOAD CERTIFICATE The supporied formats are: PEM, DER
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Connection and Client Configuration

Specify how to authenticate remote users and the AnyConnect clients they can use to connect to the
inside network.

Connection Profile Name

This name is configured as a conneclion aligs, it can be usad (o connect o the VPN gatewsy

Anyconnect

Group Alias Group URL
Anyconnect

Add Group Alias Add Group LURL
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Primary ldentity Source

Authentication Type

AAA Only Client Certificate Only AAA and Client Certificate

Primary Identity Source for User Authentication Fallback Local Identity Source

LocalldentitySource M

Strip Identity Source server from username

Strip Group from Username

Secondary ldentity Source

Secondary Identity Source for User Authentication

Please Select Identity Source v

@ Advanced

Authorization Server Accounting Server
Please select v Please select
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Client Address Pool Assignment

IPv4 Address Pool IPv6 Address Pool
Endpoints are provided an address from this poo Endpoints are provided an address from this poo
+ +

'-_g Anyconnect_Pool

DHCP Servers
+
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Remote User Experience

A group policy is a collection of user-oriented session attributes which are assigned to client when a
VPN connection is established. Select or create a Group Policy object.

View Group Policy

0 owar ___________________oOf

Create new Group Policy

Edry
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Corporate Resources (Split Tunneling)

IPv4 Split Tunneling IPvE Split Tunneling

Allow specified traffic over tunnel b Allowy all traffic over tunnel b

IPvd Split Tunneling Networks

s

'] FDM_Local_Network
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Global Settings
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Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
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NAT Exempt

@

Inside Interfaces Inside Networks

+

@ inside (GigabitEthernet0/1) +

'53 FDM_Local_Network
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IJlouold woc Jpl 09 p9oz O 1Juoy,e.

AnyConnect Package

You Ca Iownioad Anyio ect packages from sortware, Ci1sco.com
Packages
UPLOAD PACKAGE w

Windows: anyconnect-win-4.7.04056-webdeploy-k9.pkg

cebs 1duodes 1U12s,6 pdéuol JJodsso wldpdo. wlds po wesso Idpedele IJuozses
Sluoglo eds 1 "lwele” 9oy Idodse Izsso.

IJozdd pu lduozs

luwegse o3l 1dGuwe Joldss god Idodsse wuvdd Lorse:

wpe oy IJodssu lsd Uleuald. Bl dive Jssd yvedd FADN w@spe wlded Ids IP IUgbes
IJglLo o FTD. Bhsgd IUuvwds B prue louold AnyConnect. B o3l IUpcld sop luveisle
e0slu IP 1Ughzs J FTD. luuegsp luwe Idpuuesp/ddes 1Ues9) IJos wp logblgel Os Guwe



IJJlsule s FDM Jpel 09 p9 02 O 1Juo9,6.

VPN
Contacting 172.16.100, 10,

172.16.100.10 Connect

2 @

{:E_Is-' Cisco AnyConnect | 172.16.100.10 X

o

Group: Anyconnect hd

Username: | Anyconnect_User

Password: | ssssss=s

Ok Cancel

leoobl po FDM 6.5.0. Jl w9g> b)s96 Jeildwd puwegses AnyConnect oo gJIJ 9lzod
lJpuwwse ldyum9ess (GUI) J FDM. 1Jgsl) 1Jszss 09 pil9wo puweises AnyConnect gy CLI
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«+ CLI Console

» show vpn-sessiondb anyconnect
Session Type: AnyConnect

Username : Anyconnect_User Index 19

Assigned IP : 192.168.19.1 Public IP 172.16.168.15
Protocol : AnyConnect-Parent S5L-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)mone 5SSL-Tunmel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)mone 5SL-Tunmel: (1)SHA3B4
Bytes Tx : 15532 Bytes Rx : 2354

Group Policy : DfltGrpPolicy Tunnel Group : Anyconnect
Login Time : 11:43:28 UTC Thu Apr 16 2828

Duration : Bh:01m:12s

Inactivity : ©h:08m:88s

VLAN Mapping : N/A VLAN

Audt Ses= ID : SE0R0EE000813008520844d48

Security Grp : none Tunnel Zone

sedo wubgsd Idie) uduwo puluing e 9lzos Lulo, 1Jisle, (CLI).

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Anyconnect_User Index : 15

Assigned IP : 192.168.19.1 Public IP : 172.16.100.15
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 38830 Bytes Rx 1 172

Group Policy : Df1tGrpPolicy Tunnel Group : Anyconnect
Login Time : 01:08:10 UTC Thu Apr 9 2020

Duration : Oh:00m:53s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : 000000000000f0005e8e757a
Security Grp : none Tunnel Zone : 0
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