od9su SSL AnyConnect o pol> 96 ISE 9w 0o
IJisé Jogssu vog IJpzeses

lJpzossle

| Jp, 9506

IJpolbdole 1l wl_w.sé
lJoobJule

lJodoule | OEdp0
lJodosy

ASA

o2 230lo J v 1 Jo9s6 (ISE)
| wed ol 1Jizble 9l odlzol

wwsolise lg p)
wesoulisg g0 lJg o] 2
| J9s559

lJp 9500

S 03l IJpwows Jsdss wdosy bu$s ples IJosuasd IJlews (SSL) AnyConnect
oluwesle peyd edple 1Jogsé (ISE) pu Cisco Jugssu lJpuwegse Juog peesd pzsd.

(OY I |J|puu|o|o6 PU dUJ ir°|0->| Qlk_él‘ PO W TAC PU Cisco.

lJecbdolo IUlgwlgusé
IJeobJule
9,0 Cisco Uiy odyy Jrsd p&)906 Lldpsluose IJoldss:

- AnyConnect Secure Mobility Client. |J|_o>l, 4.7
- Cisco ISE. IJ]_o>l, 2.4
. Cisco ASA. IJ|osl, 9.8 Ig [Losl, Tese.

lJedyule IJpuuwcspd
Suvowd peu9s o3l Idpwons IJs lueshle Iduslee 9ldpdsole 1Uelbsé IJoldss.

- 2ol IJlply IJ8lod JJedsd (ASA) 5506 pg ool IJesulee 9.8.1

- AnyConnect Secure Mobility Client 4.2.00096 ¢Js ublp IJouugsd Microsoft Windows 10
luosl, 64 L.

- ISE IJlussl, 2.4.



op loule Up&bplo Ugl_).)é Os o3l IJp e pu Uiao_jé 1J 92956 WOS wSis6 pgpdso ¢l uos.
u)lu apgse Ulao_)o |Jrowua)|o0 L_96 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

IJodosu

s IJpolde sound puvegses AnyConnect ool 290 gsh wzass presesd IJudy pu
lJ8lised Jpuwsdsé gse Swp wessuop pu Yud Cisco ISE |Js wog pzesd o> 9948l
Ju.uro|oo|o.

ASA

sl>0 AAA

aaa-server | SE_AAA protocol radius
aaa-server | SE_AAA (Qutside) host 10.31.124.82
key ciscol123

AnyConnect

webvpn

enabl e outside

anyconnect image di sk0:/anyconnect-w n-4.7.01076-webdepl oy-k9. pkg 1
anyconnect enable

tunnel - group Def aul t WVEBVPNG  oup general -attri butes
addr ess- pool Renpote_users
aut henti cati on-server-group | SE_AAA

group-policy DiltG pPolicy attributes

banner val ue ###YOU DON' T HAVE AUTHORI ZATI ON TO ACCESS ANY | NTERNAL RESOURCESH##
vpn-si mul t aneous-1 ogins 0

vpn-tunnel - protocol ssl-client

group- pol i cy RADI US- USERS i nterna

group-pol i cy RADI US-USERS attri butes

banner val ue YOU ARE CONNECTED TO ### RADI US USER AUTHENTI CATI ON###
vpn-si mul t aneous-1 ogins 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist value SPLIT_ACL

group- policy RADIUS-ADM N i nterna

group-policy RADIUS-ADM N attri butes

banner val ue YOU ARE CONNECTED TO ###RADI US ADM N AUTHENTI CATI ON ###
vpn-si mul t aneous-1 ogins 3

vpn-tunnel - protocol ssl-client

split-tunnel -network-1ist none

pdlebé: Clpwodsle pold IJodysy odl spdoud wgsso uvsluwd Ipzeses JIJ puvedse
AnyConnect oy ¢JIJ wdosu ISE. vyl Jlu [Jpuwegspso Jsuw J>sope lJgsh Jogsss
eee9es IJud§: Vluop poodIv wegeses lJud § DefaultWEBvpngGroup 9 DfltGrpPolicy.
w83 229¢ IJpuolb 96 9hzle uwpeo IJise (Group-policy) Vs luweglews puol> 96 ISE swp
wESSU ldpuwesre 1Us 1dpzeses IJpdlods. S 1delds: Jsuw Jos Idpuweése gupd



"lJss" pbbods Suds 03l IJpuwegse Vs DtGrpPolicy. spdud cdsu gpdslo
wuwesd 1Usgad Idpesles J VPN 0 Lopu peeses DAitGrpPolicy Jozuw Idpuvedsesy
lJsso Jl suwwespsu woe ldpeeses JUlouold pu edld o Jdé VPN.

o Brplo I IJogsé (ISE)
1Jeb9s 1. |olds ASA |J.s ISE.

Joso 1Jgboss. loodd 1s bhs>psbs Idubwds>lze56 [ s,

il Identity Services Engine Home + Context Visibility + Dperations + Policy = Administration » Work Centers

b Systemn ¢ Mentity Management =~ Network Resources ¥ Denice Portal Management  peGnd Serdces ® Feed Senice  # Threat Ceninc NAC

+ Metwork Desices  Network Device Groups  Mebwaork Desice Profiles  Exfemal RADIUS Seners RADIUS Server Sequences  MAC Managers  Exdernal MOM  » Location Serdces

o
Kistsraiks Divsicii Network Devices List > ASAv
Network Devices
Default Devca . .
* Mame | ASAW ‘
Device Security Settings -

Drescription

[Paddress  »| *1P: [ 103112485 | A ‘

* Dwace Profile | &% Cisco |« &

Model Hame
Saoftware Version

* Metwork Device Group

Location |All Locations: % | | SetTo Default
IPSEC Mo ) | | SetTo Dafault
Device Type |41 Device Types 3 | [ Set Ta Defaukt

“ |+ RADIUS Authentication Settings

RAMMUS UDP Settings
Protocol  RADHUS '

* Shared Secret [ geco123 Hide

Use Second Shared Secrat [] &

Show

CoA Port | 1700 Set To Default

RAMMUS DTLS Settings

lJglb9é 2. [uble pzpsele 09.56.

Bp vt s peesele 1Jogss JIB)lu JJ puweésp wldpuweése Ilspo Bs 1Jgbsle IJolJss.
loodd 1Js IUbLE>pzeelo 0986 IJpuueie.



il Identity Services Engine T Context Visibilit » Operations

~ Administration

» System |~ Identity Management ¢ Network Resources  » Device Portal Management  pxGrid Senices  » Fead Senice

» Identities  Growps  External ldentity Sources  Identity Source Sequences  » Settings
—

User ldentity Groups > RADIUS_ANYCONNECT_ADMIN

» Worl

» Threat Centric NAC

Identity Groups
Identity Grou
[ 2) ty Group
— n “Name | RADIUS_ANYCONNECT
L2
» == Endpoint Igentity Groups Description

» [ Userldentity Groups
=

Member Users
Users

deAdd * 3¢ Delete =

Status Email Username

[ m@ enabled 9 usarl

IJg9s 3. | ,lu Idpuwedsrpsu weepsele Idegss.

l&lo IJpuwegspso wpzesesd IJesss Iduoeses. luedd Ids bLé>essle>lpunerpsu.

a  First Name

» Work Centers

Last Name

Selected 0 | Total 1 8 358

o —

"dseh  Identity Services Engine Home  » Context Visibilty  » Operstions b Policy [ERNIuTIST N

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice

Groups  Extemal Identity Sources  Identity Source Sequences  » Settings

T ° Network Access Users
Latest Manual Network Scan Results J edr = add [ Change Status +  @oImoort @bport + 3 Delete - @y Dupleate
Status Name =  Description
O B Enabled 2 userl
O B Enabled 9 user2
[ @ enabled 9 userd

|Jglogs 4. |ouble pgeogsd vog.

Gp wops> pEe9Ed uwsluwle 25838 Jpl 09 9 oz Bes Idpeld (zese lugle 1Jizess) cow

loodd lJs IJuog>pepstle IJuog.

» Admnistration

Policy Sets ~ Profiling  Posture  Client Provisicning  * Policy Elements

Policy Sets

@ Slatus  Palicy Set Name Descripion Conditions
@ I;! DEVICE Device Type EQUALS All Dmice Types I
@ Detault Default policy et

lJ¢b9o 5. logile yuslywo wgsd.

First Hame

+ Threat Centric NAC

Last Name

Email Address

User Identity Groups

RADIUS _ANYCONNECT

RADIUS_ANYCONNECT_USER

Allowed Protocols / Server Sequence

Defsult Network Access

Admin

Hits

| m

Defsult Network Access

Ip wlugble voz wgsd 28> wlduinb IJpuluve Jeblo9é pzesgd lJogss.

x

+

0

Actions

o

View



el Identity €

Poicy Sets | Profling  Posture  Clisnt Prodsioning  » Palicy Elements

Policy Sets = New Policy Set 1 [ Rese

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits.

@  NewPolicy Set 1 G DEVICE Device Type EQUALS ANl Device Types Detault Netwerk Access PR 7

¥ Authentication Policy (1}
¥ Authonization Palicy - Local Exceptions.
* Authorization Pelicy - Global Exceptions

¥ Authorization Policy (3)
Results
o Status  Rule Name Conditions Frofiles Security Groups Hits  Actions

DEVICE Desice Type EQUALS Al Desice Types
o iy W

# @  ISE_CLASS_ADMIN AND + sedect fom list - - 7 [+
I . IdontityGroupName EQUALS Usor Identity Groups: RADILS_ANYCONNECT I
; o | i suasiiises i & DEVICE Device Type EQUALS All Device Types " - i - , o
I MR IdentityGroup Name EQUALS User Identity Groups RADIUS_ANYCONNECT USER I
©  Defaunt DenyAccess + . t v+ 8 [+
Conditions Studio
Library Editor
S da ®
DEVICE-Device Type
S0 @FERECLOL? =
Equals £ All Device Types T
B svop_is_Regstered ) e
) Identity Group-Mame
H Catalyst_Swilch_Local_\Web_Authenticab
E U? dyst_Swilch_Local \Web_, icati @ - a
' v Equals ~ « User Identity Groups:RADIUS_ANYCONNECT i
S[E  comphance_Unknoan_Devices @
@ Compliani_Devices @ Hew AND O
"B eapmscrane @ Set tols not Duplicate
‘B esarms @
E Guist_Flow @
EE MAC_in_SAN @
B newonm_access_Authentication_Passed (D
B non_cisco_Profiled_Fhones )
E Hon_Compliant_Devices )]
(B switch_Local web_authentication @
i (=] - - -~

o

lJ¢b9o 6. luuile pdd wg)s9 wggsd.

logile pdd wg)sW wiosd 238> wluwegsle RADIUS: |Jwpes class<group-policy-asa> 9 *¢,9¢
lJ9_o9J: access_accept.



Results.
Status  Rule Name Caonditions Profiles Security Groups
Search
E  DEVICE Devico Type EQUALS Al Device Types
/  ©  ise_cLass_apmin AND Salect from list - Salact from st
- it N o Puthoizalion Proly
& DEVICE Desice Type EQUALS All Dewice Types
s © isecuassuser AND Soisct from list ' St fom kit
M dentityGroup Name EQUALS Uiser identity Groups:RADIUS_ANYCONNECT USER
@  Defaut = DenyAccess. . Selest fiom kst

" Addd Wew Standard Profie
Authorization Profile

TN e e e —

Metwork Davica Profile 2% Omen | =| @

Service Template [
Track Movernart [

[Passive idertity Tracking [

b Coenion Tasks

This should be the Group-policy name

= Advanced Attributes Settings .

%

IJgb9o 7. p)lzed wdasy pdd wg)sd IJogssd.
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Hits  Actions
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“tuth' Identity Services Engine Home » Context Visibility » Operations * Palicy » Administration » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning = Paolicy Elements

Dictionaries  » Conditions  ~ Results
<]

+ Authentication Authorization Profile

*Name | CLASS_25_RADIUS_ADMIN |

= Authorization

Description |

Authonzation Eromes "
| ] Access Type | AccESS_ACCEPT -]

Downloadable ACLs

Profili MNetwork Device Profile b Cisco | » | B
» Profiling |
. Senice Template [

osture

Track Movement [

» Client Provisionin
9 Passive Identity Tracking [

P Common Tasks

» Advanced Attributes Settings

[Radius:Class 0| = [raDWS-ADMMY i

=

¥ Attributes Details

Access Type = ACCESS_ACCEFT
Class = RADIUS-ADMIN

=

pdlebé: loog [Jodasy Jel 09 paoz Vs IUue9,6 Iduwle§o. access_accept. class—[25].
SJY9u RADIUS-admin o9 luwp oz 1Jpezedesd (Spdu wESS)0).

ooy 1uo9,8 Jsb sew lu w9 IJodsso. Bs uBduw pze9es IJuoz: Josd wog wigssd: JJ
9226 whbluy preses 1Jesss 1Jueu9,s8 B Suwe Iduingde souwese vor IJpzesed IUpoes>
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+ Administration + Work Contors License Waming &

Policy Sets = New Policy Set 1 m m
Stalus  Policy Set Name Description Conditions Allowed Protocals / Server Sequence  Hits
@ MNaw Policy Set 1 L DEVICE-Dovico Typo EQUALS ANl Dinico Types Default Netwark Access x v

¥ Authentication Policy (1)
¥ Autharization Policy - Local Exceptions
* Authorization Policy - Global Exceptions.

+ Authorization Policy (3)

Results.

Status  Rule Name Conditions Frofiles Security Groups Hits  Actions.

;s @ AND + &
B o
@ ANE ot i o
. DIUS
® + - 8 -4

cluweddle pold Idodssy o3l spdud CESSU wwsluwd 1Jpeeses JIJ puwwse AnyConnect
eu edld wdosy ISE IU8lise gds ywpd 1Jwiss.

lwedunlad IJigble 9l oJlzol

2> 1o, wuoese IJigble WBlisss og debug radius. 909 sg,02 wluosd bdu puol>$8 RADIUS
sluwogles ldpuob 96 wsu gpdsé AAA 9 ASA.

debug radi us
1316 08836 13,5 0 lgwuly Iie, aaa-server. lue IUlu o)s pl I3 oo 1Jpuolb 86 p8w9ds I
£,89,06 9ldwple ((Luped [Jdisé B o3l Idpeld) IJpoulbds B gpdss IJpuol §6.

test aaa-server authentication

wwsubsy IJgpd

B pold IJodsse 1Jpsdy; ledlo user! suwes [Js woz pzeses RADIUS-AdmIn 983l
Judsu ISE: spdu IJoedd pu wozwoe Bl Ypo vouvgsd IJIlRoul, aaa-server 9 debug radius.

e wopss) IJgbsb ldos see [dogdd pwol.

ASAv# debug radi us
ASAv#t est aaa-server authentication | SE_AAA host 10.31.124.82 usernane userl password *****
INFO Attenpting Authentication test to IP address (10.31.124.82) (timeout: 12 seconds)

RADIUS packet decode (authentication request)

Raw packet data (length = 84).....

01 le 00 54 ac b6 7c e5 58 22 35 5e 8e 7c 48 73 | T ] X'5M | Hs
04 9f 8c 74 01 07 75 73 65 72 31 02 12 ad 19 1c | ...t..userl.....
40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f 04 06 Oa | @C..F.5.Ro...
1f 7c 55 05 06 00 00 00 06 3d 06 00 00 00 05 1la |

15 00 00 00 09 01 of 63 6f 61 2d 70 75 73 68 3d [ coa- push=



74 72 75 65

Par sed packet data.....

Radi us: Code = 1 (0x01)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 84 (0x0054)

Radi us: Vector: ACB67CE55822355E8E7C4873049F8C74
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31

Radi us: Type = 2 (0x02) User-Password

Radi us: Length = 18 (0x12)

Radi us: Value (String) =

ad 19 1c 40 da 43 e2 ba 95 46 a7 35 85 52 bb 6f
Radi us: Type = 4 (0x04) NAS-I| P- Address

Radi us: Length = 6 (0x06)

Radi us: Val ue (1P Address) = 10.31.124.85 (0x0A1F7C55)

Radi us: Type = 5 (0x05) NAS- Port
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x6
Radi us: Type = 61 (0x3D) NAS- Port-Type
Radi us: Length = 6 (0x06)
Radi us: Val ue (Hex) = 0x5
Radi us: Type = 26 (0x1A) Vendor- Specific
Radi us: Length = 21 (0x15)
Radi us: Vendor 1D = 9 (0x00000009)
Radi us: Type = 1 (0x01) Cisco-AV-pair
Radi us: Length = 15 (0xOF)
Radi us: Value (String) =
63 6f 61 2d 70 75 73 68 3d 74 72 75 65
send pkt 10.31.124.82/1645
rip 0x00007f 03b419f b08 state 7 id 30
rad_vrfy() : response nmessage verified
rip 0x00007f 03b419f b08

chall _state '

state 0Ox7

reqaut h:

ac b6 7c e5 58 22 35 5e 8e 7c 48 73 04 9f 8c 74

i nfo 0x00007f 03b419f c48
session_id 0x80000007
request _id Oxle
user 'userl
response '***
app O
reason O
skey 'ciscol23'
sip 10.31.124.82
type 1

RADIUS packet decode (response)

Raw packet data (length = 188).....

02 1e 00 bc 9e 5f 7c db ad 63 87 d8 cl1 bb 03 41
37 3d 7a 35 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 52 71 51 47 52 72 70 36 5a 35 66 4e 4a
65 4a 39 76 4c 54 6a 73 58 75 65 59 35 4a 70 75
70 44 45 61 35 36 34 66 52 4f 44 57 78 34 19 Oe
52 41 44 49 55 53 2d 41 44 4d 49 4e 19 50 43 41
43 53 3a 30 61 31 66 37 63 35 32 52 71 51 47 52

true

userl

.@C. ..F.5.R0

coa- push=true

7=z5. . user 1. CRea
ut hSessi on: 0alf7
c52RgQGRr p625f NJ
eJIVLTj sXueY5Jpu
pDEa564f RODWk4. .
RADI US- ADM N. PCA
CS: 0alf 7¢52RqQGR



72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 6a 73
58 75 65 59 35 4a 70 75 70 44 45 61 35 36 34 66
52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 34 2f

rp6z5f NJeJOvLTj s
XueY5JpupDEa564f
RODW4: i searmy24/

33 37 39 35 35 36 37 34 35 2f 33 31 379556745/ 31

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 30 (Ox1E)

Radi us: Length = 188 (0x00BC)

Radi us: Vector: 9E5F7CDBAD6387D8C1BB0341373D7A35
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl

Radi us: Type = 24 (0x18) State
Radi us: Length = 67 (0x43)
Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61 | ReauthSession: Oa
31 66 37 63 35 32 52 71 51 47 52 72 70 36 5a 35 | 1f 7c52RqQCGRr p625
66 4e 4a 65 4a 39 76 4c 54 6a 73 58 75 65 59 35 | fNJeJ9VLTj sXueY5
4a 70 75 70 44 45 61 35 36 34 66 52 4f 44 57 78 | JpupDEa564f RODWk
34 | 4

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 14 (0xO0E)

Radi us: Value (String) =

52 41 44 49 55 53 2d 41 44 4d 49 4e | RADIUS-ADMIN
Radius: Type = 25 (0x19) Class

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 52 71 51 | CACS: 0alf 7¢52RqQ
47 52 72 70 36 5a 35 66 4e 4a 65 4a 39 76 4c 54 | GRrp6z5f NJeJOVLT
6a 73 58 75 65 59 35 4a 70 75 70 44 45 61 35 36 | ] sXueY5JpupDEa56
34 66 52 4f 44 57 78 34 3a 69 73 65 61 6d 79 32 | 4Af RODWk4: i seamny?2
34 2f 33 37 39 35 35 36 37 34 35 2f 33 31 | 4/379556745/ 31
rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT. normal term nation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000007 id 30
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

b)s96 18 JJopldl pu luel wepd guspl swuod IJpuwedsel pu gJld AnyConnect. |uvegse
IJlo, show vpn-sessionDB AnyConnect Jeg ;96 vog |Jpzpe9ed IJ3s wp wessuo woluwbs Lwped
¢so ISE.

ASAv# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : userl | ndex
1 28

Assigned IP 10.100.2.1 Public IP 10.100.1.3

Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense AnyConnect Premi um

Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)AES-GCM 256 DTLS- Tunnel: (1) AES256
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA384 DITLS-Tunnel: (1)SHAl
Bytes Tx 15604 Byt es Rx 28706

Group Policy : RADIUS-ADMIN Tunnel Group : DefaultWEBVPNGroup

Login Tinme 04:14: 45 UTC Wed Jun 3 2020

Dur ati on Oh: 01m 29s

Inactivity Oh: 00m 00s

VLAN Mapping : NA VLAN none

Audt Sess I D : 0a6401010001c0005ed723b5

Security G p : none



wsobsy &0 lJged 1
Bl ogvde ldpuelbde eds AnyConnect 9Jly ISE )5 w8 0. Szw IJozdd pu l@oslu

lJpuwctse wpze9es 0988 IJpuwede Is lo Idps 1Uess) &5y Lorses. luwdd Ids
IJg pdslo>ldvedle I poling > Idosluos.

RADIUS packet decode (response)

Raw packet data (length = 20).....

03 21 00 14 dd 74 bb 43 8f 0Oa 40 fe d8 92 de 7a | !'...t.C.@...z
27 66 15 be | *f..

Par sed packet data.....

Radi us: Code = 3 (0x03)

Radi us: ldentifier = 33 (0x21)

Radi us: Length = 20 (0x0014)

Radi us: Vector: DD74BB438FOA40FED892DE7A276615BE
rad_procpkt: REJECT

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x80000009 id 33
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

ERROR: Authentication Rejected:
aluil dentity Services Engine

AAA failure

. Steps
Overview
11001 Received RADIUS Access-Request
Event 5400 Authentication failed
11017 RADIUS created a new session
Username userl 117 Generated a new session ID
Endpoint Id 15049  Evaluating Policy Group

15008  Evaluating Senice Selection Policy

EndpointBroly 15048 Queried PIP - DEVICE Device Type

Authentication Policy New Paolicy Set 1 >> Default 15041 Evaluating Identity Policy
22072 Selected identity source sequence - All_User_ID_Stores
Authorization Policy New Policy Set 1 == Default
15013 Selected Identity Source - Internal Users
Authorization Result DenyAccess 24210 Looking up User in Internal Users I0Store - user1
24212 Found User in Internal Users |DStore
22037 Authentication Passed
15036  Evaluating Authorization Policy
Authentication Details i § . .
15048  Queried PIP - DEVICE Device Type

15048  Queried PIP - Network Access. Userlame

Source Timestamp 2020-06-02 23:22:53.577
15048  Queried PIP - IdentityGroup.Name
i i )-06-02 23:22:53 577 - A -
sz e U B 15016  Selected Authorization Profile - DenyAccess
Policy Server iseamy24 15039  Rejected per authorization profile
11003  Returned RADIUS Access-Reject
Event 5400 Authentication failed
Failure Reason 15039 Rejected per authorization profile

pdlelbs: B o3l lJpeld: Jl sde,u user! Uls pgegesd 0986 puveesp. suldols: Bluo
SuW3 gwsluwle 1Jpuolb$6 9ldevgs o IUIW el josé Lopu preesd IJuusluwlo [Jzas>6
1 oluwesle Ilg)le DenyAccess. spdud wgssd odl Idlg)le |Js PermitAccess s wog
IJogasd IUISe,los Jduwele Jdpuw o pso IUsso JI o9z pzesgs 09ss IJpuwaise
IJpde,06 ldeuol§é.

wwSubsy e IJgpd 2

Bl wysde IJpuolb 96 s AnyConnect 9l wog IJwgasd UVl os o9 PermitAccess: swp



SwJ |JPUD|..)L§5.3|DE 3 dl sop 0@38p uwpo 1JVsse Vs lgveegles RADIUS JsJY s9g»
IJpweise s DAtGrpPolicy sJu soued wuvew gpdslo ogwesd 1Usgad IJpojleus J VPN 0.

RADIUS packet decode (response)

Raw packet data (length = 174).....

02 24 00 ae 5f Of bc bl 65 53 64 71 1a a3 bd 88
7c fe 44 eb 01 07 75 73 65 72 31 18 43 52 65 61
75 74 68 53 65 73 73 69 6f 6e 3a 30 61 31 66 37
63 35 32 32 39 54 68 33 47 68 6d 44 54 49 35 71
37 48 46 45 30 7a 6f 74 65 34 6a 37 50 76 69 4b
5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a 6f 19 50
43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37

.$.._...esdq. ..

| .D...userl. CRea
ut hSessi on: Oalf 7
¢5229Th3GhnDTI 5q
7HFEOzot e4j 7Pvi K
Z5wgkx!| P93Bl Jo. P
CACS: 0alf 7¢5229T
h3GhnDTI 5q7HFEOz
ot e4j 7Pvi KZ5wgkx
| P93Bl Jo: i seany?2
4/ 379556745/ 37

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 36 (0x24)

Radi us: Length = 174 (0xO00AE)

Radi us: Vector: 5FOFBCB1655364711AA3BD887CFE44EB

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

75 73 65 72 31 userl
Radi us: Type = 24 (0x18) State

Radi us: Length = 67 (0x43)

Radi us: Value (String) =

52 65 61 75 74 68 53 65 73 73 69 6f 6e 3a 30 61
31 66 37 63 35 32 32 39 54 68 33 47 68 6d 44 54
49 35 71 37 48 46 45 30 7a 6f 74 65 34 6a 37 50
76 69 4b 5a 35 77 71 6b 78 6¢c 50 39 33 42 6¢ 4a
6f

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 80 (0x50)

Radi us: Value (String) =

43 41 43 53 3a 30 61 31 66 37 63 35 32 32 39 54
68 33 47 68 6d 44 54 49 35 71 37 48 46 45 30 7a
6f 74 65 34 6a 37 50 76 69 4b 5a 35 77 71 6b 78
6c 50 39 33 42 6¢ 4a 6f 3a 69 73 65 61 6d 79 32
34 2f 33 37 39 35 35 36 37 34 35 2f 33 37
rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal termnation

RADI US_DELETE

renove_req 0x00007f 03b419f b08 sessi on 0x8000000b id 36
free_rip 0x00007f 03b419f b08

radi us: send queue enpty

INFO: Authentication Successful

ASAv#

Reaut hSessi on: Oa
1f 7¢5229Th3GhnDT
| 5q7HFEOZ ot e4j 7P
vi KZ5wgkx! P93BI J
0

CACS: 0alf 7¢5229T
h3GhnDTI 5q7HFEOz
ot e4j 7Pvi KZ5wgkx
| P93Bl Jo: i seany?2
4/ 379556745/ 37

Bl op wess) gpdsle ouvesd 1U¢9d 1dpojlecs JVPN o0 01ds "7 souad Idpgucise Jol
09 p9uoe Vs IJILle:

ASAv# show vpn-sessi ondb anyconnect Session Type: AnyConnect Username : userl | ndex
41
Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel



Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-CGCM 256 DITLS-Tunnel: (1) AES256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS- Tunnel: (1)SHAl

Bytes Tx : 15448 Byt es Rx : 15528

Group Policy : DfltGrpPolicy Tunnel Group : DefaultWEBVPNGroup

Login Tine : 18:43:39 UTC Wed Jun 3 2020

Dur ati on : Oh: 01m 40s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : 0a640101000290005ed7ef 5b
Security G p : none

o @

Ciggo AnyConmect

YO DON'T HAVE AUTHORIZATION TOr ACCESS ANY INTERMAL
REFIURLES

wsubss &p lJepd 3

Bl oy ldeuol> 86 9dp sYu Jd>s Idpuwese U'ooa lJuozsed |Jpbo 96, &Js wesd ldpeold: 3l
JIo vog Idpeeses Idpouod seoss eds 1o Idpbuwe wadl pu Idus§ IUdled Jol seo.
SedU 1o 90 Idpuwesrp B presesd 0986 lJpuweisp IUgbl.

ASAv# sh vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : userl I ndex : 29

Assigned IP : 10.100.2.1 Public IP : 10.100.1.3

Pr ot ocol . AnyConnect - Par ent SSL- Tunnel

Li cense . AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM 256
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx : 15592 Byt es Rx )

Group Policy : RADIUS-USERS Tunnel G oup : Defaul t WEBVPNG oup
Logi n Tine : 04:36:50 UTC Wed Jun 3 2020

Dur ati on : Oh: 00m 20s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none



Audt Sess ID: 0a6401010001d0005ed728e2
Security G p : none

lJS$>89

S99, 03l IJsrs9 1Ugbsle Jodssy SSL AnyConnect wpol> 96 ISE 9w pes 1J9is6 Jogssy
vog lJezpsgs.
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wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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