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crypto key generate rsa | abel SSLVPN _KEYPAI R nodul us 2048
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% The key nodul us size is 2048 bits
% CGenerating 2048 bit RSA keys, keys wi |l be non-exportable...
[OK] (el apsed tine was 3 seconds)

show crypto key mypubkey rsa SSLVPN _KEYPAI R

% Key pair was generated at: 14:01:34 EDT May 21 2015

Key nane: SSLVPN_KEYPAI R

Key type: RSA KEYS

St orage Device: not specified

Usage: GCeneral Purpose Key

Key is not exportable.
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3443AD87 OE66C2B1 4EQCB6E9 81569DF2 DBOFE9F1 1A9E737F 617DC68B 42B78A8B
952CD997 78B96CE6 CB623328 C2C5FFD6 18C5DA2C 2EAFA936 5C866DE8 5184D2D3
60020301 0001
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crypto pki trustpoint SSLVPN_CERT
enrol | ment sel fsigned
subj ect - name CN=f denof a- SSLVPN. ci sco. com
rsakeypair SSLVPN_KEYPAI R
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show crypto pki certificates.

crypto pki enroll SSLVPN_CERT

% I nclude the router serial nunber in the subject nane? [yes/no]: no
% I nclude an I P address in the subject nane? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created
show crypto pki certificates SSLVPN _CERT

Router Self-Signed Certificate
Status: Avail abl e
Certificate Serial Nunmber (hex): 01
Certificate Usage: Ceneral Purpose
| ssuer:
host nanme=f denof a- 892. f denof a. | ab
cn=f denof a- SSLVPN. ci sco. com
Subj ect :
Nane: fdenofa-892.fdenofa.lab
host nanme=f denof a- 892. f denof a. | ab
cn=f denof a- SSLVPN. ci sco. com
Validity Date:
start date: 18:54:04 EDT Mar 30 2015
end date: 20:00:00 EDT Dec 31 2019
Associ ated Trustpoints: SSLVPN_CERT
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ip local pool SSLVPN POOL 192.168.10.1 192.168.10.10
access-list 1 permt 192.168.0.0 0.0.255.255
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interface LoopbackO

ip address 172.16.1.1 255. 255. 255. 255
!

interface Virtual-Template 1
ip unnumbered Loopback0
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webvpn gat eway SSLVPN _GATEWAY

i p address 209.165.201.1 port 443
http-redirect port 80

ssl trustpoint SSLVPN_CERT

i nservice
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webvpn cont ext SSLVPN_CONTEXT
virtual -tenmplate 1
aaa authentication |ist SSLVPN _AAA
gat eway SSLVPN_GATEWAY i nservice
policy group SSLVPN POLICY functions svc-enabl ed svc address-pool "SSLVPN POCOL" net mask
255, 255.255. 0 svc split include acl 1 svc dns-server prinmary 8.8.8.8
def aul t - group-pol i cy SSLVPN PQOLI CY
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crypto vpn annyconnect profile SSLVPN PRCFILE flash:test-profile.xm
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WebVPN JeJu og )58 <profile_name> flash:<profile.xml>
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webvpn cont ext SSLVPN_CONTEXT
policy group SSLVPN POLICY
svc profile SSLVPN PROFI LE
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Jluwegsle olss p9des slosl Jdewlyo Jog)sd v wol wolbo) weis)le pogsss Jduvolss



eole eelads Iloold. 030 pu98ed 9sew Swadel Jpclugd IUlouald. Jozuw oa')@_,!o
IJosgswe odor See lu odyo Idyvolss Sloss [dusdse IJos sop o@dspol powws OS piu
IJuboble 1desesd o lJglue wrols Idgpesd: Iy Bl dloe yuolss zos ghrss §s> Idluwegsle:
Sszw o wdsy uwolss Idesze IJpuo38 B peiu Iduboble 1Jesesd wo.

':ﬁ.' Cisco AnyConnect Secure Mobility Client =

Contacting 209, 165,201.1.
209,165.201,1 Conneck

Cisco AnyConnect Secure Mebility Client . ﬁ

A Security Warning: Untrusted VPN Server
Certificate!

anyConneck cannok wverify the YPH server: 209, 165.201.1

Certificate does not match the server name.
Certificate is from an untrusted source,

Connecking ko this server may result in a severe security compromise!
Securiby Risks Explained

Mosk users do nok connect to untrusted YPM servers unless the reason
Far the error condition is known,

l Conneck Anyway ] [ Cancel Connection ]

g el suwos Ileuold pu lJobdls o lud) eds o) Ienguw B Iuwdd suwl, AnyConnect.
5E100 e Ipedssle 1ec$3p6 29J loold. B 030 IJLodzs: o0 1Jppdu 8100 wELD
leuolssle IJlouold 9ol osd IJpunl) Idos we 1J9uosd [Jsol pu Blispes IJozgde Os
IJso9d (ACL) 1Jglos oldosd Ideduwe S odosu "wor Idpzeses".
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f§ Cisco AnyConnect Secure Mobility Client
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CISCO

Statistics | Route Dekails | Fireweall | Message Histary

o=

nt

Connection Information
State:
Tunnel Mode (TP
Tunnel Mode {IPwa):
Curation:

Address Information
Client (IPvd4):
Client (IPvE):
Server:

Bytes
Sent:

Received:

Frames

Connected
Split Inchude
Crop All Traffic
00:01:06

192,168,10.2
Mok Ayvailable
209,.165,201.1

Reset

] ’ Expork Stats. ..
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£ Cisco AnyConnect Secure Mobility Client =] )

Tmir
CISCO

AnyConnect Secure-Mobi |ty Client

Preferences | Statistics | Foute Details Message History

Route Details

Mon-5ecured Routes (TPwd)
0.0.0.0/0

Secured Routes (TPwd)
192,163.0.0/16

99spl sJs IJuwsegs lJuolsss running-configuration ey gbgle IJodssy:

crypto pki trustpoint SSLVPN TP_SELFSI GNED

enrol | ment sel fsigned

seri al - nunber

subj ect - nane cn=892_SELF_SI GNED_CERT

revocat i on-check none

rsakeypair SELF_SI GNED RSA
|
crypto vpn anyconnect flash:/webvpn/anyconnect-w n-3.1.08009-k9. pkg sequence 1
crypto vpn anyconnect profile SSLVPN PROFILE flash:test-profile.xm ! access-list 1 permt
192.168.0.0 0.0.255.255 ! ip local pool SSLVPN POCOL 192.168.10.1 192.168.10.10 ! webvpn gat eway
SSLVPN_GATEWAY i p address 209.165.201.1 port 443 ssl trustpoint SSLVPN TP_SELFSI GNED i nservice !
webvpn cont ext SSLVPN_CONTEXT virtual -tenplate 1
aaa authentication |ist SSLVPN AAA
gat eway SSLVPN GATEWAY
! ssl authenticate verify all inservice ! policy group SSLVPN POLICY functions svc-enabl ed svc
addr ess- pool "SSLVPN _POCL" netmask 255.255.255.0 svc split include acl 1 svc dns-server prinary
8.8.8.8
svc profile SSLVPN PROFI LE def aul t - group-policy SSLVPN POLI CY




lweduuldd IJigble gl oJlzol

$98, 03l IJBuwpe pedsple spdud [uwogsleol Jluvaduld igble IJodssy sluadlzol.

o0l £33 3Jsd pu lJpdsule IJpune,dé JJozdd puol gus luuad il Tgble louolJ
AnyConnect 9l oJlzol:

s wpl 1o 1Jg psd Szw o sW@p Lvolss. Beu 1Juo,9,s 1o wdss Idubolss 1eess8 Bbs wolué
WebVPN Lozses. Jluosl) yuel>é PKI show crypto wlbo,) Idpgdsple IUpoed 86 wepse
lJuwoble gds 1Jpeeo. :

e lple wgss) eds wdssy WebVPN. By 1 od Idppluvle ool no inservice and
inService ¢Js JJ o0 1Jwdlws 9lduwslé. 903l suopu o IJogssilo ueoesgd es) lJoudss
wordd pozse:

- Jol wpo IJlGuho gwlodl po 1du2,9)8 99, 9256 PKG ¢l os o AnyConnect JJJ bl
ouvEsd gpsd uwsup wILosdo wodo lJuslus. eds uwosd IJpold cobdy gpdle
Windows PKG Juble Windows. g swlbbde gpdle Linux |Losl) 32 wo PKG Juble Linux
luosl) 32 Lo 90Ysl.

- gwpl ouog Vs Ilgool) JJI po gpsd AnyConnect 9 v Jo WebVPN IJpuwe o6 [Js
lJeuves)ue Jluwegsle SSLe Jodys Wl gds 1U9uosd IUs uodzs wyzsd WebVPN
ouins) wubdd gle [Js Io AnyConnect Lue dss @6 sds Idlouold (eg 1de,luo T
wd9su AnyConnect IJpuluve Lozse)-

s99, Cisco 10S we o ¢sble wuopse IJigble 1JpgeJds J WebVPN IJos spdo [uuegsleol
Jluwoduilo Bble IUlooldle 1Bl gude 9luodlzol. 03l 09 IJpé)z 1J3s wp lugblge oo debug
webVPN aaa. 9 debug wevpn tunnel. 9 show webVPN session gu» pzlods loold wlges:

f denof a- 892#show debuggi ng

WebVPN Subsyst em
WebVPN AAA debugging is on

WebVPN t unnel
WebVPN Tunnel
WebVPN Tunnel

*May 26
*May 26
st at us:
*May 26
*May 26

20: 11: 06. 381:
20:11: 06. 381:

W/- AAA:
W/- AAA:

2 for session 37

20:11: 06. 381:
20:11: 06. 381:

" SSLVPN_GATEWAY"

*May 26
*May 26
*May 26
*May 26

cont ext

20:11:12. 265:
20:11:12. 265:
20:11:12. 265:
20:11:12. 265:

SSLVPN_POOL

*May 26
*May 26
routing
*May 26
created
*May 26
*May 26

20:11:12. 265:
20:11:12. 265:

tabl e

20:11:12. 265:

20:11:12. 265:
20:11:12. 265:

W/- AAA:
W/- AAA:

debugging is on
Events debugging is on
Errors debugging is on

Nas Port ID set to 64.102.157. 2.
AAA aut hentication request sent for user: "VPNUSER'AAA returned

AAA Aut henti cation Passed!
User "VPNUSER' has |ogged in from"64.102.157.2" to gateway

" SSLVPN_CONTEXT"

[ W/- TUNL- EVT] : [ BA3AE410]
[ W/- TUNL- EVT] : [ BA3AE410]

[ W- TUNL- EVT] : [ 8A3AE410]
Inserting static route:

[ W/- TUNL- EVT] : [ BA3AE410]

HTTP/ 1.1 200 K

Server:

Cisco | OS SSLVPN

CSTP Version recd , using 1
Al locating | P 192.168.10.9 from addr ess- pool

Using new al |l ocated I P 192.168.10.9 255.255.255.0
192.168. 10. 9 255. 255. 255. 255 Virtual - Access2 to

Ful |

Tunnel

CONNECT request processed, HTTP reply



*May 26 20:11:12.265: X-CSTP-Version: 1

*May 26 20:11:12.265: X-CSTP-Address: 192.168.10.9

*May 26 20:11:12.269: X-CSTP-Netmask: 255.255.255.0

*May 26 20:11:12.269: X-CSTP-Keep: false

*May 26 20:11:12.269: X-CSTP-DNS: 8.8.8.8

*May 26 20:11:12.269: X-CSTP-Lease-Duration: 43200

*May 26 20:11:12.269: X-CSTP-MIU:. 1280

*May 26 20:11:12.269: X-CSTP-Split-Include: 192.168.0.0/255.255.0.0

*May 26 20:11:12.269: X-CSTP-DPD: 300

*May 26 20:11:12.269: X-CSTP-Di sconnected-Ti neout: 2100

*May 26 20:11:12.269: X-CSTP-1dle-Tinmeout: 2100

*May 26 20:11:12.269: X-CSTP-Session-Timeout: 0O

*May 26 20:11:12.269: X-CSTP-Keepalive: 30

*May 26 20:11:12.269: X-DTLS-Session-1D:
85939A3FE33ABAE5F02F8594 D56 DEDE389F6FB3COEECAD211EB71C0820DF8DC8

*May 26 20:11:12.269: X-DTLS-Port: 443

*May 26 20:11:12.269: X-DTLS- Header - Pad-Length: 3

*May 26 20:11:12.269: X-DTLS-Ci pherSuite: AES256- SHA

*May 26 20:11:12.269: X-DTLS-DPD: 300

*May 26 20:11:12.269: X-DTLS-KeepAlive: 30

*May 26 20:11:12.269:

*May 26 20:11:12.269:

*May 26 20:11:12.269:

*May 26 20:11:12.269: [W-TUNL- EVT]: [ 8A3AE410] For User VPNUSER, DPD timer started for 300
seconds

*May 26 20:11:12.273: [ W-TUNL- EVT] : [ BA3AE410] CSTP Control, Recvd a Req Cntl Frame (User
VPNUSER, | P 192.168.10.9)

Severity ERROR Type CLOSE_ERROR

Text: reinitiate tunnel to negotiate a different MIuU

*May 26 20:11:12.273: [ W/-TUNL- EVT] : [ BA3AE410] CSTP Control, Recvd Cl ose Error Frane
*May 26 20:11:14. 105:

*May 26 20:11:14. 105:

*May 26 20:11:14.105: [W/-TUNL- EVT]:[8A3AE690] CSTP Version recd , using 1

*May 26 20:11:14.109: [W/-TUNL-EVT]:[8A3AE690] Tunnel Cient reconnecting renoving existing tunl
ct X

*May 26 20:11:14.109: [W-TUNL- EVT]:[8A3AE410] d osing Tunnel Context Ox8A3AE410 for Session
Ox8A3C2EF8 and User VPNUSER

*May 26 20:11:14.109: [W/-TUNL- EVT]:[8A3AE690] Reusing I P 192.168.10.9 255.255.255.0
*May 26 20:11:14.109: Inserting static route: 192.168.10.9 255. 255. 255. 255 Virtual - Access2 to
routing table

*May 26 20:11:14.109: [W/-TUNL- EVT]:[8A3AE690] Full Tunnel CONNECT request processed, HTTP reply
created

*May 26 20:11:14.109: HITP/ 1.1 200 K

*May 26 20:11:14.109: Server: Cisco | OS SSLVPN

*May 26 20:11:14.109: X-CSTP-Version: 1

*May 26 20:11:14.109: X-CSTP-Address: 192.168.10.9

*May 26 20:11:14.109: X-CSTP-Netmask: 255.255.255.0

*May 26 20:11:14.109: X-CSTP-Keep: false

*May 26 20:11:14.109: X-CSTP-DNS: 8.8.8.8

*May 26 20:11:14.113: X-CSTP-Lease-Duration: 43200

*May 26 20:11:14.113: X-CSTP-MIU:. 1199

*May 26 20:11:14.113: X-CSTP-Split-Include: 192.168.0.0/255.255.0.0

*May 26 20:11:14.113: X-CSTP-DPD: 300

*May 26 20:11:14.113: X-CSTP-Di sconnect ed-Ti neout: 2100

*May 26 20:11:14.113: X-CSTP-1dl e-Tinmeout: 2100

*May 26 20:11:14.113: X-CSTP-Session-Timeout: O

*May 26 20:11:14.113: X-CSTP-Keepalive: 30

*May 26 20:11:14.113: X-DTLS- Session-1D:
22E54D9F1F6344BCB5BB30BC8BB3737907795E6F3C3665CDD294 CBBA1DA4DOCF

*May 26 20:11:14.113: X-DTLS-Port: 443

*May 26 20:11:14.113: X-DTLS- Header - Pad- Length: 3

*May 26 20:11:14.113: X-DTLS- G pher Suite: AES256- SHA

*May 26 20:11:14.113: X-DTLS-DPD: 300

*May 26 20:11:14.113: X-DTLS-KeepAlive: 30



*May 26 20:11:14.113:

*May 26 20:11:14.113:

*May 26 20:11:14.113:

*May 26 20:11:14.113: [W-TUNL- EVT]: [ BA3BAE690] For User VPNUSER, DPD timer started for 300
seconds

f denof a- 892#show webvpn sessi on user VPNUSER cont ext SSLVPN_CONTEXT

Sessi on Type : Full Tunnel
Client User-Agent : AnyConnect W ndows 3.1.08009

User nanme : VPNUSER Num Connection : 5

Public I P : 64.102.157.2 VRF Name : None

Cont ext : SSLVPN_CONTEXT Policy G oup : SSLVPN_POLI CY
Last - Used : 00: 00: 00 Created : *16:11: 06. 381 EDT Tue May 26 2015
Sessi on Ti neout : Disabl ed I dl e Ti neout 1 2100

DNS primary serve : 8.8.8.8

DPD GW Ti meout ;300 DPD CL Tinmeout : 300

Addr ess Pool : SSLVPN_POOL MIU Si ze 11199

Rekey Ti me : 3600 Rekey Met hod :

Lease Duration : 43200

Tunnel |P : 192.168.10.9 Net mask 1 255.255.255.0
Rx | P Packets 0 Tx | P Packets : 42

CSTP Started : 00:00:13 Last-Received : 00:00:00

CSTP DPD-Req sent : O Virtual Access : 2

Msi e- ProxyServer : None Msi e- PxyPol icy : Disabl ed

Msi e- Excepti on

Split Include : ACL 1

Client Ports : 17462 17463 17464 17465 17471

pedjpk) Slo LoJé
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/content/en/us/td/docs/ios-xml/ios/sec_conn_sslvpn/configuration/15-mt/sec-conn-sslvpn-15-mt-book/sec-conn-sslvpn-ssl-vpn.html
/content/en/us/support/docs/routers/3800-series-integrated-services-routers/110608-ssl-ios-00.html
https://www.cisco.com/c/ar_ae/support/index.html
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