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louold AnyConnect g bl [J9sw:

ASA5520-C(config)# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : walter Index : 1435

Assigned IP : 192.168.1.4 Public IP 1 172.16.250.17
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : Clientless: (1)RC4 SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : Clientless: (1)SHA1 SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx : 335765 Bytes Rx : 31508

Pkts Tx : 214 Pkts Rx : 18

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : My-Network Tunnel Group : My-Network

Login Time 1 22:13:37 UTC Fri Nov 30 2012

Duration : Oh:00m:34s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

Clientless Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

Clientless:

Tunnel ID : 1435.1

Public IP : 172.16.250.17

Encryption : RC4 Hashing : SHA1

Encapsulation: TLSv1.0 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 2 Minutes Idle TO Left : 1 Minutes

Client Type : Web Browser

Client Ver : Mozilla/5.0 (Windows NT 5.1; rv:16.0) Gecko/20100101 Firefox/16.0

Bytes Tx : 329671 Bytes Rx : 31508
SSL-Tunnel:

Tunnel ID : 1435.2

Assigned IP : 192.168.1.4 Public IP 1 172.16.250.17

Encryption : RC4 Hashing : SHA1

Encapsulation: TLSv1.0 TCP Src Port : 1241

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 2 Minutes Idle TO Left : 1 Minutes

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.01065

Bytes Tx : 6094 Bytes Rx : 0

Pkts Tx 1 4 Pkts Rx : 0

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID 1 1435.3

Assigned IP : 192.168.1.4 Public IP 1 172.16.250.17
Encryption : AES128 Hashing : SHA1
Encapsulation: DTLSv1.0 Compression : LZS

UDP Src Port : 1250 UDP Dst Port : 443

Auth Mode : userPassword



IdTle Time Out: 2 Minutes Idle TO Left : 1 Minutes

Client Type : DTLS VPN Client

Client Ver : Mozilla/5.0 (Windows NT 5.1; rv:16.0) Gecko/20100101 Firefox/16.0
Bytes Tx : 0 Bytes Rx : 0
Pkts Tx : 0 Pkts Rx : 0

Pkts Tx Drop : O Pkts Rx Drop : O

leuold AnyConnect g, IJobosd IUpuvedd:

<{froot>

ASA5520-C(config)# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : walter Index : 1436
Assigned IP : 192.168.1.4 Public IP 1 172.16.250.17
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAl
Bytes Tx 1 12244 Bytes Rx 1 777
Pkts Tx : 8 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : My-Network Tunnel Group : My-Network
Login Time 1 22:15:24 UTC Fri Nov 30 2012
Duration : Oh:00m:11s
Inactivity : Oh:00m:00s
NAC Result : Unknown
VLAN Mapping : N/A VLAN : none
AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1
AnyConnect-Parent:
Tunnel ID 1 1436.1
Public IP 1 172.16.250.17
Encryption . none Hashing . none
TCP Src Port : 1269 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 2 Minutes Idle TO Left : 1 Minutes
Client Type : AnyConnect
Client Ver : 3.1.01065
Bytes Tx ;6122 Bytes Rx 1 777
Pkts Tx : 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunne
Tunnel ID 1 1436.2
Assigned IP : 192.168.1.4 Public IP 1 172.16.250.17
Encryption : RC4 Hashing : SHA1
Encapsulation: TLSv1.0 TCP Src Port : 1272
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 2 Minutes Idle TO Left : 1 Minutes

Client Type : SSL VPN Client



Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

DTLS- Tunnel

Tunnel ID
Assigned IP
Encryption

Encapsulation:
UDP Src Port :

Auth Mode

IdTe Time Out:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

: Cisco AnyConnect VPN Agent for Windows 3.1.01065

1 6122 Bytes Rx : 0
1 4 Pkts Rx : 0
0 Pkts Rx Drop : O
: 1436.3
: 192.168.1.4 Public IP 1 172.16.250.17
: AES128 Hashing : SHA1
DTLSv1.0 Compression : LZS
1280 UDP Dst Port : 443
: userPassword
2 Minutes Idle TO Left : 1 Minutes
: DTLS VPN Client
: 3.1.01065
: 0 Bytes Rx : 0
: 0 Pkts Rx : 0
0 Pkts Rx Drop : O
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9293 wg> 3JI B eduws Idgpd. J3Jd: sop top I eduwsd wlUsde pe 98w [l SSL-

Tunnel.

ASA5520-C# show

vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username
Public IP
Protocol
but not SSL-Tun
License :
Encryption
Hashing
Bytes Tx
Pkts Tx
Pkts Tx Drop :
Group Policy :
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

: walter
: 172.16.250.17
: AnyConnect-Parent

: 14

Index : 1336

<- Here just the AnyConnect-Parent is active
nel

AnyConnect Premium

: AnyConnect-Parent: (1)none
: AnyConnect-Parent: (1)none
: 12917 Bytes Rx : 1187
Pkts Rx 7
0 Pkts Rx Drop : O
My-Network Tunnel Group : My-Network
: 17:42:56 UTC Sat Nov 17 2012
: 0h:09m:14s
: Oh:01m:06s <- So the session is considered Inactive
: Unknown
: N/A VLAN : none

oS Suvdb ASA W g SSL
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Event Properties

Event|
[ ate: 012012 Source: acvphagent +
Tirme: O4:20:44 p.m Category: MNone
Type: Information Ewent (D 2033 +
L zer: I A,
Computer; WPM-14
D ezcriphion:
DTLS MTL: 1210 A
DTLS Compreszion: lzs i
DTLS Keep dlive: 20 zeconds
DTLS Rekey Interval: none
DTLS DPD: 30 zeconds
Sezzion Timeout; 0 zeconds
Dizconnect Timeout: 120 seconds —
ldle Timeout; 120 seconds
Server A58 [3.001])
MLUS Host: unknown v
Butes © 'words
aF. ] [ Cancel Apply
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B "pedsble Iy wlisJ" IUglues o AnyConnect:



Preferences | Statistics | Route Details | Firewsal | Message History

[30/11/2012 04:30:02 p.m. ] Checking For product updates., .,
[E30/11/2012 04:30:02 p.m.] Checking for customization updates.,
[30j11/2012 04:30:02 p.m.] Performing any required updates, ..
[30/11/2012 04:30:02 p.m.] Establishing YPM session...

[G30/11/2012 04:30:02 p.m.] Establishing YPM - Initiakting conneckion. ..
[a30/11/2012 04:30:02 p.m.] Establishing YPM - Examining swskem. .,
[a0j11/2012 04:30:02 p.m.] Establishing YPM - Activating YPM adapter. ..
[a30j11/2012 04:30:05 p.m.] Establishing YPM - Configuring swskem...
[30/11/2012 04:30:05 p.m.] Establishing YPM...

[E30f11/2012 04:30:05 p.m.] Connected to 10,195, 16, 140,

L

||||1

[30f11/2012 04 3534 p.r. ] "."EI’IF';.-' %,.n:nur netw::nrk n:u:nnnecth:nn

% |
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Cisco AnyConnect

;E Your conrection bo the secure gateway has been suspended longer than the alotted time fmit. A new connection is necessary, which requires re-autherticstion,


https://tools.cisco.com/bugsearch/bug/CSCtg33110
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<AutoReconnect UserControllable="true">true
<AutoReconnectBehavior>ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>
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