luwedulld Igble oled AnyConnect VPN -
09los IP 9 ASA 9 CUCM 9] oJlzol

Olgizall

doaboll

duwlwl ologles

ASA _lc VPN Gild a5 ash

0 p0ai9 udoll ue CUCM ouas

adlall jwleall dud 9 aS el LLas)l

ASA 9 plaziw)] olledi

CUCM >l uiwlg ASA ,0uai TrustPoint/Certificate
leinoSs o3 il RSA 65lgis 0 You Lild 42990 ECDSA 65lgis ASA pasy
IP ail® , oaiumo d95ban) a5 olils 6acld

VPN il® dsi dnilog ASA 6sleiv - doleidl wlalai
SHA1 & ;i _,ax9

IP (oil® S5 walo L jis

& =il o 5 el

(IP) <o i)l JgSqig  ailg®9 VPN S  Jo> dijlgo
IP 9 CSD wilg®

ASA LOG

ASA clias i aas

DAP sclgd
s3] wlegaxo 9l DFtGrpPolicy 4o &9 00l ousll
dogcanll ol ol e

s,V o8l 9 oVl Ine> adlesl, 9 &S juinall Llasll
IP il e dslao ue VPN olslacl

63leid| a95kas oluwl

wwaoll 9,20 4o, goxill

Olol S le>Vuolg clas V] SliSiwl

ASA 5 lgolaziwY elasVl auuaig oMol

IP il® oMo

IP il® o Mauwg ASA oV w dlas ol S Linoll

ASA LOG

wiledl oM=w

doww cluo pc . JI uioles w dund

VPN aSwin JLasVl elil IP ail® oS5 ol juss

ASA SSL 65leis oz

dolsoll



SSL)) oVl Juogill i3le dauo JgS0i9 pasims Ll IP wiled cllas] Glisiwl dyayS situall 138 Cauny
oy SAI Cisco o (ASA) Sl Ll oIl jlex JLasW ((Cisco AnyConnect Secure Mobility Client
o] piy sl Cisco o (CUCM) 6a>g0ll oYLasVl ooy JLasVl Bagy9 VPN aSuis &lgsS aolaziuw]
g0 piRS

‘oliiuall 03® _J| g2, VPN wislgg: AnyConnect oo us5s dliol _le Jouaxll

IP (&ilg® 955 Jlo 20 SSLVPN

& leidl d495Lan oS5 Jlo 20 AnyConnect VPN wil® -

dawlwl ologleo

J AnyConnect Lass i aloVl ollbiall elaguwl o 35T (P Lasle® go SSL o ol VPN aSui s Jid
.CUCM (0 6axiall &LYsll néall punaidl Hlao¥g ASA

ASA _lc VPN wild Lags 5 ashs

AnyConnect o Jlai¥l pgiSay cpuill omorsiuunll 3ae ST ASA 8 65uall VPN S WB Las i gab
ASA o>, o® b JI &>l .AnyConnect Premium SSL Las i 0 385 (Y pl IP @il oS elgw)
Jwolaill o 250 e Joaxl) Sdgaxall VPN g IP Phone wVbasy wellasll

:ASA ol 2o Las il puwl Galisy .65l (uSos oo axill sShow version oVl paziwl ASA le

AnyConnect for Linksys Phone ¢® _a il puwl :X.8.0 ,laoYl ASA

.Cisco VPN wilg AnyConnect 9 Las il puwl 1oVl ollaoYlg x.8.2 5lasYl ASA -

:x.8.0 9Mb| ASA J Jlo id

ASA5505(confi g)# show ver


http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080bf2402.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml
http://www.cisco.com/en/US/products/ps12726/products_qanda_item09186a0080bf292f.shtml

(Cisco Adaptive Security Appliance Software Version 8.0(5
(Devi ce Manager Version 7.0(2

<sni p>

:Licensed features for this platform

VPN Peers : 10

VebVPN Peers : 2

AnyConnect for Linksys phone : Disabled

<sni p>

.This platformhas a Base |license

1615Vl olylasYls ASA 8.2.x whlaal Lle Jlo L Lads

ASA5520- C(confi g)# show ver

(Cisco Adaptive Security Appliance Software Version 9.1(1
(Devi ce Manager Version 7.1(1

<sni p>
:Licensed features for this platform

AnyConnect Prem um Peers : 2 perpetual

AnyConnect Essentials : D sabl ed perpetua

AnyConnect for Cisco VPN Phone : Disabled perpetual
<sni p>

.This platformhas an ASA 5520 VPN Plus |icense

000259 Mdall jue CUCM 005

VPN 5l® & ju0) CUCM o pruaill Ao U.S laol i o

' o 16538 (baxiall S LYl 2l o CUCM (o o s Llaol pacius e 13

il bzl ain, 1309 dasbwgl éisy ohlodl Jluyl Jass J21 o IP @l ool olueSs Joass pi
VPN &S sl 630 0,965

il LVl M5 o VPN &uis Juolss s liSou Y

VPN 63109 VPN dcgazo9 VPN dlg9 VPN iy e cale (peSi doldl LVl olbls Joe ai Y -

a8l iSay ¥ (daxiall LYl aai, (o)l CUCM (o xéall e JlaoYl I ad il > e, tdla>o
13D &0 axiall &LYeIl Lol siall sl lnol 91 ) 33> cus el 9l ol dl 13D I la>Y
P ]



adloll juleall d4® 9 &S judell Llasll

Golzxuwall eMasll) (Cisco 40 woloVl law dg>l9 l=o) Cisco CLI Analyzer plaziw| eiSa, :dla>Mo
o paaill 4ol9l Jo> dagall wlogleall  JI g9= 1 Loyl clle oy .show)pgscll e Jdxi Jo el (lnasd
.debug ,»l9l plaziw] J19 Cisco i

ASA 5 plasiwdl ollgi

Ju > oblgig a5 wlg> e SSL whblgig @8sill dsl> SSL whblgi plaziuw] diSey ASA le
ASA 9 IP wild w JLasVl 03 o Sl eins9

g1y JSI 1asd 6a>19 6slgis ues Sy Y 1nad 6a>l9 ded 63lgi plasiw] Seu

alawgio whlgi Sl o 299 ASA 8 aolsUl dbubud] cutiy a8 >, l5 dgzy ozl SSL wllgail duid b
o3> oblew 9l

CUCM >l,5wl9 ASA ,auai TrustPoint/Certificate

385 .CUCM _JI ] swlg ASA (0 SSL Loglas elisl IP sl JI ASA lgoai, (il 63lgaidll uaas oo
ASA oo 18005 pivw Il 85lgiull 4 ,20) IP slod Loy Juaw il agloll dusall dail] alnds oo

AnyConnect &sl® g>1, .18 005 pisw il (65gidl) TrustPoint .0 gaxill show run ssl oVl pasiwl
wlogleall o 2o Je Joaxl) 65lgidl 495bas +eSS Jlio g0 VPN

JS s I azlxy <ol ASA (o isT ol aslg Jl ax)ls dg> oo 65lgiis uiaiy cand 28 S 13] jala>No
VPN slgll, asis CUCM _J| 51wl o5 ASA JS (0 die® 65l

leissSs p5 il RSA 6lgis 0 Yy sl dsbgo ECDSA 65l ASA pai


https://cway.cisco.com/go/sa/
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml
http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

sl p28Y1 az390ill ailogll a2les Y Lo (JLas¥l &asVI 390l Wilogll e izt (il 03 &9a> aic
il iull 03D &9 aic walgll e oMol ld . JSLiso

(VPNC:. -protocol _handler: SSL dpd 30 sec from SG (enabl ed

VPNC: -protocol _handl er: connect: do_dtls_connect

VPNC: -do_dtls_connect: udp_connect

VPNC: -udp_connect: getsocknane failed

VPNC: -udp_connect: binding sock to ethO I P 63.85.30.39

VPNC: -udp_connect: getsocknane failed

VPNC: -udp_connect: connecting to 63.85. 30. 34: 443

VPNC: -udp_connect: connected to 63. 85. 30. 34: 443

VPNC. -do_dtls_connect: create_dtls_connection

VPNC. -create_dtls_connection: cipher list: AES256- SHA

VPNC. -create_dtls_connection: calling SSL_connect in non-block node
VPNC. -dtls_state_ch: DTLS: SSL_connect: before/connect initialization
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 wite client hello A
VPNC. -dtls_state_cbh: DTLS: SSL_connect: DTLS1 read hello verify request A
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 wite client hello A
VPNC. -dtls_state_ch: DTLS: SSL_connect: SSLv3 flush data

VPNC. -dtls_state_ch: DTLS: wite: alert: fatal:illegal paraneter
VPNC. -vpnc_set _notify netsd : cnd: Ox5 event: 0x40000 status: O0xO error: 0xO
VPNC. -alert_err: DILS wite alert: code 47, illegal paraneter

VPNC. -create_dtls_connection: SSL _connect ret -1, error 1
(VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1
:VPNC:. -DTLS: SSL_connect: error:140920C5: SSL routines: SSL3_CGET_SERVER HELLO
ol d session cipher not returned VPNC. -create_dtls_connection: DITLS setup failure, cleanup VPNC:
-do_dtls_connect: create_dtls_connection failed VPNC. -protocol handl er: connect:
do_dtls_connect failed VPNC. -protocol _handler: connect : err: SSL success DTLS fai

SSL Jwae Juai boaic .SSL/TLS J syliawl iziall jubiv pe> pin (a3l olylaolg 9.4.1 ol 9
«S9lanl ixinll jais dcgozxe Jo Loglaill piy ASA O x> ild giges Jio (DY ixiall L1 VPN
diiws 485 dlass go (gullais il dg=loll (9SS aie > (s9liay ixio 65lgis g0 SSL VPN Juac ASA pad,9
Blois gl il wlegazo A5l J9gumall Jle ey (ild a=9g0 SSL 65lgis puasi 0 ASA giaJ .RSA I
139 a5 J9guual) Sy [RSA Jlasl alass plaziwl, lgioSs o5 dg>le) cJlodl Juuw Lo .SSL b ol e
11086 RSA | éaiimall 6,08l Jo> oglail piy i> oVl

"ssl cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA

leivoSs @5 Ll oholgidl plasiaw] piy - JuSitall )] a9Vl lass id CSCUU02848 5, CiSCO o iyl go
LS s 8lgi LU 5 Laad Lol amdoall olileidl paskiuns Ll aumo JSuiy

None Lasbls load EC CERT  lnad RSA éslgis i jidall Jyool 6 040
65l paiuy oolgi patimy  d=9gall RSA 65lgis pasiaw 0>lgi paSiuy lnad RSA 6,4
il ae9gall RSA Ll RSA

i p 3y RSA s ook RSA jshis packisy RSA jsaits o1y


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848

5)[@.&) ARy EC 6.)[.@.& P ARy EC 5)[@.&) P ARty JlaiVl J.ahQ (6ob) lhao EC olhad

&99il aily EC wlai pasiuw EC oo pasiw

i oA

65lgi paziwy  EC 6lgis paziuy EC éslgi pasiu 65lgis paiuy 1nss - el MS
99l asldy EC wlyai pasiw EC clai paziuy RSA

S0l pasiouy RSA juein paziw

IP 5l oo a9lanl a5 olly 6acld

JSss9,l Jio &¥sS539 1 plackin] (S 1P 5B joriimo i83kaal dn )l obly 6100 pladiu] Loy
i8500a) (RADIUS) pasiall doss _d a2; 0,8 @staall Llb 9i (LDAP) Jall I Jguosll cauasll

VPN wisld a5 dnsldy ASA 83lgis o 83lgitdl o liylos

38 .CUCM _,8 VPN wisl® as 65lgasS Lohozig ASA SSL dg>lo) diall 63lgidl i clle vy il Sk

235 pg8y il &=l go ASA O (o doasall 65lgidl 01 &5 gullas pac (9 dalikall 99 )l i
oSl calo WS 0 VPN wild I g=95>9 @adgi, CUCM

di 520 olS 13 lon §axid (JlasVl Jid aiwl 13] ASA 9 IP l® o VPN Jlasl s o cpuoSill JlaiST 5,50
1P il® Lgmdeiy il &5 jll 5sllas ASA 65lgin

1 ASA lgosi, Ll (SHA1) 1 awoVl a5l dso,les &35 oo B
2 .CUCM 0 IP (il® 3655 il Jyjid TFTP pasiial
ol pladl _JI 64 sxclill oo 91 64 saclall | s miasdl awlawdl pladl o @520l a0y ld .3

S|

SHA1 &0 Laxb

03D (o ixill P B lg; iy Ll dgaloll e ssl trustPoint LoVl plaskiwl, dsuanll $slgidl ASA o=,
4y Jaii ol oy sl (URL (group-url oleie Jsslg ((Firefox (Jlall 138 _8) o miuall isl «65lgill
cailogll



é @ttp::_-’_-'1[].198.15.14[]_- +C5C0E+/logon.htmlffcadbadd=1

ﬁ} Page Info - https://10.198.16.140/+CSCOE+/logon.htmi?fcadbadd=1

| = Ll ]

Ly - WV i
General Media  Permissions  Security
Website Identity
Website: 10.198.16.140
Owner: This website does not supply ownership information.
Verified by:  ASA Temporary Self Signed Certificate

Certificate Viewer"ASA Temporary Self Signed Certificate”

General:| Details

Could not verify this certificate for unknown reasons.

I=
]

Issued To

Common Mame (CH)
Organization (O]
Organizational Unit (OU]

Senal Mumber

Issued By

Common Mame (CM)

| Organization (0]
Organizational Unit (OU)
Validity

Iszued On
Expires On

SHAL Fingerprint
MD5 Fingeff

ASA Termporary Self Signed Certificate
«Mot Part Of Certificates

«<Mot Part Of Certificates

DF:F2:C4:50

ASA Temporary Self Signed Certificate
ASA Temporary Self S5igned Certificate
<MNot Part Of Certificate=

12/09/2012
12/07/2022

= M L] i ] W = =

ES:7E:81:EA:99:54:1:44:97:66:78:D0:E2:41:8C:. DF:79: 49:31:76

olis b .Jlas¥l S JSLino @ s3I cislgll TFTP (0085 calo Jyjits 08 (CUCM | iblio Jgu09 @ sigmaS (0

o il



A SEP<Phone Mac ax<J>b tftp -i <TFTP JI paxiwly Windows 9 CLI dul> zisl
ol Address>.cnf.xml
Jsac 6500 ouSas 25T e Lud obisl Uazll Milos Uas cails 3] :ala>Ne
TFTP
@A Administrator. Command Prompt

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\pkinane>tftp 14.48.38.5 qet BAT.xtl
"tftp' is not recognized as an internal or external command,
operable program or batch file.

l\_/rl\_/ ky. » Control Panel » Programs » Programs and Features

Control Panel Home :
Uninstall or change a program

View installed updates

To uninstall a program, select it from the list
“¢ Turn Windows features on or

off Cltnanize >

[-1] Windows Features | =H=] |ﬂh]

Turn Windows features on or off ©

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

T Print and Document Services =
v Remote Differential Compression
RIP Listener
Services for NFS
Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
Telnet Server

v TFTP Client

2 ‘ala)l Jo i) TETPD32 Jio ligdas pociawl

m



http://tftpd32.jounin.net/

& Tftpd32 by Ph. Jounin

= @] x®

Current Directony 1E:hPrngram Filez\TFTP

Browse

Server interface ] 172 16.250.100

Titp Server  THtp Client ] Syzlog server ]

Fort |EEI

Host [10.10.10.1

Shi Dir

=)

File 15EF‘EEE BAF57ET1 3. enf.=ml
E!sgk“ iDefauIt ""'| [ Send full path ta server
o] pu | | % Thed32 e
I.-" . '“‘-I 17 blocks transferred in 3 seconds
WY 0 block retransmitted
_&bnut 5
ok

>Lall certHash 9 glasall Jlall 138 auog, .vPNGroup 655 >3>9 XML zidl «alall Joji5 5,20y .3

<vpnGroup>

<nt u>1290</ nt u>

<fai | Connect Ti ne>30</f ai | Connect Ti ne>
<aut hMet hod>2</ aut hMet hod>

<pswdPer si st ent >0</ pswdPer si st ent >

<aut oNet Det ect >0</ aut oNet Det ect >

<enabl eHost | DCheck>0</ enabl eHost | DCheck>
<addr esses>

<url 1>https://10.198. 16. 140/ VPNPhone</ ur| 1>

<addr esses/ >
<credenti al s>
<hashAl g>0</ hashAl g>

<credential s/ >
<vpnG oup/ >

a2l juo 5 eld



uansid] XML oo @a5kitasy Lody paC pawlnww Gauntiiy @552l o yiamal| (o 52, 5521 Lind (3ullos (po ST
oVl a>19 ¢ > liadl Guaz jiall o wa=ll Iid ds,Waall 2SW 3V I ol 3> Jioxi 08 13 base 64

ol « p> sioll B

4 [ HEX ] 6 [ BASEGY |
ES:7Ei81:EA:S9: 541 CL144:197:56: 78 DHEZ 41 :BCiDF:THiAS:31: SHEBERILWUSKZAjQ4kEMIZ mpMITY=
7&

2o ailiy Looladl piy sl Jlas¥l 6 VPN waild g5y Y iyl &2l dagd gullas o) 13] sdda>No
IVl Jinig ASA

(IP) <oVl JoSe39,: wiile®9 VPN dSuis Jo> &5jlg0

aiix]] 6slgill dxo o il VPN Wilsd pgas ¥ VPN wisleg) Jsoxill ojlsinll SSL VPN acs aiy ¥
Jo> @jlgo OV . pslgxl o axill CUCM S o JawY lgeds a5 Ll &l pasiows U ¢ Yau oSJ9
low (633210 whlgd a0 oo §3xill Wilsgll podi ol i lgld «uwlwl JSuiy HTTP azgs éslc] ® VPN
'l Lo (VPN) a,@lall doll éSuill Jo> &jlse Jind Lolyel i . Jisdl I 538

Jiaty Slaall dlg S 91 JlasW) iliian] JSoiay Yool B9 9 itany olol o caslll Jai

‘Jio Slw, e wilgdl oMo sgix -

NOT 20: 59: 50. 051721 VPNC: do_l ogin: got login response :909

NOT 20: 59: 50. 052581 VPNC: process_login: HTTP/ 1.0 302 Tenporary noved : 910
(NOT 20:59: 50. 053221 VPNC: process_login: login code: 302 (redirected :911
NOT 20: 59: 50. 053823 VPNC: process_login: redirection indicated :912

;" NOT 20:59:50. 054441 VPNC. process_login: new 'Location :913

webvpn+/ i ndex. ht m +/

NOT 20: 59: 50. 055141 VPNC: set _redirect_url: new URL :914
<https://xyzl.abc. com 443/ +webvpn+/i ndex. ht m >


http://home.paulschou.net/tools/xlate/

IP 9 CSD wislg®

CSD (805 aic s Y9 (Cisco (CSD o (oYl il o (IP) e il JoSei9 0 islgd pew ¥ L>
ASA U5 ple JSui ol saill dcgaxal

:ASA CLI JI _$5 ol webVPN bgis jo,ll e3> .CSD ,8ai pi 28 ASA oIS I3l bo 28T Yol

ASA5510- F# show run webvpn
webvpn
enabl e outside
csd image diskO:/csd_3.6.6210-k9.pkg
csd enable
anyconnect image di sk0:/anyconnect-w n-3. 1. 00495-k9. pkg 1
anyconnect enabl e
#ASA5510- F

ASA L ezl aunai ol ool g2 P wild Jlail sl CSD JSlive o il

ASA LOG

ASA- 4-724002: G oup <VPNPhone> User <Phone> | P <172.6.250.9> WbVPN sessi on not %
.termnated. Ci sco Secure Desktop was not running on the client's workstation

ASA clbs| aonas

debug webvpn anyconnect 255

<sni p>

. Tunnel G oup: VPNPhone, Client Cert Auth Success
WebVPN: CSD data not sent from client
I'http_renove_aut h_handl e(): handl e 24 not found
<sni p>

oS pasy CisCO (pogi ANyConnect (oasiuwe (o &aie Jo> g0 6 uS i dloc 9 tda>Vo
clis] pi 29 WA (P ylgic dawly ail> 50 avuai Say Y .WebVPN AnyConnect slas| apuai

logleall (o 6,8 @S



a0l WebVPN o loww il without-csd oYl gubas clle wox 1oVl olylaoYls 8.2 clluoYl ASA L
14l dcgoay

tunnel-group VPNPhone webvpn-attributes

aut hentication certificate

group-url https://asa5520-c. ci sco. com VPNPhone enabl e
without-csd

ple JSuiy CSD Juass 68 a>gll ol Sl olS i) LSas 138 oSy o) (ASA (o disludl olyluodl 8

98 oS 2o Juogi wawogid CSD Juass eliSay (Cisco o (ASDM) dasall ooVl Jgl> 63¢21 a0 (9
Jladl 13D 8 aiogo

Add AnyConnect Connection Profile )
~Basc | Enable the display of Radus Reject-Message on the login sareen when authentication is rejectad
= ﬂdwmd
i General || Enable the display of Securld messages on the login screen
-Client Addressing
i-Authentication Connection Aiases |
~Gecondary Authentical | Thig S50 VEH access method wil present a list of alases configured for al connection profiles. You must enable the
r-Authorizaton Login Page Setting in the main panel to complete the configuration.
-Accounting | g ; i
| T ——— % Add| @ Delete| (The table is indine editable.) @
Abas Enabled
Group LIRLs

This 55L VPN access method will sutomatically select the connection profile, without the need for user selection.
% Add| (@ Delete| (The table is indine editable.) @

URL Enabled

ittps: /525520 cisco, com/VPNPhone

ik Do niot run Cisco Secure Desktop (CS0) on dient machine when using group URLs defined above to acoess E:IE

i".EA (If a dient connects using a connection alias, this setting is ignored,]

.CSD 80 Jasivi BLlayY dcgozall URL lgic paziwl :da>Mo



DAP aclgd

85621 oo sl gloil Juosi Ll posi Jr s ASA Sleally IP Giilo® Juogiy il cllac alass podi ¥
e einll (ulall o« 13gl9 .(IOS 9 Android) dlgaxall 6 5>Vl9 (Mac OS g Linux 9 Microsoft)
oo w9l plass 9 ol ,idVl el 2Vl 9Sh cu> (DAP) (Swoluadl Jguogll dwluw aclgs) 39290 (1953

JlaiVl elgl| 9@ DfltAccessPolicy

oy, calo Jio cismo dnleo paiwl VPN Uslog) dhasio DAP 61cls clisl, pd (JI o2 13D oIS I3]
aglio Ul el,>Yl sk p89 (Jlasyl

e
aLE e <L LS5 FOrch

Folicy MName: _'-TF‘hl:'hune

Descripbion: ACL Priority: |0
Selection Criteria
Define the AAA and endpaint attributes used to select this access policy. A policy is used when a users suthorization attributes match t

below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and/for by expanding the
spedfy the logical expression text.

:Llsa has ANY of the folowing AAA Attrbutes values.., and the following endpoint attributes are satisfied.
AAA Attribute  Operation/\alue Add | Endpoint ID Marme /Operation,Value
:l.'é:'.
Delete
[E) Add AAA Attribute o
Advanced i _
AAA Attribute Type: Cisco -
- Access/Authorization Policy A : - _ |
Lol [7] Group Palicy: =+ ||GroupPolicy_VPNPhone
group-policy hierarchy. The 7] Assigned IPv4 Address: [

that are not specified in DAR

Action | Metwaork ACL Fil [] Assigned IPv6 Address:

[#] Connection Profile:

Action: (@) Continue
' [[] username:

Specify the message thafl | [T Usemame2: =

[] SCEP Required: |= true
Liser Message:
1

Jlaily DfitAccessPolicy o iy dlu, gka; ASA ol P isleg) dismo DAP dwluw clisly as ol 13|




ASA- 6- 716038: Group <Dflt GrpPolicy> User <CP-7962G SEP8CB64F576113> | P%

. Aut henti cation: successful, Session Type: WbVPN <172. 16. 250. 9>

ASA- 7- 734003: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Sessi on%

Attribute aaa.cisco.grouppolicy = G oupPolicy_VPNPhone

<sni p>

, ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250. 9%

Connecti on AnyConnect: The followi ng DAP records were selected for this

connection: DfltAccessPolicy

ASA- 5- 734002: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9: Connection%
terminated by the following DAP records: DfltAccessPolicy

‘ol liSay dmylio e cl,>Yl Luss go IP wailog) dismo DAP duwlyw clis] 5,50

- ASA-7-746012: user-identity: Add |IP-User mapping 10.10.10.10%

LOCAL\ CP- 7962G SEP8CB64F576113 Succeeded - VPN user
ASA- 4- 722051: G oup <G oupPol i cy_VPNPhone> User <CP-7962G SEP8CB64F576113> | P%
Addr ess <10. 10. 10. 10> assigned to session <172.16. 250. 9>
ASA- 6- 734001: DAP: User CP-7962G SEP8CB64F576113, Addr 172.16.250.9, Connection%
AnyConnect: The following DAP records were selected for this connection: VPNPhone

S50 elegamo 9l DtGrPPolicy (o &9 ,50ll pudll
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group-policy DfltG pPolicy attributes
vpn-simultaneous-logins 0

vpn-tunnel-protocol ikevl ikev2 l1l2tp-ipsec ssl-clientless
group-lock value DefaultWEBVPNGroup
vpn-filter value NO-TRAFFIC

group-policy G oupPolicy VPNPhone attributes
W ns-server none

dns-server val ue 10.198. 29. 20

def aul t - domai n val ue ci sco.com

GroupPolicy_VPNPhone ;i a0 JSuin @335 aiy @) il DtGrpPolicy ¢e wlaleall Jlas¥l &,
Jlasyl elsh IP wsld I ologleall gia> @939

Lo dcgazall (9 6,blio lgdl gl (il (pusll) dousl] usis @9 13D il

group- policy G oupPolicy_VPNPhone interna
group-policy G oupPolicy_ VPNPhone attributes
W ns-server none

dns-server val ue 10.198. 29. 20
vpn-simultaneous-logins 3
vpn-tunnel-protocol ssl-client
group-lock value VPNPhone

vpn-filter none

defaul t -domai n val ue ci sco. com

JLoll 138 xing, tshow run all group-policy oVl ,o.\xwi [DfItGrpPolicy J auol,idVl pusll 0 gaéxill
Z(bti)iud|c)y L§)§“

ASA5510- F# show run group-policy DfltGrpPolicy
group-policy DfFltG pPolicy attributes
dns-server val ue 10.198.29.20 10.198.29.21
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
defaul t-domai n val ue ci sco.com
#ASA5510- F

ASA5510- F# sh run all group-policy DfltGrpPolicy
group-policy DfltG pPolicy interna

group-policy DfltG pPolicy attributes

banner none

W ns-server none

dns-server value 10.198.29.20 10.198.29.21

dhcp- net wor k- scope none

vpn- access- hours none

vpn-si nul t aneous-1 ogins 3

vpn-idle-tinmeout 30



vpn-idle-tineout alert-interval 1

vpn- sessi on-ti meout none

vpn-session-tinmeout alert-interval 1

vpn-filter none

i pv6-vpn-filter none

vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless
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dogerall il oldi

cealdl 2obls 7962G IP 5Ll couYl JoSeis wasld go o lis| ai il AnyConnect VPN wsld acy,
iy o) 5] AES128-SHA 9 AES): AES256-SHA) paiiall saisll Hleo LDVSY (Jaid b 1.1.9 1ol
ASA Uz U 2uioge 68 oS (JlasVl Jad ) pivw ASA U auall sl 3

. (ASA-7-725010: Devi ce supports the follow ng 2 cipher(s%

ASA-7-725011: Ci pher[1] : RCA- SHA%

ASA- 7- 725011: Cipher[2] : DES- CBC3- SHA%

ASA- 7-725008: SSL client outside:172.16.250.9/52684 proposes the foll ow ng%

. (cipher(s 2

ASA- 7- 725011: Cipher[1] : AES256- SHA%

ASA- 7- 725011: Cipher[2] : AES128- SHA%

ASA-7-725014: SSL 1lib error. Function: SSL3_GET_ CLIENT HELLO Reason: no%
shared cipher



:show ssly show run all ssl oVl 551 (aiuSei 05 S| geuall il a0 ASA oS 13 b sty

ASA5510- F# show run all ssl
ssl server-version any
ssl client-version any

ssl encryption rc4-shal aesl28-shal aes256-shal 3des-shal
ssl trust-point SSL outside
#ASA5510- F

ASA5510- F# show ssl

Accept connections using SSLv2, SSLv3 or TLSvl and negotiate to SSLv3 or TLSv1l
Start connections using SSLv3 and negotiate to SSLv3 or TLSvl

Enabled cipher order: rc4-shal aesl28-shal aes256-shal 3des-shal

Di sabl ed ci phers: des-shal rc4-md5 dhe-aes128-shal dhe-aes256-shal nul |l -shal
:SSL trust-points

outside interface: SSL

Certificate authentication is not enabled

#ASA5510- F
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Phone Button Template
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Phone Services o
SIP Profile

Common Device Configuration
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http://www.cisco.com/en/US/products/sw/voicesw/ps556/products_configuration_example09186a0080bef910.shtml

Certificate List (1 - 21 of 21)

Find Certificats List where File Name » begins with = [ Find ]| Clear Filter H i Jlj
Cartificate Name Cartificate Typa .PEM File

tomcat certs tomcat.pem
ipsec certs peeC, peiT)
tomcat-trust trust-certs CUCHMBS pem
ipsec-trust trust-certs CUCMES. pam
caliianzgs sets Calizuzazy
CAPF certs CAPE.permn |
TS ceris TW5S. pem

allManager-trust trust-certs m:n Manutacturing E&_Eem I
CallManager-trust trust-certs CAP-BTP-001.pam
CallManager-trust trust-certs Cisco Root CA 2048.pem
CallManager-trust trust-certs CAPF-18cfl46e.pem
CallManager-trust trust-certs CAP-RTP-002, pem

7940 9 7960 a>3gail Cailsglly uL3.93_,S...m lassso VPN o5 il uul_gg.]l o o i oo lidl g

il dlawly, leides miy Ll MIC wlsleiv (8861 9 .Cisco IP (8811, 8841, 8851 cailed cas paiais
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http://www.cisco.com/security/pki/certs/cmca2.cer

MIC pasius d8skasll 518 (MIC 15, ,SJ9 cwislyll

CUCM _JI ®>],5mly ASA 0 SSL 63lgis sauas g 63lgidl @83kan) dmilly ail LS5 :ala>Vo

agioall 20 oo il

o Jlas\ caslogll aoxsius (sl (URL (group-url go >lgidl g9i90 8 (CN) gilill pundl .llaiy o) 1]
Billos ASA L9 65l paziawl 91 CUCM e Garinnall 8,20 (o Baxll Jubasiy aid VPN JM5 (0 ASA
ASA _le URL

iSeis le SSL 63lgis o Loxic 9l iJx 8,> 63lgi ASA (o SSL 63lgis S boxie L9, 13D 09549
punl o Yoy IP Glgie placiawly 08linl i 18 URL olgic o8, loxie 91 (o £0i090 aml) ddlizo SAN
(FQDN) JolsJL, Jo5all Jixall

ad| Joogll wilgdl J9lxy sl URL go 65lgill CN gullai, ¥ boaic IP wild Jzuud Jlo 3@

...NOT 07:07:32.445560 VPNC. DNS has wildcard, starting checks : 1231

yERR 07:07:32.446239 VPNC: Generic third level wildcards are not allowed :1232
(stopping checks on host=(test.vpn.com) and dns=(*.vpn.com

NOT 07:07: 32. 446993 VPNC. hostID not found in subjectAltNames : 1233

NOT 07:07:32.447703 VPNC. hostID not found in subject name : 1234

11ERR 07: 07: 32. 448306 VPNC. hostIDCheck failed : 1235

VPN Gy, walo < VPN < doadio oliwe J| Jsil CUCM 5 Gauinoll B 00 o gaxill L] WOlayy

— Tunnel Parameters
MTU* 12490

Fail to Connect® 3

. | Enable Host ID Check




Olio] JSuiny le>Voolg ellasVl BLiSiwi

ASA _$ lgolaziuwY elasVl aeuasy Mol

1Sy J Jzawg lawsy 138 wiSe guaiwy il ASA JI e

| oggi ng enabl e
| oggi ng buffer-size 1048576
| oggi ng buffered debuggi ng

debug webvpn anyconnect 255

onSei pasy Cisco _pogi AnyConnect _oxiuus o géire Jo> go 6,uS i dlac (9 1dla>Vo
elis] pi 29 LA (P ylsic dlawly, ail> 50 dsai Sas ¥ .WebVPNH AnyConnect clas| aeuas
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Systen = CallHouting + Media Resources »  Advanced Features + Device = A

Phone Configuration

B Save xﬂelete Copy % Reset 4 Apply Config |:|'}: Add New
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9 IP ld oM Il Jswogll cliSay (63,331 65500l 03 J55Y waslgll layio 65lely doasdl (iSei 5,5
Jasl aeall &Sl 03 | Jowoll 5> aa) jiousS jlg= oo uisilgll Lo IP Ulsie plasiawly o il
oo B8535 Ol oy el olalall Uiy lgdl oY dmal Jxull olle Laxdy pSxill 6159 oMo |
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CISCO

Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Information

/F Sf cache/fsclc fd0a loc

Network Configuration

/FS/cache/logl81
/FS/cache/logl82
3 /ES/cache/logl78
/FS/cache/logl 79
/FS/cache/logl80

Network Statistics

Ethernet Information

Access

Network

Device Logs

Console Logs

IP &il® oMauwg ASA oMouw ou dlag jall JSLinall

Lo 839200l 63lgill @535 il ¥ Jliadl 13D 5 IP ildg ASA Lo cMoudl lay, dass e Jlio i
83lgiiny ASA e 639> 0all 63lginll Jlaiw! a3 &Y wslgll (655 wilo e 639> 0all 63lgil &35 g0 ASA

ASA LOG

ASA- 7- 725012: Devi ce chooses ci pher : AES128-SHA for the SSL session with%

client outside:172.16.250. 9/50091
ASA-7-725014: SSL l1lib error. Function: SSL3_READ BYTES Reason: tlsvl alert%



unknown ca
ASA- 6- 725006: Device failed SSL handshake with client outside:172.16.250.9/50091%

wilgl o Mow

NOT 10: 19: 27. 155936 VPNC. ssl _state_cb: TLSv1l: SSL_connect: before/connect :902
initialization
NOT 10: 19: 27. 162212 VPNC. ssl_state_cb: TLSv1l: SSL_connect: unknown state :903
NOT 10: 19: 27. 361610 VPNC. ssl|_state_cb: TLSvl: SSL_connect: SSLv3 read server hello A :904
:NOT 10: 19: 27. 364687 VPNC. cert_vfy cb: depth:1 of 1, subject :905
<CN=10. 198. 16. 140/ unst r uct ur edName=10. 198. 16. 140/ >
(NOT 10:19: 27. 365344 VPNC: cert_vfy_cbh: depth:1 of 1, pre_err: 18 (self signed certificate :906
NOT 10: 19: 27. 368304 VPNC. cert_vfy _ch: peer cert saved: /tnp/leaf.crt :907
NOT 10: 19:27.375718 SECD: Leaf cert hash = 1289B8A7AA9FFD84865E38939F3466A61B5608FC : 908
<ERR 10: 19: 27. 376752 SECD: EROR secLoadFile: file not found </tnp/issuer.crt :909
ERR 10: 19: 27. 377361 SECD: Unable to open file /tnp/issuer.crt :910
ERR 10: 19: 27. 420205 VPNC: VPN cert chain verification failed, issuer certificate not found :911
and | eaf not trusted
:ERR 10:19: 27. 421467 VPNC: ssl_state_cb: TLSvl: write: alert: fatal :912
unknown CA
ERR 10: 19: 27. 422295 VPNC. alert_err: SSL wite alert: code 48, unknown CA :913
ERR 10: 19: 27. 423201 VPNC. create_ssl _connection: SSL_connect ret -1 error 1 :914
(ERR 10: 19: 27. 423820 VPNC: SSL: SSL_connect: SSL_ERROR SSL (error 1 :915
ERR 10: 19: 27. 424541 VPNC: SSL: SSL_connect: error:14090086: SSL : 916
routi nes: SSL3_GET_SERVER_CERTIFICATE:certificate verify failed

ERR 10: 19: 27. 425156 VPNC. create_ssl _connection: SSL setup failure :917
ERR 10: 19: 27. 426473 VPNC. do_l ogi n: create_ssl _connection failed :918
NOT 10: 19: 27. 427334 VPNC. vpn_stop: de-activating vpn :919
NOT 10: 19: 27. 428156 VPNC. vpn_set_auto: auto -> auto :920
NOT 10: 19: 27. 428653 VPNC. vpn_set _active: activated -> de-activated :921
(NOT 10:19:27.429187 VPNC. set _login_state: LOAN:. 1 (TRYING --> 3 (FAILED :922
NOT 10: 19: 27. 429716 VPNC. set _login_state: VPNC: 1 (Loggingln) --> 3 :923

(Logi nFai | ed)
[ NOT 10:19: 27.430297 VPNC: vpnc_send_notify: notify type: 1 [LoginFailed :924
NOT 10: 19: 27. 430812 VPNC:. vpnc_send_notify: notify code: 37 :925

[Ssl Al ert SrvrCert]
NOT 10:19: 27. 431331 VPNC: vpnc_send notify: notify desc: [alert: Unknown : 926
[(CA (server cert
NOT 10: 19: 27. 431841 VPNC. vpnc_send_notify: sending signal 28 w value 13 to :927
pid 14
ERR 10: 19: 27. 432467 VPNC. protocol _handler: login failed :928
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] Status Messages

CI5Co Cisco Unified IP Phone CP-7962G ( SEPSCB64F576113 )

Device Logs

11:09:29 Trust List Updated
11:09:29 SEPSCB64F576113.cnf.xml.sgn
11:09:37 Trust List Updated
11:09:38 SEPSCB64F576113.cnf.xml.sgn
11:11:24 Trust List Updated
11:11:24 SEPSCB64F576113.cnf.xml.sgn

Console Logs
Core Dumps
Status Messages

Debug Display

08:21:45 Trust List Updated
08:21:45 SEPSCB64F576113.cnf.xml.sgn
08:22:02 Trust List Updated
08:22:02 SEPSCB64F576113.cnf.xml.sgn



TFTP Uz Jilw, Ldls <old TFTP psl3 oo ologleall sl iw| wilgl (Lo iss 13]

Status Messages

Cisco Unified IP Phone CP-7962G ( SEPSCB64F578B2C))

11:51:10 Trust List Update Failed

11:51:10 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
11:53:09 Trust List Update Failed

11:54:10 Trust List Update Failed

11:54:10 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:54:31 TFTP Timeout : SEPSCB64F578B2C.cnf.xml.sgn
11:55:18 Trust List Update Failed

11:55:39 TFTP Timeout : SEPSCB64F378B2C.cnf.xml.sgn
11:58:00 Trust List Update Failed

11:58:00 TFTP Error : SEPSCB64F578B2C.cnf.xml.sgn
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