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interface VI an90

namei f outsi de

security-level O

i p address 203.0.113.2 255.255.255.0
i pv6 address 2001: db8: 90: : 2/ 64
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interface VIl anl02

namei f inside

security-level 100

i p address 192.168. 102. 2 255. 255. 255. 0
i pv6 address fcfe:102::2/64
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group-policy DfltGpPolicy attributes

dns-server val ue 10.48.66. 195

vpn-tunnel - protocol ssl-client

gat eway-f qdn val ue asa9. exanpl e. net

addr ess- pool s val ue pool 4
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Profile Name asa9-ssl-ipwdvb L .
|_ AnyConnect VPN Profile H

Profile Usage

Enter a device file path for an xml file, ie. disk(:fac_profile. The file will be automatically
created if it does not exist,

Profile Location disk(:fasa®-ssl-ipvdvi.xml | Browse Flash... |

TRy (Vplond )
Group Policy | <Unassigneds / )
Enable "Always On VPN for selected group
i
(_Help ) (_Cancel ) (oK )
Profile: asad-ssl-ipvdvE About
s i'
Preferences (Part 1
ik Praferences (Part 1 (Part1)
s e - —
IR Backio Servers Windows Lagan Enforcement
[4 Certifcaie Marhing i 5 a
& Certificate Evvolrmes 3 —_
LR mabiis Policy | Windows VPN Cstablishment
af Server List | LocaUsersOnly 84
N # User Controllable I
.-I
L
(_Help | ( Cancel ) (_OX
a5 AnyConnect Client Profile Editar - asad-ssl-ipwdvs
Profile: asaf-ssl-ipvdve About
| veN N
ig} Preferences (Part 1) o =
4* Preferences (Part 2) =
In SACKUP SErvers Hostrame Haost Address User ... Backu
| m..|Aumm.. CAURL  Maobile... Add...
%&ruﬁ:ah: Matcning S5L 0 ASAD (IPwd IPul acad.example.net == Inh... [_j
o= Certficane Enralimernt
sl server List i
{ Details )
Mote: it i highly recommended that at least one server be defined in a profile. s
IIl.

[ Help ) Cancel § | OK )
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"Always On" is disabled. Load Balancing Flelds have been gisabled,

Automatic SCEP Host
iCA URL

Prompt For Challange Password
CA, Thurmbprint

Haost Address Add
Primary Profocol 551 = :|
i et | e |
A
Ok

Cancel
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"xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance
<"xsi:schemaLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profil e. xsd

<Cientlnitialization>

<Cientlnitialization/>
<ServerlList>
<Host Entry>

<Host Entry> </ ServerLi st/ >
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Virtual Private Network (VPN

Preferences | Statistics | Route Details | Firewsal | Message History

oo Vi Trilf ot ion
State: Conneched
Turred Mode (IPv4): Tuninel Al Traffic
Turned Mode ([PvE): Crop &8 Traffic
Dour ation: 00 1001
Address Informakion

172.16.2.100

':1 L
] 203.0.113.2

Bytes

=y
Received:

Reset | | Export ats... |

&' Cisco AnyConnect Secure Mobility Client

—— m———

WPN;
ﬁ Connectsd to ssa%, ecanple.net,

Joxalb IPV6 Jlasl plaziuwl, Windows 7 Jaiwdl ol casiao o (sl paiowall 130 Juais
:ASA



1T
CISCO

Connection Information
Cate:
Turnel Made (IPv4): Tunnel Al Traffic
Turne Made (IPv5): Tunnel Al Traffic
Duration: 00:10: 24

Address Informaticn
Client (IPv4):
Client (1B

2001:0DB8:90:0:0:0:0:2

Frames

D v

Connected to asa¥.example.net.

2259, example.net

li® 9 .z] "vpn-sessionDB AnyConnect _o,)l" 9 "ip ple" JI cuaxd CLI JI 0 (AASA JI e -
Windows 7 ¢ 5,3Vl9 IPV4 ue XP 0 82319 zoMel w565 3all (pimogill Luss 628 Liso cliSay «Jlioll
IPV6 e

asa9# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

Usernane : Nanashi no CGonbei Index : 45

Assigned IP : 172.16.2.101 pPublic IP : 192.0.2.95

Protocol : AnyConnect- Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DILS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHA1l
Bytes Tx : 13138 Bytes Rx : 22656

Goup Policy : DfltG pPolicy Tunnel G oup : DefaultWEBVPNG oup

Login Tine : 11:14:29 UTC Fri Cct 12 2012

Duration : 1h:45m 14s



Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

Usernane : Uno Who | ndex : 48

Assigned IP : 172.16.2.100 Public IP : 2001:db8:91::7
Assigned | Pv6: fcfe:2222::64

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel
Li cense : AnyConnect Premnmi um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1) RC4 DTLS- Tunnel: (1)AES128

Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11068 Bytes Rx : 10355

Goup Policy : DfltGpPolicy Tunnel Goup : Default WEBVPNG oup

Login Time : 12:55:45 UTC Fri Cct 12 2012

Duration : Oh:03m 58s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none
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