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/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification
/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

ouby VPC

23> £09lo URL IJpo9d, B 1desss IIJIe90s JJouudse 19 huwlds Iluwezdls. ouisd
pdJO OVA gpologs lJocwse

oydsu I-JE_OIJ' |Jblo,s
lJglbgs 1:

loodd Ids edw > wuin $lde OVF Jsog pelde wuin Sldw OVF: Jel 09 09 0 S 1Juo9,6.

31 New virtual machine - AMP-vPC

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VDK files or OVA for the VM you would like to deplay

3 Select storage
4 License agreements

5 Deployment options

6 Additional settings
7 Ready to complete Yirtual machine names can contain up to 80 characters ang they must be unique within each ESXi instance.

Enter a name for the virtual machine.

| AMP-PC

X @ PrivateCloud-Latest ova

Back || MNext || Finish || Cancel




51 Hew virtual machine

=TS  sclect creation type
2 Select OVF and VMDK files Haow would you like to create a Virtlual Machine?
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

Deploy a vitual machine from an OVFE or OVA file

7 Ready to complete

Register an existing virtual machine

| Back || wNem || Fimish || cancel
31 New virtual machine - AMP-vPC
+ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore in which to store the configuration and disk files.
bdl 3 Select storage
Llwense amerinenls The following datastores are accessible from the destination resource that vou selected. Selectthe destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
T Resiv I complole Mame ~ (Capacity ~ Free ~ | Type ~ | Thin pro... ~ | ACCEBSS
[ vDisk-70_12 92275 GB I 9218 GB VMFSE Supported  Single
wDisk-70_34 93025GB  929.3GB  WMFSS Supported  Single
vDisk-70_56 930.25GB | 9293GB  WMFS5 Supported  Single
wDisk-70_78 93025GB | 929.3GB  WMFSS Supported  Single
4 items
| Back || nex || Fmisn || cancal

) pedlebs: szpodlb Ulggb I:Juup.,_se) wpuwwlzd gud luuble G uo. Bl Bpo wuess> 03l I._J~'ag_5lj(
Sseduo cpuwsu Idble 1de, po ,0se 1Upi93. 908 I Blu 3JY Jsuw IdSlesl 1JlG 23




S eds IJelds: Jel 09 p9 oz S 1Juo9)s.

1 New virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

bd 4 Deployment options

5 Ready to complete

Network mappings VM Netwark | VI Netwark v

Disk provisioning ® Thin O Thick

Back || Net | Finish || Cancel

IJz bbos 2:

2 luwog)luo.. Jogsss pdd OVA &p 235 gds IJolds. spdud pdlzhbs pedele OVA
IJIe,)luoss WS LoWzo wluosd Blde OVF. Jel 09 p9 oz WO 1Uue9,6. 23> Vs IJaelds.



1 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

' Da not refresh your browser while this VM is being deployed.
P

Back | Med || Finish || Cancel
L " .
lesls 9lzod 1dpw9gd 1Ul9dsé
31 New virtual machine - AMP-vPC

+ 1 Select creation type Ready to complete

v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage

+ 4 Deployment options
Product FireAMP PrivateCloud x86_54

b 5 Ready to complete
VM MName AMP-vPC
Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-

disk1 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.wmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM Metwork: VM Metwork
Guest 05 Name Unknown

' Do not refresh your browser while this VM is being deployed.
e )y

| Back || Med [ Finish | | Cancel |

'.é
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B 1Jizoj6 11 e,luoss (VM).
IJgbo9s 1:

9> QJ'E_EJ'O o euwslu URL sbo, [gs) pd9u] I3 Jp wodd 1Uglzoes ol IP pu ¢lbe DHCP. 1J,zle
pdlzbé 16 030 1J9lg0s o 9lzos IU)6. 030 Jsuww 9lzesd IJluwle.

AMP —— Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Pres=s the ENTER key when finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP Address $192.168.75.91
Network Mask - 255.255.255.8
Gateway= (Optional) ..... = 192.168.75.1

<Cancel>

I o9 2:
spdud IJoudd ¢JIJ pdlose Tab sEnter glJiuop.

luedd lJs config_network 9235 pdwlz enter eds J9go lJpldlose Juwse wdyso gusly IP
lJegloo wbbé Iduweled 1Uglues Jugbs IJuolss I.JT,chS. Bl oo Jl oyss [gwegsle DHCP. Wzss
Jl 9z pdulz Ibgld.



AMP -- Private Cloud Adwvanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Mode

Would you like to configure your interface with DHCP?

< Yes >

AMP —- Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:r-192.168.75.288
MiC Address ... ! BB:Bc:Z9:ab:da:ll
Password : PGBd"HbCgZ

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
-EHHEsE 0 oo e e e e
INFO Display device status ~ information.

B 1Joldss IJos wboy lpa, vgp 922 bbeld plele.



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Apply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ho >

31 o 1P Gss Iluwegsle oldded. Buusop lJogled ped o Luzd IJigble 03l couulbs g5
9l Ubssl Oyl 9dsur 98> IJluwesle.

Restarting ethd...

ERROR : Lretcrsysconf igsnetwork-scripts-ifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR ¢ [retcsysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:BC:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcsysconf ig-/network-scripts-sifup-ethl] Error, some other host (BB:B8C:29:41:74:E3) alr

eady uses address 192.168.75.91.

Press ENTER key to continue...




AMP —- Private Cloud Advanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP fddress
Network Mask
Gateway= (Optional)

<Cancel>

Il ol IJ Givse eds ol solpc pwens poelo wodg odsl
exécﬁiétéuﬁ%igufefukédLﬁés] acffﬁn rﬁﬁ“
exﬁcﬁfé[ﬁunfigufeCluﬁdLuQS] acffﬁn ruﬁ

exﬁcﬁf&[tunfigufetueﬁtLuQs] acfidn ruﬁ

= exﬁcﬁf&[ﬁesfureSEiinﬁxFiieCuntéifDatai'&ctfun rﬁn.

Recipei B&éei:séh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setossshy . chef -sshd_conf igZ28218418-8586-1ryBgxZ Z6821-B4-18 B6:13:11.889389544 +B880
PR -18,7 +18,7 BR

#hddressFamily any

#listenAddress B.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listenfnddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcsdefaultsgrubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S] action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragj action run

= exﬁcﬁ{é[&iééhle frénspareﬁt hﬁgeﬁage furldef&ult kefnéii écfiunl}un




Restarting ethd...

Reconf iguring. ..

[2821-84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B4-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled plugins for ohai.

Starting Chef Client, wversion 12.14.89

IJz bbos 3:

lowb) pos wbo) IJuiluus 1J5,8le 06 18,8 pe IP IJeloe Idzsss osd. Idele lsuol pdlebs
JJpod py9) 1Jp)yo 1U9lzr6. 590 pdlzlbs 95g9ul wdee lJpuwegruo Jsul.

AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu

Your AMP Private Cloud device can be managed at:

: https:,-192.168.75.92
e S e Mc:29:ab:4a:
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_NETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~» shell.

INFO Display device status ~ information.
68

IJedsso IJivds JdIpwsse, VPC go) 9lz0s IJpuuegse ldyuwspess (GUI) eu,
lJ9sw

|Jz g 1:

ez puvesru? 98w Sluwldd IJs guslu IP 1Uglue wbbs Idzols. spdud odds é_]oi OS
lduwol>s zse w89pe uwelewé Secure Endpoint Private Lloule Juolsé HTTPS 1Jgloé wol

el Jel 09 p9 oz I 1Juo9,68. e vodssu ldeuwogruo Jsed S yiolss HTTPS
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WIS g ldpuwoeruo 1UElue o IP IJelow 1Uss Bpo wodysuo puvwdl.

¢ o £ hitps//192.168.75.92 = D@ Qs

B B I3 MenVisited B Cisco B ChcoWPH Elac (P WHOS G Ting Speedient-Spee. [ USD1e CZK P Inbernet Banks - MON... & dClowd B Google Tanslate {5 Mews| Cisco dClowd 1 EC2ManagementCom. % Leaming Linux g ki lk Down ?

Warning: Potential Security Risk Ahead

Firefox detected a potential secunty threat and did not continue te 192.168,75.92. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

I you are on a corporate network o using anti-virus soltware, you can reach out 1o the suppart teams for assistance,
You can also notify the website’s admindstrator about the problem.

Leam more...

Advanced...

Someona could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC_ERROR_UNKEMNOWN _ISSUER

View Certificate

scommended) Accept the Risk and Continue

IJz bbgs 2:

w8 ouvesd Igsd: sev edsd lehs wessu IJps 1Jps). luveese IJes 1p9, IJlsdss eu
9228 IJoedp B 28d IJpd 109, 1082508 Iuwege IJpé pi9od 1Jzos28 B 28d JJps
IJeu9) 1Jzas36. Igs 1beld JJeé 1e,9) 1Uess36 B 28d JJwé 1p,9) 1Uzrs6. 233 £Js wEsS)
IJp5 1Jp0y.

vifiat] i

cisco AMP for En deilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

., eeseesssee
\ Use one time password
PGB HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

Password Recovery

. Support



lJ¢logé 3:

w8 wuvesd Igsd: sew edsd lehs wessu Ips 1Jeng). luwegse IJps IJpass 1lsdss pu
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'Ellls'él(;r AMP for Endpoints private cloud Administration Portal L Support ?Help & Logout

# Configuration = Operations = Status ~ Integrations - Support - ad o

© Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

Warning

sesssssnee - d one time password

(&

(&

[ &

|Jglogé 4:

B 1duodzs IJeldss $p wldoess Juwdd [Js 1digevsdd Jéwsd lodlEss IJosgsue. 2
eds 1dss Ypo wdlewo 9ldpsld 96 edso.

/ v | HAVE READ AND AGREE | © DECLINE

IJz bbss 5:
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lJlgwegld oo s lzoslbsé spdoud IJdsle wi3dd ouli 9pg 3JIJ suww e, 03l lUsdsd pe
tsh lJocoso IJubsy. 23> Vs Idwse Vs Guup IJocuse IJubsa.



el

cISCO AMP for ElldeLan Private Cloud Administration Portal . Support  ?Help @ Logout

# Configuration - Operations - Status - Integrations - Support - ~ -

Installation Options

Install or Restore

» Install or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds.

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

W /data

IJz bbgs 6:

loJ Uinse weolzo 09,806 JUpuos Bpl. codds wigsuwl 98wbs k9 e Uinle Idpowe. 2
eds +odV ousue IUogesd. te) pdud IUesgsuo 9bed ewbs 1Ups). 235 £Js ©ogsuo
IJozesd. Bl e sure Idozesd: Sldsele IJozdd po wors ewlé Ideg). I3l vze ldozesd: sop
EruP Uiluus oross eds pedsele wigsue Loldes. wrass B Idolds. Il de wopdy wes pu
oowse ldoygsue 1Uglue wd Blouod wagpe Cisco ldo@us.

'\Ic|| Islcllc;' AMP for EI‘LdeiHTS Private Cloud Administration Portal ‘. Support ?Help @ Logout

# Configuration ~ Operations = Status - Integrations - Support - - =

Installation Options

License

> llorR

’ nstall or Restore v Device ID

» License
£ Com— =
License

No license has been installed

Install New License

K license + Upload License File

[q\ [eeessensesce

Upload License




sl fbal}ls .. ~ L
c!, sclo AMP for Endpoints erivate cloud administration Portal L. Support ?Help @ Logout
# | Configuration ~  Operations ~  Status - Integrations ~  Support = - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore v :
B Device ID
» License v
& Welcome £ G — 5
» Deployment Mode
. AMP for Endpoints Console
Account License
» Hardware Requirements
i . Licensee Roman Valenta
Conhgtitation VA 0
» Metwork
» Date and Time Business Cisco - rvalenta
» Cerlificate Authorities 30526444 S - 7 256 b49b7as
» Upstream Proxy Server v
% Ernail v Validity 2021-04-01 - 2025-12-31
» Notifications
% Backup o Product SKU FP-AMP-CLOUD=
» SSH
Seats 50
» Syslog v
» Updates L4
Sarvices Replace License (click to expand)

¥ Authentication
» AMP for Endpoints Console

» Disposition Server @

. Disposition Server

|Jz oo 7:

lod codsds w926 IJo,zsw: Jpl 09 p9 o Vs 1Juo9)0. CEHUP 030 lJuowes IJpedyple
lJos sew lu odss sy Bod odssu Iduwelos 1Ugluos. 19l ldpobdole wlooole. 23> Vs
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'.';I,'s'élc'.' AMP for Endpoints Private Cloud Administration Portal - Support  ?Help [ Logout

.3 Configuration = Operations = Status = Integrations = Support - ~ -

Installation Options

Welcome to Private Cloud

2 Install or Restore v i
; o Before you begin
RIS AMP for Endpoints Private Cloud needs certain network and infrastructure resources in
» Welcome
place
» Deploymant Mode =
, AMP for Endpoints Console i You will be asked to provide this information as you proceed through the installation. For
" Account more information and examples, please refer to the Private Cloud Deployment Strategy
» Hardware Requirements guide
Configuration
> Network
» Date and Time ‘_:_‘ Two Static IP Addresses
» Certificate Authorities One for administrative use, and the other for enterprise-facing senvices
2 Upstream Proxy Server v
» Email 0
» MNotifications == DNS Server
» Backup s == Provides hostname resolution to the Private Cloud device.
> SSH
; ﬁyslo'g : Hostnames and Trusted Certificates
ates s & F
pd One hostname and trusted cerificate for each of the following senices:
iR « Authentication.
= s AMP for Endpoints Console.
» Authentication :
» AMP for Endpoinis Console . »:Bli=pociion Senr.
; : » Disposition Server - Extended Protocal.
» Disposiion Server ; - ;
i » Disposition Update Senice
.. Disposition Server 2 3
= Firepower Management Center Link.
Extended Protocol
. Disposition Update MNote: Hostnames can not be changed once the device has fimished installation
Service
Firepower Management
S SMTP Server
Used for emails, alerts, and notifications.
Other
¥ Recovery

@ NTP Server

Review and Install . . . , .
’ Provides time synchronization across your Private Cloud device and endpoints.

. External Internet connection (Proxy Mode only)
Proxy Mode devices perform anonymized disposition queries against the Cisco Cloud.

lJodssy
lJglogs 1:
% pdlebé: udzb oo WO Idpzpsele IJoldss po lduiyses: usyz weue Ideuluo) IJeuosso

Jpl 09 p9oT B Uu".9.)=5 gldos wud) BEb LyLoe V9o IJogle: 9ldes sop sl Gol
99,28 edlps edsol gJs luol W96 IJogle BBl



cisco. AMP for E[ldeiI‘HS Private Cloud Administration Portal % Suppot ?Help @ Logout

# | Configuration =

Installation Options

» Install or Restore v
» License v
> Welcome v

Operations ~

Status - Integrations = Support =

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone
mode disables upstream communication with Cisco Cloud disposition servers and pedorms disposition

lookups against a local database.

» Deployment Mode
AMP for Endpoints Consobe

Account
» Hardware Reguiremenis

Configuration

» Network

» Date and Time

» Certificate Authorities

> Upstream Proxy Server 4

» Emad v
> MNotifications

2> Backup W
> SSH

> Syslog v
2> Updates W

¥ Airgap ¥ Y Wb

N mim
Cisco

#  Configuration =

Installation Options

» Install or Restore

» License

> Welcome

» Deployment Mode

» Standalone Operation
AMP for Endpoints Console
Account

» Hardware Requirements

L4<s

Cenfiguratien

> MNetwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Semnver
» Email

» Mofifications

> Backup L
> SSH

> Syslog
» Updates

L4

L4

Operations ~

= Requires an Internet connection and
communication with AMP for Endpaints
Connectors managed by this device.

= Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions

« Content and software updates can be retrieved
and applied automatically.

AMP for ElldpDiﬂtS Private Cloud Administration Portal

Status - Integrations = Support ~

Deployment Mode

May require an Internet connection
Communication with AMP for Endpoints
Connectors managed by this device are
needed

Disposition queries are handled by the Private
Cloud device.

Content updates contain TETRA definitions as
well as file disposition information.

Updates may be downloaded separately or
automatically on this device.

? Help

<" Standalone

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups

against a local database.

» Requires an Internet connection and
communication with AMP for Endpoints
Connectors managed by this device,

« Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions.

« Content and software updates can be retrieved
and applied automaticaily.

« May require an Internet connection

« Communication with AMP for Endpoints
Connectors managed by this device are needed.

« Disposition gueries are handied by the Private
Cloud device,

« Content updates contain TETRA definitions as
well as file disposition information.

« Updates may be downloaded separately or
automatically on this device.

& Logout
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W Configuration - Operations - Stalus - Integrations - Support < Standaione e >

Installation Options

“77.. Standalone Operation

Air Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
an IS0 file attached to the device
» Deployment Mode

» Standalone Operation

. AMP for Endpoints Console « Does not require an Internet Connection
© Actount » Updates must be downloaded separately and
» Hardware Requirements applied to this Private Cloud device

» Install or Restore
> License
Walcome

L4

Configuration

¥ Metwork

» Date and Tima

» Certificate Authorities
» Upstream Proxy Senver
» Email

» Motifications

> Backup L
» SSH

> Syslog
» Updates

o
v
s
v
A A Airgap A A Vb

IJglo9é 2:
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# | Configuration - Operations - Status - Integrations - Support - -~ -

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud

2 Install or Restore
2 License
Welcome

L4444

2 Deployment Mode
AMP for Endpoints
Console Account

Name Roman Valenta

: Business Name  Cisco - valenta
Hardware Reguirements

Configuration v 0

» Network Email Address
» Date and Time v - 0 M
Certificate Authorities
» Upstream Proxy Server v sssssssssssssREREnY
» Cisco Cloud Password
% Email v SNSRI SRNBEREREY
# Nofifications.
#» Backup v
55H
# Sysg
% Updates

L8

lo SyIduo luw Ids o3l luosly ewspl suuin igo;,oc; IJ OVA oo wgs 3Jd lue codds lools
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E}Isé(; AMP for Endpomts Private Cloud Administration Portal . Support  ?Help @ Logout
#  Configuration = Operations = Status - Integrations = Support = -

Installation Options

Hardware Requirements

WA Ay o

Install or Rest v y
e A Hardware Requirements Not Met
License v
Welcome v Your current configuration does not meet the hardware requirements
> Deployment Mode '
AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to meet
Account v or exceed the minimum requirements. If you proceed, you may expenence system
» Hardware Requirements instability
Configuration
» Network Hardware Configuration
> Date and Time
% Certificate Authorities Installed Minimum Required
2 Upstream Proxy Server v
» Cisco Choud CPU Cores 4 8
2 Email v
Sl Memory 125 GB 128 GB
> MNotifications
> Backup "
= O Shutdown 1 understand the risks ¥
> Syslog v
» Updates v

S edlebé: luuegse 1Jdse IJpuwozuwos Beb 1JI 31 Jig 3Jd Jig)luo pepdss

(<1 Edit settings - AMP-vPC (ESXi 5.0 virtual machine)

| Virual Hardware | v Options |

2 Add hard disk B Add network adapter (= Add other device

» | cPU ‘ 5 v ‘ O o

» 5l Memary 131072 B v - It will worl: with 48Gh as well
b (2 Hard disk 1 B v

b (2 Hard disk 2 B v

» [ Hard disk 3 B ¥

b (2 Hard disk 4 cB v

b SCSI Controller 0 L5l Logic Parallel ¥

» M Metwork Adapter 1 VM Network v Connect
» MW Metwork Adapter 2 WM Network v Connect
» % COVDVD Drive 1 et deica v [ Connect
» M video Card Specify custom settings ¥

Save || cancel
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# | Configuration = Operations = Status - ntegrations = Support ~ |

Installation Options

Hardware Requirements

install or Rest 5
rallizads + Hardware Requirements Met
License
> Welcome Your current configuration meets or exceeds the hardware requirements

» Deployment Mode
AMP for Endpoints Console
Account Hardware Configuration

Hardware Requirements

L S S

Installed Minimum Required

Configuration
Natwoit CPU Cores ] 8
Date and Time
Cerlificate Authorities
Upstream Proxy Server v

» Cisco Cloud
Email v
> Nofifications

> Backup W
S5H
Syslog v
Updates W

Memory 125 GB 128 GB

olds oo edoss ETHT Clgwedsle IP IJeloe isual.

N pUlebs: sze Ul odse Il cedsss 2ol Jigvedsle DHCP ol Jp wép cloils zzssle
eu9lu MAC JJslzolw. I3l wp wgss) gulssu IP 1Ugluos wilzole 1Jlouold: 9> s9>s 3JY
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E. Configuration - Operations ~ Status - Integrations ~ Support ~ - -

Installation Options

Network Configuration

# Install or Restore

» License

» Welcome

» Deployment Mode

. AMP for Endpoints Censole
* Account

» Hardware Regquirements

Clicking Mext will apply your interface configuration before validating your settings. Ifusing
DHCP. a releasefrenew will be performed to obtain the reserved DHCP lease

|Administration Portal | eth0 / 00:0C:29:A6:4A:11

IP Assignment 192 168.75.92

Configuration More details

L L S84l

Network

<

Date and Time

Certificate Authorities Ilnterface Configuration I eth1 / 00:0C:29:06:44:18
Upstream Proxy Server L4

1

>

>

? Cisco Cloud IP Assignment 192.168.75.209
» Email
>
>
>
>
>

<

[ T
Hetifications More details

Backup
SSH
Syslog
Updates

IP Assignment SHatip — — v

L4 £

IP Address [ 192.168.75.93 ]

Services [ Check for IP Address conflicts
» Authentication

» AMP for Endpoints Console

Dizposition Server

Disposition Server

Extended Protocol

Disposition Update

Service DNS

Subnet r-.-1asi<| 265,956 255 0 |

v

Gataway

192.168.75.1 |

[

Firepower Management
Center

Primary DNS Server 8888 e s public DNS temporary, I

Other

» Recovery
» Review and instal

Secondary DNS Server

" Nekmp;;ies Eonﬁ'gutai_ioa) .

|Jz bbos 4:

Spdud 1Jzuood eds Lodes lJobse sldsdw. bed sulasy glse NTP gles i9 1de; 1d3s @ s>
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# | Configuration ~ Operations - Status ~ Integrations ~ Support - ™~

Installation Options

... Date and Time

altered after

> Install or Restore

slaliaion

NTP Servers © HELP
> License

v
v
> Welcome v
L
o
L

% Deployment Mode @ 19216875254 | <#—— Optional [] Verify hostname resolution

. AMP for Endpoints Console
© Account

> Hardware Requirements Current System Time

Configuration & 2021 /4 /10

<

» Metwork
» Date and Time o 8 - 117 .| oa uTC
» Certificate Authorities

» Upstream Proxy Server v @ Set by NTP

» Cisco Cloud

» Email v

> MNotifications

> Backup v

> 554

¥ Airgap Y Y Wb

dfratfus

cisco AMP for Endpoints Private Cloud Administration Portal THelp @ Logout

L Configuration « Operations = Status ~ Integrations Support - « Standalone | W -

Installation Options

Prepare amp-sync

» Install or Restore v You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
» License v device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
» Welcome v the updates and build an IS0 file that you can then mount on your AMP device:
» Deployment Mode 2%
It Is suggested that you beqgin the download process now since the initial update is very large.

» Standalone Operation v 5g y =k B pealeisyen Bl

AMP for Endpoints Console v & Dovnload amp-sync m

Account

» Hardware Requiremenis  «

Configuration

¥ MNetwork v
» Date and Time v
» Certificate Authorities v
» Upstream Proxy Senver L'
» Prepare amp-sync

» Email v
» Motifications

» Backup PV
» S8H

» Byslog v
» Updatas v

A A Airgap A A VW 9b
lJ¢logé 5:
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& Canfiguration = Operations = tatus = Integrations = Support = ~ | -

Certificate Authorities

Add Centificate Authority -

Installation Options

2 Install or Restore

# License

2 Welcome

2> Deployment Mode
AMP for Endpeints Console
Agccount

# Hardware Requrementis

Mo certificate authorities have been uploaded to this device

LU T O

'EI;Is'élcl,' AMP for Endpoims Private Cloud Administration Portal . Support ?Help (@ Logout

# Configuration ~ Operations - Status - Integrations = Support -~ m -

T Add Certificate Authority

Install or Resiore

License

Welcome

Deployment Mode

ANP for Endpoints Console
Account

® Certificate Root (PEM .crt) [ Disable Strict TLS Check

WO N N

Certificate file has been uploaded.

L
LT S T SR

Certificate is in a readable format

W

Hardware Requirements

Configuration Certificate start and end dates are valid
Network

Date and Time
Certificate Authorities
Upsiream Proxy Server v
Cisco Cloud

2
?
2>
2
>
2 Emai w
2>
?
b
?
?

L4

Centificate end date is later than 20 months from today.

Certificate file only contains one certificate

0000

Certificate does not use sha-1 signature algorithm.

(<]

Notifications
Backup v
S5H
Syslog
Updates

Certificate using RSA keys must use a key size of 2048 or more.

Q

L4

B AMP-PC-Root-CA pem + Add Certificate Root

Services

» Authentication
3 AP for Endpoints Consale Cancel m

> Disposition Server

'é_-||'5'<l_-|$' AMP for EndeiﬂtS Private Cloud Administration Portal S Support  ?Help @ Logout

# | Configuration - Operations - Status - Integrations - Support ~ |-

Installation Options

... Certificate Authorities

on.

# Install or Restore Add Certificate Authority
» License

> Welcome

» Deployment Mode

s AMP for Endpoints Console
 Account

> Hardware Reguirements

n Certificate (click to collapse)

Issuer AMP-PC

A S U S S S

& Download
Subject  AMP-PC

Validity = 2021-04-09 16:28:00 UTC 2031-04-09 16:28:00 UTC

> Network v o
» Date and Time v

» Certificate Authorities e
2 Upstream Proxy Server v
» Cisco Cloud

IJg 96 6

cwesd IUgbyo IJoldsse Ws wdsy owdzs Cisco Cloud: Jpl 09 p9 oz IS 1Uuo9)6. 23>
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cllscla, AMP for Endpoints  private Cloud Administration Portal . Suppot ?Help @ Logout

# | Configuration - Operations - Status - Integrations - Support - [

Installation Options

Cisco Cloud

Install or Resftore
License

Cisco Cloud Configuration

Welcome

Deployment Mode

AMP for Endpoints Console
Account

Region

L

& Cisco Cloud, North America E|
Hardware Requirements — - =
View Hostnames (click to expand)
Configuration
Network
Date and Time
Certificate Authoriies

Cisco Cloud Identity

L4444

Upstream Proxy Server
Cisco Cloud Client ldentity
Email
MNotifications
Backup
S8H

Syslog
Updates

<

& 0f476ea 0 L 2T 260

<

L4
E

|Jz b9 7:
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® Configuration = Operations = Status = Integrations = Support ~ I

Installation Options

Notifications

Intoior Hestors Notification Frequency
License

> Welcome
Deployment Mode
AMP for Endpoints Console

Account

Critical Notification Frequency © HELP @ Every & Minutes ~

MNotification Frequency @ HELP © Every Week w

L L S

Hardware Requirements

Configuration

= Notification Addresses
» Network

» Date and Time
Certificate Authorities.
Upstream Proxy Server
Cisco Cloud
Ermail

Motification Recipients @ HELP = A

Notification Sender Address QHELP = donotreply@cisco.com

R S U G

Notifications
Backup

+ 85H
Syslog
Updates

Motification Sender Name @ HELP & AMP for Endpoints Device

<

L4

Device Name

Services Device Mame © HELP %  CyberNet vPC 2

Authentication

AMP for Endpeoints Console
Disposition Server
Disposition Server
Extended Protocol

lJ¢logé 8:

w83 3JJ 09 wldoudd IJs uodzs plose SSH: Jel 09 p9 o s IJuo9ss. 205 eds
lolds pdwle SSH Jbgld Is pdlose eles wyss luoldwel [Us Izols. wose JJ pblese SSH
lJ9uosd 1ds Idzols v bo@s vessésle leosble IUgs). see puz 28 1Jsuesd Jdpuwedrpsu
lJp9e98 wop VB 9b. sebdy zolj Iduwelws 1Ugluo pdwlz RSA puwd J OpenSSH. spdud
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L. Configuration ~ Operations ~ Status ~ Integrations - Support ~ «" Standalone | . ¢ -

© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add 55H Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Egit B

ecdsa-sha2-nistp256 AARALY iR ——— - _ T2y TeadPhgwn B0 Telg FXER7QGT dag4vT2eDSXOXEd
I4DKhrTNBYB/77Ted/ Jagx/Przxss

Sp weuod eds Suwe Ieele. B lduodele IJeldss: seo wesso lusple Ideuosd sozpsd
Liglz Iduioble sldpewdclz Idpulweo Jgsple Idlzojs 030. s Iduislise IJBJsJe IJoldse.
SpJduul H9s6 wosisé lpas IJuvoble Idyww.

LJE_)plC;
IJg1o96 1:
leole godss Iodso: §> soe cusgsd oo IUigble.

lod "gbl" 8> odlzbo sep luslio wlduwep IJedles. Jogls o3l wuuwlbs |Jéle wesss welbsd
IJozdd Iduohe po TLS”



Ingtallation Options

# Install or Restora

» License

» Welcome

2 Deployment hode
AMP for Endpoinis.
Console Account

» Hardware Reguirements

Configuration

¥ Network

» Date and Time

¥ Cerificate Authorities
¥ Upstream Proxy Server
» Cisco Cloud

» Email

¥ Notifications

¥ Baduwp

» S8H

» Sysleg

» Updates

Services

¥ Authentication
AMP for Endpoints
Console

» Disposition Server
Disposition Server

> Extended Frotocol

Dispesition Update

Sarvice

Firepower Management

Center

»

Other

> Recovery
» Review and Install

LN T S

LLALLALCLLLL

w390 Sgue TLS Lol

Authentication Hostname

I @ | vPC2-Authentication.cyberworld local |

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Authentication Certificate

I [ pisable Strict TLS Cheek I Undo

Replace Certificate

® Certificate (PEM .crt)

Certificate fie has been uploaded.

Certificate is in a readable format.

Certificate start and end dates are,

ooeoeO0

Certificate contains a
the uploaded key.

Cerfificate match,

Certificate is
authority.

have a validity period of 825 days or less.

Certificate issued after 09/01/2020 must
have a validity period of 398 days or kess,

O 0000 OO O

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
gize of 2048 or more

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

B vPC2-Authenticatior

8, Key (PEM .key)
Key file has been uploaded,
Key contains a supported key type.
Key contains public key material.
Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key
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# | Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ -~

Installation Options

... Authentication Configuration

gil
_" h.ﬂﬂ""rﬁemm Authentication Hostname © HELF
# License

> Welcome

> Deployment Mode

, AMP for Endpoints Console
© Account

» Hardware Reguirements

@ vPCZ-Authentication cybenvorld.1008] | — Validate DNS Mame

b S O S S G

Authentication Certificate Disable Strict TLS Check  Undo Replace Certificate

Configuration
Network

Date and Time
Cedificate Authorities
Upstream Proxy Server
Cigco Cloud

Email

# Certificate (PEM .crt) 4, Key (PEM _key)

Certificate file has been uploaded Key file has been uploaded

WOV W W

W

Certificate is in a readable format. Key contains a supported key type.

Notifications
Backup

S5H

Syslog
Updates

Certificate start and end dates are valid. Key contains public key material.

L e v ",

Certificate contains a subject. Key contains private key material,

LA e s

"

Certificate contains a common name.

00000

Key contains a public key matching

Services :
the uploaded cerificate

2 Authentication | -
2 AMP for Endpoints Conscle
2 Disposition Server

00000

Certificate contains a public key

sl e uploaded fay B \PC2-Authenticatic  + Choose Key

> g:to::::we: Certificate matches hostname I
n oco

Disposition Update ) S

Service Cemﬁ(_:me is signed by a trusted root vPC2-Authentication.cyberworld.local pem
 Firepower lanagement authorty.
“ Center
Other B PC2-Authenticatic 4 Choose Cerificate -#=—PC2-Authentication.cyberwaorld.local.crt
2 Recovery

» Review and Instal

Next >

IJglogé 2:
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L] Configuration = Operations = Status - - Sup -~ *

An error occurred while processing your request.

= Hostname does not resolve
S Authentication Configuration
AT T > Authentication Hostname G HELP
» License v
> Welcome v
» Deployment Mode v Q@ | vPC2-Authentication.cyberworld local [[] validate DNS Name
, AMP for Endpoints -

Conscle Account
¥ Hi rg Requ b L = : ol

ke Authentication Certificate | i Undo Replace Cerdificate
] Disable Strict TLS Check
Configuration
> Metwork L @ Certificate (PEM .crt) G Key (PEM .key)
» Date and Time v
» Certificate Authorities v "
Certificate fibe has been uploaded Key file has been uploaded,

» Upstream Proxy Server v a ) a £
» Cisco Cloud v
S Ermail v a Certificate is in a readable format. a Key contains a supported key type.
> Motifications L
» Backup v a Certificate start and end dates are valid. a Key contains public key material
> SSH v
» Sysleg v a Certificate contains a subject a Key contains private key material
» Updates v
Services B Certificate contains a common name. a Key contains a public key matching the
S Rom bt uploaded certificate.
/ -enticabon

AME for Endpoints a Certificate contains a public key matching
2 5 the uploaded key.

Conscle 2 ¥ b + Choose Key
» Dispesition Server =

Bl Savis E Certificate matches hostname.

Extended Protocol
. Disposition Update a Certificate is zigned by a trusted root

Service authority.
. Firepower Management
" Center

[ "] # Choose Certificate

Other
» Recovery

» Review and Install
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% Gisco Cloud v 1. Download Recovery File 2. Verify Recovery File
% Email v
Metificati v
: = I_ estians - Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device
» SSEUP . to verify that you have a matching copy.
¥ Syslog v
% Updates v pre-install-backup.bak
Services
% Authentication v
DR IOr B v Recovery File Ready for Download
Caonsole .
. . crested lezs than & minuts sgo
% Disposition Server v
Disposition Server o
Extended Protocol
Disposition Update
v :
> Service Hext »
> Firepower Management
Center
il .
.':.'séé AMP for Endpomts Private Cloud Administration Portal f.Support  ?Help @ Logout
# Configuration = Operations = Status ~ htegrations = Support ~ -~ -
Installation Options -
i o e Review and Install
» Install or Restore L Review the folowing information and, ence you are satisfied with your configuration settings, begin the
¥ License L installation. Note that the configuration shewn below cannot be aktered after installation
» Weleome L4
» Deployment Mode L
AMP for Endpaints >
Consale Assount =
SRR Clean Installation
Configuration A clean installation will be performed.
» Network L
» Date and Time L
» Certificate Authorities  »* Installation Type # Edit
» Upstream Proxy Server  +
% Cisco Cloud «
» Email ' Cloud Proxy
g ioallom v * Requires an internet connection and communication with AMP for Endpoints Connectors managed by this
¢ Harh o devics,
2= : » Disposition queries are proxied to the Cisco Cloud.
i - » Content updates contain TETRA defintions
2 Upcties + Content and software updates can be retrieved and apphed automatically.
Services
» Authentication w
AMP for Endpaints . AMP for Endpoints Console Account 7 Edt
? Console
» Disposifion Sarver ef Name Roman Valenta
> Disposition Server v
Extended Protocol Email Address rva . -
Disposition Update W
Service Business Hame Cisco - rvalenta
Firepower Management
? Canter
EEECUBEY # Edit
Other >
» Recovery L

» Review and Install

B Stari Installation

¥ Airgap Y Y Wb

Upleaded Recovery File Matches Current Seftings




casco AMP for Endpoinls Private Cloud Administration Portal 7Help @ Logout

# | Configuration -~  Operations -  Status - Integrations -  Suppod - «" Standalone ™ | ~

Installation Options

... Review and Install

> Install or Restore v Review the following information and, once you are satisfied with your configuration settings, begin the
» License v installation. Note that the configuration shown below cannot be altered after installation.
> Welcome v
» Deployment Mode v
¥ Standalone Operation v

TR Clean Installation
i antnas Reyeancts SN A clean installation will be performed
Configuration
% Hetwork v
% Date and Time v Installation Type # Edit
» Certificate Authorities L4
> Upstream Proxy Server W
% Prepare amp-sync v Standalone Air Gap -
> Emal = « Does not require an Internet Connection
2 Noitficaions e » Communication with AMP for Endpoints Connectors managed by this device are needed
> Backup v « Disposition queries are handled by the Private Cloud device.
e 4 « Content updates contain TETRA definitions as well as file dispesition information.
» Syskg i « Updates must be downloaded separately and applied to this Private Cloud device.
» Updates W
Services
¥ Authentication v AMP for Endpoints Console Account # Edit
> AMP for Endpoints Console v
» Dispostion Server v Name Roman Valenta

Disposiion Server *

Extanded Protocol Email Address val S 1
3 Disposiion Update v . g :

Service Business Name Cisco vamrodia PC 2

Firepower Management
> Center

Recovery # Edit

Other
2 Racovery v Uploaded Recovery File Matches Current Settings

> Review and Install

P Start Installation » Start Installation

A A Airgap A A VW 9b
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The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds age

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-24-16T17:36:20+88:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-16T17:36:20+80:80] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output
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The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

Reboot

[2021-84-18T17:57:04+00:00] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2821-84-18T17:57:04+80:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

¥ Airgap ¥ Y Wb



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

21 State ) Started A Finished @ Duration

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0 day, 0 hour, 20 minutes, 32
GMT-0400 (Eastern Daylight Time) GMT-0400 (Eastern Daylight Time) seconds

21 minutes, 21 0 minute, 49

Your device will need to be rebooted after this operation.

LEWEL=LI"WET LT . U/ \ULTOU, UU | LI W, RUINILIE | SPUl L NnanuLer s

~
[2021-11-82T19:87:91+88:8@] INFO: Report handlers complete
[2021-11-82T19:07:01+80:08] DEBUG: Server doesn't support resource history, skipping resource report.
[28621-11-82T19:87:01+00:08] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-11-82T19:87:01+00:00] DEBUG: Forked instance successfully reaped (pid: 29292)
[2821-11-82T719:87:21+80:80] DEBUG: Exiting
Sending system notification (this may take some time).
Running retryable command, 4@ retries remaining.
Chef run finished successfully
|Registratinn is not possible in air gap mode. I
EEEEEEEEEEEEEEEEEEEEEEEEEIEEEEEEEEEEEEEEEEEEESEEEESEEEEEEEEEEEEEEEEEIEEEEEEEEE
Installation has finished successfully! FPlease reboot!
m==s===s=s=ssszsss=sssss=mss==sss=s=ss=s=ssssssssssss=ssssssss=ssss=sss=s==s===sss
v

& Download Output
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asco AMP for F_lldp()iIlIS Private Cloud Administration Portal L Support @ Announcements  ?Help @ Logout

# Configuration = Operations = Status - Integrations ~ Support ~ ~ e -
Key Metrics
CPU Usage Memeory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
* Details r* Details * Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms %
~ Details 7 Details ~* Details

w83 38ls9 WJsJs...

wlfbal]la 1 .
cllscla AMP for ElldelI'ltS Private Cloud Administration Portal . Support M Announcements  ? Help & Logout
# | Configuration = Operations = Status - Integrations ~ Support ~ | e~
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
3 O % % %
r* Details r* Details ~* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms 6 O %
= Details 7 Details ~* Details

p0 00l 0 @9 IJoudd [Js 9236 wedp 0dbs IJuolss IJlews. 108, eds 1Jis 8906 [Jog s 6
IJos oo ped 1ol B 151986 IJseus vzl IJede.



AMP for Endnaints Private Cloud & X | A\ Server Not Found
| AMP for Endpoints Private Cloud Administration Portal

<« g @ © & hitps;//192.168.75.92 e & 9y N 0 & =

~

sl Lalfla ] .

cll 5CEO AMP for Endpomts Private Cloud Administration Portal . Support M Announcements  ? Help @ Logout

#  Configuration = Operations ~ Status Integrations - Support ~
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
I I % 3 6 % O %
r* Details r* Details * Details

¥ Airgap Y Y Wb
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asco AMP for Endpoints Private Cloud Administration Portal & Announcements  ?Help @ Logout

# Configuration ~ Operations - Status - Integrations - Support ~ «" Standalone | ™ & | ~

© Sanity Check Failing

The device sapity check is failing;
your device might not function
properly until corrective measures
are taken.

O Details

FAIL: A Protezz DB znapzhot haz not besn laaded.
Devices configured in standalone mode thould have = Protect DB snapshot
losded. Protect DB snapshots contain threat intellipence sbout known
clean and known malicious files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
7 Details 7* Details 7* Details

Active Connections

r* Details



Ly AMP for Endpoints eprivate cioud Administration Portal & Announcements 7 Help & Logout

cisco
& Configuration ~ Operations - Status - Integrations ~ Support ~ «" Standalone ™ & | -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync
< Check Update IS0
@ There is no 1ISO Ioaded. Load an I1SO and try again.
Content

Q ?.2.9_?_6%616881917 # Update Content
Client Definitions, DFC, Tetra Content Version & Import Protect DB

0 ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked 1 minute ago; the update check failed.

Software
© 3.2. Q_28_291_9_882118

Checked 1 minute ago; the update check failed.

2ipd wedsy AirGap

JJps6 1Jisds edsol luveesle 03l 1die,y Jluvedle $less wslole 1Jzplsé

./amp-sync all

N plebs: 8p covisd zest eie w03l Ul &p 9288 p0 oo $pdo lo Suweiss W,
p0 24 Lulgs. cewps £Js 1duwred 92906 IJLoulb. B zldos pg 1Jsle 1Gig JI s;ld 1Jie,
Surobrd 25 wlgs cdrsel JdIJepld. ssize o3l lsuol iss! IJs 2ésds o o3l ldoussd
Sop poluins po AWS suldolds sop wihswo. Tes)l Jleb 1o 03l IJezpsd Jus). Jlo
IJpdS 1J3s wp wuisdo B¢ gldos wodé gwewoe 323 zselulse. uow,)

WO o3l Idpeld |gwegspeul CygWing4

1. ouisd IJluosl) x64 oo Cygwin so o wswo.

2. 8p wouvgsd setup-x86_64.exe slowdd ¢JlJ pdsé IJoowse lge) zose 1JlesDble
IJlw el oss.

3. I2e) pls JJoussd.
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all -> Net -> Curl

All -> Utils -> Genisoimage
all -> utils -> xmlstarlet
*VPC 3.8.x up - > xorriso

4
4
4
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A prerequisite tool was

not found in your PATH, or 1s not an appropriate
ollowi ng tools installed in order for the AMP for En

r
‘ou must have the fo

bap |_l_-:'\":|v_-1:!f‘ Tool to function:

basename
cat

MISSING ->

These tools :
Unix-11ke o

oIz 16 1l ool IJuoWdes 58e 58. 93pl &y9u IUIG BOlu 1w ysuws” plodss. Esyol couwsd
1ISO |J.s 1SO 9660 sl IJowgss os ol szod 1Juo9,6 1Js IJoo},u§L§ lJpeuluwe zos spdu
|Jpld IJoprse. 9duwsse Iz Jl 5 8>p CygWinb4 xorriso Vs |s pu IJpuvegsele e pzd
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ould bys8s JJogdu eds 030 IJpuwlJs.


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows
1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Jowedy pu luvogsle CygWin p)6 12,68 Szw wuisd Xorriso s po PUVLIIE GitHub.gIJoa
lJewoe)ue 9ldoy <Latest xorriso.exe 1.5.2 Lule puwed J Windows> szu lo sbo, Jlgd
bowlb sywes <PeyTy/xorriso-exe-for-windows - GitHub> lg.o@Jd lJs LowWdzs GitHub o030 99,
couisd pJud <xorriso-exe-for-windows-master.zip> >lgJ pJ zip IJ3s wedo wsu pdUdle 1356
IJsJs wwps <xorriso.exe> |y wg 03l 1dedd 9d oo IJs <CygWin64\bin pwl) wowse Cyg
IJpeds. 2lod o6 ers wuvgsd Iiey <amp-sync>. szo lo JI ess Huwlds 1Jgbl wes 1Ty
9ouisd Idose gldluwole Jpl 09 p9 oz Os 1Uu09)0.
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[ Suvubse luwogpdo o0l iIDJ ou CLI

rpm -ga | grep Pri
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. LN .
ICI|I$CIO AMP for El‘ldelll'[S Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status - Integrations ~ Support = «" Standalone  m™ | & ~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged to transfer backup archives to a secure external backup location. Transfer of
backup archives can be performed via download. sftp. or rsync.

ES Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1.

Name &8 Size £2 Timestamp iZ Operations
/data/backups/amp-backup-20211106-0000.18. bak 738MB  2021-11-06 00:03:43 +0000 2 n
about 17 hours ago

Bp wuldd I8 IS0 1Jss wp loublde luwegsle AMP-sync |Js VPC. @83 suweésd o3l 1Jie, £36
wlele lsol luweobl [Js guigod. B odo 1JzlJé: luveé s 1Judd 1de,) po 16 Lulgs

/data/tmp



B asppCAG
Terminal Sessions View Xzerver Tools Setbngs Meacros  Help

E O % x @ Y B & & @

Session  Servers Tools  Sessons Wi MutExec Tunneing Padiages  Settings Help

% . Grnmer Grouwn Aezess
3 ..
pressrved-config-fies
peb_t=p
= mysgl
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S ehoae casiands replay
§ frehose-cassandra
a
x
#
o |
&
Lookin User
E#’ Marne Type Saze
smpsyne-dta File folder
Cct acess bash_profile BASH_PROFILE File KB
¥ bashre BASHRC Fie KB
npurc INPUTRC File 2K8
Desktop profile 1 v PROFILE File 2 KB
sy 117272021 206 PM File 83 KB
M PrivateCloud-3.2.0-Updates-2021-11-03-pro... 11/4/2021 39 AM Disc lmage File 315,606,53.
Litiraries
This PC
>
Metwark
Flanare PeivisteCioud 32 (Hlpdates- 20211103 prod iso Open
Fles of type: - Cancel

& Jlvwole pu Idogpsd: 8p vogpsd ISO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/
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pU wedsy I1SO.
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cisco AMP for Endpo IN{S  private Cloud Administration Portal

Status ~  integrations ~

# | Configuration ~  Operations ~

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

Z Check Update IS0

¢ Checking IS0 for updates

Content

@ 3.2.0_202010081917

Definitions, DFC, Tetra Gontent Version

© ABSENT

Protect DB Version

Clian
Clien

Checked 9 minutes ago; the update check failed.

Software

) 3.2.0_202010082118

Private Cloud Software Version
O A software update is available,

B o3l IJpeld: lolug werse IJpeess lodl

Support ~

A Announcements  ? Help

& Logout

/7 Standalone ﬁ e -

& Download amp-sync

—_—

# Update Content

£ Import Protect DB

@ Import a Protect DB snapshot to your standalone device.




'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ? Help @ Logout

# Configuration ~ Operations = Status ~ Integrations - Support = * Standalone m ¢ -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync

=~ Check Update SO

Content
© 3.2.0_202010081917
Client Definitions, DFC, Tetra Confent Version
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
@ Import a Protect DB snapshot to your standalone device,
I © A content update |s available
Software

© 3.2.0 202010082118

ste Cloud Sof
vale Cioud 200

Version

I © A software update s availabie

Sp 2 Vlexs vslule gelsé IUlguas)ls.



'Et;ét' AMP for Endpoints private cious Administration Portal A& Announcements 2 Help & Logout

# | Configuration ~  Operations ~  Status +  Integrations ~  Support = /* Standalone W -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update ISO

Content

£ Update Content

£ Import Protect DB

© AssenT

@ Import a Protect DB snapshot to your standalone device.

Checked less than a minute ago, content is up to date

Software

© 3.2.0 202010082118

Private Cloud Software Versfon

® A software update is available

9dpl &)90 Blu 030 gpdss bysds 2ol > cuwedH I8! bysdl zos wdoed.

Home | Operafions - Update Device | Prolect DB Import Details

¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started 2 Finished @ Duration
ning 2021-11-07 18:43:44 +0000 @ Please wait... @ Please wait..
less than a minute ago

= Output

Attempting to mount an ISO, if one is present.
mount: special device fdev/cdrom does not exist
Starting update.

Stepping apply-cloud-deltas...

Stopping authentication web...

Stopping authentication worker...

& Download Output



Home = Operations - Update Device | Protect DB import Details

$* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State £ started & Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please walit...

42 minutes ago

@ Pleghe walit...

Output

LAV GLLAUIT AL TUL @ T & A ==
Extraction 14.9GB at 6.6MB/s eta: 9:28:21 6% [==

Extraction 14.9GB at 6.6MB/s eta: 9:28:27 6% [mm

Extraction  14.9GB at 6.5MB/s eta: 9:28:40 6% [==

Extraction 14.9G6 at 6.5MB/s eta: 9:25:46 6% [== 1
Extraction  14.9GB at 6.5MB s eta: 9:28:58 BX [== -
Extraction 14.9GB at 6.5MB/s eta: 9:209:12 6X [mm ]
Extraction 14.9GB at 6.5MB/s eta: 0120126 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 % [== 1
Extraction 15.8GB at 6.6MB/s eta: 9:28:28 6% [== ]
Extraction  15.8GB at 6.6MBSs eta: 9:28:28 6% [== ]
Extraction 15.8GB at 6.5MB/s eta: 9:28:44 6% [=m 1
Extraction 15.8GB at 6.5M8/s eta: 9:28:51 6% [== ]
Extraction 15.8GE at 6.5MB/s eta: 9:28:48 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 X [== ]
Extraction 15.8G8 at 6.5MB/s eta: 9:20:18 X [mm ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 6% [== ]

£ Download Output

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State £ Started B2 Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please wait...
about 20 hours ago

LA DGRV Gl LN A SAWI S ERES  WiWWIUA PP [ —————m—mmm——emmemmmee
Extraction 233.2GB at 4.2MB/s eta: @:00:808 998 [=====s=sss=s==s==s===]
Extraction 233.2GB at 4,.2M8/s eta: 0:00:00 100% [===s====csz======s===
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).
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|| Event Details

Type: error User: root Time: 11/15/2021 12:24:43 PM Target: AMP-vPC AirGap

Description: Q)

@J 11152021 12:24:43PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter; Failed to power on VM,
Eror Stack:  Hide

“+ Failed to power on VM.

+ Could not power an virtual machine: msg.wmk.status.VMK_NO_SPACE.
“ Failed to extend the virtual machine swap file

“ Current swap file size is 0 KB.

+ Failed to extend swap file from 0 KB to 134217728 KB.

“ File systemepecificimplemantationof LookupAndOpenfile]failed

“ File systemspecificimplementation of Lookup(file] failed

Related Events:  Show

lJouudJo ) 8p 2 - Idopase IUSssp
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ctfiet]ue .
cisco AMP for Endpomts Private Cloud Administration Portal A Announcements  ?Help @ Logout
# Configuration = Operations = Status - Integrations - Support ~ <" Standalone ¢ | -

© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1

The device is in maintenance mode
External services are unavailable

Updates keep your Private Cloud device up to date. '_i qulh_l_éfq_fgﬂg_—fyrfm_;

& Check Update ISO

© There is no I1SO loaded. Load an SO and try again.

Content

© 3.2.0_ 202010081917
Cilent Definitions, DFC, Tetra Content Version

© ABSENT

Frofect DB Version @ Import a Protect DB snapshot to your standalone device.
@ _The previous Protect OB import failed.

Checked 24 minutes ago, the update check failed

Software

© 3.5.3_202111080345

Cloud Software Version

Checked 24 minutes ago; the update check failed.

03l 09 1Jglol IU3s ey Bl glode wepsd pdud wesse 1SO p)6 Ig)s.



':—_I,IS'.;E' AMP for Endpoints rrivate cioud Administration Portal & Announcements  ?Help @ Logout

# | Configuration ~ Operations ~ Status - Integrations ~ Support = «" Slandalone = ¢ -

© Maintenance Mode © Sanity Check Failing € Disabling TLS 1.0/1.1

Home | Operations - Update Device © Update Check Details
© The update check failed

Something went wrong while checking for updates.

== State B2 started B Finished @ Duration

B ooo-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

less than a minute ago

Attempting to mount an ISO, if one is present.

Starting update check.

http://127.06.0.1:8088/PrivateCloud/3.5.3/prod/repodata/repomd.seml: [Errno 14] HTTP Error 484 - Not Found
Trying other mirror.

To address this issue please refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

0One of the configured repositories failed (FireAMP PrivateCloud Repository),
and yum doesn't have enough cached data to continue. At this peint the only
safe thing yum can do is fail. There are a few ways to work "fix" this:

A ke ¢ B T PR S R e S MR S T SR TR S B T S

& Download Cutput

wboj 030 109,06 b)s96 wysdo Jugpsd ue9yo Idoerse |Js VPC 1Ugluo wd. s IJluosl)
3.5.x spdud |uwwgslp 988 wes> pod wiEisu NFS el ds pJud IJupsse pe golj VPC
IUglue d.



':-_I|'s'élc;' AMP for El‘ldeiI’ltS Private Cloud Administration Portal 8 Announcements  ? Help & Logout

# Configuration ~ Operations ~ Status ~ Integrations ~ Support = «" Standalone | e | ¢ |~

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update 1ISO

I1SO Configuration

@ HELP
e e
IS0
NFS4
Mount Status
No ISO mounted
',':Ills'.:-_l,;' AMP for El‘ldpDilltS Private Cloud Administration Portal A Announcements  ?Help @ Logout
A Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standalone = ™ @ | ~
© Sanity Check Failing © Disabling TLS 1.0/1.1 @ Configuration saved.
Mount an Update ISO
ISO Configuration © HELP
Mount Type NFS3 w
Remote Share 192.168.75.4:/AMPAG

Remote 1SO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.isoc e

Mount Status

Mounted 1SO

|nfs 192.168.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso | m



Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update ISO

Content

© 3.5.2 20211012

340
[ Version

L Import Protect DB

© ABSENT

Protect DB Version

& IS0 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.
0 A content update is avallable

Software

©® 3.5.2 202110130433

2 Cloud Soffware Versior

@ A software update is available,

Wud 1Jezdd pu undles IJuble provlb weelss Slexs wslule Iezsd (DB) &y pusss) 2ldsl
eds Idpwsse, Idusgues (VPC)

'.'-_I.'s'élc',' AMP for Endpoints private cioud Administration Portal & Announcements  ?Help B Logout
#  Configuration = Operations = Status - Integrations = Support = < Standalone m ¢ -
€ Sanity Check Failing
Updates keep your Private Clods device up to date. & Download amp-sync

< Check Update 1SO

Content
0 35 2_29 110122340 #+ Update Content
Client Definitions, DFC, Tetra Content Versicn
-
© ABSENT
Protect DB Version @ 1SO contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.
© A content update is available.
Software

© 3.5.2 202110130433

Private Cloud Software Version

O A software update is available




#+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

=2 State

5 Started

8 Finished @ Duration

abo

2021-11-19 17:04:05 +0000

t 20 hours ago

@ Please wait__ @ Please wait. .

CACTTCCLUN XN T S T I SRR
Extraction 233.2GB at 4.2MBfs eta: B:00:00 T [ ]
Extraction 233.2GB at 4.2MB/s eta: B:00:00 100% [==========s==========
Snapshot Version 3

Going to drop disposition tables.

Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping

detections table.

binaries table.
binaries_detections table.
samples table.

publishers table.

cas table.

certificates table.

cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Quiput



':;Ills',.'-_lc;' AMP for Endpoints private cioud Administration Portal A Announcements  ?Help @ Logout

# | Configuration = Operations Status = Integrations = Support = <" Standalone ¢ |~

1l

Home | Operations - Update Device | Protect DB Import Details

& Protect DB imported successfully

A Protect DB snapshot was successfully imported.

2= State £ started B Finished @ Duration

2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000 about 1 month

about 1 month ago less than a minute ago

ILE I 1L CIOSC_Ca SO o
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publisher replay...
Starting install-token-api...
Starting mgmt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Qutput

sl ldopsse IJolds od@lss]



'::IEIS' élc;' AMP for EﬂdejﬂtS Private Cloud Administration Portal A Announcements  ?Help @ Logout

& Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standaione M_ ¢ ~

Home Operations - Update Device Protect DB Update Details

£ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates e Protect DB
20211116-2135 20210531-0613
I
9.80%

w8 0do IJgpdsé IUbesds 2l Jlesrs wslule Slgss .__,..___slgflo zplso IJcluuo@_)I)‘ Spedud vl
oIS wEsI Idgpsd sldwslez IJos spduol c@rsel lu cobdo 1Y) pu 3 wlgle
luolso.
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clsco AMP for Endpoints Private Cloud Administration Portal

#& | Configuration - Operations ~ Status ~ Integrations ~ Support -

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

=2 State

£2 started 22 Finished

& Announcements  2Help @ Logout

«" Standalone S ¢ | ~

@ Duration

2021-12-21 03:10:11 +0000

2021-12-21 03:37:53 +0000

less than a minute ago

28 minutes

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list

Resolving Dependencies

--» Running transaction check

---> Package
---» Package
---> Package
---» Packags

AMP-PrivateCloud-content.x86_64 8:3.5.2_2082110122340-8 will be updated
AMP-PrivateCloud-content.x86 64 9:20211117234515-0 will be an update
fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
fireamp-amp-exprev-classifier.x86_64 9:3.4.8-0.1a76 will be an update

---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated
---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated
---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

slzs)l Gpc po BUodIp Jlgbsl lu 030 1Jgpdsé puouwedsd 98l basdl 2ol
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https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-

upgrade-procedure-for-airgapped-amp-priv.html#anc5

A A Airgap A A V39


https://www.cisco.com/c/ar_ae/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/ar_ae/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
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3.

AMP for Endpoints Private Cloud /X [l | QRIS Ng et x

@ https://vpc2-consal al Gl g In @ @. =

Hmm. We're having trouble
finding that site.

We can't connect to the server at vpc2-
console.cyberworld.local.

// :X If that address is correct, here are three other things you
f o 3 can try:

4 Ty ]
P iB g .
VA * Try again later.

i,

— e p
\F—"'i/j * Check your network connection.

* |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

Bl $pe wogrsd Host File (puos93) eds zolid IUpeds Jel 09 ez B 1Juesss e wed
IJpudJs souwos Ligble.



Rl tome  share  View L2

L S » ThisPC » LoeslDisk (C:) » Whndows + Systerndd 5 drivers 5 off e i hoste.txt - Notepad - O *
- ~ " File Edit Format View Help
Hisine CLRT L bl e i # The IP address and the host name should be separated by at least one Al
tisue DS Sarver | BOfts ~—— File 1x8|# space.
#
Irnvhaosts. 4KB
& Onelive mﬁ:‘ L”m | # Additionally, comments {such as these) may be inserted on individual
= Th e # lines or following the machine name denoted by a "#° symbol.
i PC e
pratoce #
= BACKUP () senvices YE|# For example: |
#
Backup Progean # 182.54.94.97 rhing, acme. com # source server
Bachkup Video-& # 38.25.63.10 X, acme ., com & x client host
Cisco Stuff
4 3 # localhost mame resolution is handled within DNS itself.
didated # 127.9.8.1 localhast
GO-Pro # Bt | loecalhost
Pictures
92.168.75.92 cyberworld. local
= KNGS (G 1}192.168.75.93 wpc-console. cyberworld. local
| 92.168.75.93 vpc-authentication.eyberworld. local
= MEDIA (D) |}92.168.75.93 vpc-dispositionex. cyberworld. local
Basckup Prograrr | 92.168.75.93 vpe-disposition. cyberworld, local
|j192.168.75.93 vpc-update.cyberworld. local
Backup Video-A 1[92, 168.75.93] vpc-fmc. cyberworld. local |
Cisgo Stufl | v
Docurments |
T .
Bldiires Ln 29, Cal 14 100%  Wendews (CRLF) UTF-2
5 iterms 1 item sélected 1.57 KB =]

oodis yuvlde Utbi 030 loule eclods wuisd b6 ceuse e90od wdbs IJuolss 1Jlews.

Iﬂltllls.ti‘lol. AMP for Endpoints A 2 Roman Valanta
Dashboard  Analysis Outbreak Control~  Management~  Accounts -
A failure has occurred downloading an installer. Please contact support. X

Download Connector

Group | Protect

o> luwed il weuo I euldd sluadlzel. Jlg 1Jzd 19285 IUuozse 09 lesls ¢l DNS.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server:
Address:

** sarver can't find vPC-Console.cyberworld.local: NXDOMAIN

wp? ouwesd JIwe FQDN Ws ¢lbe DNS Ussd 9egss) Iduved W Virtual Private Cloud ey
DNS IJgle IJs ¢lsp DNS. sosl IJ ise wldgpd Jpl 0 pde, 0.



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status -

Con' Device Summary

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

s network settings.

. Support M Anhouncements  ? Help @ Logout

"~ IR

ethO/ee:eCc:29:A6:4A:11

IP Assignment 192 168.75.92

More details

eth1/06:0C:29:A6:4A:1B

IP Assignment 192.168.75.93

More details

IP Assignment Stalic |:l
IP Address  192.168.75.93
1 Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

DNS

Primary DNS Server

cisco AMP for Endpoints prwvate cloud Administration Portal
# | Configuration ~  Operations *  Status *  Integrations ~

£ Configuration Changed

View the Configuration help page for a list of affected services.

@ Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements ?Help & Logout

~ ENL



I -~
'c',s,_!:', AMP for Endpom‘rs Private Cloud Administration Portal *. Support ML Announcements P Help @ Logout

# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput
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s/ fvpe2 -authenticat calln—s.:f 908 s g %y n @ & =
L
alean]n
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

AMP for Endpoints

Threat Grid
Threat Response

and more...

v O™

Use Single Sign-On

Can't access your account?
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A Dashboard % IEg

= i)

&« - 3 @ I@ # httpsy/fvpc2-consol ‘dashboard/fresh l B e v m o &
b AMP for Endpoints 2) (2) Pomenvaients
Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q
Dashboard
[z Cisco - rvalenta

Dashboard Inbox Qverview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q0 Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

VG NANVIN-NE

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures.,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



ol AMP for Endpoints A) (?) Romanvaentav

Dashboard  Analysis~  Outbreak Gontrol~  Management~  ACCOUNtS ~ Search Q
. 0] . .
© Step 1: Existing Security Products Opening amp_Prokect,exe X
© Step 2: Set Up Proxy Vou have chosen to open:
L [ amp_Protect.exe
(-] Step 3: Download Connector which is: exe File
' | from: hitps://vpc-console.cyberworld.local
Would you like to save this file?
Audit Only Protect Triage Server —
Save File Cancel
Used when you're still Used during normal Used when you have a Used when you're S
leamning about the product operations and you want known or suspected installing a connector on installing a connector on [
and want to install it Cisco AMP for Endpaints infected machine standard Windows Windows Domain
without any impact to your to quarantine a file. servers. Controllers.
existing systems.
© Policy Details ] [ © Policy Details l I © Policy Details l [ @ Requirements l [ 0 Requirements
Files Files Flles Files Files
& audited i Quarantined Quarantined & audited B8 Audited
MNetwork Network Network Netwark MNetwaork
0 Blocked 0 Blocked U Blocked @on @on
Offline Engine Offline Engine Offline Engine Offline Engine Offline Engine
TETRA TETRA TETRA TETRA TETRA
| + Download | | + Download l | + Download l [ + Download | [ + Download |

Step 4: Verify, Contain, and Protect
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A & <« Network and Internet > Network Connections

Firefox
Organize « Disable this |

|
Ethernstd hl Internet Protocel Version 4 (TCR/IPv4) Properties

Network
5 General

You can get IP settings assigned automatically if your nebwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP setfings.

() Obtain &n IP address automatically
(@) Use the following IP address:

IP address: [192.168. 75 . 59

Subnet mask: 255 .255.255. 0 |
Default gateway: 192 . 168 . 75 . 1
Ootain L

(@) Use the following DMS server addresses:

Preferred DNS server: | i__19_2 (168,75 . 4 l

Alternate DNS server: |

D‘.'alidate settings upon exit Advanced...

Conce

Titem  1item selected
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Cisco AMP for Endpoints

Status:  Disconnected
Scanned: Never
Policy: P t
Isolation: Mot Isolated

arla]n
cisco

- 911 PM
~ 3D gy

luweobl s o3l Itz 13s wp wzpsee pu 1Jzies IJouvisuoss: sedod J9ss ¢l IUpsze



IJpu2>8 1Jz3)

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1011]: GET request https://vPC-Console.cyberworl
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1074]: response failed with code 60
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aa Certificate

General Details Certification Path

4§} Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Status:  Disconnected Issued to: AMP-VPC
Scanned: Never

Policy:  Protect Issued by: AMP-wPC
Isolation: Mot Isolated

i, Valid from 4/3/2021 to 4/9/2031
Cisco

Install Certificate... | | Issuer Statement




&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
kete from your dick o 3 certificate stere,

A certificate, which is issued by a certification authosity, is a confirmation of your identity
and contains information used to pratect data or to establish secure netwark
conmections. A certificate store i the system area where certificates are kept.

Status:

‘ Scanned:

atflesn]us
CISCO

Store Location
(O Current User
(®) Local Machine

To continue, dick MNext,

& L&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate stare based on the type of certificate
(@) Place all certificates in the following store

Status:  Disconnected Select Certificate Store x
Scanned:
Policy:  Protect Select the certificate store you want to use.
Isolation: Mot Isclated

alialn | Personal ~|
cisco 1 -—
il Enterprise Trust |
| Intermediate Certification Authorities
| Trusted Publishers
U Lt etad Caetifieatas

<
[ show physical stores

Cancel




&= Certificate Import Wizard

Cisco AMP for Endpoints Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

Youw have specified the folowing settings:
(825 et L N Trusted Root Certification Authorities
Certificate
Status:  Disconnected
Scanned: Never
Palicy: Protect
Isolation: Not Isalated

vilianln
cisco

oh

General Detals Certification Path

- - E4fy  Certificate Information
Cisco AMP for Endpoints

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Centificate Import Wizard
n The import was successful,
Status:  [Disconnected Issued to:  AMP-WPC
Scanned: Mever

Policy:  Protect Issued by: AMP-PC

Isolation: Mot Isolated

sl

vahid from 4/9/2021 te 4/9/2031
cisco




15 Task Manager

= File Opticns View
| -~ Processes Performance App history Startup Users Details Services

.. . . MName - PID Description Status Group

Cisco AMP for Endpoints £ CDPUserSve Connected Devices Platform Usar Se..  Stopped UnistackSveGr..
6 COPUserSve_105b22 4528 Connected Devices Platform User Se...  Running UnistackSveGr..,
o CentPropSve 2216 Certificate Propagation Running netsves
o CiscoAMP_T.3.1 s ~° **"™for Endpoints Connector...  Running —
54 CiscoSCMS_7.3.0 Stoct Connector Monitorin...  Running
S ClipSve SIOP g b Service (ClipSVC) Running w5appx
54 COMSysipp Restart lem Application Stopped

54 CoreMessagingRegist ing Running LocalServiceM...

Open Services

Status:  Desconnected 4 CryptSve ic Services Running MetworkService

Stopped LocalSystemb...
Policy:  Protect . DeomlLaunch Go to details Lercus Launcher Running DeemLaunch
i defragsve Optimize drves Stopped defragsve

Scanned: Never % CecSenvice Search online

Isolation: NetIsolated

alnaln

cisco ) Fewerdetails | 5§ Open Services

%] Task Manager

File Options View

Processes Performance App history Startup  Users Details Services

Name = PID Descrption Status Group

{as CDPUserSve Connected Devices Platform User Se...  Stopped UnistackSvcGr...

4 COPUserSve_105b22 Connected Devices Platform User 5¢...  Running UnistackSveGr...

‘ut, CertPropSwe Certificate Propagation Running netsves

L4 CiscoAMP_7.3.1 Cisco AMP for Endpoints Connector...  Running _—

" CiseoSCMS_7.3.1 Cisco Security Connector Monitorin..  Running

4 ClipsSvc Client License Service (ClipSWC) Running wsappx

" COMSysApp COM+ System Application Stopped

i CoreMessagingRegistrar CoreMessaging Running LocalServiceM..,

Status:  Connected i CryptSwe Cryptographic Services Running MNebworkService

Scanned: Never 4 CacService Offline Files Stopped LocalSystem...

Policy:  Protect i DeemLaunch DCOM Server Process Launcher Running DeomLaunch

Ecolation: Net Fsolated 4, defragsve Optimize drives Stopped defragsve
bl

cisco Fewer details | 04 Open Services
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&, Dashboard b4

« > Q@ D & hitps:/ivpc2- Jdashboard B0% - @ % Y N @ & =
@ AMP for Endpaints Pri... 4% Dashboard
) ~
alle AMP for Endpoints a) (7)) nemsnvsenav
Dashboard  Anshsia~  Ditbrask Control v  Mansgements  ASoounts v Saarch Q
Dashboard

Dashboard Inbax Ovarvigw Evants.

[ Refrash All | ) Auta-Fuofrash | ~| @ 30 days || 2021-03-1301:56 | 2021-04-12 01:56 | uTC
OO/ ised @ Inbox Status

© compromised 0 0 Requiro Attontizn ® 0 In Progress @ 0 Resolved
Compromises © ®wee  Quarantined Detections © Jausntnetves  VUINErabilities View
Top Qo] [T (=X Top Qo

Threat Grid Analysis

0 Ausomatic Analysls Submissions
0 Retroactive Threat Dotections

0 Files Scanned
0 Matwori Connactions Logged
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