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92624553-06C3-4BE0-9000-91D8A 260CC65

PayloadVersion



RemovableSystemExtensions

DE8Y 96K9QP

com.cisco.endpoint.svc.securityextension

com.cisco.endpoint.svc.networkextension

PayloadDescription

PayloadDisplayName

Privacy Preferences Policy Control

PayloadEnabled

Payloadldentifier
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SystemPolicyAllFiles

Allowed

CodeRequirement

anchor apple generic and identifier "com.cisco.endpoint.svc" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists*/ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists*/ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and certificate
leaf[subject.OU] = DE8Y 96K 9QP)

Identifier

com.cisco.endpoint.svc



IdentifierType

bundlelD

StaticCode

Allowed

CodeRequirement

identifier ampdaemon and anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and certificate leaf[ subject.OU] = TDNY QP7VRK

Identifier

/opt/cisco/amp/ampdaemon

IdentifierType

path

StaticCode



Allowed

CodeRequirement

anchor apple generic and identifier "com.cisco.endpoint.orbital .app” and (certificate leaf[field.1.2.840.113635.100.6.1.9] /* exists*/ or
certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and certificate
leaf[subject.OU] = DESY 96K 9QP)

Identifier

com.cisco.endpoint.orbital .app

IdentifierType

bundlelD

StaticCade

FilterDataProviderBundlel dentifier

com.cisco.endpoint.svc.networkextension

FilterDataProviderDesignatedRequirement



anchor apple generic and identifier "com.cisco.endpoint.svc.networkextension" and (certificate leaf[field.1.2.840.113635.100.6.1.9] /*
exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists*/ and
certificate leaf[subject.OU] = DE8Y 96K 9QP)

FilterGrade

firewall

FilterPackets

FilterSockets

FilterType

Plugin

PayloadDisplayName

Web Content Filter Payload

Payloadldentifier

F630E2F3-F917-47F5-93E9-343C4C787C28

PayloadOrganization

Cisco Systems, Inc.

PayloadType



com.apple.webcontent-filter

PayloadUUID

F630E2F3-F917-47F5-93E9-343CAC787C28

PayloadVersion

PluginBundlelD

com.cisco.endpoint.svc

UserDefinedName

AMP Network Extension

VendorConfig

PayloadDescription

PayloadDisplayName

Cisco Secure Endpoint Settings [DEMO]

PayloadEnabled



Payloadl dentifier
36DAAEAE-5BA2-497B-8381-D58FCB62FA 1B
PayloadOrganization

Cisco Systems, Inc.

PayloadRemoval Disallowed

PayloadScope

System

PayloadType

Configuration

PayloadUUID
36DAAEAE-5BA2-497B-8381-D58FCB62FA 1B

PayloadVersion

0p9de wdssu MDM Juble IJovgsd MacOS 10.15 19 |uosl 19
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AllowNonAdminUserApprovals

AllowUserOverrides

AllowedK ernel Extensions

TDNYQP7VRK

com.cisco.amp.nke

com.cisco.amp.fileop

PayloadDescription

PayloadDisplayName

Approved Kernel Extensions

PayloadEnabled

Payloadldentifier



A872B6D5-D67C-41FE-BE64-3DD674C43C4AF
PayloadOrganization

Cisco Systems, Inc.

PayloadType
com.apple.syspolicy.kernel-extension-policy
PayloadUUID
A872B6D5-D67C-41FE-BE64-3DD674C43CAF

PayloadVersion
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AMP for Endpoints Connector.app
L— contents
L—Macos

L— contents

L—Macos
ampcli
ampdaemon
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ampupdater
SupportTool
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L— Cisco Secure Endpoint

L—secure Endpoint Connector.app

| L— Contents

| L— Macos

|

L— Secure Endpoint Service.app
L— Contents
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ampcreport
ampupdater
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|
|
| L— Support Tool.app

puvdJle pg)996 pg MacOS 11. 0 9p9,0J Mac 1. 14. 1.

.« &> odos Luuble IJgbd 10 "gls IJeuvgsd Idpbdyus Jozpsd 96 kemel Ioebss Iy
pJed Idoble" sy Loesed B elds wouse bhugs esled cuoBiss peess Lbwds Iy
o) eds IJdpossw). bee lJs p8ldsé 12ble 9 0.) Mac Connector Jio, 9boé 1 c0lsé
| o6 o0 Cisco JJzuosd £Js 583 pu IJeBluosd.

JpuvdJle 1Upg 19096 og ble IJoubgsd MacOS 10. 15/11. 0
9p9,0J Mac 1. 14. 0.

* seduude weue Iigble IJos we lbobel sluwbs paod Mac wubdd ) pusde. Lze
IJs pdlJs Igbole Mac Connector i), 9106 L Je0lsé L lew6 o0 Cisco JJzuo9d £Js
038> pu ldovdlosd.

spdo e IJgbl 130509 £23 o) 22l pu pdedle wble gled wLoBss pruss
IJobods: wes 1Josdss. ules gpdss lehs cubgsd IJdpwsses eds ed 1Jebl
WO oo IJzlJe.

- bl 15, sobdo leesh IJoble 1Js o9 1JJled [Us 1UBr00: Spdo oowsoo wes
le136 1Jeposs wuwww gl s MacOS 11.0.0. sop luodle 030 IdpuvdJé Bs
MacOS 11.0.1. spJdu 2J g bl po U lel6 ooz 1J9ue9d IJIled IS 1J 800 B
e |Jip|Q 9lJg o906 Vs v osdle wble MacOS.

c lovle IJoowse: spdu Jeie IUlely slUgLo9o0s6 &ue "ldpls) IJuls" Jlgwe
lJobosd guspl slbodo MacOS Uy vouugsd lpwsble ulble Mac Connector. o3l
wuvww gbl Wis MacOS 10.15. 233 Ip)ogle 1Jp9esss welow "ldeby, Idolse" Jduwele
wpsued Mac wzelse IUdpwsse.



https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214896-amp-for-endpoints-connector-for-mac-faul.html
https://developer.apple.com/forums/thread/130056
https://developer.apple.com/forums/thread/130056

Syrstem software from fallewing develapers was blocked from loading.
Cisco Systems, Inc.
Placeholder Developer

Placeholder Developer

fllow aoos downdoaded from:

- spJdu luwepsle 1oy Blisps systemExtensionsctl Jogsss lowsble IJoble IJos weolz
IJs lewpb. lowsble IJouble pg 1Jzldo [sop coges 100k, 1 dpmozspal BS 03l U132
Sp o0 J ey, p9oE pISC" IS Loz LI sl MacOS IJepsoes
puvedl. bl op g0 id&_) ou bEldsu Jd "ldplog) IJulis" Wbs Lowes IJow osdle:
I wbilds vovse JJ 1ol ldos ouwegsp leesblo IJuble (Couopu p9u0d
Mac) wese Jl cpolz s lewshble IJuble [Us lecelb &p Gp lghs oouse p9ood
Mac.

Swp wedss lpwsble ulble p9od Mac Jel sds:
- Sbo, lpwsh Idgueds gds ioo com.cisco.endpoint.svc.networkextension.
- sbo,y pded lely IJodbs 1Jlb,d.sé

J.).__so com.cisco.endpoint.svc.securityExtension.

+ leole Jovoser sedo Jdpbldos lduwele Jeled cuodss IUpeoss valdws 2
eo90 1duveds 8500 "(SLE)" Jlgwe IJebosyd. szoe 0l wuvey gbl b s MacOS
10.15. sewle Idpuwegse lJs weass "lduwele” Juoelu eelsé IUJdpossw).



“{null)” Would Like to Filter
Metwork Content

&l network activity on this Mas may ba filtered
ar monitoresd,

e Blop,duo IJpbldus Jive we lewsl) "esp duuple" B8p wopass "lduvele weled

0o I$6 I ds” pu IU8lses IJpouwrds s e 1Jeled
VIS Uipsb 1J@lses Joee IJpbldws p)o 13)s.

Grant Full Disk Access

Allow Network Filter

Scan [

* 9upr Cpdsuol sop s Eled ©LoBs6 "pded Uk ds LIS IJuolss Ilpus" S
w26 v osdle IJyveds.



i

Location:  Auwtomatic

8 Ethasrnegt

Please use “AMP for Endpoirts Service® to control this canlent

fter configuration
o AMP N..xtension TR

o

* Vs MacOS 11 guspl sop lp)le ©)B860 pu p9Led Mac 1.12 |Js p9uod Mac 1.14, 'aJoi 4,
Buivd wgesd pded IJuble: spdu 1o sop s8¢0l el wsuel suedd IJesuad po
lewsble kernel |Us lewsble IJoble [Jg>ss.

el dd 1Jes 19096 loule 51Js wovse pdzdle IJuble

* Bud MacOS 12.19 g0 g3 luwegsle MDM. g0 pl sop woldss s oouse p9u0d Mac.
sbdv p0 1pouctse el 9ps 1ess pross 2o sedo LIs cowse ededlo
lJouble. 03l 2> oo MacOS 99> wp wzuwsuwo [Js 2> pl W MacOS 12 pg |ols poulz
pJV wgLosue MobileSystemExtensions MDM IJe9 oz s 03l [Jpuwows.

IJoyulez IJuuos Joowse wyjse Intune

© oo lowouolBs wulez vues sunlE> B wowse paLed ks IJuolss Ilews gds
uble IJouvgsd MacOS 1Uss swpe yosluwe wyluulbé Microsoft oul:

https://github.com/microsoft/shell-intune-samples/tree/master/macOS/Apps/Cisco%20AMP

09,0d MAC IJpgls oupswo (IJluoshle 1.18.0 gldluesble
IJiz>0)

pdlebs: wgpd wdssule MDM IJzldss JJlueshle L_;Jiké.)p eu 1.18.0 JJpsodle s90 wargd
Jordss 1Jluoshle 1.18.0 Jdesuadle sldluoshle Iizse. lze Mac Rebrand ,Jo, 8l I Jisol.sé
e JJzesd eds e3> pu Ipedsele.

pe9sble 1Up)lzes

1 QS UM P 2020 P

* Jp sgd pased Mac 1. 14. 1 sgwegsp leesblo IJuble gJs MacOS 10. 15.
o Luible luoldss pod Beuo 1J9zs6 IUb,bss ls pdedle wlble "Placeholder Developer"
weolz 1Js p9l9 86 pg p9od MAC 1.14.0.

9 L9 Bpu. 2020 p


https://github.com/microsoft/shell-intune-samples/tree/master/macOS/Apps/Cisco%20AMP
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217702-cisco-secure-endpoint-mac-connector-rebr.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217702-cisco-secure-endpoint-mac-connector-rebr.html
https://www.cisco.com/c/en/us/support/docs/security/secure-endpoint/217702-cisco-secure-endpoint-mac-connector-rebr.html

* pe9 IJpzpses IJpuoze B ge9do MDM IJgl o6 o CodeRequirements JJseo9d 1JIled
IJs 1J&uue.

3 L9 Bpu. 2020 p

« obhsg Idluesl) Jesued Mac 1.14.0 o9 99 e, 2020.

* Suwwde p9ued Mac 1.14.0 lpesble IJouble pg wblp IJogugsd MacOS 10.15.5
slJluoshle I._Jia;c;. wloll Jly 031 10.15.6.

* Buwp "dpunldJ 1Jpg 9096 IJpolos".

* Up updSY pebb wuss lUxJsd.

3 s9usy: 2021 p
* bhuuble luolvss Jeue 1Usuesd 1JIled [Js 18,00 J Cisco Orbital.
13 1Je90,: 2021 o

« 1oolBs 1516 leeslsle MacOS Jes o MacOS ol uvegsle §uwpe MDM.
© o |Uols publdd pe 996 Jdume "LlJs couse pdedle IJuble".

25 Bl 2022 p

ISwlws



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



