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CISCO Email Security Virtual Appliance

A Manitor Madl Palicles Sacurity Services Matwark Systern Administration

Cloud Service Settings

Cloud Services
Threat Response:  Disabled

Threat Responsa Server: | No Server is set,

Cloud Services Settings

Status: | Enable the Cloud Services on your appliance to use tha Cisco Threat Response portal.
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Cloud Service Settings

Edit Cloud Services

Threat Response: E nable

Threat Response Server:

AMERICAS (api-sse.cisco.com)

EUROPE (api.eu.sse.itd.cisco.com) -
[Subrt |

[

edlzbs: sJoo IJoprss Il w,lgas Jewslo URL IJglue webe Idluveelos Jdwosssle oy
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Cloud Service Settings /

Success — Your changes have been committed.

Cloud Services

Threat Response: | Enabled

Threat Response Server: | AMERICAS (api-sse.cisco.com)

Cloud Services Settings

Status: The Cisce Cloud Service is busy. Navigate back to this page after some time to check the
appliance status.

Cloud Service Settings

Cloud Services

Threat Response: | Enabled
Threat Responsa Server: | AMERICAS (api-sse.cisco.com)

| Edit Settings

Cloud Services Sattings

Registration Takan: () | : istar

Register
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Settings > Devices

Settings Devices /

Your Account

Devices

API Clients

» Modules
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Add Devices and

Generate Tokens

0 Rows Selected
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Type Versio... Status Description Actions \
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Add Devices and Generate Tokens @ b4

Add Devices and Generate Tokens @ bt
Number of devices
1 2 : =
The following tokens have been generated and will be valid for 1 hour(sh:
Token expiration time

» Tokens

1 hour w BeTERdEILECed 38T 535341 7 712 5ab00 5]

7 e

Close Copy to Clipboard Save To File
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Cloud Service Settings

Threat Respanse: | Enabled

Threat Responsa Server; | AMERICAS (apl-sse.cisco.com)

/

Edit Settings

Cloud Services Settings

Registration Token: \2) | | g478006006c0a6387535301 7 7125ab0e

Register



Cloud Service Settings /

Cloud Services

Threat Response: | Enabled
Threat Response Server: | AMERICAS (api-sse.cisco.cam)

Edit Settings

Cloud Services Settings

Status: | The apphance registration is in progress. Nawigate back to this page after some time to check the
apphance status.
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LA H Nama Type Versio... Status Description Actions
v 1 esal3.mex-amp.nl... ESA 13.0.0 @ Registere ESA ran B
ID: 87414117 -903f-4be9-b14e-45a7f... IP Address:127.0.0.1 Connector Version: 1,3.34

Created: 2020-05-11 20:41:05 UTC

IJéko9é 8. loedd [Js w9lué CTR 9low 9236 ESA 23838
1.- wpyd I od9y Os wolwo CTR lue@d IJs Idgzle IJupelbss > |Lolds 9236 wplbss z38306.
Jpl 09 p9 oz WO IJues,s.

Al Thrgat Responsé  Imestigate  Snapshots  Incidents 229 Inteligence L) Brenda Maccuez «

Maodises

Modules
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Your Configurations /
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“ll Threat Response  Investigate Snapshots  Incidents [ Intelligence  Modules

Settings > Modules > Available Modules

Settings Available Modules
Your Account

Devices Select a module you would like to add, or click here to learn more about modules configuration.
AP Clients

Modules Ii\yys] AMP for Endpoints

Available Modules

Users
AMP for Endpoints prevents threats at the point of entry, by identifying and halting

advanced threats before they reach your endpoints.

New Module Learn More Free Trial

Email Security Appliance

The Cisco Email Security Appliance (ESA) provides advanced threat protection
capabilities to detect, block, and remediate threats faster, prevent data loss, and secu...
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Em # Acid Newe Moduls
Settings Add New Email Security Appliance Module
i Account ‘/
Madule Name* 3
803 ----- Emadl Secisity Applance / Quick Start e
Registered Device* ‘When configuring Email Security Appliance (ESA) integration, you mus? first enabie the inbegration in ESA. You then
enable Thees Resperde in Seouity Senices Exchangs, add the device and register it Afwer this is completed, you
ot 3. mex- g rlaly add tha ESA o
esall.max-amp.inlab Prevequisite: FSA running minimem AsymcS 130.0-314 (LD) release
Type ESA

A0 BTANAT - 503 - dbe3-b 1 de-45a T 342032

Roda: Castorms with multgs ESAS reportng 1o an SWUA can use ths SMA Moduls confguestion fog Emal Sacuriny
2 Agdress 127.0.001

Customers thad do not have am SMA, can use the ESA Module jor integration

Request Timelrame (days) / 1. I ESA, navigale |o Metworks > Cloud Service Settings > Edit Settings, crable inlegration and confem hat

Ehes ESA i neacy b0 BODEDt & registration toimn
3 2 Click the Settings icon (gear] and then chick Devices > Manage Devices 10 be taken 10 Security Senaces

Exchange

ﬂ Cancel 3 Erabie Cisoo Threat Response integration on the Cloud Senvices tab. and then chick the Devices tab and
ek ths + iCon 10 83 B MW SEAE

4. Specily the: foken expiration time (the default is 1 hour), and dick Gontinus
t 5. Cogry the genernled tokeh a0 confim the devits hik Bieh Sreabed

B Mawgate to your ESA [Network > Cload Service Settings) 1o inse the tokon, and then chek Reglster
Coniberm sucorssiul regesiration by neveewing the status in Security Sensces Exchange and confirm the ESA
s diplyed on the Deviess page

7. Complete the Add Hew Emall Security Appliance Module form

Mockils N - Leavn e doleull name oF enbid o nama el o meamnghal 19 you

= Roglstersd Davice - From the diop-down list, choose the device you regestered in Seowity Services
Exchange

= Rwquesl Timedrame [deys] - Enier ithe bmefame (n deys) hor guenseg the AR endpoint [defalt s
30 s
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Email Security Appliance is getting a new look. Try it !

Cisco C100V

Email Security Virtual Appliance

atfuan]ne
Cisco

A Manitor Mail Policies Security Services Metwark System Administration

Message Tracking

Awvailable Time Range: 14 May 2020 12:44 to 14 May 2020 13:41 (GMT +00:00) Data in ime range: 100.0% complete

Envelope Sender: (7) | Begins With ||

Envelope Recipient: (7) [Begins with ||

Subject: | [ Begins With - Lbestbest
o— | .

Message Received: | @) | .ot pay (O Last Week () Custom Range

Start Date: Time: End Date: Time:
[os/13r2020  [13:00 and  [o5/14/2020 [13:42 (GMT +00:00)

b Advanced | Search messages using advanced criteria

Clear

Generated: 14 May 2020 13:42 (GMT +00:00) Export All... | Export...

Items per page

Results

Dizplaying 1 — 1 of 1 items.

1 14 May 2020 13:23:57 (GMT +00:00) MID: 8 Show Details =

mgmt0l@cisco.com

NT: testingBren@cisco.com

test test

TATE: Message § to testingBren@cisco.com received remote SMTP response ‘ok: M

Dizplaying 1 — 1 of 1 items.
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| Assignto Incetent | [ Snapshots . - |
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Aistamatic Liyout «

/’Imulev

g 1 Target~ ofe 1 Observable v @ 0 Indicators @ 0 Domains a 0 File Hashes WS 0 I Addvesses mLlE
Module enniched this investigation
Investigation 1 of Sightings
- Errail Security Applance
/ Envi & - > 1 sq ting, O Judpements
amall sub]ecl tast tast” My Enwimrsant e =T
— Suspscicus
1 Sighting iim My Envisonmesnt = Unisen
054 — Clean
® First Saen: May 14, 2020 137367 UTG = » Targets

Last Saan: May 14, 2020 132357 UTC

5 | Clear What can | search for? o =
i M 14, 2090 132383

Relations Graph - Filters: Show AllL Expanded » P Observables

List View »

test test

Email Subject
Mty Environment  Global J—

S e St
1 Saghbing == by Erviranmen . :Eﬂml;m"
First Seen: May 14, 2020 13-23:57 UTC T

» Lot Soen Moy 14, 2020 132987 UTE 0
F Targgt Email : Ny 14, :1::‘6 112857
i Sightings (1)
— — O\
P @ Module Observed »  Description Confdence Severity  Detalls
v L4 esa03 ----- Emad Security Appliance 9 hours ago Incoming m  High Low
- - essage (Del
Email Subject pered)
E test test ~
-
Cisco Message ID
@ ‘B N
Domain
< >

cisSco.com s

Email Address F
mgmtd1@cisco.c... v T{
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ip:"4.2.2.2"
domain:”cisco.com”

email:"noreply@cisco.com”

email_messageid:"123-
abc-456@cisco.com”

luwedunldd IJigble 9l oJlzol

cisco_mid:"

email_subject:"Invoice Due”

12345"

sha256:"sha256filehash”™

file_name:"invoice.pdf”
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Sican Security Services Exchange Devices | Cloud Services | Events  Auditlog @ % &  Brenda Marquez v
Cloud Services for Sourcefire Support
Cisco Threat Response /
Cisco Threat Response enablement allows you to utilize supported devices in the course of a cybersecurity ‘
investigation. It also allows this platform to send high fidelity security events and observations to Threat

Response.
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