oEssle Blised IUlpvovebh lJos wpob ol
Cisco J9gs6 wpde u 9o IJuolss 1Ulewé

lJpzogsle

McAfee - Mac
Cisco Jabber - Mac
Crashplan - Mac

JAMF Casper - Mac
VMWare Fusion - Mac

XCODE - Mac

ez 18l o 9lz> - Windows
£ o5 Citrix ICA - Windows
loile 8olisp 23.556:
M oswou, - 2019
ez L8l o alzs - Windows
Splunk - Windows
Splunk - Linux

2ble I e g IS el Microsoft Windows - o, ble I e g Windows

WebSense - Windows
Microsoft SQL Server - Windows

10 590259 - 2020

Malwarebytes - Windows
Microsoft Office - Windows

1IS - Windows

Altiris 9l wlos Symantec - Windows
McAfee - Windows

logile g9l 3.556:
15 .s9.)is9 - 2020
Slo lJozde lezl) - Windows

Microsoft Teams - Windows

weluble 8lised 22,536



26 1¢,wlo,_w - 2020
Microsoft SQL Server - Windows

30 wooeo, - 2020
Malwarebytes - Windows
Digital Guardian - Mac

we luile 9lispd 23536

3 plhw - 2021
Kaspersky - Windows
SCCM - Windows

Symantec - Windows

£25.] Citrix ICA
2o 1pol> Citrix

loile §9lisp 23556

29 wowee, - 2021
Cisco Webex - Windows

Crashplan - Windows
Crashplan - Mac

VMware - Windows

Hyper-V - Windows
Microsoft Windows Defender - Windows

AnyConnect VPN », Cisco
Cisco Webex

Microsoft OneDrive Jigl lz> wlodl
wlispe - Windows
2o 1ol Citrix

Ll

Microsoft Intune

McAfee Trellix SolidCore
Cisco Webex

Microsoft Defender . ] MacOS
Microsoft Defender ,J Linux

31 plise - 2023



VMWare

27 wooeo, -2023
Cisco Webex

Microsoft OneNote
Microsoft SQL Server
Microsoft Teams

bl Lo, ing

|Jp 95006
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el AMP for Endpoints

Dashboard  Analysis~  OQutbreak Control ¥ Management™~  Accounts v~ Seart

Cisco-Maintained Exclusions are created and

EXC'USiDﬂS maintained by Cisco to provide better
compatibility between the AMP for

' Endpoints Connector and antivirus, security,

Show = Custom Exclusions | Cisco-Maintained Exclusions ,
| or other software. These exclusions may be

| updated with improvements and new
| exclusions may be added for new versions of
an application.

All Products Windows Mac Linux

e 0SS IJ@slise IJos sop wosluwol pu Ciscor seae weasse wog eds Iy IUgdwds Jsgduw 3JY IJogss).
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IJebs Bs spsle IJopdp 1U8nss. gulduuwed Jdussle 1Jdus)s 1dzee: w9 03l 9dive Bsup pu wedsole
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SEwpd B8 Idopsse eds I 0ldbs wolss. 13l Jluw gese 1Jizosé pouods wldloc,ve Buvewe IJoprsele Vs
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D3l o pu 986 wedsele luoldss Jduwslws wed 24 |Js 48 Lwlgs pu >8g 1JBlspes IUos sop IUlzodlb

\TJOI.

lJogssile
28 g ulow - 2019
oble IJogvgsd IUIBe,luss J Microsoft Windows:

I51Js:

* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\edb*.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res1.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res2.log

IJowow: IJod)l. oold luwosols e, Bs Ipzeses IJIuuluuss sgbs o3l IJluvosuls.
luolsé:
* C:)\$WINDOWS~BT\Sources\SetupHost.exe
IJovew: Busde weasele Windows 10 o vdd podbe wuvouw gpdsle Iddzuo 1Jos lpse JJgpdss.

N-Able I,sle IJuipumss - IJeslass:

luol8s:



* C:\Program Files (x86)\N-able Technologies\Windows Agent\bin\agent.exe
* C:\Program IJeJle (x86)\BeAnywhere >g 0 Express\GetSupportService_N-Centra\BASupSrvc.exe
* C:\Program Files (x86)\N-able Technologies\PatchManagement\ThirdPartyPatch\ThirdPartyPatch.exe

Docker - Mac:

L5lJs:

* /users/*/Library/Containers/com.docker.docker/Data/vms/*/Docker.*
* /usr/local/bin/docker

wow 98> wudool ldezho Ilualdss pe Gislgd wublo IJipo: J3JY s IJoupss luvowghble 1B sod.
luoluss:

* /Applications/Docker.app/Contents/MacOS/Docker
* /Applications/Docker.app/Contents/Resources/bin/docker

p logble 99lisp gose:

Jsusdw:

* Docker - lJpsod 1.10.2
* 1Jghe - 1dpsuod 1.11+

* slosduw
ro|¢JZ

* IJduouwr9ed IUbloys
* 1Jebuw 1do8es

IJssog Ul e,)luos Juble IJouvgsd Apple MacOS:

luolwse:

* /Applications/Time Machine.app/Contents/MacOS/Time Machine
* /System/Library/CoreServices/Spotlight.app/Contents/MacOS/Spotlight

McAfee - Mac

luolwsé:

* /Library/McAfee/Agent/bin/CmdAgent

Cisco Jabber - Mac



1508

* usr/bing/grep
* |bin/ps

1o falo sl s shaliscs )\ alcigs Jlosg 19 1d3Ises & dos 1dg adss.
lualss:
* |Applications/Cisco Jabber.app/Contents/MacOS/Cisco Jabber

Crashplan - Mac
luolwsé:
* /Applications/CrashPlan.app/Contents/Library/LaunchServices/CrashPlanService.app/Contents/MacOS/CrashPlanService
JAMF Casper - Mac
LlJe:
* /usr/bin/sw_vers
I Talg faapad 5 shaliscs | alaass Jdlosacg 1ok 1G1ses & ds 1dg adss.
luolwse:

* Jlibrary/application Support/JAMF/Jamf.app/Contents/MacOS/JamfDaemon.app/contents/MacOS/JamfDaemon
* /ust/local/jamf/bin/jamfAgent

* /ust/local/jamf/bin/jamf

* Jlibrary/application Support/JAMF/Jamf.app/Contents/MacOS/JamfAgent.app/contents/MacOS/jamfAgent

VMWare Fusion - Mac
luolusé:

* /Applications/VMware Fusion.app/Contents/MacOS/VMware Fusion
XCODE - Mac

luoluss:

* /Applications/Xcode.app/Contents/SharedFrameworks/XCBuild.framework/Versions/A/Plugins/XCBBuildService.bundle/Co
* /Applications/Xcode.app/Contents/Developer/usr/bin/xcodebuild

oo 18)luo 91> - Windows

eSSy bdsus:



* C:\*\Users\OneDrive\ (i_ow Li,lboé plisds sJduwss Jeueod eds lply I o)
wSwsYuw gpsd ICA - Windows

luoluss:

* Csidl_PROGRAM_FILES\Citrix\User Profile Manager\UserProfileManager.exe
* csidl_program_files\Citrix\Virtual Desktop Agent\BrokerAgent.exe

* CSIDL_PROGRAM_FILES\Citrix\ICAService\picaSvc2.exe

* CSIDL_PROGRAM_FILES\Citrix\ICAService\CpSvc.exe

IJuvou: leae wease Jui,ds Citrix s@e,z luveoulelo.
o logule 99lisp gas26:

93SU29)

* ¢bp lpsls Citrix
* p9uod uwelus Citrix

11 >suvpew - 2019
oz 18,luo 9lgs - Windows
luolwé:
+ CSIDL_LOCAL_APPDATAMicrosoft\OneDrive\OneDrive.exe

Splunk - Windows

luolwse:

* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunk-winevtlog.exe
* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunkd.exe

Splunk - Linux

luolwsé:

* /opt/splunkforwarder/bin/splunk
* /opt/splunk/bin/splunk

e louule G9lisp za526:
Azure - Linux

lJpeousys - Mac



oble IJoyvgsd IUIB e, luos J Microsoft Windows - bl 1o g sd Windows

luolwse:

* C:\Program Files\Cisco\Orbital\osqueryd.exe
* C:\Program Files\Cisco\Orbital\orbital-ampwin.exe

WebSense - Windows

luolwsé:

* [eudle i&)luo pwgs6]:\Program Files*\WebSense\

* C:\Program Files (x86)\WebSense\WebSense Endpoint\dserui.exe

* C:\Program Files\Websense\WebsenseEndpoint\dserui.exe

* C:\Program Files (x86)\WebSense\WebSense Endpointf\EndPointClassifier.exe

* C:\Program IJeJusle (x86)\WebSense\WebSense Endpoint\FilterSDK\kvoop.exe
* C:\Program Files (x86)\WebSense\WebSense Endpoint\wepsvc.exe

Microsoft SQL Server - Windows
luolwé:

* csidl_program_files\Microsoft SQL Server\MSSQL\FTDATA\
e &(ql

10 s9usy - 2020
Malwarebytes - Windows

» C:\ProgramData\Malwarebytes Endpoint Agent\
» C:\ProgramData\Malwarebytes\MBAMService\

Microsoft Office - Windows
luolwe:
* C:\Program Files\Common Files\Microsoft shared\ClickToRun\OfficeClickToRun.exe
IS - Windows
luolwe:

* C:\Windows\SysWOW®64\inetsrv\w3wp.exe



* C:\Windows\System32\inetsrv\w3wp.exe
Altiris gl_ulbo Symantec - Windows
l_olwse:
» C:\Program Files\Altiris\AltirisAgent\AeXNSAgent.exe
McAfee - Windows
|luolwe:
» C:\Program Files\McAfee\Endpoint security\Adaptive Threat Protection\mfeature.exe
e logble G9lisp gase:
NetScout - Windows

IBM - Windows

15 s9Js9 - 2020

splo ldoede wldpeld - Windows

luolwse:

¢ csidl_windows\System32\dfsr.exe
* csidl_windows\System32\dfsrs.exe
* csidl_windows\System32\dns.exe
* csidl_windows\System32\ntfrs.exe

Microsoft Teams - Windows

luoluss:

* CSIDL_LOCAL_APPDATA\WMicrosoft\Teams\current\teams.exe
* CSIDL_LOCAL_APPDATAWIicrosoft\Teams\update.exe

e logble Slised 23556

IJopde

26 ¢ Julow - 2020

“obo)l Jpiss pu Iltewh op wpass ohsg IUluosh Uivads eu Ideluve gui 1ds IJuwbow SlJguinso

Microsoft SQL Server - Windows



Il uewsld:

¢ csidl_program_files\Microsoft SQL Server\MSSQL.1\MSSQL\Binn\SQLServr.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.2\OLAP\Bin\MSMDSrv.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.3\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

luolwé:

* csidl_program_files\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

¢ csidl_program_files\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

¢ csidl_program_files\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* csidl_program_files\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

Malwarebytes - Windows

luol8s:

* Csidl_ PROGRAM_FILES\Malwarebytes' AntiWare\mbam.exe
* Csidl_ PROGRAM_FILESX86\Malwarebytes' AntiWWare\mbam.exe

Digital Guardian - Mac
luolwé:

* /usr/local/dgagent
* /dgagent

op logble Slised 22856
Digital Guardian - Windows
3 plyuw - 2021
Kaspersky - Windows

luolwss:



* Cisco_PROGRAM_FILESX86\Kaspersky Lab\Kaspersky Endpoint Security J Windows\avp.exe
* csidl_program_filesx86\Kaspersky Lab\NetworkAgent\kinagent.exe

SCCM - Windows

I5lJs:

* Windows\CCM\ServiceData - p_olg 96 lJpwl)
e pJdule Iduslez\blhs IJodsse b Microsoft\EasySetupPayload - o wl) 0,

Symantec - Windows

luolwsé:

* csidl_program_files\Symantec\Endpoint Agent\edpa.exe

* csidl_program_filesx86\Symantec\Symantec Endpoint Protection\12.1.4013.4013.105\Bin64\SMC.exe

¢ Csidl_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.6608.6300.105\Bin\ccSvcHst.exe
* Cisco_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7061.6600.105\Bin\ccSvcHst.exe
* Csidl_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7385.6902.105\Bin\ccSvcHst.exe
* csidl_program_filesx86\Symantec\Symantec Endpoint Protection\

* csidl_program_files\Symantec\Endpoint Agent\brkrprcs64.exe

e logble B9lisp o526
Cisco AnyConnect - Windows

Microsoft Defender ATP - Windows

30 s9usy - 2021

oble lJogigsd IJIVe,lsos J Microsoft Windows

luolwse:

* CSIDL_WINDOWS\System32\GroupPolicy\User\registry.pol
* CSIDL_WINDOWS\System32\GroupPolicy\Machine\registry.pol

€ psJ Citrix ICA
luolwé:

* CSIDL_PROGRAM_FILES\Citrix\Broker\Service\BrokerService.exe

* CSIDL_PROGRAM_FILES\Citrix\Broker\Service\HighAvailabilityService.exe
* CSIDL_PROGRAM_FILES\Citrix\ConfigSync\ConfigSyncService.exe

¢ csidl_program_filesx86\Citrix\ICA Client\



&b lesl> Citrix

I51Js:

* C:\System32\drivers\CfsDep2.sys
* C:\System32\drivers\CvhdBusP6.sys
¢ C:\System32\drivers\CVhdMp.sys

luolwé:

* CSIDL_WINDOWS\System32\drivers\CfsDep2.sys

* CSIDL_WINDOWS\System32\drivers\CvhdBusP6.sys

* CSIDL_WINDOWS\System32\drivers\CVhdMp.sys

* csidl_program_files\Citrix\Provisioning Services\BNTFTP.EXE

* csidl_program_files\Citrix\Provisioning Services\PVSTSB.exe

* csidl_program_files\Citrix\Provisioning Services\StreamService.exe
¢ Csidl_Program_Files\Citrix\Provisioning Services\StreamProcess.exe
* csidl_program_files\Citrix\Provisioning Services\soapserver.exe

* csidl_program_files\Citrix\Provisioning Services\Inventory.exe

* csidl_program_files\Citrix\Provisioning Services\Notifier.exe

* csidl_program_files\Citrix\Provisioning Services\MgmntDaemon.exe
* csidl_program_files\Citrix\Provisioning Services\BNPXE.exe

* csidl_program_files\Citrix\Provisioning Services\BndEvice.exe

e logble G9lisp o526
wulpez CommVault - Windows

ouwesd edule gped Citrix - Windows
29 Luoopu - 2021

Cisco Webex - Windows

luolwé:

* Csidl_LOCAL_APPDATA\CiscoSparkLauncher\CiscoCollabHost.exe
* csidl_local_appdata\CiscoSparkLauncher\

* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_01\atmgr.exe
* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_02\atmgr.exe
* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_03\atmgr.exe
* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_04\atmgr.exe
* CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_*\

Crashplan - Windows

luolwé:



* Cisco_PROGRAM_FILES\Code42\Code42Service.exe
Crashplan - Mac
luolds:
+ /Applications/Code42.app/Contents/Library/LaunchServices/Code42Service.app/Contents/MacOS/C
VMware - Windows
luolwé:
+ csidl_program_filesx86\VMware\VMware DaaS Agent\service\DaaSAgent.exe
23 plyyw - 2022
oble IJogbésd IUIG e, luss J Microsoft Windows
l_olwe:
* C:\Windows\System32\Searchlndexer.exe
Hyper-V - Windows
luolwse:

* CSIDL_COMMON_APPDATAWicrosoft\Windows\Hyper-V\
* CSIDL_COMMON_DOCUMENTS\Hyper-WIJi gl o IJelows IUblo,sé\

Microsoft Windows Defender - Windows
luolsé:
* *\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\DataCollection\
29 s9us9 - 2022
oble IJogigsd IUIG e, luos J Microsoft Windows
luoluss:
e *.applocker
AnyConnect VPN py Cisco
luolwé:

* Cisco_PROGRAM_FILESX86\Cisco\Cisco AnyConnect Secure Mobility Client\acwebhelper.exe



Cisco Webex

luol8s:

* C:\Users\"\AppData\Local\WebEx\WebEx\Meetings\atmgr.exe
Microsoft OneDrive (ez,J i8)loo Slgs> pwlodl)
luolwss:

* C:\Users\*\AppData\Local\Microsoff\OneDrive\OneDrive.exe

olusyp - Windows
luolwsé:
* C:\Program Files (x86)\Tanium\Tanium End User Notification Tools\bin\End-user-notifications.exe

el lesl> Citrix
luol8s:

* csidl_program_files\Citrix\Provisioning Services\MgmtDaemon.com
LlJe:

* csidl_program_files\Citrix\Provisioning Services\MgmntDaemon.com

p logble Golisp g6
wed X1 - Windows

Microsoft Intune - Windows
14 Juoopo, - 2022
oble IJogbgsd IUIG e, luss J Microsoft Windows

luol8s:

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UNAcumbrellaagent.exe

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UNAcumbrellaagent.exenscrypt-proxy.exe
* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\NVM\acnvmagent.exe

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\vpnagent.exe

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acnamlogonagent.exe

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acnamagent.exe

* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\Ul\csc_ui.exe



* Cisco_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMID\*\csc_cmid.exe
* Cisco_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMPM\*\csc_pm.exe

* Cisco_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\Service\*\csc_cms.exe
* csidl_system\appidpolicyConverter.exe

Microsoft SQL Server

o coomsgo Jsuued Iluosl, 2019
luolwé:

* csidl_program_files\Microsoft SQL Server\*"\MSSQL\Binn\SQLServr.exe

* csidl_program_files\Microsoft SQL Server\\OLAP\Bin\MSMDSrv.exe

* csidl_program_files\Microsoft SQL Server\*\Reporting Services\ReportServer\Bin\ReportingServicesService.exe
* Csidl_PROGRAM_FILES\Microsoft SQL Server\*\Shared\SQLDumper.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MS*.*\

* csidl_program_files\Microsoft SQL Server\*\com\

* csidl_program_files\Microsoft SQL Server\*\DTS\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\

S0 phsdys osduw 50
luolwé:

* csidl_program_filesx86\Trend Micro\Security Agent\CCSF\TMCCSF.exe

* csidl_program_filesx86\Trend Micro\Security Agent\TmPfw.exe

* Csidl_PROGRAM_FILESX86\Trend Micro\Security Agent\TmListen.exe

* csidl_program_filesx86\Trend Micro\Security Agent\Ntrtscan.exe

* csidl_program_filesx86\Trend Micro\iService\iATAS\ATASAgent.exe

* csidl_program_filesx86\Trend Micro\iService\iAC\ac_bin\TMiACAgentSvc.exe
* csidl_program_filesx86\Trend Micro\iService\IES\ESE\ESEServiceShell.exe

* csidl_program_filesx86\Trend Micro\iService\iES\ESE\ESClient.exe

* csidl_program_filesx86\Trend Micro\BM\TMBMSRYV.exe

* csidl_program_filesx86\Trend Micro\Security Agent\TMBMSRYV.exe

* csidl_program_filesx86\Trend Micro\iService\iVP\iVPAgent.exe

* csidl_program_filesx86\Trend Micro\Security Agent\TmSSClient.exe

* csidl_program_filesx86\Trend Micro\Security Agent\LogServer.exe

¢ csidl_program_filesx86\Trend Micro\Security Agent\Temp\LogServer\LogServer.exe
* csidl_program_filesx86\Trend Micro\Security Agent\CCSF\module\BES\Tmsalnstance64.exe
* Csidl_PROGRAM_FILESX86\Trend Micro\Security Agent\CNTAoSMgr.exe

* Csidl_ PROGRAM_FILESX86\Trend Micro\Security Agent\PccNTMon.exe

* csidl_program_filesx86\Trend Micro\iService\IES\ESE\ESEFrameworkHost.exe
* csidl_system\showMsg.exe

* csidl_system\dsagent.exe

* .bkf

e logble Golisp a6



Azure DevOps - Windows

lJo9o, 2022

edId ey IJese pwewe LlUs IUluveweble IJos op odssuel wuvdd €8 wozse Sldos wpe bgldol |Js wsisé
uldbs IJuolss 1Ulewsé Icole IJod)ble Iduwlods Jdpuuoz pu Bslse IUluwooel IJpguouos. 9spdu lJlbdlg eds
e3s> pu Idpedsple Ipoed s wodo Idpwl)s oul.

14 2SS NP - 2022

uble IJogugsd IUIG e, los J Microsoft Windows

luolwé:

* C:\Windows\System32\omadmclient.exe
¢ .autoDestination-ms

oessle IUgJdss - Windows

* csc_ui.exe ool |Js Exploit Prevention Excluses Global Excluals J V5 g Script Control.
lJé: bble (s8¢ gds Wlwowghble
wp logble 89lsp 21526

1 JJpé p,9, - Windows g Mac g Linux

McAfee Trellix SolidCore - Windows

12 1o sd - 2023

uble IJogugsd IUIGe,los J Microsoft Windows
luolwsé:

e pf
* Cisco_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acumbrellaagent.exe

LlJe:
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\*.log
* CSIDL_SYSTEM\CatRoot2\

+ CSIDL_WINDOWS\Prefetch\

Microsoft Intune


https://www.cisco.com/c/ar_ae/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/ar_ae/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

luol8s:

* csidl_program_filesx86\Microsoft Intune Management
Extension\Microsoft. Management.Services.IntuneWindowsAgent.exe

McAfee Trellix SolidCore

oSS buses:

* csidl_PROGRAM_FILESX86\McAfee\Policy Audit Agent\engineMain.exe

Cisco Webex

luolwsé:
* C:\Users\"\AppData\WebEx\WebexHost.exe

Microsoft Defender J MacOS

luol8s:
* Dbep ldpdovsldobosdlo/Microsoft/Defender/

Microsoft Defender J Linux

luolwse:

* /opt/microsoft/mdatp/sbin/wdavdaemon
* /opt/microsoft/mdatp/

31 pls9 - 2023
Sspe
luolwe:

* Csidl_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Explorer Recovery
Service\Veeam.StandBy.Service.exe

* Csidl_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Mount
Service\Veeam.Backup.MountService.exe

* Csidl_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.BrokerService.exe

+ csidl_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.CloudService.exe

* Csidl_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Externallnfrastructure.DbProvider.exe

+ csidl_program_filesx86\Veeam\Backup



Transport\Guestinteraction\VSS\VeeamGuestHelperCtrl.exe

+ csidl_program_files\Veeam\lJuwg IJIzoslbs sldugvg\Backup\Veeam.Backup.Service.exe

* Csidl_PROGRAM_FILES\Veeam\Backup and Replication\Backup
Catalog\Veeam.Backup.CatalogDataService.exe

* Csidl_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.ManagerGCServer.exe

+ csidl_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.cdp.Service.exe

+ csidl_PROGRAM_FILES\Veeam\Backup and Replication\Console\veeam.backup.shell.exe

+ csidl_PROGRAM_FILESX86\Veeam\Backup Transport\x64\VeeamAgent.exe

» csidl_program_files\Veeam\lJuw¢ IJlzoslbs
slduuwg\Backup\Veeam.Backup.Manager.exe

+ CSIDL_WINDOWS\Veeam\Backup\VeeamDeploymentSvc.exe

* .vbm.temp

* pumbe
VMWare
luolwe:

+ csidl_program_files\common Files\VMware\ScannerRedirection\ftscanmgrhv.exe
» Cisco_PROGRAM_FILESX86\VMware\VMware Horizon View
Client\ClientService\horizon_client_service.exe
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Cisco Webex
luolss:
* Cisco_LOCAL_APPDATA\Programs\Cisco Spark\Cisco CollabHost.exe
Microsoft OneNote
luolwe:
+ CSIDL_LOCAL_APPDATA\Microsoft\OneNote\*\cache\*.bin

Microsoft SQL Server

luolwe:

+ csidl_program_files\Microsoft SQL Server\*\MSSQL\Binn\sqglagent.exe

+ csidl_program_files\Microsoft SQL Server\*\MSSQL\Binn\MsDtsSrvr.exe
+ csidl_program_files\Microsoft SQL Server\*\Shared\sqlbrowser.exe

« CSIDL_WINDOW\CLUSTER\

» csidl_program_files\Microsoft SQL Server\"\MSSQL\FTDATA\



csidl_window\cluster\clussvc.exe
csidl_window\cluster\rhs.exe
trc

csidl_program_files\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe
csidl_program_files\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe
csidl_program_files\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe
csidl_program_files\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe
csidl_program_files\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe
csidl_program_files\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe
csidl_program_files\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe
csidl_program_files\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe
csidl_program_files\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe
csidl_program_files\Microsoft SQL
Server\MSSQL*.MSSQLSERVER\MSSQL\Binn\SQLServr.exe
csidl_program_files\Microsoft SQL

Server\MSAS*. MSSQLSERVER\OLAP\Bin\MSMDSrv.exe
csidl_program_files\Microsoft SQL Server\MSRS*.MSSQLSERVER\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

I8

.ctl

.dbf

.rdo

Microsoft Teams

luolwe:

L';thp

CSIDL_LOCAL_APPDATA\Microsoft\Teams\current\squirrel.exe
csidl_local_appdata\Microsoft\TeamsMeetingAddin

IJouvgsd IJlve,los J Microsoft Windows

luolwe:

CSIDL_WINDOWS\WinSxS\*\TiWorker.exe

uvbso

|luolwe:

CSIDL_PROGRAM_FILES\splunk\bin\splunk.exe



* CSIDL_PROGRAM_FILES\splunk\bin\splunk*.exe

wyulpez Symantec Endpoint Protection

l_olwse:

* Csidl_PROGRAM_FILES\Symantec\Symantec Endpoint Protection\*\Bin64\ccSvcHst.exe
+ CSIDL_COMMON_APPDATA\Symantec\Symantec Endpoint Protection\
+ csidl_program_filesx86\Symantec\Symantec Endpoint Protection\*\BIN64\SMC.exe

51J6:

Csidl_WINDOWS\Temp\TMP*.tmp

CSIDL_WINDOWS\Temp\musdmys_*
CSIDL_WINDOWS\Temp\content.zip.tmp\SymDeltaDecompressOptions.xml
CSIDL_WINDOWS\Temp\content.zip.tmp\*.diff
CSIDL_WINDOWS\Temp\content.zip.tmp\cur.scr
CSIDL_COMMON_APPDATA\Symantec\

e logble 99lisp 22826

* p9u2d gpsd Zscaler
* ManageEngine Endpoint Central
* wyulpez Symantec Data Loss Protection
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uble IJogvgsd IUIWe,los J Microsoft Windows

lolwe:
+ CSIDL_PROGRAM_FILES\Cisco\Orbital\python\python.exe

£ psJ Citrix ICA

luolss:

» Csidl_PROGRAM_FILESX86\Citrix\ICA Client\SelfServicePlug gin\SelfService.exe
Csidl_PROGRAM_FILESX86\Citrix\ICA Client\SelfServicePlugin\SelfServicePlugin.exe

+ csidl_program_filesx86\Citrix\ICA Client\Receiver\FeatureFlag\CWAFeatureFlagUpdater.exe
+ csidl_program_filesx86\Citrix\ICA Client\wfcrun32.exe

+ csidl_program_filesx86\Citrix\ICA Client\Receiver\Receiver.exe

op logble @9lisp 22856

o lsVluos Jlovdsuwd
* 9dsd los)l
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Izwle Microsoft SQL Server 9 Azure DevOps |Js wessdle bldsws cogdd uldogssle Bbs
peldzs IJluvewgly J Windows Endpoint 8.2.1+. Jp oo p luolds lsé luvooulele.

op lounle 8lispd 2556

* Sse ldgbe Idubelds
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