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IJpobdolo
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IJodosy
030 05 IJped9ple IJpuwegsps Jzpse 1Jiecds 1Jsl)6 B o3l IJpuwews.

I) wosisé ASA:

aaa-server ISE protocol tacacs+
aaa-server ISE (internet) host 10.197.164.22
key * k kK k

) odosy AAA:

sop lole Idpuob s gds e AAA p8lod cunduvd pEio ldogsle 1Uss sodyo pu AD 98les6
lJoslolo 1Jegdsé

IJz1Js 1: pob 86 ASA IJos sop wdgsuol gu) elbp AAA
Vs ASA:

aaa authentication ssh console ISE LOCAL
eJds ébp AAA:

vulsg IJogosd:

) pdWd og)sd IJor96

lewsh loe,lyas: 1
IJes IUIguos JJlewsls: 15

o) preses 1JIsle)
IJgwele JJepse

wvdod 1Jpudod:

Connection to 10.197.164.28 closed.

DMOUDGIL-M-N1D9:~ dmoudgil$

DMOUDGIL-M-N1D9:~ dmoudgil$

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28
ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 9 days: 11. Last login: 12:59:51 IST May 7 2020 from 10.65.81.163
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.
ciscoasa> enable

Password:

ciscoasa#

ciscoasa# show curpriv

Username : enable_15

Current privilege level : 15



Current Mode/s : P_PRIV

wvedlo ASA:

May 07 2020 12:57:26: $ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 07 2020 12:57:26: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 07 2020 12:57:26: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 12:57:26: $ASA-6-605005: Login permitted from 10.65.81.163/56048 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 07 2020 12:57:30: %$ASA-7-111009: User 'enable_15' executed cmd: show logging

May 07 2020 12:57:40: $ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 07 2020 12:57:40: $ASA-5-111008: User 'ASA_privl' executed the 'enable' command.

pdleblo:

1. sop lole puol>$6 2duws SSH gu, 2o AAA

2. sup lple IJowss o pedsl weuo IJub) gu ldlposh 1U3s wp wdgsuo eJds ghbe AAA BOs
veses lJovssue :

3. w85 pL 85 IJpuwetsp v e ARA. gusl $38J Idpuwetse 1JIJ e 1JIwl suss "enable
ldos Jsuw Jol IJpé 0,9, pesus wuvdd 18l os) 19 $3gd JJes 9, enable (Ss zlJs
odosuvol)e sy luwp IJpuwegsp Idpoblo® Idpuuoise 09 enable_15

May 07 2020 12:57:40: $%$ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15

4. ldouos,) lposl J enable dJps 15 ol Jp sesuw [ Spdu JJpb pg lposl) glue. eds
wosd ldpeld:

enable password Cl!scol23 level 9

5. 131 Juo wuwegse enable pg loosly pgodud: IJ spled username iy slos eJs ASA enable_x
(2se X sdou llposls)

May 07 2020 13:20:49: %$ASA-5-502103: User priv level changed: Uname: enable_8 From: 1 To: 8
IJ2lJs 2: pol> 86 ASA 9o89.su0 EXEC I3 s sop odosuo uy ghbpe AAA

S5 ASA:

aaa authentication ssh console ISE LOCAL
aaa authorization exec authentication-server

gJs ébpe AAA:
vulsg IJogssd:

) pdd wg,sd IJuosuss



lewsh loe,lyos: 1
IJz> IJIguos JJleesls: 15

o) preses 1JIsle)
IJowele JJzese

wwd9d IJpuuded:

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28
ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 14:12:52 IST May 7 2020 from 10.65.81.163
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.
ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Username : enable_15

Current privilege level : 15

Current Mode/s : P_PRIV

wvedlo ASA:

May 07 2020 13:59:54: $ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: $ASA-6-302013: Built outbound TCP connection 75 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/49068
(10.197.164.28/49068)

May 07 2020 13:59:54: $ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 07 2020 13:59:54: $ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 07 2020 13:59:54: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 07 2020 13:59:54: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 07 2020 13:59:54: $ASA-6-605005: Login permitted from 10.65.81.163/57671 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 07 2020 13:59:59: $ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15
May 07 2020 13:59:59: $ASA-5-111008: User 'ASA_privl' executed the 'enable' command.

edlieblo:
1. sop lple ldpuol> 96 909950 EXEC g Elbp AAA

2. sedp w9952 EXEC lposls IJpuvotrp Jeese bdule loualdle 9226 IJoedpe (SSH: 9
telnet. 9 enable) IJos wp wdysuol JJpuol> 96

pdlebé: Jl syivped 3JY 1Jloold IJoguduwds wosiss Idepglss) 1JI)lbss

3. Sop wdasu Ehp AAA Lloysds o) Idlewsls IJIBeluos 1 sldleesls IJIduas IJolJg 15



voses JJdogssd

4. epl 8890 IUpwedde vouwesd 1Uxg9d IUs ASA g wslule lgwpels TACACSH IJos wpe
odsuwol gds gbhp AAA sep puz IJpumwedse O IJwslse IJleosl; 1 w9l yubs ehp AAA c
5. pl lo &3¢J IJpuvegpd IJIJps IJpdelz "enable”. s>¢d eluss (lu Spdu Jdes JI syvdd) Ig
s>¢d enable IJps (Jlo Suvdd) 0p $3¢Jou IJs IUsuoe 39 leosh zse Idlposh sogs) lJs 15

1J21J5 3: puol>8 ASA 90 o EXEC 90ss o 118l Ies wop cdsssol
Ew) e AAA

Vs ASA:

aaa authentication ssh console ISE LOCAL
aaa authorization exec authentication-server
aaa authorization command ISE LOCAL

gJs ebp AAA:
vulisg IJogssd:
) pdd wg s IJuoss

lewsh loe,lgos: 1
IJz> IJIguos JJlpesls: 15

o) preses 1JIsle)
IJowele JJzese

wwdod IJpudgd:

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28

ASA _priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 7. Last login: 17:12:23 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 0. Last failed login: 17:12:21 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Command authorization failed

wvedlo ASA:

May 09 2020 17:13:05: $ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: %$ASA-6-302013: Built outbound TCP connection 170 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/21275
(10.197.164.28/21275)

May 09 2020 17:13:05: %$ASA-6-302014: Teardown TCP connection 169 for internet:10.197.164.22/49



to identity:10.197.164.28/30256 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:13:05: $ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:13:05: %$ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:13:05: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privil

May 09 2020 17:13:05: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:13:05: %ASA-6-605005: Login permitted from 10.65.81.163/49218 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:13:05: %$ASA-6-302014: Teardown TCP connection 170 for internet:10.197.164.22/49
to identity:10.197.164.28/21275 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:13:05: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:07: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:07: %$ASA-6-302013: Built outbound TCP connection 171 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/53081
(10.197.164.28/53081)

May 09 2020 17:13:07: %$ASA-7-111009: User 'ASA privl' executed cmd: show curpriv

May 09 2020 17:13:08: %$ASA-6-302014: Teardown TCP connection 171 for internet:10.197.164.22/49
to identity:10.197.164.28/53081 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:13:08: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:10: %$ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
May 09 2020 17:13:10: %$ASA-5-111008: User 'ASA privl' executed the 'enable' command.

May 09 2020 17:13:12: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:12: $ASA-6-302013: Built outbound TCP connection 172 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/46803
(10.197.164.28/46803)

May 09 2020 17:13:12: %$ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : ygser IP = 10.65.81.163

May 09 2020 17:13:12: %$ASA-6-302014: Teardown TCP connection 172 for internet:10.197.164.22/49
to identity:10.197.164.28/46803 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:13:12: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:13:20: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:13:20: %$ASA-6-302013: Built outbound TCP connection 173 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/6934 (10.197.164.28/6934)
May 09 2020 17:13:20: %$ASA-6-113016: AAA credentials rejected : reason = Unspecified : server =
10.197.164.22 : user = ***** : yser IP = 10.65.81.163

pdlzblo:

1. sop lple ldpuolb 96 909950 EXEC g ¢lbp AAA

2. spdp w9950 EXEC lpwsl Idpuwese Jzpse bdole lousaldle 9256 IJozde (SSH. 9
telnet. 9 enable) IJos wpe wdysuol JJpol> 96

3. SUp US> w9 sL2 IJisle, Loluwbs gle AAA Lluweésle IJie) "o, od9s o AAA ISE
LOCAL"

pdlebé: Jl syiped 3JY 1Jloold IJounduwds wosiss ldpglss) 1JIB)bss

4. epl 8890 1Jpuwegsp vouwesd I>E9d 1Us ASA g walule lew el TACACSH IJos wp
odgsuol gds Ebe AAA swp puz Idpuwedse Vs Idwslse Idlposh 1 woluwlos gl AAA ‘
5. pl |l &3¢d IJpuwegpd IJIJpo IJpdelz "enable”. s>gd wluss (o spdo Jdpeos JI syvdd) lg
$>¢d enable JJps (o suvdd): op 590 s IUsoe 39 lposh s IUlposh swés, [Js 15
6. sWULd wW9Iso IUle) Vs o3l ldedssy Jlu ¢gbpe AAA se)uo 1Ulp) 1U3s swpe lueslo
w9luwbo lywpe dpuuedse "enable_15" Lodl pu IJpwedspe 1U3s wp ouvesd 2E9do Weds!
Sldis cpo puob oo, : )

7. wsOUud s le) sop ©udE30 Os eduwd 092926 lsuol vuwow VUL ©B9s2 IJSle,

8. Jpgldes 030 IUpudJor p wluuile puwegspe wluwe "enable_15" eJs glbp AAA Ty eJs AD 9
ASA (JJuuwe ldlzeslbss IJpzdsd) wluwasle ddps p)9) eubslisss



wperd od9su IJpuwegse £Js Ebe AAA I AD. s p pdlpbs IJuudsd IJelds:

i JJozdd pu Ideuol$6 1Jisdss sozdd ehe AAA oo luwe IUpuvedse IJzdsds
Jdeuweee Idss e vouvesd 1d>esd :

ii. wpgyd beld Jded p)9) enable « swp ozl puol peds! eds ASA Jly enable authentication
Jl ouivs)y Ids gbp AAA 8Os ol IJodssy :

iii. &> wpdsu JJps 1dps9) Swp 0SS gpse IUI9le) Cluvesle luve IJpuvegspe "enable 15"
sowwee Idpuob$6 sldedasus sldeeluves (AAA) wodo IUISle) we9zw 9293 luwe Idpuwegse ol
eJs 20 AAA Ig AD

e’ wdssu ldpuwedse "enable_15" sop Iduwele Jdpuw9sd wldloedld pu 9uoe 1Jlposhlo
lJs suoe Idodssy eds ASA.

wwdod 1Jpudgd:

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA _priv1@10.197.164.28

ASA priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 2. Last login: 16:50:42 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 5. Last failed login: 16:53:55 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa> show curpriv

Username : ASA_privl

Current privilege level : 1

Current Mode/s : P_UNPR

ciscoasa> enable

Password:

ciscoasa# show curpriv

Username : enable_ 15

Current privilege level : 15

Current Mode/s : P_PRIV

ciscoasa# configure terminal

wedle ASA:

May 09 2020 17:05:29: $ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: $ASA-6-302013: Built outbound TCP connection 113 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/31109
(10.197.164.28/31109)

May 09 2020 17:05:29: $ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:05:29: $ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:05:29: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privl

May 09 2020 17:05:29: $ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:05:29: $ASA-6-302014: Teardown TCP connection 112 for internet:10.197.164.22/49
to identity:10.197.164.28/7703 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:05:29: $ASA-6-605005: Login permitted from 10.65.81.163/65524 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:05:29: $ASA-6-302014: Teardown TCP connection 113 for internet:10.197.164.22/49
to identity:10.197.164.28/31109 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:05:29: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00



May 09 2020 17:05:32: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:32: $ASA-6-302013: Built outbound TCP connection 114 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/64339
(10.197.164.28/64339)

May 09 2020 17:05:32: $ASA-7-111009: User 'ASA privl' executed cmd: show curpriv

May 09 2020 17:05:32: $ASA-6-302014: Teardown TCP connection 114 for internet:10.197.164.22/49
to identity:10.197.164.28/64339 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:05:32: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:05:35: $ASA-5-502103: User priv level changed: Uname: enable 15 From: 1 To: 15
May 09 2020 17:05:35: $ASA-5-111008: User 'ASA privl' executed the 'enable' command.

May 09 2020 17:05:37: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:37: $ASA-6-302013: Built outbound TCP connection 115 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/4236 (10.197.164.28/4236)
May 09 2020 17:05:37: %$ASA-7-111009: User 'enable_15' executed cmd: show curpriv

May 09 2020 17:05:37: $ASA-6-302014: Teardown TCP connection 115 for internet:10.197.164.22/49
to identity:10.197.164.28/4236 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:05:37: $ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:05:44: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:05:44: $ASA-6-302013: Built outbound TCP connection 116 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/27478
(10.197.164.28/27478)

May 09 2020 17:05:44: %$ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal
May 09 2020 17:05:44: $ASA-5-111008: User 'enable_ 15' executed the 'configure terminal' command.
May 09 2020 17:05:44: %$ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’

pdlebbé: bl wp wdssy w9Is Lo IJi_9I,oJ €y TACACS gJs ASA: Wpu IUIjlps 929>
"peds" JB8sps leosllbss guspl sdsu e AAA £y Blod JJsuesd IUse.
93J9 Jlu w9952 1JIsle) sbod eds zese eduvle epd ASA (9226 Idczdp
lJouvdundsé: SSH. telnet) pus gud 30 wIdssu Idpuol> 96 J9gré IJuede
lJounduwdsos. Ws o3o IJzlJs IJos sYgu Wsol ¢hhp AAA £, Blod JJyuosd
Sldpgmese "enable_15" £, p929> B Slesd Idoslule Ideedss: seuad Idpumdsd eds
Izl IJelJs:

IJogssd Idlzeslbs. luve IJpuuegspe 'enable_15" £s) p9z9> Vs Ylese ldoslule 1Jpzdse
wuvd c99so Ul

wedle ASA:

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authentication request for user cisco
Auth-server group ISE unreachable

%ASA-6-113012: AAA user authentication Successful : local database : user = cisco
$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authentication request for user cisco
Auth-server group ISE unreachable

%ASA-6-113004: AAA user authorization Successful : server = LOCAL : user = cisco
%ASA-6-113008: AAA transaction status ACCEPT : user = cisco

%$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163, Uname: cisco
$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163, Uname: cisco
%ASA-6-605005: Login permitted from 10.65.81.163/65416 to internet:10.197.164.28/ssh for user
"cisco"

$ASA-5-502103: User priv level changed: Uname: enable_15 From: 1 To: 15

%ASA-5-111008: User 'cisco' executed the 'enable' command.

$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authorization request for user enable_15
Auth-server group ISE unreachable

ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal

o0 00 ee

>
0
>
ul
1
=
[N
[
o
o
o

User 'enable_15' executed the 'configure terminal' command.
$ASA-5-111010: User 'enable_15', running 'CLI' from IP 10.65.81.163, executed 'configure
terminal'



$ASA-4-409023: Attempting AAA Fallback method LOCAL for Authorization request for user enable_15
: Auth-server group ISE unreachable

pdlzbé: ;_,quo'ale lJodosy 1Jpddy, igJIo‘ WSEpd w99 S 0 |.Ji_9|,o) 9JIJy pwobd
epdss peluvwd Idsle, wesuo luve Idpuwegse "enable 15" wodl oo luwe Idpyueise
IJzds8s Jpuwedse 1J3s Sle vouwrsd 10589 ssuooe pu lduoee eds ldpumwdsdsy
o8 Idpuwwdsp IUss v ls ley pesu eds ASA.

Jeeldzs 030 IUpundJs 1Upzluuwss lJpoeJds wpuuosse "enable_15"

1 luwegse IJddps IJiguluss auto-enable” W Te) o9 s o EXEC gds ASA
2. 9p wogssu ldlposly IUIve,)lgos 9ldluos [Js 15 Ws pdw wg)sw b o TACACS
IJeeso Jdpuwere Ideuor8 edso

IJz2lJ6 4: p ol 36 ASA: w895 EXEC Llywosle "lJopdse IJoddlss”
903952 Ilsle) IJss wp cdssuo gw Ebe AAA

W ASA:

aaa authentication ssh console ISE LOCAL
aaa authorization exec authentication-server auto-enable
aaa authorization command ISE LOCAL

eJs gbp AAA:
vulsg IJogosd:
) pdd we)sd IJuoruss

lpwsls loo,luns: 15
IJz> IJIguos JJlpesls: 15

o) preses 1JIsle)
IJowele JJzese

wwdsd IJpudsd:

DMOUDGIL-M-N1D9:~ dmoudgil$ ssh ASA_priv1@10.197.164.28

ASA_priv1@10.197.164.28's password:

User ASA_privl logged in to ciscoasa

Logins over the last 1 days: 8. Last login: 17:13:05 IST May 9 2020 from 10.65.81.163
Failed logins since the last login: 0. Last failed login: 17:12:21 IST May 9 2020 from
10.65.81.163

Type help or '?' for a list of available commands.

ciscoasa# show curpriv

Username : ASA_privl

Current privilege level : 15

Current Mode/s : P_PRIV

ciscoasa# configure terminal

ciscoasa(config)#

wedlo ASA:



May 09 2020 17:40:04: %$ASA-6-113004: AAA user authentication Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40:04: %$ASA-6-302013: Built outbound TCP connection 298 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/57617
(10.197.164.28/57617)

May 09 2020 17:40:04: %$ASA-6-113004: AAA user authorization Successful : server = 10.197.164.22
: user = ASA privl

May 09 2020 17:40:04: %$ASA-6-113008: AAA transaction status ACCEPT : user = ASA_privl

May 09 2020 17:40:04: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA privil

May 09 2020 17:40:04: %$ASA-6-611101: User authentication succeeded: IP address: 10.65.81.163,
Uname: ASA_privl

May 09 2020 17:40:04: %ASA-6-605005: Login permitted from 10.65.81.163/49598 to
internet:10.197.164.28/ssh for user "ASA_privl"

May 09 2020 17:40:04: %$ASA-6-302014: Teardown TCP connection 297 for internet:10.197.164.22/49
to identity:10.197.164.28/6083 duration 0:00:00 bytes 67 TCP Reset-I from internet

May 09 2020 17:40:04: $ASA-7-609001: Built local-host internet:139.59.219.101

May 09 2020 17:40:04: %$ASA-6-302015: Built outbound UDP connection 299 for
internet:139.59.219.101/123 (139.59.219.101/123) to mgmt-gateway:192.168.100.4/123
(10.197.164.28/195)

May 09 2020 17:40:04: %$ASA-6-302014: Teardown TCP connection 298 for internet:10.197.164.22/49
to identity:10.197.164.28/57617 duration 0:00:00 bytes 61 TCP Reset-I from internet

May 09 2020 17:40:04: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:40:09: $ASA-7-609001: Built local-host internet:10.197.164.22

May 09 2020 17:40:09: %$ASA-6-302013: Built outbound TCP connection 300 for
internet:10.197.164.22/49 (10.197.164.22/49) to identity:10.197.164.28/4799 (10.197.164.28/4799)
May 09 2020 17:40:09: %$ASA-7-111009: User 'ASA privl' executed cmd: show curpriv

May 09 2020 17:40:09: %$ASA-6-302014: Teardown TCP connection 300 for internet:10.197.164.22/49
to identity:10.197.164.28/4799 duration 0:00:00 bytes 82 TCP Reset-I from internet

May 09 2020 17:40:09: %$ASA-7-609002: Teardown local-host internet:10.197.164.22 duration 0:00:00
May 09 2020 17:40:14: %$ASA-5-111007: Begin configuration: 10.65.81.163 reading from terminal
May 09 2020 17:40:14: %$ASA-5-111008: User 'ASA privl' executed the 'configure terminal' command.
May 09 2020 17:40:14: %$ASA-5-111010: User 'ASA privl', running 'CLI' from IP 10.65.81.163,
executed 'configure terminal'’

pdlzblo:

1. sop lple ldpuol> 96 909950 EXEC g ¢lbp AAA
2. spdp w9950 EXEC lpwsl Idpuwwdse Jzpse bdole lousoldle 9256 IJozde (ssh g telnet
genable) lJos wp wdgsuol Jdpuol> 96

pdlebé: Jl syivped 3JdY 1Jloold IJogudwds wosiss Ideglss) 1JIbss

3. SUp US> w9 s IJisle, Lol wbs gle AAA Lluweésle IJie) "o, odss o AAA ISE
LOCAL"

4. eupl S89p lJpwwddpe vouwesd 1Uxgsd IUs ASA go) wslule lgwpels TACACSH IJws wp
odsuwoel gds gbhp AAA szuod IJpuwede eds IJlposly 16 woluwlos gbe AAA goldelds
Suwed IUsged 1Js suoe IJlpeslile

3. eluwosle ldodssu 1psdy, ledloc Jl sdjpe gds Idpuwcse 15¢ld enable password: 9Jl sJje
oo Idpuuctse "enable_15" g s ¢l ASA s AAA.

6. Jus 89 tbp AM UG LIJluJig 86 bdw cdas o Wisles sl po luve IJpuciese
IJ2dsds Jdpuwese IUss Sle wogwesd 1d>¢sd

pedsple dlo LoJé



Bspl sds wewo IJpuwowsle Jdesze IJpoed§s wlbbé zolj AAA J ASA:

https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-
deployment-quide/ta-p/3738365#toc-hld--1046199281

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200207-1SE-2-0-
ASA-CLI-TACACS-Authentication.pdf



https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
https://community.cisco.com/t5/security-documents/cisco-ise-device-administration-prescriptive-deployment-guide/ta-p/3738365#toc-hId--1046199281
/content/en/us/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
/content/en/us/support/docs/security/identity-services-engine/200207-ISE-2-0-ASA-CLI-TACACS-Authentication.pdf
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