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AnyConnect oy ¢JIJ w9 § Management VPN.
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IJgb9s 1. [uble wog pzeses AnyConnect. luw9d |Js Configuration > Remote Access VPN > Network (Client)
Access > Group Policies. | 9) Add.
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of user-oriented authorization attribute) value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server, The group

Manage VPN group policies. A VPN group is a collection
is by WP ion prafiles and user accounts.

pelicy
AryCannect Connection Prafiles
M JLocalizath To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
a £ AnyConnact Chank Peofie [# Add |-'a’zu|||u Delete B Assign
[ AmyConnact Cliars Software
% Duramic Arceys Policies Twmneling Pretocel cen»«ml:;ﬂ:;:mw

e ken2 121p= ipsec

eclIkE . rpPolicy (System Default)
eclKEv2k Cannection Profiles

T3 Secure Mobility Solution
b G Address Assigrenent
» 0} Advanced
[ Cilentless S5 VPN Access
v off AnA/ocl Users
8 AAA Server Groups
S LowP antribute Map
£ Local Users
# i Secure Deskiop Manager
* B Certificate Management
T3 Language Localization
% Load Balancing
' DHCP Server
42 DNS
» 3 advanced

o, Deviee Setup

= t0= VPN
A Find: @ @ MachCase
Ea Device Management

Reset Apply

lJglo9s 2. w99, Name Juog lJpze9ss. wessulloyile AddressPool. Gl Tunneling Protocols J  SSL
VPN Client 9/l9 1PsecIKEv2: Jol 09 p9 0z Vs |J09,6.

e @ Edit Internal Group Policy: AnyConnect_ MGMT_Tunnel
| General Name: [ AnyConnect_MGMT_Tunnel
| Servers
» Advanced Banner: Inherit

SCEP forwarding URL: [ Inherit

| |
! Address Pools: Inherit Select...

IPv6 Address Pools: [ Inherit Select...

Tunneling Protocols: Inherit Clientless S5L VPN S5L VPN Client IPsec IKEv1 | BB IPsec IKEv2 L2TPfIPsec

Filter: Inherit o Manage...
Access Hours: Inherit o Manage...
Simultaneous Logins: Inherit

Restrict access to VLAN: Inherit s

[}

Caonnection Profile (Tunnel Group) Lock: @ Inherit

Maximum Connect Time: Inherit Unlimited minutes

ldle Timeout: ) Inherit None minutes

Security Group Tag (SCT): Inherit MNone (2 - 65519)

On smart card removal: Inherit Disconnect Keep the connection

Timeout Alerts

Maximum Connect Time Alert Interval: Inherit Default minutes
Periodic Certificate Authentication Interval: Inherit Unlimited hours
Find: @ Next @ Previous

‘ Help cancel  (GKEN

lJglb9é 3. luw8d |Js Advanced > Split Tunneling. 90 w9 Sy Policy & Tunnel Network List
Below 9lg ol Network Liste Jpl 09 0902 Vs [Juo9)6.



® o Edit Internal Group Policy: AnyConnect_MGMT_Tunnel

General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to "Policy’ and 'Networl
Servers fields.
Advanced
Split Tunneling DNS Mames: Inherit
OWser Proxy
Send All DNS Lookups Through Tunnel:
* AnyConnect Client [ 9 lohak Yes ©Ne
* IPsec(IKEv1) Client
Policy: Inheric | Tunnel Netwark List Below |
IPVE Palicy: Inkerit =
MNetwork List: Inherit | VPN -5plit 1 Manag

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @Hext @

Help Cancel _

% pdlebbo: bl e swp >93¢ £09lu gpsd JIJ oo w9099Y9ds IPV4 9 IPV6). W]y Client Bypass
Protocol Sgw 10 SJ9yu [Jlgs enabled wgse Jl swp wglbsd 2)J6 1Jp)9) lJpblo9é w9luwlbéd
oS 1dbLs. JJodssu: bee IJs Lglogs 4.

lJglb9eé 4. luo8d |Js Advanced > AnyConnect Client. pge9&6 Client Bypass Protocol
lJs Enable. 16 §) ok Jdedb. Jpel 09 p9 oz O 1Juo9)o.

® @ Add Iinternal Group Policy
General Keep Installer on Client System: Inherit Yes No
Servers .
Datagram Transport Layer Security (DTLS): Inherit Enable Disable
Split Tunneling DTLS Compression: Inherit Enable Disable
Erowser Prox =
: & i eflate 75 isable
> AnyConnectClient S5L Compression @ Inherit Deflate LZS Disable
PeeclIREY Tent Ignore Don't Fragment{DF) Bit: Inherit Enable Disable
| Client Bypass Protocol: Inherit ) Enable | Disable
FQDN of This Device: FQDN
MTU: Inherit
Keepalive Messages: Inherit Disable Interval seconds
Optional Client Modules to Download: Inherit v
Always-0n VPN: Inherit Disable Use AnyConnect Profile setting @
Client Profiles to Download: Inherit
2 Add | Deletd
Find: @next @




lJglo9s 5. Jpl 09 p9 oz VS 030 109,06 @) 999 Apply > IJovdsd |Js ASA.

& mm_@ Monitoring | (g save Q¥ Refresh | ) Back () rorvare| P Help | Type topic ol
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168 Bemate Access VPN VPN = Network (Cllent) & © FPelicle:
?\"'0“""“" Manage VPN group policies A VPN growp is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server. The group
] Wetveork (Cler) Acoess policy infi is ref d by VPN profiles and user accounts.
8] mmyConnect Connection Profiles.
[a! » T3 AmyConnect C izaion Localizati To enforce ibutes from an LDAP server you must use an LDAP anribute map.
2 3 ArmyCannect Chune Profie # Add |- GF Edit| [ Delere] 58 Assign
é [ ArwConnect Chent Software o - = T
annestion Profiles /Users
3 My Dymamic Access Policies Name Type Tumneling Protocol Assigned Te
= = ArrpConrect Interral sal-client AmyConnect
H 8] iPseciiEv 1) Cannection Profiles DiGrpPolicy [System Defaul Interral Hoev] ikevZ I21p-ipsec DefauRAGroup: Defauhl2 LGroup: DelaultADMINGroup; Delauiwe ..

3] PseciME2) Connection Profiles MGMT
B3 secure Mability Solition
» D Address Assigrenent
+ [ Advanced
+ [ Chientiess S5L VPN Access
¥ ol AAALocal Users
I Aan Server Groups
S LDAP Artribute Map
15 Local Users
 f Secure Deskiop Manager
» 3 Cenificate Management
B3 Language Lecalizatica
B8 Load Balancing
(B DHCP Server
2 DNS
» T3 Advanced

Tunnel interral v 33 wCon MGMT_Tuneel

a:, Davics Setup

BT Firewall

74 Remon

ggglle-lo—slle VPN

[, Device Management

Find: 2| € Match Case

= Reser Apply

CLI wuidsd J presgs puslums:

<#root>
ip local pool
VPN_Poo

192.168.10.1-192.168.10.100 mask 255.255.255.0
!

access-1list
VPN- Spl i t

standard permit 172.16.0.0 255.255.0.0
I

group-policy
AnyConnect _MAMI_Tunne

internal
group-policy

AnyConnect _MAMI_Tunne

attributes
vpn-tunnel-protocol

i kev2 ssl-client

split-tunnel-network-1ist value

VPN- Spl i t



cl i ent-bypass-protocol enable

address-pools value

VPN_Pool

lJ¢b9o 6. logile pdd og)s9 loold AnyConnect. loo9d |Js Configuration > Remote Access VPN >
Network (Client) Access > AnyConnect Connection Profile. |Q,_§ ) Add.

N LUlebs: po IJpowczons louble e o s Lol AnyConnect 258> sop lovedsles
Ju s blyé AnyConnect W §lb.

Homel = Monitoring Save Refresh Back 2 Help | Type topéc willisilin
& U (i save Q¥ metresh Q) ack ) :

150

Bamciaia

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client deployment requires end=user administrative rights. The Cisco AnyConnect

. VPN Client suppons (Psec (KEvZ) tunnel as well as 551 tunnel with Datagram Transpon Layer Security (DTLS) twnneling options.
Conm files

- AryConrsel Customization/Localizats  Access Interfaces
k. i ArvyConnect Chert Praiile Il Enable Cisco AnyConnect WPN Client access on the interfaces selected in the table below
AryConnect Cherit Softwa
g E m:':““;:«k;“ " 551 access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .
F i Group Pokc -w - ‘5L Access Paec (IKEv2) Access 1
- e MOy e — Enable OTLS Al Ascess Enable Elent Services : -
& 8] PseciiKEv1) Connection Profiles i I Device Certificate ...
] PseciiKEvZ) Connection Profies
A Secure Mobility Solution il Part Settings ...
* B Address Assignment
[:'m”“"‘“ D Bypass interface access lists for inbaund VPN sessions
3 Chientless S5 VPN Access
v off AtA/Local Users Access lists from group policy and user policy always apply to the waffic.
B8 Ann Server Groups Login Page Setting
LDAF Arrribube Maj
%ux:l u”'”" & Allow user to select connection profile on the login page. &
» # Secure Deskion Manager Shutdown portal login page.
= I Cesificate Munagernent
B Language Localization Connection Profiles
%% Lnad Balancing Connection profile (tunnel growp) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here
(' DHCP Server

8 ons Edit| [} Delete| Find: ) Match Case

* Advanced
B Adea Hame S50 Enabled es Enabled Hiases Authentication Method

Growp Palicy
DefaulRACroup (] AAAILOCALY DéRGrpPolicy
DrefaultdEEVPNCroup. (] AMAILCCAL DfGrpPolicy

eo1

AmyConmect |asanoCaL

‘ﬂ, Device Setup

g,';‘ Flrewall

@é Site-to-Site VPN
El Device Management

Let group URL take precedence if group URL and cenificate map match different connection profiles. Otherwise, the cennection profile that matches the centificate map will be used.

. Reset Apply

IJ¢b9o 7. 995, Name Jogosd [Jogosd 908SSU Authentication Method &J - Certificate only.
iao_) Group Policy p&d 1J3s wp lugilgo W 1UEbas 1.



] [ ] Add AnyConnect Connection Profile

Basic Mame: AnyConnect_MGMT_Tunnel |
» Advanced
Aliases:
Authentication
Method: Certificate only
AAA Server Group: LOCAL Manage...
Use LOCAL if Server Group fails
SAML Identity Provider
SAML Server : --- None ——- Manage...
Client Address Assignment
DHCP Servers:
© None DHCP Link DHCP Subnet
Client Address Pools: Select...
Client IPv6 Address Pools: Select...
Default Croup Policy
Group Policy: AnyConnect_MGMT_Tunnel - Manage...
(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol
Enable IPsec{IKEv2) client protocal
DNS Servers:
WINS Servers:
Domain Name:
Find: @ =]

Help Cancel ﬁ

A odlzbé: olds oy o IJyuelss 1Uzs) po 1dpsze 1Jpuos8 Ipeds 092926 £Js ASA. luodd
|Js Configuration > Remote Access VPN > Certificate Management > CA Certificates Jl_o196/g o |Jvol>o.

SN odiebs: cids po 5295 iolss 0956 Lol2,8 gu LAWY IJpsze IUpusd IUpeds B ptiv
Jvoble 1Jzols (Wes Windows) 9/ly Ws yuduwds pdlose IJuble (Ws MacOS).

lJglo9s 8. luw9d |Js Advanced > Group Alias/Group URL. 1,9y Add wgos Group URLs 9] ol96 URL.
UUPpY Enabled wp weaSso. lud) ok Jdewdb: Jel 09 p9 oz Vs 1Uuo9)6.



Basic
General
Client Addressing
Authentication

Secondary Authentication

Authorization
Accounting

[Group Alias /Group URL|

Find:

Enable the display of Radius Reject-Message on the login screen when authentication is rejected
Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You r
the Login Page Setting in the main panel to complete the configuration.

.‘ Add 1 | Delete| (The table is in-line editable.) ©

Alias Enabled

Group URLs
This SSL VPN access method will automatically select the connection profile, without the need for us:

Delete) (The table is in-line editable.) ©

URL Enabled

Add Group URL

URL: https://asa.example.com/AnyConnect_MCMT_Tunnel

Enabled T
Help Cancel _
@ Next @ Previous
Help Cancel OK

B 2l luuegsle IKEV2: olds po 1Psec (IKEV2) Access £ s 1U9lz06 1puuegspé J AnyConnect.

1 03 ) Remate Access VPR EXs

A YEH > Network (Clientl A Profiles

Insroduction
Metwork (Client) Access
= ke

=2 s
T3 AmyConnect CustomizationjLocal | Access Interfaces
B Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table belaw

3 AryConneet Cliart Prafile
I8 AryConnect Client Software

The security appllance automatically deploys the Cisco AnyConnect VPN Client to remote users upan connection, The initial client deplayment requires end-user administrative rights. The Clsce AnyConnect VPN
Client supports IPsec (IKEvZ) tunnel as well a3 SSL tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.

% ke iaaaES Falkissa S5L access must be enabled if you allow AryCongect cliont 1o he launched {ram 2 boouser Launch) .
= 5L Acceis Wi (IKEVI) Access
M Groop Folles it Al Access Enabile DTLS Allow Aceess Enabie Client Services - -
| Paec(KEvE) Connection Prafiles e ® B Device Centificate ...
B8] PseciiEv) Connection Profiles
- inside POt Settings ...

3 secure Mobility Solution
J Address Assignmen

Uz boss 9. 16, Apply Jodg IJeuvdsd |Us ASA.




O Remotn Access VPN
P imrod uction

T

@)Homemﬂ Monitoring | | Save (¥ Refresh Otu.ck (5 ] ? Help | Type topic élu‘sé
Q.6 O Configuration = Remote Access VPN > Metworl n CELss nyCan annection Profile:

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial client deployment requires end-user administrative rights.

@] Network (Client) Access The Cisco AnyConnect VPN Client supports (Psec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling opticns.

.’.5 » B AmpConnect Customization/Lacalization Access Interfaces
a 5 AnyCannect Client Profile Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
= 8 AnyConnect Client Software e

iy il i Bl S5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .

B Group Policies e SO Access IPsex (IKEw2) Access

= Al B Al b i

[ | EBiPseciKevt) Connection Frofiles . gy ERABN DTLS IO AZOAaE CPAblaICRINT SHViEES Device Certificate ...
L — autside a

B IPsec{KEv2) Connection Profiles y

inside Port Settings ...

3 secure Mability Sclution
* Gy Address Assignment

i E_ﬁ!wmd Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

o0 ArmyConnect Custom Artributes
3 AnyConnect Custom Attribute Names Login Page Setting
el
g::éiihnager B Allow user 1o select connection profile on the login page. ©
B Clienthess S5L VPN Access Shutdown partal login page.
o Asa/Local Users
T AAA Server Groups Connection Profiles
5§ LDAP Antribute Map Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.
] Local Users - -
B Secure Deskiap Manager & ndd| & Edit| [ Delete Find: ) @ Mach Case
ia Carhcie mn’”m! i Nama S5L Enabled IPsex Enabled Adiages Authentication Method Creup Palicy
T Language Leealization DefaulfAGroup AMAILOTAL) DRMGrpPolicy
3 m:;fm DefaultWEBVPNGroup ] AAAILDTAL DMGrpPolicy
= DNs AmyConmect [ ] AnyConnect ARAILDCAL AmyConmect

&Dgnice Setup
gaFi_re-wa:ll
e "

i AL |
gggi te-to-Site VPN

@Dwic: Management

Let group URL take precedence if group URL and certificate map match different connection profiles. Otherwise, the connection profile that matches the centificate map will be used,

CLl v bvdsd Josuos IJeyuosd (tunnel-group):

<#root>
tunnel-group
AnyConnect _MGMI_Tunne

type remote-access
tunnel-group

AnyConnect _MGMI_Tunne

general-attributes

defaul t - group-policy AnyConnect MGMI_Tunne
tunnel-group AnyConnect_MGMT_Tunnel webvpn-attributes

authentication certificate
group-url https://asa. exanpl e. conf AnyConnect _MaGMTI_Tunnel enabl e

IJg1o96 10. olds po wouse voldé 09898 wol £Js ASA 90,0 ubé LlJslzes |Jpuuegses
Jleusldle AnyConnect. oo @d |Js  Configuration > Remote Access VPN > Advanced > SSL Settings J|_ol96/g o
o3l IJlesls.

% pdlebé: jlege vovso



https://www.cisco.com/c/ar_ae/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc11
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc11
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Configure 551 parameters. These parameters affect bath ASDM and SSL VPN access,

» T AnyConnect Customization - ) w0
The minimum 55L version for the securit liance to n ate as a “server: TUAVE ~ .
3 [ AryConnect Client Profite " N SACUILY A0 sacd B oonsn  onsaz
H [ AmyConnaer Clinrs Softwar The minimurm SSL version for the security appliznce to negotiate as a “client™  TLS VL B
B Dymamic Access Policies )
Croup Policies Diffie-Hellman group to be used with S5L: Groupd - 1024-bit medulus B
. WSaciKEVI) Connacio B ECOM group to be used with S5L: Group19 - 256-bit EC B

T Secure Mobility Solution

+ G Address Assigrenent SorvpBon
b B3 Advanced Cipher Versian Cipher Secarity Level Cipher Algarithms [ Custom Siring Edit
b [ Cherelas 80 VPN Access Defak Medium DES-CBC3-SHA AES]28-5HA DHE-RSA-AES128-SHA AESZS6 -SHA DHE-RSA..,
TSV Medium DOHE-RSA-AFSI SE-SHA APS2SE-SHA DHE-RSA-AES128-5HA AESL2E-SHA
ol AfA/Local Users TLSVEL Medium DHE-REA-AES 56-SHA ALS2S 65N DHE-RSA-ALS]12E-SHA ALS12E-SHA
i oA server Groups TIVLZ Medium EODHE-ECDSA-AES2 56 -GOM-SHATES ECDHE-RSA-AESZS6-GOM-SHAIES D...
S LoAP Aribute Map oTLsv Medium DHE-RSA-AES2 56 -3HA AESZS6-SHA DHE-RSA-AES]12E-5HA AES128-5HA
£ hocal Users DTLSVLE Medium ECOME-ECDSA-AES? 56-GCM-SHATEA ECOME-RSA-AESES6-CCM-SHATES D...

» fh secure Deskiop Manager
= ) Certificate Management
T Language Localization

% Load Balancing
# DHCP Server Serves Name Indication (SHI)
= ONS Damain Cenificate Add
v
Edit

I} Reference Identey Delete

P cemificare 1o AnyConnect

“He MTTP Redinect

B3 Maimum VPN Sessions

i Crypio Engine

Certificates
Specify which certificates, if any, should be used for 550 authentication on each interface. The fallback certificate will be used on interfaces not associated with a centificate of their own.
Interface Primary Cartficate Load Baluncing Certificate Key-Type Edit

inside

Reset

Apply

2B SN B 13/4/20 3:00:45 PM UTC

admin 15

oJdosy CLI J SSL TrustPoint:

<#root>

ssl trust-point ROOT-CA outside

logvle pdd wg s 9 AnyConnect Management VPN

lJgloss 1. [ouule pJo ue_)gS&.Q g psd AnyConnect. [y o 9J |Js  Configuration > Remote Access VPN > Network
(Client) Access > AnyConnect Client Profile. 10,9 Addc Jpl 09 p9 oz IS 1Juo9,)6.
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; AnyCenned Coneeotion Profil

This panel i used to manage AnyConneet Client Profiles and perfarm group assignment for AnyConnect version 2.5 of later You can select a profile 1o edit, change group or to delete. You ean select the ‘Add’
button to add a new profile. Pressing the Import or Export butten is for upload and download of client profiles between local machine and device.
The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

HostScan configuration can be performed by going to Secure Desktop Managers/HostScan. If *HostScan® 15 not wisible under *Secure Desktop Manager', you 'will need to restart ASDM.

& i [FE Change Group Policy| Il 0« vt |39 Import| B Export| 43 Validate
Frafile Hame Frofile Usage Croup Policy Frofie Location
B IPiec(MEY2) Connection Profil
1T Seture Mobilty Solution
* fip Address Assignment
» B advarced
» [ Clientiess SSL VPN Access
v o AnajLocal Users
W AAA Server Croups.
5 \DAP Amribute Map
5 Local Users
* B Secure Deskeop Manager
[N Certficate Manageedt
B Language Locakization
08 Laad Balancing
1B DHOP Server
488 DNS
v @ Advanced
=1+ Connaction Gazeway
) 5L Senings
3 Reference kentity
2P Certificate 1o AnyConnect and
‘3 HTTP Redirect
o] Maximum VPN Sessions
 Crypo Engine

&Eﬂl:e Setup

Device Management

Reset Apply

lJglo9s 2. w99, Profile Name. iéCJJ Profile Usage &JJ  AnyConnect Management VPN profile. i'aoJ Group Policy & p
logulgeo Vs 1Jgbes 1. 1@y oK « Jpl 09 9oz WIS IUuo9)0.

II i '|iﬁChange Group Pollcv:I elet 'E lmpon:|i E:port|§3 validate

Profile Marne Profile Usage Group Policy Profile Location

[ N Add AnyConnect Client Profile

Profile Name AnyConnect_MGMT_Profile

Profile Usage AnyConnect Management VPN Profile a

Enter a device file path for an xmi file, ie. disk0:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location  disk0:/anyconnect_mgmt_profilevpam Erowse Flash...

Upload...

Graup Palicy AnyConnect_MGMT_Tunnel B |

Enable "Always On VPN’ for selected group

Help Cancel El

Reset Apply

IJg1o96 3. 10 IJosuosad IUss wp luuildo 9lud, B9@ Edite Jol 09 p9 o B |Jo9,6.



C Addﬁ% Change Group Pol icy:u' Delete| W Import | B Export | £9 Validate

Profile Name Profile Usage Group Palicy Profile Location
[AnyConnect_ MGMT_Profile AnyCanneet Management VPN Prafile |anyConnect_ MGMT_Tunnel digk0: Janyconnect_marmt_profile vpnm

IJglogs 4. lowdd |Js severList. 16§ Add Jlol96 [>gld Blisps 9lbp 2383« Jpl 09 p9 02 WO

[ JON AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile
Profile: AnyConnect_ MGMT_Profile About
4
. VPN »
Server List
{84 preferences (Part 1)
' Preferences (Part 2)
& Backup Semvers Hostname Host Address User Group Backup Server List Certificate Pins
15 Certificate Pinning
Certificate Matching
Note: at most one server can be defined in a management VPN profile. Add... Delete
Edit... Details
Help Cancel OK

lJ¢lb9o 5. &99.s, Display Name. |l 96 FQDN/IPaddress oy |J ASA. &99.s, User Group Jlwp Jpge9ed
lJu®§. GroupURL Swp pddol odBlissl pg FQDN 9 User Growp. 0§,y OK.



Primary Server

WA Certificate Pinning

Connection Information

Display Name (required) | AnyConnect_MGMT_Tunnel Primary Protocol SSL H
FQDN or IP Addr... User Group (required) ASA gateway
asa.example.com /| AnyConnect_MGMT. Auth Method During IKE Negotiation

Group URL

asa.example.com/AnyConnect_MGMT_Tunnel

Backup Servers

Host Address

IKE Identity (10S gateway only)

Add

Move Up

Move Down

Delete

OK

Cancel

EAP-AnyConnect

% pdlebbs: sgu io SY9u 8_03[0 FQDN/IP + pzp9e6 lJpwegspsu 09 OO ewslu URL
IJgluo wldpzesso IJp3dy) leule wdssy pdd wg s louold AnyConnect W LJglbogs 8.

N LUlbs: sedo lsupl luweesle AnyConnect og IKEV2 Josesdsd Jlousle Livods VPN

IJIbhso |Js ASA. o e Primary Protocol e SESSWo £JS 1Psec O L Ebgs 5.

IJglb90o 6. Jel 09 p9 0z Vs IJuo9y6: lud) ok JJeldb.



® * AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_MGMT_Profile About

4

.. VPN

Server List
i5} Preferences (Part 1)

=~ Preferences (Part 2)

B Backup Servers
B Certificate Pinning

2 Certificate Matching

Host A = - Backup Server Li Certificate Pins

asa.example.com AnyConnect MGMT _T... |-- Inherited —-

Mote: at most one server can be defined in a management VPN profile. Add... Delete

~ Edit... | Details

Help Cancel 0K

lJgbgo 7. 168, Apply to >9¢ IJodesy [Js ASA: Jel 09 p9 0z Vs IJuo9,s.



@ liamem |5 menitaring Q save Q8 Refresh | Q) Back ()

477 Device Lt

7 Boakmarks

0 0 Remote Access VPN
7 Invroducion
v B Network (Client) Access
B AnyConnect Conmection Prodil
» B Mgﬂnml cnwm nwnru

]Ial\m{mmu Clent Software
iy Dynamic Access Policies
i Group Pulicies
B8] 1PsecimEn) Connection Profil
] IP3eciKEV2) Connection Profil
T Secure Mobikty Solution
* fip Address Aszignment
» [ Adwanced
» [ Cliemiess S50 VPN Aceess
v o AadLocal Users
B A Server Groups
5 \DAP Arribite Map
0 Local Users
B Secure Deskiop Manager
* [EY Ceriificabe Management
B Language Locakzation
88 Laad Bakinting
1B DHCP Server
48 DHE
v B Advarced
=%+ Connection Gateway
o 554 Settngs
2} Reference identity
&P certificate to AmConnect and
“%h HTTP Redirect
o] Maximum VPN Sessions
o Crypto Engine

i, Device Setup

hrewall

&?fe‘tc- to-Site VPN
E Device Management

”.3 Help | Type topic bl

cisco
> Remote Access VPN = Metwork (Clienth Access > AnvConnect Client Profile

This panel is used to manage AnyConnect Clignt Profiles and perform group assignment for AnyConnect version 2.5 of later.You can select a prafile to edit, change group or to delete. You can select the "Add’
lbutton to add a new profile. Pressing the Import or Export button is for upload and download of client profiles between local machine and device.

Trle eafile Usage field is introduced with the Secure Mobility Solusion. This field contains different profile usage in AnyConnect version 3.0 and later.

can be performed by going to Secure Desktop Manager/MostScan. If “HostScan’ is not visible under ‘Secure Desktop Manager', you will need to restart ASDM.

config

% Add| & Edit|=H Change Group Policy| [F Delete| ¥ import | Export| &3 Validate

Prol Prodi

it VPN Profile ct_MGMT_Tunnel

Resat

CLl cuvIdsd v luolds pdud wg s AnyConnect Management VPN.

<tfroot>

webvpn

enable outside
hsts
enable

max-age 31536000
include-sub-domains

no preload

no anyconnect-essentials
anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect MaMI_Profil e diskO:/anyconnect_ngnt _profile.vpnm

anyconnect enable
tunnel-group-1list enable

cache
disable

error-recovery disable

group-policy AnyConnect_MGMT_Tunnel internal

group-policy AnyConnect MGMTI_Tunnel

attributes

vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-network-1ist value VPN-Split
client-bypass-protocol enable
address-pools value VPN_Pool

webvpn

anyconnect profiles value AnyConnect MGMTI_Profile type vpn-ngnt



pJ og )59 AnyConnect Management VPN gJs zolj g05J AnyConnect:

<#root>

<?xml version="1.0" encoding="UTF-8"?7>
<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<ClientInitialization>
<UseStartBeforeLogon UserControllable="false">false</UseStartBeforelLogon>

true

<ShowPreConnectMessage>false</ShowPreConnectMessage>

Machi ne

System



true

<ProxySettings>IgnoreProxy</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

--- Output Omitted ---
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailovers>

<AllowManualHostInput>false</ATTowManualHostInput>
</ClientInitialization>

AnyConnect _MAMI_Tunne

asa. exanpl e. com



AnyConnect _MGMI_Tunne

</AnyConnectProfile>

~ pdlebo: Vs z2lds luvegslp 1Yo vl Idubeds 1Ue9e9 8 wol (TND) WS pdud wg)sd
AnyConnect VPN Jdrou.u&é_)p‘ L'QPQ |._J|ouuoauug; pb|vé6 Q!_'Qu.u |J!&)|)|Q g9§ I.oJl_9
ogysd Management VPN Joz)wo puvedse poulgwds. sop ogvgsd udd e VPN
wule gds lesble TND Idebo@s gds pdd wgysd wd§ VPN Jdpuwedse. 9oldluolds
lJs 3JYe sboyg lple logold TND Ws pdod wgrs Lo VPN (swp O 00 BEb g0l
SY9u v bho VPN uubl) slisel gds w98 VPN Jdeuvegsp Juoply i w99 blyo
VPN Jibled Jdpwedse IJuolss.

~ odlebé: Vs ls Jpusse, Uveuos Jdpuwogse IJuolss: I3l Yo pJd g )sd bls VPN
oo lesble TND ppdus slsl JIo pJcd e ,ssd VPN IUZl o wldpuucise o893 Bloo sigs
Is Idlgool leshle Idowvosdle Il el oss J TND (sop welbsdol B
lJowoosdle IJlve,)lgoss Ws wbousd gpsd AC) wodl pu pdd wg s VPN
Jdpuwodse 1Upd§9s. 9> 8958 30 IJoblod o3l lUs yvdsd €8 pu9BE/ES) peo.
vuvdd lBu)luos sop websd leshle TND ws IJowosdle IUIWe,)loss.
Jdoede gds Idlesblo IJIve,)loss Jdovwgosdle 1dpuvd,6 ovds)l elocl Os
wlbous AnyConnect Client: sgo i Sew9s Jpossu) lJpuwesde IJuoliss eds
290259 VPN 90J0 wg)s8 VPN Jdpuwetse 9pd o)y VPN JbLs IJosh
IJpe33 9sew 1o Seess JJl puopl gds vdyw lesbsle TND.
soped IUpobd 9)le louold widd VPN JJbbs 98 odel Bes v Jlouble o § VPN
JJbbs: sgwesp gled Idosl) 1Jpw)ss leshble TND Jedwd wg)sed VPN JJdpe uegse
9dibeg loold uv g Management VPN Wlguo swzdd pu leshle TND Jedwd og)ysed
VPN JJbslé.

iu.uLJ@g_; IJouiy Jusuoswd VPN IUElLo sl AnyConnect

* sup ldpld logold VPN ulee Jdpuvwgsp wpdd og)su louold ASA Jouisd pdud
o&)s9 AnyConnect Management VPN oy w9lw6 VPN.

N LUlzbs: 31 JIo 1Jos099s 1puvesse Jods Management VPN o IKEV2. ;e loile
loJ louold pu gJIJ SSL (Jouisd pdud wg s AnyConnect Management VPN o¢, ASA).



* Spdu wgpsd pdu og)sw VPN I._J'al,:,o >0 AnyConnect s>9sl [Js i@ojé lIJepsd lpl pu
edld s8¢ Jlisu woz IUpzeses (GPO) I gu boysd IJoewse 1Us9s (elds po luwe pdd
lJog)sed VpnMgmtTunProfilexml).

p93¢ Ipad> 1Jss szw luols pdod IJog)sud IJso:
uble IJouvgsd Windows:  c:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\ProfileiMgmtTun
ol ig l ' /opt/ciscolanyconnect/profile/mgmttun/

(IResbs) 8 vodasu wpd peuoud bep wdssu I eu) oS

‘55’]0“]“-‘ w9 § Management VPN |Qéy.u|p| Swuuopyu wuvdsd tunneling: lbe,)losl Jozguw
olos) eds logald IJgveJs 1Uds wilo lJpuuogsp. spdo oelyj odl 1dlz)le gus vdosu lJuwped
IJpe o006 B wor Ipzesesd ldpunotse oo Sod louald 0dé IUb)s.

lJglogs 1. oo 9d lJsConfiguration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom
Attributes. |9 Add: Jpl 09 p9 oz VIS 1Uu29)6.

) Ilumu Monitoring | | Save G Refresh 0 Back (L) ) Help | Type topic c"'!'c:
oc Femote Access VPN Network (Client) Access > Advanced > AnyConnect Custom Attributes
Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names

.

K

2

&) Ncwk 1'Clﬂm- Acouss
0 AryConnect Conrection Profiles = =
» B AryConnect Customization Localizati A "
3 AryConnect Client Profile Tyipé Description

EH AryConnect Client Software
iy Dynamic Access Policies
P Group Policies

BB IPseclKEvL) Connection Profiles

@ Bookmarks |3 Dewice List

B8] iPseciikEv2) Connection Profiles
T Secure Mobility Solutian
» Gip Address Assignment

- E| amconnen Clrsthen AFriube Nar
» IR psee
B ACL Manager
» [ Chentiess S5L VPN Access
o Ann/Local Users
T AAA Server Grops
8§ LDAP Anribute Map
ol Local Users
> fh secure Desktop Manager
* [ Cerrificate Maragement
B Language Localization
%3 | pad Balancing
1 OHCF Server
o DNS
+ B Advanced

Sﬁ) Device Setup

5 Firewall
@m Access VPN
(3] site-to-Site VPN

E:,) Device Management

= Feset Apply

lJglo96 2. wgssu w9g [Juwped [Jpeuoueé |Js ManagementTunnelAllAllowed 9 (§3Sp  Description.
lo8) Ok Jpl 09 p9uoe B IUue9)8.



% Add| @ edic[ @ Delete|

ig ion > Re Acces: N Access > Advanced > AnyConnect Custom Attributes
Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names.

Type

Create Custom Attribute Type

Type:

ManagementTunnel AllAllowed

ManagementTunnelAllAllowed

Description:

Help Cancel El

lJglo9é 3. luw8d |Js Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom
Attribute Names. [ §) Adde Jpl 09 p9 0z WO [Juo9)6.

@ Hom (2 monitoring Q Save G Refresh o Back ()
0o A

mote Access VPN

7 Intredustion
BB AnyConnect Comnection Prafiles
la| |+ BB AnyConnect Customization/Localization
[ AnyCannest Clent Profile
2 [5§ ArwConnect Chient Software
g M Dynamic Access Policies
B Group Policies

B Clientiess 55L VPN Access
o' AMALocal Users
8 aan Server Groups
B woap Attribute Map
15 Local Users
£ secure Deskiop Manager
£ Certificate Management
T Language Localization
42 Load Balancing
' DHCP Server
5 Dns
A Advanced

&ge«-ice Setup
&rl_mll

Ea Site-to-5ite VPN

E& Device Management

lJ¢lbgs 4. ié_cu IJu9g wluwpe ManagementTunndAllAllowed . &g sSu lJlgwe I true 169, AddJo9ds,
Bspd Uwpd peuoud: Jpl 09 9 oz B IJues,s.

Declarations of custem attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic Jceess policy

[adeciTa

i ‘? Help | Type topic

cisco

Type Mame Values

Reset

Apply



©) 2 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names
Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy

I‘ Addl! |'[|i|]. De :'ll:-.

Type Name Values

L BN Create Custom Attribute Name
Type: ManagementTunnel AllAllowed Manage
Name: true
Value Add
Edit
Delete

Configure Values:

Help Cancel -

IJgb9o 5. wessu lJBsps I true 16 @) oK Jpl 09 p9 oz IS 1Juo9,6.

Type: ManagementTunnelAllAllowed % Manage
Name: true
Value Add
® @ Add Value

Value:

Help Cancel IE'




lJ¢lo9é 6. luw8d |Js Configuration > Remote Access VPN > Network (Client) Access > Group Policies. iéo_) uog
IUpzesgs. lod, Edit« Jol 09 p9 oz S 1096,

D Manitering Q Save Gﬁgfresll o Back 0 W ? Help | Typeét ‘CIII;{IIOI
“ ™ confiay Mot e, n > o

D00 Remote Access VPN ration = Ri A el y g Policis
nAReEn Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS /LDAP
server. The group policy information is referenced by VPN connection profiles and user accounts.
AnyConnect Connection Profiles
la |+ B AmyConnect Customization/Localization To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.
o || B AnyConnect Client profe + add | 1 Delete]FA Assign
g @ AnyConnect Client Software &
- " Cannectian Prafiles [Users
i Dynamic Access Policles Name Type Tunmeling Protocol Assigned To
- X AnyConnect Inteenal ssl-client AnyConnect
H secl®Evl) Connection Profiles DifisGr pPalicy (System Defaulth Internal ikevl;ike DefaultRAGroup; Defaull2LGroup; DefaulADMINGroup, Def...

IPseciEV2) Connaction Profiles
5 Secure Mobility Solution
+ B Address Assignmen
v B advanced
] AmyConnect Essentials
o AryConnect Custom Attributes
o AryConnect Custom Aatribute Names
» IRy iPsec
B ACL Manager
B Chennless SSLVPN Access
i’ AddfLocal Users
18 man Server Groups
5§ LDAP Artribute Map
i Leseal Users
B Secure Deskiop Manager
2 Certificate Managerment
T Language Localization
Y Load Balancing
F' DHCP Server
Y-
2 Advanced

e, Device Setup
&, Firevall

%

G site-to-Site VPN
E}:l Device Management

Find: L) Match Case

= Reset Apply

IJglo9o 7. Jpl 09 p9 oz WIS 030 109,06 luedd |Js Advanced > Split Tunneling. w9 sy [Juog & Tunne
All Networks.

e o Edit Internal Group Palicy: AnyConnect_MGMT_Tunnel
Ceneral | 7 The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and ‘Network Lis
SETVErs fields.
¥ Advanced
Split Tunneling DNS Names: Inherit
ErOWEaK Froy Send All DN5S Lookups Through Tunnel: Inherit Yes ° No

» AnyConnect Client
» IPsec{lKEv1) Client

Palicy: Inherit | Tunnel All Networks
IPv6 Policy: Inherit ¢
Metwork List: Inherit o Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @next @P

Help Cancel -

IJ¢lb9o 8. luw9d |Js Advanced > Anyconnect Client > Custom Attributes. [o§) Add Jpl 09 p9 02 WS [Juo9)6.



[ NN ] Edit Internal Group Pelicy: AnyConnect_MGMT_Tunnel

General ] Configuration of custom policy attributes.
Servers
* Add| B Edit|[l Delete

Split Tunneling
Browser Prox
Login Setting
Client Firewall
Key Regeneration
Dead Peer Detection
Customization

¥ IPsec(lKEvl) Client

Type Mame of Value

Find: @ Next @ Previous
Help Cancel -

lJglogé 9. iEQJ U9E lJwpd & ManagementTunnelAllAllowed 912 o) |J9spd I true. 109, OK: Jpl 09 p9 o2
IS 1Jue9,s.

|1- Addlﬂ FdirJi Delete|

Type Name of Value

] @® Create Custom Attribute

Attribute type: ManagementTunnelAllAllowed l Manage

Omit the value

© Select Value: || true Manage

IJg o5 10. 168, Apply J> 8¢ 1Jedsss 1Js ASA. Jal 09 09 02 s [JL09,6.



@ Hom

o
0o Remate Acgaid VPN

Hetwork (Clitn) Agoess
B8] AryConnect Connection Profiles
* [ AnyConnect Customization/Localizat
@ AryConratct Claten Prafile
@ AryConrmer Cinrn Software
M Dynamic Access Policies

mij Manitering LI; Save Q¥ Refresh o Back L)

| Configuration > Remote Access VPH > Network (Clisan) A

T vl
P Help | Type tof (17
Group Policies

Manage VPN group policies A VPN group is a collection of user-oriented authorization artribute/value pairs that may be stored intemally on the device or extemally on a RADIUS/LDAP server. The group
palicy information is referenced by VPN connection profiles and user accounts.

To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

& Add |- |G Edic| [ Delere[EH Assign

Connsction Profibes /Uier

Tumneling Protocal Assigned To

Mame Tyne

AryConnedt
DefaulRAGToup; De fauklELGrown; DefauhADMING roup; Defa ltiE ..

sil-glieng
e ] il 12 1p-ipsec

Irsernal
Insernal

AmyConnec
DERGrEPolicy (System Default)

o7 Bookmarks o) Dawicalbiatd
«

B8] PseclIKEv 1) Conrection Profies
8] PseciIKEv2) Connection Profikes
3 Securs Mabity Solution
b G Address Assigament
» [ Advanced
[ Chientless 551 VPN Access
¥ ol AdAfLocal Users
[ AAA Server Groups
8§ LowP satribute Map
£l Local Users
+ B Secure Deskiop Manager
» [ Cenificate Managemens
T3 Language Lecalization
%8 Lpad Balancing
' DHCP Server
% DNS
» B3 Advanced

Aty Connect_MGMT_Tunnel

AmyConnect MGMT Tunnel

ﬁ% Device Setup

B Firewal

ﬁ Site-to-Site VAN Find: Match Case

a Device Management

CLl v vdsd wg> |J ManagementTunneAllAllowed & oo | o196 1w ed 1Upgou00:

<#root>
webvpn

enable outside

anyconnect - custom attr Managenent Tunnel Al | Al | owed descri ption Managenent Tunnel Al l Al | owed

hsts

enable

max-age 31536000

include-sub-domains

no preload

no anyconnect-essentials

anyconnect image diskO:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1

anyconnect profiles AnyConnect_ MGMI_Profile diskO:/anyconnect_ngnt_profile.vpnm

anyconnect enable
tunnel-group-1list enable
cache

disable

error-recovery disable
I

anyconnect - cust om dat a Managenent Tunnel Al I Al l owed true true

group-policy AnyConnect_MGMT_Tunnel 1internal
group-pol i cy AnyConnect_MAMI_Tunnel attributes

vpn-tunnel-protocol ikev2 ssl-client



split-tunnel-policy tunnelal

client-bypass-protocol enable
address-pools value VPN_Pool

anyconnect - cust om Managemnent Tunnel Al | Al | owed val ue true
webvpn

anyconnect profiles val ue AnyConnect _MaMI_Profile type vpn-ngnt

IJozdd pu lduogs

o2l pu logold o Management VPN gJs ASA CLI pg  show vpn-sessiondb detail
anyconnect erasecat4000_flash:.

<ttroot>

ASA#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
vpnuser

Index : 10
Assigned IP

192.168.10.1

PubTic IP : 10.65.84.175
Protocol

AnyConnect - Parent SSL- Tunnel DTLS- Tunne

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 17238 Bytes Rx : 1988

Pkts Tx 1 12 Pkts Rx : 13

Pkts Tx Drop : O Pkts Rx Drop : 0

G oup Policy : AnyConnect MGMI_Tunnel Tunnel G oup : AnyConnect MAMI_Tunne

Login Time : 01:23:55 UTC Tue Apr 14 2020

Duration : Oh:11m:36s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none

Audt Sess ID : c0a801010000a0005e9510ab
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1



--- Output Omitted ---

DTLS- Tunnel

Tunnel ID : 10.3

Assigned IP : 192.168.10.1 Public IP : 10.65.84.175
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 57053
UDP Dst Port : 443

Aut h Mode : Certificate
Idle Time Out: 30 Minutes Idle TO Left : 18 Minutes

Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03036

Bytes Tx : 17238 Bytes Rx : 1988
Pkts Tx 12 Pkts Rx : 13
Pkts Tx Drop : O Pkts Rx Drop : O

o2dd pu louold v Management VPN gJs ASDM.

loedd IJs el@ws > VPN > |z olissle VPN > eduwle g pd - IUouo9s6 w9luubos gposd
AnyConnect Jg, o eJuwé gpod lUgpsd.

(5] - = r = & : rp— mm
@ Home @ Configuratio = ing| [E Save @v Refresh O Back O y ﬂ..) Help | Type topic Iéil'sclo
- Devite LISt iy 0 O Monitoring > VPN > VPN Statistics > Sessions
000 Device List
+* Add ﬂ Delete ﬁcunm&ﬂ Type Active Cumulative Peak Concurrent Inactive
‘ind: AnyConnect Client 1 23 1 .
SSLITLS/DTLS 1 1% 1 o

= 10.106.39.196

= 10.106.64.230

= 10.197.227.47

= 10.106.51.99:444
KX VPN
v EJ VPN Statistics Filter By,

Sessions

AnyConnect Client B | -- All Sessions -- Filter

hads e Gtoug PO!I:HN Asslgt?ed 1 :fdress =Protoc_ol Login 'I_'Ilne Ey:es ':x Inactivity Audit! Details

= Crypto Statistics nyCe GMT Connect-Parent 10:52:25 UTC 34686 |0h:00m:00s  |cDaBe
B Compression Statistics et 10.65.84,175 Connect-Parent: (inone  [0h:01m:31s .
5 Encryption Statistics
B Cigbal IKE/IPsec Statistics Ping
B progocol Statistics
= AN Mapping Sessions
Q Clientless S5L VPN
EJ shared 551 VPN
> g VPN Connection Graphs
= \wsh Sessions

Logout

Dn Interfaces

To sort VPN sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By:  -- All Sessio... |4 Logout Sessions
;quropen'ies ety

lJozdd eu loueld v Management VPN gJs zolj IUg psJ:



5

NI . .
c1SCOo AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Preferences Stlstics  Route Details  Firewall Message History

Connection Information
State: Disconnected
Tunnel Mode (IPv4): Mot Available
Tunnel Mode (IPv6): Mot Available

VPN:
Ready to connect.

Dynamic Tunnel Inclusion: Mot Available

Duration: 00:00:00

Session Disconnect: None

Management Connection State: Connected (asa.example.com)

Dynamic Tunnel Exclusion: Not Available
/_‘. o
z L L.

Address Information
Client (IPva): Not Available
Client (IPV6): Not Available Al
Server: Mot Available
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