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:To use PAT with specific ports range !

object network obj-10.0.10.2
host 10.0.10.2

object service obj-udp_3478-3483 service udp source range 3478 3483 object service obj-
udp_24000-29999 service udp source range 24000 29999 object service obj-udp_36002-59999 service
udp source range 36002 59999 object service obj-tcp_5222 service tcp source eq 5222 object
service obj-tcp_8443 service tcp source eq 8443 object service obj-tcp_5061 service tcp source
eq 5061 object service obj-udp_5061 service udp source eq 5061 nat (inside,outside) source



static obj-10.0.10.2 interface service obj-udp_3478-3483 obj-udp_3478-3483 nat (inside,outside)
source static ob3j-10.0.10.2 interface service obj-udp_24000-29999 obj-udp_24000-29999 nat
(inside,outside) source static obj-10.0.10.2 interface service obj-udp_36002-59999 obj-
udp_36002-59999 nat (inside,outside) source static 0bj-10.0.10.2 interface service obj-tcp_5222
obj-tcp_5222 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_8443
obj-tcp_8443 nat (inside,outside) source static obj-10.0.10.2 interface service obj-tcp_5061
obj-tcp_5061 nat (inside,outside) source static obj-10.0.10.2 interface service obj-udp_5061
obj-udp_5061 OR ! To use with static one-to-one NAT: object network obj-10.0.10.2 nat
(inside,outside) static interface
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Static PAT for a Range of Ports is Not Possible - A configuration line is required per port. !
.This example shows only when Static one-to-one NAT is used

static (inside,outside) interface 10.0.10.2 netmask 255.255.255.255
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2023V ol)luoYly ASA 8.3 wl)laoY

access-list
access-list
access-list
access-list

outside-in
outside-in
outside-in
outside-in

access-list outside-in

access-list outside-in

access-list outside-in

access-list outside-in

extended permit tcp any host
extended permit tcp any host
extended permit udp any host
extended permit udp any host
extended permit udp any host
extended permit udp any host
extended permit udp any host
extended permit udp any host

10.
10.
10.
10.

o O O o

.10.2
.10.2
.10.2
.10.2

eq 5222
eq 8443
gt 3477
1t 3484

10.0.10.2 gt 23999

10.0.10.2 1t
10.0.10.2 gt
10.0.10.2 1t

30000
36001
60000

access-list outside-in extended permit udp any host 10.0.10.2 eqg 5061

access-list outside-in extended permit tcp any host 10.0.10.2 eqg 5061

access-group outside-in in interface outside

access-list
access-list
access-list
access-list
access-1list
access-1list
access-1list
access-1list

outside-in
outside-in
outside-in
outside-in
outside-in
outside-in
outside-in
outside-in

extended permit udp any host
extended permit udp any host
extended permit udp any host
extended permit udp any host

02891 o lluoYly ASA 8.2 ¢ l,laoy

extended permit tcp any host 64.100.0.10 eg 5222
extended permit tcp any host 64.100.0.10 eqg 8443
extended permit udp any host 64.100.0.10 gt 3477
extended permit udp any host 64.100.0.10 1t 3484

64.100.0.10 gt 23999
64.100.0.10 1t 30000
64.100.0.10 gt 36001
64.100.0.10 1t 60000

access-1list outside-in extended permit udp any host 64.100.0.10 eqg 5061

access-1list outside-in extended permit tcp any host 64.100.0.10 eqg 5061

access-group outside-in in interface outside

FW-B (053

2lowl) Suoliy> PAT 9i NAT (105 FW B Ll 28 el 138 9 @alsdl ologles puwd 9 ziogo o oS
FW (o a3l dgloll LI Jaiw baic IP 10.0.20.1 olgic _JI 24/10.0.30.0 als Il de o)l aSuil dox i

B
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object network obj-10.0.30.0
subnet 10.0.30.0 255.255.255.0

nat (inside,outside) dynamic interface
23891 &lluoYly ASA 8.2 o l,laoy
nat (inside) 1 10.0.30.0 255.255.255.0
global (outside) 1 interface
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TCP/5222 _,9 64.100.0.10 ;x| _JI Packet Tracer

FW-A#packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 5222

Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information
NAT divert to egress interface inside
Untranslate 64.100.0.10/5222 to 10.0.10.2/5222

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

:Config

access-group outside-in in interface outside

access-1list outside-in extended permit tcp any host 10.0.10.2 eq 5222
:Additional Information

Phase: 3

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 4
Type: NAT
Subtype: rpf-check
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information

Phase: 5

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 6

Type: FLOW-CREATION

: Subtype

Result: ALLOW

:Config

:Additional Information

New flow created with id 13, packet dispatched to next module

:Result
input-interface: outside



input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

TCP/8443 _,5 64.100.0.10 ,Li=| _JI Packet Tracer

FW-A# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 8443

Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information
NAT divert to egress interface inside
Untranslate 64.100.0.10/8443 to 10.0.10.2/8443

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

:Config

access-group outside-in in interface outside

access-list outside-in extended permit tcp any host 10.0.10.2 eqg 8443
:Additional Information

Phase: 3

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 4
Type: NAT
Subtype: rpf-check
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information

Phase: 5

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 6

Type: FLOW-CREATION

: Subtype

Result: ALLOW

:Config

:Additional Information

New flow created with id 14, packet dispatched to next module

:Result



input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

TCP/5061 _5 64.100.0.10 ,Li=| _JI Packet Tracer

FW-1# packet-tracer input outside tcp 4.2.2.2 1234 64.100.0.10 5061

Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information
NAT divert to egress interface inside
Untranslate 64.100.0.10/5061 to 10.0.10.2/5061

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

:Config

access-group outside-in in interface outside

access-list outside-in extended permit tcp any host 10.0.10.2 eqg 5061
:Additional Information

Phase: 3

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 4
Type: NAT
Subtype: rpf-check
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information

Phase: 5

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 6

Type: FLOW-CREATION

: Subtype

Result: ALLOW

:Config

:Additional Information

New flow created with id 15, packet dispatched to next module



:Result

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

UDP/24000 5 64.100.0.10 ,Li=| _JI Packet Tracer

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 24000

Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information
NAT divert to egress interface inside
Untranslate 64.100.0.10/24000 to 10.0.10.2/24000

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

:Config

access-group outside-in in interface outside

access-list outside-in extended permit udp any host 10.0.10.2 gt 3477
:Additional Information

Phase: 3

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 4
Type: NAT
Subtype: rpf-check
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information

Phase: 5

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 6

Type: FLOW-CREATION

: Subtype

Result: ALLOW

:Config

:Additional Information

New flow created with id 16, packet dispatched to next module



:Result

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow

UDP/36002 5 64.100.0.10 ,Lis| _JI Packet Tracer

ASAl# packet-tracer input outside udp 4.2.2.2 1234 64.100.0.10 36002

Phase: 1
Type: UN-NAT
Subtype: static
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information
NAT divert to egress interface inside
Untranslate 64.100.0.10/36002 to 10.0.10.2/36002

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

:Config

access-group outside-in in interface outside

access-list outside-in extended permit udp any host 10.0.10.2 gt 3477
:Additional Information

Phase: 3

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 4
Type: NAT
Subtype: rpf-check
Result: ALLOW
:Config
object network obj-10.0.10.2
nat (inside,outside) static interface
:Additional Information

Phase: 5

Type: IP-OPTIONS
: Subtype

Result: ALLOW
:Config

:Additional Information

Phase: 6

Type: FLOW-CREATION

: Subtype

Result: ALLOW

:Config

:Additional Information



New flow created with id 17,

packet dispatched to next module

:Result

input-interface: outside
input-status: up
input-line-status: up
output-interface: inside
output-status: up
output-line-status: up
Action: allow
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FW-A# sh cap

capture capout interface outside match ip host 64.100.0.100 host 64.100.0.10
capture capin interface inside match ip host 64.100.0.100 host 10.0.10.2

:TCP/5222 % 64.100.0.10 J blsil o>

S 4178032747:4178032747(0)

S 4178032747:4178032747(0)

S 646610520:646610520(0)

S 646610520:646610520(0)

S 2023539318:2023539318(0)

S 2023539318:2023539318(0)

FW-A# sh cap capin 2 packets captured 1:
win 4128 <mss 1380> 2:

win 4128

win 4128

win 4128

win 4128

win 4128

win 4128

2082904361:2082904361(0)

10.0.10.2.5061:

:64.100.0.10.5222 < 64.

:64.100.0.10.5222 < 64.

:10.0.10.2.5222 < 64.

:10.0.10.2.5222 < 64.

FW-A# sh cap capout

packets captured 2

100.0.100.21144 21:39:33.646954 :1
<<mss 1460

100.0.100.21144 21:39:35.577652 :2
<<mss 1460
packets shown 2

FW-A# sh cap capin

packets captured 2

100.0.100.21144 21:39:33.647290 :1
<<mss 1380

100.0.100.21144 21:39:35.577683 :2
<<mss 1380
packets shown 2

:TCP/5061 _5 64.100.0.10 J bolal o>

S 2082904361:2082904361(0)

FW-A# sh cap capout
packets captured 2

:64.100.0.10.5061 < 64.100.0.100.50820 21:42:14.920576 :1

<<mss 1460

:64.100.0.10.5061 < 64.100.0.100.50820 21:42:16.992380 :2

<<mss 1460
packets shown 2

21:42:14.920866 64.100.0.100.50820 > 10.0.10.2.5061: S

21:42:16.992410 64.100.0.100.50820 >
win 4128 <mss 1380> 2 packets shown
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.show asp drop oVl Juisiy 08 blaw)l ollac 038 cauaid ASA lgorsuuy (il oLl

capture asp type asp-drop all
show cap asp
OR

show cap asp | i 64.100.0.10
show cap asp | 1 10.0.10.2
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policy-map global_policy
class inspection_default
no inspect h323 h225
no inspect h323 ras
no inspect sip

VCS 0, ExpressWay iuais

989 «i>9330 (NIC) aSuis dgly ablay/a>9s 0 iSui wle>ly go Expressway-E auds s Joa J> Jud
(NAT) aSuidl dgly @dllnyg 6119 (NIC) S dgzly abliayd _wlSssl ouoSiy o,S)9 Expressway-E dyis i
ASA _lc NAT _wlSeil oS 28 aaidll 13id Jo> adlio] Jwolss W bl aios, .alasdl ol le

VCS &l &bl uc TelePresence 6>V

NIC VCS Aai/d= 95 joll aSuidl wlg>l9 9 VCS ExpressWay J a4 _pogall Ml jauels

Aiiwall 13D 9 ziogall 295 50)1 ExpressWay

do ol ologleo


/content/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
/content/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html

VCS Expressway TelePresence & ;e>Y ASA _lc NAT  wlSeil oSS -

Cisco Systems - wlaiuually ,_gsidl pcal -

cewlwVl oSl iw s - Expressway-C 9 Cisco Expressway-E -

plell co iVl 9 aing o Yo 2Nl dcgiall dslniall, 9 Cisco VCS ExpressWay giog -

Syl Hlaxll 59,0) Cisco 0 Expressway [P isio plaziwl -



/content/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/ar_ae/support/index.html
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X8-8.pdf
/content/en/us/td/docs/telepresence/infrastructure/articles/vcs_benefits_placing_expressway_dmz_not_public_internet_kb_196.html
/content/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-1/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment_Guide-X8-1.pdf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



