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dpogal|9 495Laoll olilsa)

APV6 J (i, V1) ol dmwg obll JolSis d8skanll aca lgolasiw! pi il olislall 3% o
oSl
IPV6 plaiiw Cisco ASA (oS5 &S pudll 131 o,

50loVl Jo> logleall o Ao le Jawaxll (lasd ulmall eMasll) LoloVl oy 8151 paciuwl :da>Mo
paud)] 13D (9 doriuoll

aSaad) laglazill ouw )l
r JolSIL sitaall 138 9 Lgolasiinwl aiy Ll dlisMW IPV6 lalnso o 13D

internet

g FDO3::2/64 | FD03:1/64 @' FDO2:2/64 FDO2::1/64

FOO99:1/64

[
u Cisco 881
IPwE client S ASAvOL4(1) Router
OSPFv3
IPV6 J lezlgll (0S5

aisS Jloll 13D puing; . J8YI e cuig>ly e IPVE (S Yol clle oy ASA e IPV6 19,0 a5, os LS
GIO/ e a3l dg>lodl I GION0 e ads il dgloll oo 49,0l &S, i) IPVE (uSa

ASAv(confi g)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé enable

ASAv(confi g)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé enable

ol WS e IPV6 (y9lic 655 oYl iy

oo (ULA) 62,8l ddxall ¢uolie)l a>luo (9 63929a)l ¢uoliedl plasiuw] piy Jlall 13D 9 :dla>Vo
iSay APVB (olic wiSs loaic Loyl (... fdxx:xxxx:xxx Jio) FD o ¢uoliedl guo> Iag <lla) [FCO00::/7
aws o® FDO1::1/64 ol _i> HlaoVl o bos Jiad (2) cuilais oloMe placiuw]
.FD01:0000:000:000:0000:0000:000000:000000000000


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

ASAv(config)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé address £d03::1/64
ASAv(config-if)# nameif inside
ASAv(config-if)# security-level 100

ASAv(confi g)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé address £d02::2/64
ASAv(config-if)# nameif outside
ASAv(config-if)# security-level 0

w9 >3 VLAN e el 3oz glrus )l Juogs (L3) 3 asdo/(L2) 2 asudo wwluwVl sl oYl cdguw il
fd02::1 olgisll

ASAv(config-if)# ping £402::1
. Type escape sequence to abort
:Sending 5, 100-byte |ICWMP Echos to fd02::1, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/10 ns

IPV6 a>g5 (195G

8 5iolso Alaiall dyc o)l dSuitdl e dananll 8362Vl go IPVE Jlasl 3929 go _ixd IPV4 go JII o8 LaSy
i8S JoYI Jliadl 20, led] Jaos)l dsasS 88,00 >, 3l il I ol luall Loyl el o8y of o

aJUl oglaxll wlgie plaziwl a3l agzlgll jue IPVE ol g JI Jowogl culi uolidl Hlus 095G
£d02::1

IPV6 J culill agill oS5

APV6 J Swiliw] ¢Slw i S in order to dogles 13® closiuwl

ASAv(config)# ipv6 route outside 0::0/0 £d402::1
ASAv(config)# show i pv6 route

| Pv6 Routing Table - 7 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

[L fd02::2/128 [0/0

via ::, outside
[CfdO2::/64 [0/0
via ::, outside
[L fd03::1/128 [0/0
via ::, inside
[Cfd03::/64 [0/0
via ::, inside

[L fe80::/10 [0/0
via ::, inside
via ::, outside
[L ff00::/8 [0/0
via ::, inside
via ::, outside

[s ::/0 [1/0
#(via £402::1, outsideASAv(config

a5 a9 daSun e Gasy Jlasl oV LD pioge 98 LS



ASAv(config)# ping £499::1
. Type escape sequence to abort
: Sending 5, 100-byte |ICMP Echos to fd99::1, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
#(ASAv(config

1399 Lol W3 (19S5 diSasd APVE J agill dxdleal Lgllas  Suoliyal agill JoSei9 0 olS 13 :dka>Vo
AWl el L8 Bgogs

OSPFV3 plaziwl, IPV6 J _Saolip | gl o955

dlwlw dxo0x0ll Cloaxdl azgo e 2giss Hlue a8y (OSPFV3) 3 JoVI )l 9SS a9 e Ly N_9i
:Cisco 881

C88l#show run | sec ipvé
i pv6 uni cast-routing

.®This enables IPv6 routing in the Cisco IOS ---!

i pv6 ospf 1 area O
address-fam |y ipv6 unicast
passi ve-interface default

no passive-interface VI an302

.This is the interface to send OSPF Hellos to the ASA ---!
defaul t-information originate al ways
.Always distribute the default route ---!

redistribute static
ipv6 route ::/0 FD99::2

. Creates a static default route for IPv6 to the internet ---!

:alall ols dag2loll (uoSs L Llads

C881#show run int Vl1an302
interface VI an302

i pv6 address FDO2::1/64
i pv6 ospf 1 area O
C881#

ra> 13l dg>loll Ll ISR (o OSPF Hello o3> &9, oo (saxill ASA doj> bl plasiw| liSay

ASAv(confi g)# show run access-list test_ipvé

access-list test_ipv6 extended pernmit ip any6 any6

ASAv(config)# show cap

capture capout type raw data access-list test_ipv6 interface outside
[Capturing - 37976 bytes]

ASAv(confi g)# show cap capout

packets captured 367



:fe80::250:56ff:fe9d: 34a8 > ff02::1:ffad

[ nei ghbor sol: who has fe80::
:fe80::250: 56ff:fe9d: 34a8 > ff02::1:ffod
[ nei ghbor sol: who has fe80::

fe80::c671:feff:£fe93:b516 > ££02::5: ip-proto-89

:fe80::250:56ff:fe9d: 34a8 > ff02::1:ffad

[ nei ghbor sol: who has fe80::
:fe80::250: 56ff:fe9d: 34a8 > ff02::1:ffod
[ nei ghbor sol: who has fe80::

feB80::217:fff:fel7.:af80 > ff02::5

fe80::c671:feff:£fe93:b516 > ££02::5: ip-proto-89

: fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8:

[ nei ghbor sol: who has fe80::
fe80::217:fff:fel7:af80 > ff02::5

: fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8:

fe80::c671:feff:£fe93:b516 > ££02::5: ip-proto-89

i p-

34a8: icnp6 11:12:04.949474 :1
250: 56ff: fe9d: 34a8 [cl ass Oxe0
34a8: icnp6 11:12:06.949444 :2
250: 56ff: fe9d: 34a8 [cl ass Oxe0

40 11:12:07.854768 :3
[hlim 1]
34a8: icnp6 11:12:07.946545 : 4

250: 56ff: fe9d: 34a8 [cl ass 0Oxe0
34a8: icnp6 11:12:08.949459 :5
250: 56ff: fe9d: 34a8 [cl ass 0Oxe0
proto-89 40 11:12:09.542772 :6

[hlim1]

11:12:16.983011 :13
[hlim 1]
icnp6 11:12:18.947170 : 14

40

250: 56ff: fe9d: 34a8 [cl ass Oxe0
i p-proto-89 40 11:12:19.394831 : 15
[hlim1]
icnp6 11:12:19.949444 :16

40 11:12:26.107477 :21
[hlim 1]

#(ASAv(config

APV6 bli)W _Jxall olgigll (o Juai (OSPF (ip-proto-89 pj> ol i ol hiSay «diyludl ol bladl 9
ISR _lc axall dgzloll Loy silg

C88l#show ipvé interface brief

[V an302 [up/up
FE80::C671:FEFF:FE93:B516

FDO2: : 1

Cc881#

ISR go ,9bx clisy ASA e OSPFV3 dlac cliw] oY eliSoy

ASAv(config)# ipve router ospf 1
ASAv(config-rtr)# passive-interface default
ASAv(config-rtr)# no passive-interface outside
ASAv(config-rtr)# | og-adj acency-changes

ASAv(confi

g-rtr)# redistribute connected
ASAv(config-rtr)# exit

{ASA a3l dgzlgll e OSPF (655 bukes

ASAv(config)# interface G gabitEthernet0/1
ASAv(config-if)# ipv6e ospf 1 area O

ASAv(config-if)# end

SoVl U351 L IPV6 deall asiidl le el awli)l OSPF Hello o3> ASA Ju s of (8 <3 camiy 0l oy
ta>g0ll g0 H9lil (o 8=l H9Lxall show ipV6 ospf

ID Pri
14

Nei ghbor

FULL/BDR 0:00:33

ASAv# show ipvé ospf neighbor

State Dead Tine Interface ID Interface

outside 1 14.38.104.1

ol yi8l Sy 20l aigSs o5 IPV4 Glgic el pasiuy @il cu> ISR e jlexdl G20 28k diSsy LS



C881#show ipv6 ospf 1
Routing Process "ospfv3 1" with ID 14.38.104.1
(Supports NSSA (conpatible with RFC 3101
Event -1 og enabl ed, Maxi mum nunber of events: 1000, Mdde: cyclic
It is an autononobus system boundary router
, Redi stributing External Routes from
static
Originate Default Route with always

.Notice the other OSPF settings that were configured ---!

Router is not originating router-LSAs with nmaxi numnetric

C881#
:show ipV6 route ;o 51 (s a5 ISR (0 IPVE Lol a8Vl jLuall VI ples 28 ASA (oS, ol vy

ASAvV# show ipvé route

| Pv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static

O- OSPF intra, O - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

[ O 2001: aaaa: aaaa: aaaa: : /64 [110/10

via ::, outside

[L fd02::2/128 [0/0
via ::, outside
[CfdO2::/64 [0/0
via ::, outside

[L fd03::1/128 [0/0
via ::, inside
[Cfd03::/64 [0/0
via ::, inside

[L fe80::/10 [0/0
via ::, inside

via ::, outside

[L ff00::/8 [0/0
via ::, inside

via ::, outside

OE2 ::/0 [110/1], tag 1
. Here 1is the learned default route ---!

via fe80::c671:feff:fe93:b516, outside
#ASAvV

ASA e IPV6 J azsil olieg dgzlall olslacy CawlwVl (usSill oY Jais]

- " L').D - __"
oSl 13D dxo oo saxill el>] W a2, Y

le>Nooly clias VI BLiSiwl

IPV4 Jlosl ellas] Slisiwy dorsiuall dzgiall plaso IPV6 JuasY le>Woly elasVl Glisiwl olel,| g
IPV4 JsSsi0 o 89,8l pdl a>l Jiaiy dg>Nooly cllas VI Slisiwl jglaio o oMY oz, go Lg>Noly



J=J ARP plaziwl oo Yau IPV6 JoSg59, L9 136>90 a2y o) (ARP) Glsigll Judxs JsSe59, ol LS IPV6
(ND) JloxJl 8LisST oy JoS539. IPVE paiaws cdulall éSuidl glaio le IP o y9lic

pS=ill wlgie J=) (ICMPVE) 6 5lao¥l co il (8 Sl Jiluy JsSsi9 Jsimy ND 0l agd Lyl pgall (09
ASA (655 s 8 IPV6 ND s> wlosleall o Ao e jsisll Sy (MAC) laslugll JI Jswosll 9
CLI) 1: Cisco ASA Series) ,oloVl jaw dg>19 oSG > (9 IPV6 J Hlox]l SLisS| pund 8 IPV6

.RFEC 4861 9l 9.4 10yl .General Operations CLI

9l azgill 9l dxcall aSuill (19S5 JSlive IPVE o aalziall le>Noly clas VI BLliSiuwl plaso (o W
Josy IPV6 9 IPV4 ( dpni )l 9,80l (D Lol 0id ol aas> I a2Vl Jle alls j2y9 e o)l aSuidl
logio NAT plaziaw] ol cu> olas dalise a1l aSuidl dgic ol LS ARP (e it JSuin ND JsSgi9
(RFC 1918 1) IPv4 3 lade cols Ll daylall lgio 63Laiwl ai doll digisll 2z, alg IPVE (3 i
log (L4) 4 dagall _3 lg>Nooly claz VI Slisiwl ddac 055 L2/L3 JSline J> 91/9 (§9,4) 01D pgd 3,20
Lol dagall ©YsS9i9 49 TCP/UDP JoSei9 0 Y IPV4 J doastiumall dlasll usi bl JSi D Lg899
(aolasiaw] piy SN IP lao] (e Hlall agy) daplall gudiy Cawlwl JShin oMas,

(ND) le>Moly sl sgimall Juasl slasi blisiuwi

show ipV6 oYl 8 IPV6 plaziuwl, le>Noly L2 Jlasl elos] BLiSiwY aolaziwl oy S dawlwl LSV Y
IPv4 J show arp J>le; sillg ([neighbor [namelf

wlsall Jlo Ll Lawd

ASAv(confi g)# show ipvé neighbor outside

| Pv6 Address Age Link-layer Addr State Interface

£402::1 0 c471.fe93.b516 REACH outside
fe80::c671:feff:£fe93:b516 32 c471.£fe93.b516 DELAY outside
fe80::e25f: boff:fe3df: lbbf 101 eO05f. b93f. 1lbbf STALE outsi de

fe80::b2aa: 77ff:fe7c: 8412 101 bOaa. 777c. 8412 STALE outsi de

fe80::213: c4ff:feB80:5f53 101 0013. c480. 5f 53 STALE out si de

fe80::ab4c: 11ff:fe2a: 60f4 101 addc. 112a. 60f 4 STALE out si de
fe80::217:fff:fel7:af 80 99 0017. 0f 17. af 80 STALE out si de

#(ASAv(config

lgie plaziwl jlezdl I Laiiy silly FD02:1 e IPV6 lgis) ax>Wl a8l 4,9, cliSey 21,3Y 13D 9
‘MAC c471.fe93.b516

So2 a290ll Y bl 2LV S o el axsall dglsl MAC wlsie Gusi ol > 26 tala>No
oSar Y sl Lol Glsie 98 _Jxall Glgisll .dg>lg)l 0ig) bli,W Gusidl Lsls lxe olsie le Loyl
adxall cuolisdl e 053l a>gs b3lely wleg>gall poi ¥ .6 il dhaiall dSuill le JlasW V] aolasiwl
sl paiany .6 ko dlaiall daill glaie e 1has Jlasl daase Al e Yo LSy Jols,V oo
e a2 gl JgSei9r logles i, Lisn) dybrall bliyVI (uolic (OSPFV3 Jio) IPVE agi ©Y¥sS6i0 1 (0
L2 glaiio

2o Caan) dxzulall a8USUI L 13] .clear IPV6 neighbors ;oY1 =31 (ND J cdsall i3l 6,515 @aual
Saxy b naxd syslogs (o gaxilly o=l blaidll el =] JI a9lioYl « debug ipV6 and oYl Jo] Sy
APV6 (9l MAC u9lie J=J ICMPV6E Jilw, paiun IPV6 JgS6i9 0 ol Sk L2 Sgime e

IPv6 ND J,lao IPv4 ARP

(IP) cosYl JsSsi9 o bl 5laoVls ¥l JsSsisn oo gl slxoM) ARP &lie Joa Jolids


/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-ipv6-neighbor.html#pgfId-1342081
https://tools.ietf.org/html/rfc4861

IPv6 ND JgS939 5 IPv4 ARP
a 0) ARP Llb
(£10.10.10.1

ARP REPLY (10.10.10.1
(Dead.Dead.Dead e

BV BEV]

JEoMel

agzloll e 139>50 068 Sl camaall FDO2:1 o MAC Glgic J> (3 a8l =l Juisdy o JWI gy lisu] (9
a3l

ND ellas| auuas

:debug ipV6 LoVl 2,3 L b

ICMPv6-ND: Sending NS for £d402::1 on outside
"Who has fd02::1" ---!

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: | NCMP del eted: fd02::1

| CMPv6-ND: | NCMP -> DELETE: fd02::1

| CMPv6- ND: DELETE -> I NCWMP: fd02::1

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside
ICMPv6-ND: Sending NA for £d02::2 on outside

"fd02::2 is at dead.dead.dead" ---!

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: | NCMP del eted: fd02::1

| CMPv6-ND: | NCMP -> DELETE: fd02::1
ICMPv6-ND: DELETE -> INCMP: £d402::1

.Here is where the ND times out ---!

| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside

oo Baxill diSay Il Lol piy ¥ d02:2 (0 6,91xall SLMeYl Ol gl 1id clasVl auxai 2h3] L8
Jeall Al LD 0i® cilS 13] b asl ol blasdl

ND ao ;> blaill

b a5 b IPV6 pj> bladV agllas Jguogll ailgd Jlis ¥V (ASA o (1)9.4 )lao)l > :dla>Ne
.Cisco CSCtn09836 0 clasVl auxuasi Y 20 plasiwl el 2V 13D Lasil e

el olablaig (ACL) Jswsll 5 aSxill daild (9

ASAv(config)# access-list test_ipv6 extended pernit ip any6 any6
ASAv(config)# cap capout interface outside access-list test_ipv6

:ASA 0 FD02:1 JI Jlasl 5L Tl


https://tools.cisco.com/bugsearch/bug/CSCtn09836

ASAv(config)# show cap capout

fdo2::2 > ff02::1:ff00: 1: icnp6: nei ghbor sol: who has 10:55:10.275284 :23
[fdO2::1 [class Oxe0

fdo2::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1 10:55:10.277588 :24
[cl ass 0xeO0]

fdo2::2 > ff02::1:ff00: 1: icnp6: nei ghbor sol: who has 10:55:11. 287735 : 26
[fdO2::1 [class Oxe0

fdo2::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1 10:55:11.289642 :27
[cl ass 0xeO0]

fdo2::2 > ff02::1:ff00: 1: icnp6: nei ghbor sol: who has 10:55:12. 293365 : 28
[fdO2::1 [class Oxe0

fdo2::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1 10:55:12.298538 :29
[cl ass 0xeO0]

fdo2::2 > ff02::1:ff00: 1: icnp6: nei ghbor sol: who has 10:55:14. 283341 : 32
[fdO2::1 [class Oxe0

fdo2::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1 10:55:14. 285690 : 33
[cl ass 0xeO0]

fdo2::2 > ff02::1:ff00: 1: icnp6: nei ghbor sol: who has 10:55:15. 287872 : 35
[fdO2::1 [class Oxe0

fdo2::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1 10:55:15. 289825 : 36
[cl ass 0xeO0]

) LMY @iz o Y ol gog Fd02:1 (o 6,9xall LMYl Labi aiy olid¥l oj> LS 2iogo 6B laS
syslogs Lo e Sy (paxall (o el .elasV juai ol %0 (9 2ioge 98 WS (b

ND Syslogs

:syslog 9 Jbo o=, L®

May 13 2015 10:55:10: %ASA-7-609001: Built |ocal-host identity:fd02::2

May 13 2015 10:55:10: %ASA- 6- 302020: Built out bound | CWP connection for faddr
(ff02::1:ff00:1/0 gaddr fd02::2/0 | addr fd02::2/0(any

May 13 2015 10:55:10: %ASA-3-325003: EUI-64 source address check failed. Dropped
.packet from outside:£d02::1/0 to £d02::2/0 with source MAC address c471.fe93.b516
May 13 2015 10:55:10: 9%ASA- 3-313008: Denied | Pv6-1CVWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55:11: 9%ASA- 3-325003: EUI-64 source address check failed. Dropped

. packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10:55:11: 9%ASA-3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55:12: 9%ASA- 3-325003: EUI -64 source address check failed. Dropped

. packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10:55:12: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55: 14: 9%ASA- 3-325003: EUI - 64 source address check failed. Dropped

. packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10: 55: 14: 9%ASA- 3-313008: Denied | Pv6-1 CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55: 15: %ASA- 3-325003: EUI - 64 source address check failed. Dropped

. packet from outside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516
May 13 2015 10:55: 15: %ASA- 3-313008: Denied | Pv6-1CVWP type=136, code=0 from fd02::1
on interface outside

Jid ay cilasaw £d02::1 L8 ist JI o0 layy) oMel 59l ND JI ol cul,y gabaiuy col syslogs 0id e

s 393 (EUI-64 Jay) EUI) 64) 3,8 (8,20 guuge Jpiss

0i® Jo> wlogleall o Ao Lle Jsaxll simall 138 (9 Jazall EUI-64 Gloic jo i pund @21, asal



blawYl Ll glgil ga> e 1i® >Vooly clas VI Blisiwl glaio Gulas Soy 65330l alSuisoll
auzo dgzlg e ICMPV6 o Lwsludl jlaoYl (ACL) Jowogll (8 pSxxill plgd mouws ¥ loxic Jio Linyl
Logio MS iy Ol ,Sas9 (URPF) 83 el Sl jluall agi 65lel (8 Jiud o> &9a> aic 9l
IPV6 go sl sgiwall Jlasl 8 JSLino &,91> 9

le>MNol9 duwlwVI IPVE ags cllas] lisiwl

b lguusds bl JSeiay (® IPVB placiiaw] 2ic azgdll o559 lg>Noly elasVl blisiwl wlel,] oeSs
2o Iasio (o3l bladl I @8loYL, shows debug elsl plaziw! oe, IPV4 plasiw] xie lgolasiw] ax il

2590 69 LS azgill JgS959 0 i pAC caw o Géill OY9lxo

IPV6 J asill JoSg39. 4 sllas] auas

IPV6 J 6180l clasVl xnuas olol puus] 13D 8,
o9a2ll IPV6 azgs clias] puzas

e>Nolg IPVE a9 J9a> wluss guo> cllas] BliSiwY IPVE amgi cllbs puuas plasiw] diSoy

ASAV# clear ipvé ospf 1 proc

Reset OSPF process? [no]: yes

ASAv# | Pv6RTO: ospfv3 1, Route update to STANDBY wi th epoch: 2 for

aaaa: aaaa: aaaa: : / 64: 2001

IPv6RTO0: ospfv3 1, Delete 200l:aaaa:aaaa:aaaa::/64 from table

IPv6RTO: ospfv3 1, Delete backup for £402::/64

| Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for ::/0

IPv6RTO0: ospfv3 1, Delete ::/0 from table

,[1 Pv6RTO: ospfv3 1, ipv6_route_add_core for 2001: aaaa: aaaa: aaaa: :/ 64 [110/10
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3d 1, Add 2001: aaaa: aaaa: aaaa::/64 to table

, | Pv6RTO: ospfv3 1, Added next-hop :: over outside for 2001: aaaa: aaaa: aaaa::/ 64
[ 110/ 10]

| Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY wi th epoch: 2 for
aaaa: aaaa: aaaa: : / 64: 2001

| Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: : / 64

| Pv6RTO: i pv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add_core for fd02::/64 [110/10], next-hop
nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, ipv6_route_add_core for ::/0 [110/1], next-hop
feB80::c671:feff:fe93: b516

nh_source fe80::c671:feff:fe93: b516 via interface outside route-type 16

| Pv6RTO: ospfv3 1, Add ::/0 to table

,IPv6RTO0: ospfv3 1, Added next-hop fe80::c671:feff:£fe93:b516 over outside for ::/0
[110/1]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add _core: input add ::/0

| Pv6RTO: i pv6_route_add_core: output add ::/0

, [IPv6RTO0: ospfv3 1, ipv6_route_add core for 200l:aaaa:aaaa:aaaa::/64 [110/10
next-hop :: nh_source :: via interface outside route-type 2

[1 Pv6RTO: ospfv3 1, Route add 2001: aaaa: aaaa: aaaa: : / 64 [ owner

| Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY wi th epoch: 2 for
aaaa: aaaa: aaaa: : / 64: 2001

| Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: : / 64

| Pv6RTO: i pv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64



| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop

nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Reuse backup for fd02::/64, distance 110

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop
fe80::c671:feff:fe93: b516 nh_source fe80::c671:feff:fe93:b516 via interface outside
route-type 16

[ Pv6RTO: ospfv3 1, Route add ::/0 [owner

| Pv6RTO: ospfv3 1, ipv6_route_add core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

OSPFV3 ellas] puzuas

‘lg>Nolg OSPFV3 cllas] BLiSuwY debug ipV6 ospf oV ol Ziw| cliSoy

? ASAv# debug ipvé ospf

adj OSPF adj acency events

dat abase-ti mer OSPF dat abase ti ner

events OSPF events

fl ood OSPF fl oodi ng

graceful -restart OSPF Graceful Restart processing
hell o OSPF hell o events

i psec OSPF ipsec events

| sa- generation OSPF | sa generation

| sdb OSPF dat abase nodifications

packet OSPF packets

retransm ssi on OSPF retransni ssion events
spf OSPF spf

{OSPFV3 dac Jyeini 65le] asy lgisSos aiy Lill elasVl aumas ollac gax) L3V le Jlio Ll lagd

ASAV# clear ipvé ospf 1

OSPFv3: rcv. v:3 t:11:44 rid:192.168.128.115

aid:0.0.0.0 chk:a9ac inst:0 from outside

OSPFv3: Rcv hello from 192. 168.128. 115 area 0 fromoutside fe80::217:fff:fel7: af 80
interface I D 142

OSPFv3: End of hello processingpr

OSPFv3: rcv. v:3 t:11:44 rid:14.38.104.1

aid:0.0.0.0 chk: bbf3 inst:0 from outside

OSPFv3: Rcv hello from 14.38.104.1 area 0 fromoutside fe80::c671:feff:fe93: b516
interface ID 14

OSPFv3: End of hello processingo

ASAv# cl ear ipv6 ospf 1 process

Reset OSPF process? [no]l: yes

#ASAvV

OSPFv3: Flushing External Links

Insert LSA O adv_rtr 172.16.118.1, type 0x4005 in naxage

OSPFv3: Add Type 0x4005 LSA 1D 0.0.0.0 Adv rtr 172.16.118.1 Seq 80000029 to outside
retransm ssion list 14.38.104.1

:The neighbor goes down ---!

OSPFv3: Nei ghbor change Event on interface outside
OSPFv3: DR/ BDR el ection on outside

OSPFv3: Elect BDR 14.38.104.1

OSPFv3: Elect DR 192.168.128.115

OSPFv3: Schedul e Router LSA area: 0, flag: Change
OSPFv3: Schedul e Router LSA area: 0, flag: Change
OSPFv3: Schedul e Prefix DR LSA intf outside



OSPFv3: Schedule Prefix Stub LSA area 0
OSPFv3: 14.38.104.1 address fe80::c671:feff:fe93: b516 on outside is dead, state DOM

:The neighbor resumes the exchange ---!

OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0xd09 opt 0x0013 flag Ox7 |len 28
mu 1500 state EXSTART
OCSPFv3: First DBD and we are not SLAVE
OSPFv3: rcv. v:3 t:2 1:168 rid:14.38.104.1
aid:0.0.0.0 chk:5aa3 inst:0 from outside
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x914 opt 0x0013 flag 0x2 |l en 168
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the MASTER
OSPFv3: outside Nor 14.38.104.1: Summary list built, size 0
OSPFv3: Send DBD to 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox1 |l en 28
OSPFv3: rcv. v:3 t:2 1:28 rid:192.168.128.115
aid:0.0.0.0 chk:295c inst:0 from outside
OSPFv3: Rcv DBD from 192.168.128. 115 on outsi de seq Oxfeb opt 0x0013 flag Ox7 | en 28
mu 1500 state EXSTART
OCSPFv3: NBR Negotiation Done. W are the SLAVE
OSPFv3: outside Nor 192.168.128.115: Summary list built, size O
OSPFv3: Send DBD to 192.168.128.115 on outside seq Oxfeb opt 0x0013 flag Ox0 | en 28
OSPFv3: rcv. v:3t:2 1:28 rid:14.38.104.1
aid:0.0.0.0 chk:8d74 inst:0 from outside
OSPFv3: Rcv DBD from 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox0 | en 28
nmu 1500 state EXCHANGE

:The routing is re-added to the OSPFv3 neighbor list ---!

OSPFv3: Add Router 14.38.104.1 via fe80::c671:feff:fe93:b516, netric: 10
Router LSA 14.38.104.1/0, 1 links
Link 0, int 14, nbr 192.168.128. 115, nbr int 142, type 2, cost 1
I gnore newdi st 11 ol ddi st 10

(EIGRP) cpuall 51\l 6 )bl 405 JoS5959

aw dg>19 oS5 s 1CLI 1 LS oo EIGRP o lolis,] pud g1, IPV6 plaxiwl ASA _lc EIGRP acy, ¥
logleall (o Ajo Lle Jouaxll 9.4 luoYl .Cisco ASA dluludl ;o dolell &llasll (CLI) oloVI

(BGP) a9l dlodl J9S0i9 5

IPV6 plasiw] xic lg>Moly BGP clasi GlaSiwy 1id debug LoVl plxkiwl Say

? ASAV# debug ip bgp ipv6é unicast

X: X X: X X I Pv6 BGP nei ghbor address
keepal i ves BGP keepal i ves

updat es BGP updates

<cr>

IPv6 J 62s40 Show ol9i
:le>Nolg IPV6 clias] BLliSiwY 0i® Lol ,olgl plasiw] liSo,
: IPV6 JgS939 1 sLue o ,e

show ipV6 interface brief .


/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676

<dasll U ,20> show ipV6 ospf
IPV6 ,9,0 a5,> Jo,e
IPV6 , L ,lgb]

show ipV6 icmp -

IPV6 go gl o3>

o, Jl > Jlio L IPv4g_pamJ.IaJqup.uASA,_,lc IPV6 go dxorall ol b daubbg plaziw! diSay
o9 J)L w9 ,_,JI b, LJI .J_9l>.. sl FD03 2 us ,_,1>I> uu..an.” USL> in order to a.m]o_9 umeul tracer

ASAV# packet-tracer input inside tcp £403::2 10000 5555::1 80 detailed

Phase: 1

Type: ACCESS- LI ST
: Subt ype

Resul t: ALLOW
:Config

Implicit Rule

:Addi tional Information
:Forward Fl ow based | ookup yields rule
in id=0x7fffd59ca0f0, priority=1, domai n=pernit, deny=false
hi t s=2734, user_dat a=0x0, cs_i d=0x0, |3_type=0xdd86
src nmac=0000. 0000. 0000, mask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i f c=i nsi de, output_ifc=any

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

:Config

:Addi tional Information

found next-hop fe80::c671l:feff:fe93:b516 using egress ifc outside

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
:Config
:Addi tional Information
:Forward Fl ow based | ookup yields rule
in id=0x7fffd589cc30, priority=1, domai n=nat-per-session, deny=true
, hits=1166, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0
pr ot ocol =
src ip/id=::/0, port=0, tag=any
dst ip/id=::/0, port=0, tag=any
i nput _i fc=any, output_ifc=any

<<truncated out put >>
" Resul t

input-interface: inside
i nput -status: up



i nput-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

#ASAV
il Lo 6,V i LS9 .o, 16 881 JI oo wlgic link-local JI upperimac address} z ,50ll ol cla>y
ollac cliny bli)Vb aolJl ddxall IPV6 ,9lie wlgzgall padiuws aSuolul axgill V65639 1 (0 2ol
29l

IPV6  aalsioll ASA cllasi aenaiy dlols ansld

le>Woly IPV6 cliasi Bliiw lgoladiuw! oSay Lill elasVl aumuas L Lo

? ASAv# debug ipvé

dhcp | Pv6 generic dhcp protocol debugging
dhcprelay |1 Pv6 dhcp rel ay debuggi ng

icnp | CVPv6 debuggi ng

interface | Pv6 interface debuggi ng

md I Pv6 Milticast Listener Discovery debugging
nd | Pv6 Nei ghbor Discovery debuggi ng

ospf OSPF infornmation

packet | Pv6 packet debuggi ng

routing | Pv6 routing table debuggi ng

IPV6 o dileioll d=slidl JSLivall

Le>Noly dlall ol legui SV IPV6 elasi Glisiwl a4 awdll 13 o,

a0 _ps JSuin lginsSs o5 Ll dueall oSl

V9o casaty 91 IPVE Jac &aS Jo> a9 2all U ole Lai sy IPVE TAC oV (o el clisl ai
APV4  aols ollac plasiwl IPV6 b J9gmell

i)l doas 4990 dlawlgs J9guall IPVE u9lic o aliS 56\ (usi lgd o5 oY TAC agiv (Jlall Juw e
oy yling cu>_,L>J| ASA dg=ly JI JolsJL, 56\ due all aSuilly wlgic usis J9gumoall posy A3 =y .(ISP)
a1l asunall 652V R0 IR ol vy IPV6 &o > go9 .zl p3loRl o aolaZiwY 31l Glaill
139 8 .ax | aie 20l ac 8 oS I IPV6 olgic @S ppuss woy WS cazgill alylall IPV6 9lic Lyl
lgpavazs pi (il 56\ il (o £S5 64\ dc o)l Ol o il clin] liSay gyl

adlo| wlogles e Jouaxll REC 4291 &1, :auals

Jasoll EUI 64 uaii

Slsal ldg [EUI dg>ly aui .EUI-64 lal 1599 &bk damo IPVE oyolic Ll J>1 oo ASA (655 oSy
€ b0 D 600l 03D awma) (EUI-64) cu 64 @8 0 0,9 IPVE dg>ly 8,20 Lawass uawaall RFC 4291
APV6 Glgic ousd DHCP placiw] ol J, 5 gV (IPv4


https://tools.ietf.org/html/rfc4291

blawl pess ul a=,0l (08 APV6 enforcement-euit4 puwl jol e Guwsill 13D L) ASA (655 i 13]
adzoll dye sl aSeidl e 5,3V asnanll 632V o obMely Hlox)l Bliiwl 09,8 o 1Al

IPv6 EUI-64 Bit ¢,laic pngd CiSCO acs gaizxs i _J| g2l «wlogleall oo 250 Ll Joaxl rasal

olidl JSisy @d8all IPVE p9lic eMasll pasiuy
9897 ol Microsoft Windows Jio ((0Ss) eMasll Jygis dalail (o 3l pasiuy (ol sl Sy
€ dzwgall dwoguanll Lils danasell d@issall IPV6 ¢ylic Linux _J| éxiuall dakasVlg Macintosh OS-X
(SLAAC) dlJI pyac IPV6 glgis) slali] 83l
clinly posi dsyanll byl oY oliwl (9 d=dgio e JSlin <3 led cums il oY Las, Cisco TAC g
Jsogll 9 pSxill pilgd s 28 M sy cul JSuin ca=all Olsigl Gy w880l Glgisdl o 490 4>
Jid Il 538 low iquxio € JSuin gezgi 91 190ll 45> bolaw| (9 caaall JI 6aiuall ol lually (ACL)
awaall Jlasl
iSay 91 Jrasll dabail e (55,9 JSuin Jolull 130 o (Sov gogll 13 ilaal ploadins oo JiD
Wlu, doMe Jyasi e oz azgall ol ASA Lil> e PCisco 10S g ASA wlgzso e Jolull 13D Jybass
oLl 138 Jueis le Joas=si Ll (RA) a>gall oMel
plas ue5 JS e B uas 13® ¢ j=elin order to puud JWI cd>
949 9w g ,Sylo
:Microsoft Windows aalasl _le Jolull 138 Juasid aJll olglasdl JasT

X (J98moS Js2in) HIGH olgl a>g0 zisl Microsoft Windows

Enter pliao _lc hanl pi o ilgisl IP olgic clis] &0 Jiasil oVl 1id Jssi .2

netsh interface ipv6 set global randomizeidentifiers=disabled

‘EUI-64 )lLss plasiw] _le Microsoft Windows ,L=>Y LoVl 13® Jzs1.3

netsh interface ipvé6 set privacy state=disabled

husill Gulad 5lexl agas acl 4
Macintosh OS-X il ol

;reboot JWI _i> wwasll _lc IPv6 SLAAC o j=el in order to ol 138 .aslgsl (8 cls>

sudo sysctl -w net.inet6.ip6.use_tempaddr=0

Lol 13 (pil> JuSiwdl ele> in order to wls>

'sudo sh -c 'echo net.inet6.ip6.use_tempaddr=0 >> /etc/sysctl.conf

ol 13® a3y a8 b il 9


https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address

sysctl -w net.ipv6.conf.all.use_tempaddr=0
ASA o ple Sy SLAAC Jiasi
I ASA o Lgllu,| pi Lill RA Al Jiass (D Joblull 138 dxllsa) lgolasiwl aiy il dulil déy o)l

i 18 o ol 13D (@l RA JI eac in order to cdzs .SLAAC plasiw] Jsis pgis _illy eMasl
‘oobwl

ASAv(config)# interface gigabitEthernet 1/1
ASAv(config-if)# ipvé nd prefix 2001::db8/32 300 300 no-autoconfig

Mozl pgi; ¥9 ccull doMe s aiy ¥ > ASA dauwls, Ll ai il RA dllu, Jiasi; oYl 13D oo,
240 IPV6 olgic elisl,

adlo| wlogles e Jouaxll REC 4941 &>, :auals

IPV6 Jg> aglaiall liwVI

APV6 plaziwl glei lowd dglxiall diwdl Las, puwsll 138 aay

Sedoll uis S agloll s e IPVE 5 IPVA o JS) Sblull 19,0 355> s iSor JB

aley 929 (lall JI IPVB lsicy IPV4 clow 2> e ciey o)l e IPV6 ciSe dbluy (s cal a2
2>19 w89 (9 )90 &Sl 95 WS

Tagzloll yuss e IPV4 9 IPV6 _J] Js.ogll (9 pSxill piled (Gubes iiSoy JD

0955 ASA o (1)9.0 5110l o Lrlicl .(1)9.0 oYl (o 3831 ASA chlasl (3 2V 13D Liis iSa,
acx (ACL) Jgwogll 9 pSxill dails o Lisy las (61200 ASA _le (ACL) Jswosll L5 aSxill pilsh gra>
lowss Jgogll 8 pSxil daild U5 IPV6 § IPVA (0 JS o Y55] o Lajo

Bl a9 2o dolusy (ACL) Jsosll 9 aSzill ailsd g i o>l wlylaoYly (1)9.0 wlyluoyl ASA
.20cess-group LoVl e dg>lgll e a5Vl sa>gall (ACL) Jguosll L9 aSxill dosld

CIPV6 J doaxll 659> ASA pcy, JD

APV4 go lgac, Ll ds bl Lusiy IPVE J dyelo¥l caus WYl ailgd pulais ASA pcy, . asi
Ol sy law 61590 ASA e (ACL) Jgosll (8 pSxill milgd gaa> ¢,eS5 ASA oo (1)9.0 ,lxoVl oo Llicl
Jsosll 3 aSxill asld (3 IPVB 3 IPVA (o JS oV (o Laise pexs (ACL) Jguogll 9 pSill dasld

Joogll 9 aSxill dasld gllos a8 dlay,> e lgiubas aiy Ll doxzll 636> olol sl iss i) dxp lguss
APV 5 IPV4 19,0 45,> 0 JS Lle cl,>] (ACL)

SIPV6 go NAT plasiw] oy JB

placiw] ol Y1 ASA JoSeig e IPVE JsSei9, o ol 5laoM NAT (0% Sy @il (o p)ll le


https://tools.ietf.org/html/rfc4941

839130l u asaSU ks S 3> | 5290 #E9 poSa0 i IPVE o559 0o pwoludl )laoYl L5 NAT
Lalle agsally 6,95iall IPVE u9lic oo Lysis

obli] pawd (9 aygSs &S Jo> wlogleall o 3o e jgiell iSowd (APVB g)luw (9 Lollao NAT oS I3)
o dilaxdl Hlax) (CLI) oloVI jaw dg>19 (oS5 Juo :CLI) 2) 4oloVI jaw dg>19 (oS5 S 5 IPv6 NAT
.9.4 jlaoYl .Cisco ASA dlulw

APV6 g0 NAT aais aic lgilelo vy (il 59u8ll9 dugzoill iS5ball jae, JLd da>No

¢show failover ,o¥ gl,3] L5 bl ddxall IPV6 u9lie )l 15k

IPVE cuslic oy vl gy L2 lgic b el,2Y dball (pslisdl dneSiall dSuid] pasiws JPVE 5
o5 sl plall IPV6 Olgic Luds bli,W all olgiell show failed over oVl 2,31 L @bl all wlg>lsl
2dgiall Joludl o3 13D .dg>lgll L aisgSs

a99 ,20l| puil/ o luzuaill ollb

APV6 placiawly blsiy Lagd d99 ,2all o lpisadl oy L lagd

IPv6 blady " g,ln; 6,le cua, Y Cisco CSCtn09836A ASA 8.X o0 clas VI 2auai 9,20

WCCP J ASA IPv6 ac> :Cisco CSCug85949A ENH 0 cllasVl auuas W9 ,20

iledll 4940 dS,> Jaz, Y Cisco CSCut78380AASA IPV6 ECMP 0 cliasVl auuas 9,20 -

do Ol3 Glogleo

olaoles (IPV6 JgSe59 ) 6 1ol ci i)l JoSgi9  aidlisRFC 2460 sl

a)lazall Lblsy sil 6 lao)l IP s auud RFC 4291 Lol

(IPv6) < iVl JoSe39 s 0 wdlull o) ;lexl SLLuST RFC 4861a Lol

.Cisco ASA Series General Operations CLI bl ,0loVl Jlow dg=l9 955 Ju> :CLI Book 1
9.4a IPV6 ;lao)l

ASA _J| IPv4+IPv6 ,.c AnyConnect SSL 1,955

Cisco Systems | asqillg , il acall -



/content/en/us/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921
/content/en/us/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921
https://tools.cisco.com/bugsearch/bug/CSCtn09836
https://tools.cisco.com/bugsearch/bug/CSCuq85949
https://tools.cisco.com/bugsearch/bug/CSCuq85949
https://tools.cisco.com/bugsearch/bug/CSCut78380
https://tools.ietf.org/html/rfc4291
https://tools.ietf.org/html/rfc4861
/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ip-config-00.html
//www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



