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] clsead | RadivsUser-Hame EQUALE ciscel e Maskesng_Profile 4110 Marksting
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webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di sk0:/anyconnect-w n-3.1.02040- k9. pkg 1
anyconnect enable

tunnel -group-1ist enable



group-policy GP-SSL internal
group-policy GP-SSL attributes
vpn-tunnel - protocol ikevl ikev2 ssl-client ssl-clientless

tunnel -group RA type renpote-access

tunnel -group RA general -attributes
addr ess- pool POCL
authentication-server-group ISE
accounti ng-server-group | SE
def aul t - gr oup-policy GP-SSL

tunnel - group RA webvpn-attributes
group-alias RA enable

ip local pool POOL 10.10.10.10-10.10.10.100 mask 255.255.255.0
TrustSec 9 ASA AAA 655 JaST .2

aaa- server | SE protocol radius

aaa-server |SE (outside) host 10.48.66.74
*kkk %k key

cts server-group ISE
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ASA# cts import-pac http://192.168.111.1/ASA-CTS-2.pac password 12345678
PAC | nported Successfully!
#ASA
ASA# show cts pac

:PAC-Info
Valid until: Mar 16 2015 17:40: 25
Al D €a48096688d96ef 7b94c679al7bdad6f
I-1D ASA- CTS- 2
A-1 DI nfo: Identity Services Engine
PAC-t ype: Ci sco Trustsec
: PAC- Opaque
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ASA# show cts environment-data sg-table

:Security Group Table
Valid until: 17:48:12 CET Mar 17 2014
Showing 4 of 4 entries

SG Nane SG Tag Type
ANY 65535 uni cast
Unknown 0 uni cast
Finance 2 uni cast
Marketing 3 uni cast
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access-|li st outside extended permit icmp security-group tag 2 any security-group
tag 3 any
access-group outside in interface outside
access-list outside extended pernmt icnp security-group name Finance any
security-group name Marketing any
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ASA(confi g)# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : cisco | ndex 1

Assigned IP : 10.10.10.10 Public IP : 192.168. 10. 68

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1l
Byt es Tx : 35934 Byt es Rx 1 79714

G oup Policy : GP-SSL Tunnel Goup : RA

Login Tine : 17:49:15 CET Sun Mar 16 2014

Dur ati on : Oh: 22m 57s

I nactivity : Oh: 00m 00s
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VLAN Mapping : NA VLAN : none
Audt Sess ID : c0a8700a000010005325d60b
Security Grp : 2:Finance

Username : cisco2 I ndex 2

Assigned IP : 10.10.10.11 Public IP : 192.168. 10. 80

Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DILS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1)SHA1
Bytes Tx : 86171 Bytes Rx : 122480

G oup Policy : GP-SSL Tunnel Group : RA

Logi n Tinme : 17:52: 27 CET Sun Mar 16 2014

Dur ati on : Oh:19m 45s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess I D : c0a8700a000020005325d6¢ch
Security Grp : 3:Marketing
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C:sUzerssadmin>ping 18.18.18.11 -5 18.1A.18.184

Pinging 18.18.18.11 from 18.18.18.108 with 32 bhytez of data:
18.18.18.11: bytes=32 time=3mz TTL=128
18.18.18_.11: bytes=32 time=4mz TTL=128
18.18.18.11: bytes=32 time=6bmz TTL=128

18.18.18.11: bytes=32 time=tms TTL=128

Ping statistics for 10.10.108.11:

Packet=z: Sent = 4, Heceived = 4, Lost = @0 (B8» loss),.
Approximate round trip timesz in milli-—seconds:

Minimum = 3Im=z, Maximum = 6msz, Average = 4ns

o oblae

ASA(confi g)# show access-list outside

access-list outside; 1 elenents; name hash: Oxla47dec4
access-list outside line 1 extended permit icmp security-group
("tag 2(name="Finance") any security-group tag 3 (name="Marketing
any (hitcnt=4) 0x071f07fc

LoVl eliw] o

Mar 16 2014 18:24:26: %ASA-6-302020: Built inbound ICMP connection for
faddr 10.10.10.10/1(LOCAL\cisco, 2:Finance) gaddr 10.10.10.11/0
(laddr 10.10.10.11/0(LOCAL\cisco2, 3:Marketing) (cCi Ssco

ICMP Laxd uSas o5 sV lal gLVl 59,0 &85> Joud o
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ssUserssadminping 18.18.18.18 -8 18.18.18.11

18.18.18.18 from 18.18.18.11 with 32 bytes of data:
timed out.
timed out.

timed out.
timed out.

statistics for 18.18.168.108:
Packets: Sent = 4. Received = B, Lost = 4 (188x loss>.

ASA L

SJMar 16 2014 18:06: 36: %ASA-4-106023: Deny icmp src outside:10.10.10.11(LOCAL\cisco2
Marketing) dst outside:10.10.10.10(LOCAL\cisco, 2:Finance) (type 8, code 0) by:3
[ access-group "outside" [0x0, 0x0
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