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group-policy M internal
group-policy MY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
def aul t - group-policy My
authorization-required
tunnel -group RA webvpn-attributes
authentication aaa certificate
group-alias RA enable
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Role Services

Cradentisls
[ Fole servces |

Setup Type
CA Type
Brivate Kay

Cryptography

CA Name

validity Period
Certificate Database
Aythentication Type for C...
Cenfirmation

2
3

Select Role Services to configure

Certification Authority

Certification Authority Web Enrollment
(] Online Responder

[[] Network Device Enrollment Service

[ Certificate Enrollment Web Service

[w] Certificate Enrollment Pelicy Web Service

More about AD CS Server Roles

DESTINATION SERVER
WIN-35QVHO3POE lab.com
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2 Add Roles and Features Wizard [= | = [
- e DESTINATION SERVER
Select features WIN-35QVH035QE3 b cem
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Sefver Selection — s | A Online Responder Tools incledes the
e 4 (B Role Administration Tools (12 of 28 installed) Online Responder Management
- b [W) AD DS and AD LDS Tools (4 of § installed) snap-in.
. _
. b [] Hyper-V Management Teols
e b [E] Remote Desktop Services Tools (1 of 3 inst
Rele Services B[] Windews Server Update Services Tools
Confirmation 4[] Active Directory Certificate Services Tools
[ Certification Autharity Management Tod _
[FfOnline Responder Tools i
i
[[] Fax Server Tools
[] File Services Tools
' et =
< 1] »
< Previous Mext >
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| Certificate Templates Consale — | =] e
File Acion Veew Help
| m B =

& Cestificate Templates (DC test-c|| Template Display Marfie

3 adrministratar e
3 Authenticatad Session - e

B Basic £F SubsciName | Sever | lssuance Recuimments b
B CA Exchange Compatitiity | General | Request Handing | Comtoorepty | Hey Atestation | I——
Z CeP Encryption Supemeded Templates | Bdtensions | Secuty P ¢ .
H Code Signing Group or user rames:

H cornputer

= Capy of OCSP Response Signing

& Cross Certification Autharity

m Directory Email Replication

3 Darmain Condroller

3 Darmasin Controller Authentication
3 EFS Recovery Agant

3 Envoliment Agent

2 Enraliment Agent (Cormputer)
= Exchange Enrgllenent Agent (0
Z Exchange Signature Only

= Exchamge Uiser

HIPsec

Z IPSec (Offline request)

5 Kerberos Authertication

3 Key Recovery Agent

3 OC3P Response Sgning

3 Ras and 15 Server

T Reat Certification Authority

Z Foutar (Offline reguest)

Z Senateard Logon

1 Srnatcard User

& subardinate Certification Autharity
lﬂ Trust List Signing .

< " » || <] " | >

B Domain Adming (TEST-CISCONDomain Admins)
82, Evverprise Admine (TEST-CIS00NEnbarprss Admins)

oLVl slaeyl Jl el 5,391 eblaedl 8815 s oSy

2 x> w ioplus] shall Skl BB < a1z < 83l B < CA I Jasl .l oy, 0d
:_)_)S.D.”



o certsrv - [Certification Authority (Local)\test-cisco-DC-CA\Certificate Templates] | = | 3| X |
View Help

=R=YR 7

File Action
= 2|

4 j test-cisco-DC-CA
] Revoked Certifica
1 lssued Certificates
] Pending Requests
] Failed Requests
| Certificate Templ

L Certification Authority (L] 3

Select one Certficate Template to enable on this Certification Authority.

Mote: I a certiicate template that was recently created does not appear on this list, you may need to walt unti

about this template has been repbcated to all domain

infomation
Al of the cedificate lemplates in the mehmmm&

For more information, see Certificate Template Congepts.

Hame intended Purpose

B Authenticated Session Chert Authentication

5 CA Exchange Private Key Archival

5 Code Signing Code Sigring

2 Copy 2 of OCSP Response Signing OCSP Signing

5 Copy of OCSP Response Signing  OCSP Signing

5 Cross Catication Authorty <Al

5 Ervoliment Agent Cenfficale Request Agent
5 Enroiment Agent [Computer) Certificate Request Agent
5 Exchange Signature Oy Secure Emai

5 Exchange User Secure Emal

T 1PSar IP maririty IKF intarmadines

OCSP aoxs 83lgis
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b= ocsp - [Online Responder: DC.test-cisco.com\Revocation Configuration]
File Action View Help

U Y

€4 Online Responder: DC.test-cisco.cd| Name Signing Certificate Selec...  Enrollment Ten
i Revocation Configuration
F @ Array Configuration
7 DCtest-cisco.com

There are no items to show in this view.

Add Revocation Configuration L2l x |

#  Choose CA Certificate

Getting started with addi... In order to check the status of a certificate, a revocation configuration for the Online
Responder must identify the CA that issued the certificate.

Name the Fevncation Co.— You can identify this CA by selecting a CA cartificate published in Active Directory or

Select CA Certificate Loca... by locating a CA computer.
Choose CA Certificate
Select Signing Certificate ®) Browse CA certificates published in Active Directory

Revocation Provider

Salect a certification authority (CA) you want to use.

CA Computer
P test-gisco-DC-CA DC. test-cison. com

OCSP 03> 63lgis eliis] piy .awis duwnwiall §rasll g all plaiiwl OCSP J (Sa
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5
File Action Wiew Help

o= H

ocsp - [Online Responder; DC.test-cisco.com]

€5 Online Responder: DCtest-ciscocd |
rﬁ Revocation Configuration S
[ f?‘ Array Configuration

u

. _ﬂ Use this smap-in to configure and manage one or more certificate revocation responders.

Online Responder Configuration

Add Revocation Configuration |L-

Getting starbed with addi...
Mame the Revocation Co...
Select CA Certificate Loca...
Choose CA Certificate
Select Signing Certificate

Revocation Prowvider

Select Signing Certificate

Revocation information is signed before it is sent to a client. The Online Responder can
select a signing certificate automatically, or you can manually select a signing
certificate for each Online Responder,

® Automatically select a signing certificate
[ Auto-Enrcll for an OCSP signing certificate

Certification awthority: lDC.DEt-ciscn.cnm‘-.,tst-ciscu-[:'[-fﬂ

Certificate Template: | Copy 2 of OCSP Response Signing v

() Manually select a signing certificate

Mote: You will need to specify a signing certificate for each member in the
Online Responder Array.

() Use the CA certificate for the revocation configuration

| < Previous | | [ Finish Cancel

: 89190/ oz leil> ol (09 651l Sy o0 25T

Revocation Configuration Status “

The 5Status pane identifies Online Respender configurations that are working properly or that may
need administrator attention. To get more information, select the Array members,
Mote: You may need to click Refresh if recent configuration changes or other administrative actions

are not represented here,

For mare information, see Verifying that a revocation configuration is functioning properly,

@ RevocationConfiguration

Working




Revocation Configuration Status

& Signing Cerfficate: Ok

Wiew Signing Cerificate
Revocation Provider Status:

Type: Microsoft CRL-based revocation status provider ~
The revocation provider is successfully using the cument configuration

oolginll Juolss oo saxill 6y3kall eblgill < CA I Jasl .5

sl certsrv - [Certification Authority (Local\test-cisco-DC-CAYIssued Certificates]
File Action View Help
o8 2 d=H K Centificate E3)

late Serial Mumber Certificate Effective Daty
ber (.. 240000000206c... 1010/2013 T:25 AM

[ ;__ﬂ] Certfication .ﬂuulhqn‘t}- {Lecal)

u General | Datais | '
4 g best-cisce-DC-CA . = | St atiy

1 Revoked Certificates chow: (s v| tment., 2400000002486, 10/10/2012 T:23 AM
| lssued Certificates CEP.. 2400000004871, 10/10/201% 7:33 AM
Pending Requests [ e Value w| | Phues.. 24000000057d3.. 10/10/2013 11:54 AM
| Failed Requests [ vk Thirsday, Cetnber 24, 20136... ques... 240000000635, 10/10/201Z 11:47 PM
1 Certificate Templates ;,jm;m: DL testrdscn.com ques...  240000000708b.., 101172013 1205 AM
L |Puble kery RSA (2043 Bits) fues..  24000000082d2... 1001172013 12:12 AM

m

{5 | Certificate Template Inform,..  Template=1.2.6.1.4.1.311.21...

24000000038d... 10107003 12T PM
OCSP Signing (1. 3.6, 1.5.5.7.3...

240000000995F... 1071072013 1:27 PM

b .

(1| ApplicationtPo [1]4pplication Certificate Polic...

;L'OCSPMREUMDM Chedking 0500 2400000000042... 1051072013 1:28 PM
[ ] Autharity Key Identifier KeylD=gfoa b2 61900, | 240000000 b0c...  10/10/2013 1:30 PM
i ) 24000000042 e, 10102013 1:31 P
DCeP Sgring (L3.6.1.5.5.7.5.9) bues..  240000000e80d.. 10/10/2013 206 PM

A6 2400000002210 10/10/2013 651 PM
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RFC 2560 X.509 o ol wo,i)l uc é5lgidl A JoSei9 p o lowws Hlaol 929 ozl 6,08 bl 50l
. Internet Key Public Infrastructure Certificate Protocol - OCSP
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File Action View Help

% 7 = H

i) Revocation Configuration
2 BP Array Configuration
‘-J DL test-cisco.com

'F;d Online Responden D(.test-cisc-:l.n:t- . Mame
57 RevocationConfiguration

Properties for Revocation Configuration: Revocaﬁunﬂ...
[ Local CRL | Revocation Prowder | Sening |

The salacted hash algothm 2 uzad by the Onbine Raapondans to sign
responses sar to chents

Hash algeethen: | 5y, v

[+#] D rwot proenpt for credentials for cryptographic operations

rutomatically use renewed signing cestificales
[v] Enable NONCE exf ansion support
|| Use arry valid OCSP signing certificate

Orling Respander dertifiers
All responses wil include the folowing Online Resgonder idertfier

(#) Kiery hash of the signing cerificate
(7 Subgect of the signing cartficats

OK || Cancel || Hep |

Signing Certificate Selec...
Automatically enrolled

Enrollment Template
Copy 2 of OCSP Response 5

plaiwM oVl 681> OCSP doas

'ASA e oVl Jass oSay dig _wogs Y Cisco ol o a )l le

BSNS- ASA5510- 3(confi g-ca-trust point)# ocsp disable-nonce

OCSP clasda) CA (oS5

olsic plasiuw] piy .oya0 63l JS (8§32l Jsb OCSP JI ¢peuni; ol CA JI reconfigure oV (2 il

63l dxuo ¢y géxill aic OCSP pslxy JLaiM ASA 9 o (9=xlall 138 0 URL
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File Action View Help
o= %5 E Q=

> T

test-cisco-DC-CA Properties

_El Certification Authority (Local)
4 g test-cisco-DC-CA
| Revoked Certificates

—

| Issued Certificates

—

| Pending Requests

—

| Failed Requests

—

| Certificate Templates

Enrollment Agents I Auditing I Recovery Agents I Securty
General | Policy Module | Bxit Module
Exensions | Storage I Certificate Managers

Select extension:
|A|_rthurit:.r Information Access (ALA) W

Specify locations from which users can obtain the cefficate for this CA.

C:Windows system 32 Cert Sne\Cert Ennollh < ServerDNSMName=_<CaMName
|dap ./ CN==CATruncated Mame= CH=AlA.CN=Public Key Services,CN=5
http://<ServerDMNSMName/Cert Enroll/<ServerDMSMName:_<CaMame»<Ce
file://<ServerDN SMName =/ Cent Enroll A <ServerDMSName > «<CaMame»«<Cen

Add.. |

| Remove

Include in the AlA extension of issued cerfficates
Include in the online cefficate status protocol (OCSP) extension
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OpenSSL
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[

basi cConstrai nts

digital Signature,

COCSPr esponder ]
= CA: FALSE
keyEnci pher ment
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[ UserCerts ]
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:OCSP o515 Juiwi e, 4

openssl ocsp -index our CAwebPage/i ndex.txt -port 80 -rsigner
ocspresponder.crt -rkey ocspresponder.key -CA cacert.crt -text -out
| 0g. t xt

6o lgal giges HLiz! .5

openssl ocsp -CAfile cacert.crt -issuer cacert.crt -cert exanple-cert.crt
url http://10.61.208.243 -resp_text-

. ol _le OpenSSL gdgo le alioVl 0 2y j0ll 4900

.no_nonce-9 nonce- Yoo plaziwl 38lall 9 pSxill Sou9 {OCSP g b ASA Jin .OpenSSL acuy

63a=io OCSP >law go ASA

i aild (OCSP URL lgie e sgixs Jwosll 63lgin culs 131 i> .OCSP URL ylgic ASA ol ol oS
ASA e 55>60)l (oSl dlawlg, Lg8gd a,ls)|

crypto ca trustpoint WN2012

revocati on-check ocsp

enrol Il ment url http://10.61.209.83:80/certsrv/nscep/ nscep. dl |
ocsp url http://10.10.10.10/ocsp

pal 9 J9guall go wlilgidl JS o 138 LoVl Jlio gllaiy a0 JSuiny OCSP o35 wloic way,mi oy
v eI URL ylgic paziuwy (OCSP g89i 0 (éxill OpenSSL TrustPoint paziuw9 &9l
el JLw,Y http://11.11.11.11/ocsp

crypto ca trustpoint WN2012
revocati on-check ocsp
enrol Il ment url http://10.61.209.83: 80/ certsrv/nscep/ nscep. dl |
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0csp

crypto ca certificate map MAP 10
subj ect - name co admi ni strator

16D OCSP URL (,¢ i) pasiiuall wu il
oslgidl asylns 4oVl plaziwl aaa, cwd s3I OCSP psls .1
ocsp url ,oVl plaziwl adaua; cwd s3I OCSP eyl .2
Jrall 65lgid AIA Ja> 9 OCSP s> .3

wlivo CA 19 (0 2990 OCSP g0 ASA

match LoVl plasiw] )90l oo A 03D Jio (9 .l §uao g0 Jid o OCSP &lxiw| 2995 Soy
.OCSP 6slgis 0 gaxill ASA e dalize 45 dlas; plaziwY certificate

crypto ca trustpoint WIN2012
revocati on-check ocsp
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enrol Il ment url http://10.61.209.83:80/certsrv/nscep/ nscep. dl |
match certificate MAP override ocsp trustpoint OPENSSL 10 url
http://11.11.11.11/0ocsp

crypto ca certificate map MAP 10
subj ect - name co admi ni strator

crypto ca trustpoi nt OPENSSL
enrol | rent term nal
revocati on-check none
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(JlaJl 132 _ 5 OCSP (OpenSSL 6>lgi

3 azy 3y silg (Jliall 1id (8 TrustPoint (WIN2012 Jgl Jilio pastiuuall wlslgi o o gaxidl iy
OCSP & xiw] o gaxill ayol,idVl Loy §gigall alasill

uuss Jilao OCSP éslgis douo (o $3il piy «match certificate ;oY 9 6520 ass alass sl _udei piy o 13]
L(Jbadl 13 9 WIN2012) paciawall wlblgis Jio asill dass

crypto ca trustpoint WIN2012
revocati on-check ocsp
enrol |l ment url http://10.61.209.83: 80/ certsrv/nscep/ nscep. dl |
match certificate MAP override ocsp 10 url http://11.11.11.11/ocsp

- " L').D - __"
2o JSuin ousSil Jac ST pud)l 13D paziwl

p jio 811" @il ShOW Lolsl Las, (1089 velzuall eVesll) L3Vl a2 sis Sl5] acas :ala>Mo
show oVl 255a) S o) "2,

SCEP e &slgadl e JouaxJl - ASA
'SCEP plastiuw] JY5 0 63lgid] e Jgaxl das >Vl 1id auos,

:CA sl e Jauaxll TrustPoint a93bas dlac D 0id .1

debug crypto ca
debug crypto ca nessages


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

debug crypto ca transaction

BSNS- ASA5510- 3(config-ca-crl)# crypto ca authenticate WN2012
I1Crypto CA thread wakes up

:CRYPTO_PKI: sending CA Certificate Request

=CGET /certsrv/ mscep/ nscep. dl | / pkiclient. exe?operati on=CGet CACert &ressage
W N2012 HTTP/ 1.0

Host: 10.61.209. 83

CRYPTO PKI: http connection opened

:INFO Certificate has the followi ng attributes
Fi ngerprint: 27ddale5 eled3f4c e3a2c3da 6d1689c2
:[Do you accept this certificate? [yes/no

." Pl ease answer 'yes' or 'no %
:[Do you accept this certificate? [yes/no
yes

.Trustpoint CA certificate accepted

26359 &0 lede Jsaxl oy 83519 6,0 SCEP 49,0 dalS 3929 I ASA zlix, ésleidl Ll J>1 o
http://IP/certsrv/mscep_admin _le J9guuall oS

- x 192.168.10. 100/ Cermsngmscef

Metwark Davice Enmilmant Sanics

Heswork Device Enrgliment Senace allows wou to obtain cerificatas for routers or ather netwerk devices using the Simple Certificate Errslment Protocal (SCER)
To complate carbficata enrallmeant Tor your network devica youwll nesd the fallewang infarrmation

The thumioprint (hash value) for the CA cerificats is: 2TDDAJES E1ED3F4C E3AZCIDA BD16B9C2

The snrolimant challenge password is

This passwoerd can be usad anly once and will axpirg wilhin G0 menulss.

Each enrallment requires a new challznge password. You can refresh this web page to obtain 8 new challenge password

Faor rmore infarmation see Lising Matwork Device Enrollment Sendce

:ASA JI e 6slgidl Lllay ol aalS ol clasiwl .3

BSNS- ASA5510- 3(confi g)# crypto ca enroll WIN2012

%

Start certificate enrollment %

Create a chall enge password. You will need to verbally provide this %
.password to the CA Adnministrator in order to revoke your certificate
For security reasons your password will not be saved in the

.configuration
. Pl ease nake a note of it

EIE R R O I PaSSV\Drd

EIE R R I S O Re_ ent er paSSV\Drd

:The fully-qualified domain nane in the certificate will be %

BSNS- ASA5510- 3. t est - ci sco. com

I nclude the device serial nunmber in the subject name? [yes/no]: yes %
The serial nunmber in the certificate will be: JMX1014K16Y %

Request certificate from CA? [yes/no]: yes
Certificate request sent to Certificate Authority %
#( BSNS- ASA5510- 3(confi g



:CRYPTO_PKI: Sending CA Certificate Request

=CGET /certsrv/ mscep/ nscep. dl | / pkiclient. exe?operati on=CGet CACert &ressage
W N2012 HTTP/ 1.0

Host: 10.61.209. 83

CRYPTO PKI: http connection opened

CRYPTO_PKI: Found a subject match - inserting the follow ng cert record
into certlList

2s09ll J21 o ol 2l Loy Bis> pi

63lgis ASA 9 CA Ul elow 2> _lc by 4

BSNS- ASA5510- 3(confi g) # show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Number: 240000001cbf 2f c89f 44f e819700000000001c
Certificate Usage: General Purpose
(Public Key Type: RSA (1024 bits
Signature Al gorithm SHA1 with RSA Encryption
;1 ssuer Nane
cn=t est - ci sco- DC- CA
dc=test-cisco
dc=com
: Subj ect Nane
hostname=BSNS-ASA5510-3.test-cisco.com
seri al Nunber =JMX1014K16Y
:CRL Distribution Points
, I dap: / /1 CN=t est - ci sco- DC- CA, CN=DC, CN=CDP [ 1]
, CNEPubl i c%20Key%20Ser vi ces, CN=Ser vi ces, CN=Conf i gurati on
=DC=t est - ci sco, DC=con®certi fi cat eRevocati onLi st ?base?obj ect Cl ass
cRLDi stri buti onPoi nt
:Validity Date
start date: 11:02:36 CEST Cct 13 2013
end date: 11:02:36 CEST Cct 13 2015
Associ ated Trustpoints: WN2012

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 3d4c0881b04c799f 483f 4bbe91dc98ae
Certificate Usage: Signature
(Public Key Type: RSA (2048 bits
Signature Al gorithm SHA1 with RSA Encryption
;I ssuer Name
cn=test-cisco-DC-CA

dc=test-cisco

dc=com
: Subj ect Nane

ch=t est - ci sco- DC- CA

dc=test-cisco

dc=com
:Validity Date

start date: 07:23:03 CEST Cct 10 2013

end date: 07:33:03 CEST Cct 10 2018
Associ ated Trustpoints: WN2012

slaiol (8 URL'OCSP _le sgixs ASA éslgi ol i pe)l e .6kl wlaxls plags ASA o2, V
Cisco CSCui44335. "ASA ENH (0 clas3Vl auai 8,20 Ll .lgoas, ¥ ASA CLI ol VI JAIA
el 13® " o9 ,20ll Certificate x509 Extensions


https://tools.cisco.com/bugsearch/bug/CSCui44335

wigll ax20 ue 65lgd _Je Jouaxll - AnyConnect
ol e cusdl osmime plaziw] JMS (o 83lgid] e Jouaxl &S el 13 zog,

A paciwl (Jsasdl iousSUl le> e usll axdan NS oo AnyConnect pasiuwe 63l b Sy
:http://IPICERTSRV _le Gxaall g2 a)l | JsM 9 Lo i

« C [3 192.168.10.100/certsrv/

Microsofi Active Dwrectory Certificate Serices — test-cisco-DC-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you cal
depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or certificate revocation I

For more information about Active Directory Certificate Senices, see Active Directory Cedificate Senices Documentation.
Select a task:
Request a cerificate
View th f ndin rificate r
T ifi i in,_Qr

pis sy (Microsoft ¢z JI B uaai pi (gl Lo seims Gike (9 pasiaall 65l Jaa> Soy .2
rdaliwall 65lgidl o Gaxill certmgr.msc pasiw i.AnyConnect dlouwlgy 4 eyl

ﬁ certmgr - [Certificates - Current User\Personal\Certificates)
File Action View Help [

e 2@ £ LI XD = Hem

Certificate (=]

General | Detals | Certification Path

¥ Certificates - Current User Issued To
« =& szgm:f L Administrator Show: [{M} "J
= T_ tl:: RK;:E; s Cpltest-cisco-DC-Ca .
ruste > B ICATHE Y -
| Field Value
» ] Enterprise Trust
B ht::::l?;t:ll Certification Au @oRL Distrbuton Ponts [£JGRL Distitasion Pokit: DBt
- Autharity Information Access [ 1] Authority Info Access: Acc...
» [ Active Directory User Object gwmi Template Name ,E,:L
8l Trusted Publishers [ty |Enhanced Key Usage Encrypting File System (1.3.6....
» [ Untrusted Centificates [y |subject Alternative Mame  Other Name:Principal Name =A... |=
¢ || Third-Party Root Certificatior }gjg,mf Capabiities [1]5MIME Capabiity: Object I...
o [ Trusted Pecple i |mey usage Digital Signature, Key Encipher_...
“| Other People L[] Th sebreint slaritinen sha -
¢ | Cerificate Enrollment Reque: ey
- URL =idlan; stest-geco-DC-CA CH=ATA CH=Pubbic%% -
| Smart Card Trusted Roots 20Key%h HServices, CNmServices, ON =Configuration, D mtest -

basco, DC =comPcACertificate?basa fobjectClass scertificationduthority
[2] Autharity Info Access

Access Method=0ndre Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)

Alternative Name:

.a=uo AnyConnect cwogi JLd G lallb 65lgid] Lo AnyConnect J Sy oS

OCSP 0 gaill go ASA VPN _J 32 o Jswosll



:OCSP dxuo 0 Gaxill dass el )2Vl 13D v,

1lc OCSP gdg; 65l 9z id .OCSP J 65lgaidl o0 3833l piy sl ASA by (JlasVl Jobs Ly
:OCSP i lpaxd pis pJg Lax9 y9x §=2lo

debug crypto ca
debug crypto ca nessages
debug crypto ca transaction

: ASA- 6- 725001: Starting SSL handshake with client outside%

.for TLSvl session 10.61.209. 83/51262
. (ASA-7-717025: Validating certificate chain containing 1 certificate(s%

.ASA-7-717029: ldentified client certificate within certificate chai n%
:serial nunmber: 240000001B2AD208B12811687400000000001B, subject name
.cn=Admi ni strator, cn=Users, dc=t est - ci sco, dc=com

. Found a suitable trustpoint WIN201l2 to validate certificate

ASA- 7-717035: OCSP status is being checked for certificate. serial %
:nunber: 240000001B2AD208B12811687400000000001B, subject nane

.cn=Admi ni strator, cn=Users, dc=t est - ci sco, dc=com

: ASA- 6- 302013: Built outbound TCP connection 1283 for outside%

to identity: 10.48. 67.229/ 35751 (10.61.209.83/80) 10.61.209.83/80

(10. 48. 67. 229/ 35751)

. ASA- 6- 717033: CSP response received%
ASA- 7-717034: No-check extension found in certificate. OCSP check%

. bypassed
ASA- 6- 717028: Certificate chain was successfully validated with%

.revocation status check

2009l U2 o ooyl Loy Bis> ai

ZpAiiuud|cbu¥pup ;ghy“ ijiou|pJ§ﬂ



'Y Cisco AnyConnect | 10.48.67.229

sername: Cisco

Passwaord:

[ oK ] | Cancel

@' Cisco AnyConnect Secure Mobility Client

Contacting 10.43.67.229,
10.48.67. 229 Connect

rauso JSuin VPN dwl> cgol .3

ASA- 7-717036: Looking for a tunnel group match based on certificate maps%
:for peer certificate with serial nunber
, 240000001B2AD208B12811687400000000001B, subj ect nane: cn=Admi ni strator
, cn=User s, dc=t est - ci sco, dc=com issuer_nane: cn=test-cisco-DC CA
.dc=test-cisco, dc=com
ASA- 7-717038: Tunnel group match found. Tunnel Group: RA, Peer%
,certificate: serial nunber: 240000001B2AD208B12811687400000000001B
, Subj ect name: cn=Adni ni strator, cn=Users, dc=t est-ci sco, dc=com
.issuer_nane: cn=test-cisco-DC CA dc=test-cisco,dc=com

: ASA-6-113012: AAA user authentication Successful : local database%

user = cisco
ASA- 6-113009: AAA retrieved default group policy (M) for user = cisco%
ASA- 6-113039: G oup <MY> User <cisco> | P <10. 61. 209. 83> AnyConnect parent%
. session started

=l wals 4

BSNS- ASA5510- 3(confi g)# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detail ed

Username : cisco I ndex 4

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Pr ot ocol : AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Premi um

Encryption . AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4

DTLS- Tunnel : (1) AES128



Hashi ng : AnyConnect - Parent: (1l)none SSL-Tunnel: (1)SHAL
DTLS- Tunnel : (1) SHA1

Bytes Tx : 10540 Byt es Rx : 32236
Pkts Tx : 8 Pkts Rx : 209
Pkts Tx Drop : O Pkts Rx Drop : O

G oup Policy : MY Tunnel Goup : RA
Login Tinme : 11:30:31 CEST Sun Cct 13 2013

Dur ati on : Oh: 01m 05s

Inactivity : 0h: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

: AnyConnect - Par ent

Tunnel ID 4.1

Public IP : 10. 61. 209. 83

Encryption : none Hashi ng : none

TCP Src Port : 51401 TCP Dst Port : 443

Aut h Mode : Certificate and userPassword

Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client OS : W ndows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5270 Bytes Rx . 788

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

: SSL- Tunnel

Tunnel ID : 4.2

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Encryption : R4 Hashi ng : SHA1
Encapsul ation: TLSv1.0 TCP Src Port : 51406

TCP Dst Port : 443 Auth Mode : Certificate and
userPassword

Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client OS : W ndows

Client Type : SSL VPN dient

Client Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx : 5270 Byt es Rx : 1995

Pkts Tx 4 Pkts Rx : 10

Pkts Tx Drop : O Pkts Rx Drop : O

: DTLS- Tunnel

Tunnel ID : 4.3

Assigned IP : 192.168.11.100 Public IP : 10. 61. 209. 83
Encryption : AES128 Hashi ng : SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port : 58053

UDP Dst Port : 443 Auth Mode : Certificate and
userPassword

Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client OS : W ndows

Client Type : DTLS VPN dient

Client Ver : Cisco AnyConnect VPN Agent for Wndows 3.1.02040
Bytes Tx 0 Bytes Rx : 29664

Pkts Tx 0 Pkts Rx : 201

Pkts Tx Drop : O Pkts Rx Drop : O

:OCSP 0 363l Juasil elasVl ajuai plasiow] liSay .5

CRYPTO_PKl : starting OCSP revocation



:CRYPTO PKI: Attenpting to find OCSP override for peer cert: serial numnber
, 2400000019F341BA75BD25E91A000000000019, subj ect name: cn=Admi ni strator

, cn=User s, dc=t est - ci sco, dc=com i ssuer_name: cnh=test-cisco-DC CA
.dc=test-cisco, dc=com

CRYPTO _PKl: No OCSP overrides found. <-- no OCSP url in the ASA config

CRYPTO PKI: http connection opened

. CRYPTO_PKl : oCSP response received successfully

: CRYPTO_PKI: OCSP found in-band certificate: serial nunber

: 240000001221 CFA239477CE1C0000000000012, subject nane

,cn=DC. test-ci sco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco
dc=com

CRYPTO_PKI: OCSP responder| D byKeyHash

CRYPTO_PKI: OCSP response contains 1 cert singleResponses responseData
. sequence

' Found response for request certificate

CRYPTO_PKl : Verifying OCSP response with 1 certs in the responder chain

: CRYPTO_ PKI : Vvalidating OCSP response using trusted CA cert: serial nunber
, 3D4C0881B04C799F483F4BBE91DCO8AE, subj ect name: cn=test-ci sco-DC CA

,dc=t est-cisco,dc=com issuer_nane: cn=test-cisco-DC- CA dc=test-cisco
dc=com

CERT-C. Wocsputil.c(538) : Error #708h
CERT-C. Wocsputil.c(538) : Error #708h

:CRYPTO_PKI: Validating OCSP responder certificate: serial nunber

: 240000001221CFA239477CE1C0000000000012, subject nane

,cn=DC. test-cisco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco
dc=com signature alg: SHAl/ RSA

CRYPTO_PKI : verifyResponseSi g: 3191

CRYPTO_PKI: oOCSP responder cert has a NoCheck extension

CRYPTO _PKlI: Responder cert status is not revoked <-- do not verify
responder cert

CRYPTO_PKI : response signed by the CA

CRYPTO_PKI: Storage context released by thread Crypto CA

CRYPTO_PKI : transaction GetOCSP completed
CRYPTO PKI: Process next cert, wvalid cert. <-- client certificate
val idated correctly

&90il &Vl ainis .axuzuall OCSP dlxiwlg OCSP (b ¢ 138 (do )l blail Sgims 9
:Microsoft OCSP _lc 6x>l9 6,0 gxladl uSai 5 - guuall



No. | Source | Destination | F'rntucull Length | Info

24 10.48.67.229 10.61.208.243 0CSP 545 Request
31 10.61.208.243 10.48.67.229 0CSP 700 Response

d|

> Hypertext Transfer Protocol
v Online Certificate Status Protocol

responseStatus: successful (0)
= responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
~ BasicOCSPResponse
= tbsResponseData
b responderID: byKey (2)
producedAt: 2013-10-12 14:48:27 (UTC)
b responses: 1 item
= responseExtensions: 1 item
< Extension
Id: 1.3.6.1.5.5.7.48.1.2 (id-pkix.48.1.2)
» BER: Dissector for 0ID:1.3.6.1.5.5.7.48.1.2 not implemented.
b signatureAlgorithm (shaWithRSAEncryption)
Padding: ©
signature: 353fc461732dc47bld167ebace677a087765b48edb3b284c. . .
b certs: 1 item

6>a=io OCSP jolas go ASA VPN Jl a=; o2 Joogll

‘adu¥l 36 lgld ésa2i0 OCSP jslas g0 ASA 8 ainge o8 LaS dsylas 6lgus (oS5 i 13

... CRYPTO PKl: Processing map MAP Ssequence 10
= :CRYPTO PKI: Match of subject-name field to map PASSED. Peer cert field
cn=Adm ni strator, cn=Users, dc=t est-ci sco, dc=com nap rul e: subject-nane

.co administrator
.CRYPTO PKI: Peer cert has been authorized by map: MAP sequence: 10
, CRYPTO_PKI: Found OCSP override match. Override URL: http://11.11.11.11/ocsp
Override trustpoint: OPENSSL

elasl aumas 0955 (OCSP URL ylsic ol plaiw| sic

CRYPTO PKI: No OCSP override via cert maps found. Override was found in
. trustpoint: W N2012, URL found: http://10.10.10.10/ocsp

olelall 65lgidl9g OCSP g0 ASA VPN J| a=; e Jouogll
blalall Al ATy 6slgidl Jlayl das8 el 1id auss,

A ol 63lgin Jllay|



File Action View Help
e 7 d= H
L5 Certification Authority (Local) RequestID  Requester Mame  Binary Certificate  Certif
4 g test-cisco-DC-CA 6 TEST-CISCO\Ad...  ----- BEGIN CERTl... IPSeq
| Revoked Certificates &7 TEST-CISCOMVAd...  ----- BEGIN CERTI... IPSeq
| lssued Certificates EA TEST-CISCO\A...  ----- BEGIN CERTI... IPSed
| Pending Requests 59 TEST-CISCONA..,  ----- BEGIN CERTI... User
"1 Failed Requests =110 TEST-CISCO\Ad...  ----- BEGIN CERTI.. User
" Certificate Templates || =), TEST-CISCOVAd... - BEGIN CERTI... User
12 TEST-CISCOMAd...  ----- BEGIN CERTI... User
13 TEST-CISCOMAd...  ----- BEGIN CERTL... User
14 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
18 TEST-CISCONDCS  —---- BEGIN CERTL... Copy
119 TEST-CISCOMAd...  ----- BEGIN CERTL... IPSeq
520 TEST-CISCOMAd..,  ----- BEGIN CERTl... IPSeq
21 TEST-CISCOMAd...  ----- BEGIN CERTL... User
5 Ad... - BEGIN CERTL... User
= Open T REGIN CERTL...  Llser
&l All Tasks 2 View Attributes/Extensions...
% ] Refresh Export Binary Data...
?‘ Help Revoke Certificate
28 TEST-CISCOVAd...  ----- BEGIN CERTL... IPSeq
< m
Contains actions that can be performed on the item.

File Action View Help

e 2 Dc=z H

i Certification Authority (Local) RequestID  Revocation Date  Effective Revocation Date  Revocation Reason  Regquester

4 g test-cisco-DC-CA . bwl2? 10/13/2013 12:21...  10/13/2013 12:21 PM Unspecified TEST-CISC]
t;] Revoked Certificates E )
] lssued Cer||  All Tasks ’ Publish
[ Pending R View i
[ Failed Req
[l Certificate Refresh
Export List...
Properties
Help

o9 Ayl (CLI) jolgVl Jlauw dg>lg) 6acluwoll 615Vl plaiwl 2 9 1 wlglazll Jai Ly oSy [syl]] .3
:Power Shell



c:\certutil -crl
.CertUtil: -CRL conmand conpl eted succesfully

63lgadl dxo o izl L8 Uas azgs (Jlail Jwasll J9lxy losic

Cisco AnyConnect

i h Certificate Validation Failure

Ok

@' Cisco AnyConnect Secure Mobility Client

Mo walid certificates available for authentication.

10.48.67. 229 Connect

:65lgill & o el las | Liayl AnyConnect oMo s .5

.Contacting 10.48.67.229 [12:49:53 2013-10-13]
.No valid certificates available for authentication [12:49:54 2013-10-13]
Certificate Validation Failure [12:49:55 2013-10-13]

6slgidl Al> Jlayl (e ASA gl .6

CRYPTO_PKI: Starting OCSP revocation

.CRYPTO PKl: OCSP response received successfully

: CRYPTO PKI: OCSP found in-band certificate: serial nunber

: 240000001221 CFA239477CE1C0000000000012, subj ect nane

,cn=DC. test-cisco.com issuer_nane: cn=test-cisco-DC CA dc=test-cisco
dc=com

CRYPTO _PKI : OCSP responder| D byKeyHash

CRYPTO PKI: OCSP response contains 1 cert singl eResponses responseData
. sequence

! Found response for request certificate

CRYPTO PKI: Verifying OCSP response with 1 certs in the responder chain
:CRYPTO PKI: Validating OCSP response using trusted CA cert: serial nunber
, 3D4C0881B04C799F483F4BBE91DCO8AE, subject nane: cn=test-ci sco- DC CA
,dc=test-cisco,dc=com issuer_nane: cn=test-cisco-DC CA dc=test-cisco



dc=com

CRYPTO_PKI : verifyResponseSi g: 3191

CRYPTO _PKl: OCSP responder cert has a NoCheck extension
CRYPTO_PKI : Responder cert status is not revoked

CRYPTO PKI : response signed by the CA

CRYPTO_PKI : Storage context released by thread Crypto CA

CRYPTO PKl: transaction GetOCSP completed

: CRYPTO_PKI : Received OCSP response: Cct 13 2013 12:48:03: %ASA- 3-717027
Certificate chain failed validation. Generic error occurred, Seria

:nunber: 240000001B2AD208B12811687400000000001B, subject name

.cn=Admi ni strator, cn=Users, dc=t est - ci sco, dc=com

: CRYPTO_PKI : Bl ocki ng chain callback called for OCSP response (trustpoint
(WN2012, status: 1

CRYPTO_PKI : Destroying OCSP data handl e Oxae255ac0

CRYPTO_PKI: OCSP polling for trustpoint WN2012 succeeded. certificate

. status is REVOKED

.CRYPTO_PKI: Process next cert in chain entered with status: 13

CRYPTO _PKl: Process next cert, Cert revoked: 13

JlayY 65lgadl Ay dx>L OCSP dylxiw] bVl o> el .7

No. | Source Destination Protocol | Length| Info
24 10.48.67.229 10.61.209.83 0CspP 544 Request
3110.61.209.83 10.48.67.229 0CSP 721 Response

<

» Hypertext Transfer Protocol
< Online Certificate Status Protocol
responseStatus: successful (0)
~ responseBytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
v Bas1cOCSPResponse
v thsResponseData
b responderID: byKey (2)
producedAt: 2013-10-13 10:47:02 (UTC)
= responses: 1 item
= SingleResponse
b certID
thisUpdate: 2013-10-13 10:17:51 (UTC)
nextUpdate: 2013-10-14 22:37:51 (UTC)
b singleExtensions: 1 item
P responseExtensions: 1 item
b signatureAlgorithm (shaWithRSAEncryption)

le>Nooly clias VI BLiSiwl

Le>Moolg (oSl ellas] BliSiwy leolaiuw! diSay wlogls puusl! 13D 80,



Jlaze OCSP pol5

:OCSP psl5 Jlazs xic ASA i

. CRYPTO_PKl : unable to find a valid OCSP server
. CRYPTO PKl: OCSP revocation check has failed. status: 1800

Le>Vooly elas VI Blisiwl 9 Loyl o=l bladl ollac aclus ol Soy
woljio e gl

OCSP w35 Ju (gsiio 62l §,lsall) ASA _le cdg)l (o 0281 OCSP pals e JJIl edgll oIS 13]
lgic ASA glug g 2 a0 & &l

CRYPTO PKI: OCSP response status - unauthorized
Loyl Jius, asld  Jusioll 891 o OCSP & lxiwl ASA il loaic

dedgall JuasVl bl pc> piy ¥

Microsoft Windows il plias _le oLVl slacyl 629) ool Lle JlasVl pac ollac o> pis ol 13l
bamizo _né dlxiw] gl>,] pi (2012 R2

No. |Source Destination Protocol | Length| Info

56 10.48.67.229 16.61.208,.243 0CSP 545 Request
59 10.61.208.243 10.48.67.229 0C5P 337 Response

|

* Frame 59: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)

v Ethernet II, Src: Cisco 2a:c4:a3 (00:06:f6:2a:c4:a3), Dst: Cisco_b8:6b:25 (00:17:5
b Internet Protocol Yersion 4, Src: 10.61.208.243 (10.61.208.243), Dst: 10.48.67.229
¢ Transmission Control Protocol, Src Port: http (88), Dst Port: 14489 (14489), Seq:
» Hypertext Transfer Protocol

- Online Certificate Status Protocol

responseStatus: unauthorized (6)
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§j Start Page
493 DC (TEST-CISCO\Administrat

Group by: No Grouping z

.} Application Pools Name E Status Response Type
4-(@] Sites Anonymous Authentication Enabled
4 Q) Default Web Site ASP.NET Impersonation Disabled
b ¥ ADPolicyProvider_ Basic Authentication Dizabled HTTP 401 Challenge
-1 aspnet_client Digest Authentication Disabled HTTP 401 Challenge
b . CertEnroll Forms Authentication Dizabled HTTP 302 Login/Redirect
p ¥ CertSrv Windows Authentication Disabled HTTP 401 Challenge
[ ,?‘ DomainHRA
b P HCAP
b ¥ NonDomainHRA
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