odosu zolj IUlely IUslod JJoJdssd (ASA)
DHCP Relay

lJpzogsle
| 9300

el dole 1wl w.sé

Lpclo ol

2125 ) DHCP Ll wedsle 3alse DHCP | lpc 28

woozse Ligble pg $olsp DHCP | Jecgssé
Lo 8l og 2950 DHCP L) ecgss6
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lowod ol L izble ol o izl
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:___squS o3l ldpuwews wyesd DHCP gds Cisco ASA L pwless gpdsle [dollb 1Uz)e souozse
Igbolisol 965930 poldl JJodgsu.

IJpclbdole Il ulusé
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w9gso bdole DHCP oy 1dgedle |Us p9zo 19 Elbe DHCP I3 pouod w9lzod pgoduds.

cubod 030 1J9s9s Wb eds luwedsle 99sd wyzsd DHCP:

o Jspdu opdse 99sd IJesesd Bl wp wpdse psié ¢lbpe DHCP is ol

 sew o odsu pouedl poluing wzols Ilelo 9dl spdud buwld IdbJole po gl 99sd
wozsd e 19 eszo.

* lJogwes dsuoe 1duwsld Ipcess: Jl spdud wpdsy wozsd DHCP. Iy wdssy ¢lbe



oozsd DHCP. gJss 9lzos swp luvagsleol oo Bud 198 po uuslé.

Jl s, erple wrzsd DHCP B 900 221 1Jzelssd Iuvdld. sumee zols Ilplu B 9 0g
2ob 1Jeelss IJunsdls Wl Jeyds 0,95 wu9wsdsd wedsd Idewslo (ARP) oo IJ. wobde
zpse wdle IUpus igs Blises wpdp s 1Jsuesd (ACL). Jduwelz wlbdule DHCP 9,5850l oo
¢JIJ zoly Wielo B 1sog IJuv I szo odssu Blspos wede B Idsuesd (ACL):

* Blispo wpdpe Vs IJ909d (ACL) 9lzr0 wose bdule DHCP ey 1Jglzes IUs1gdse 1Us
lJghe. )
* Blispo wpdpe Vbs 1J9uo9d (ACL) 9lzs0 wuwer wlUd95 pu 1Ughe WO IJloglo 1UIE).

lJpobdolo
CiSCo $9,0S U sedds lue pgyds Iuwluss oo ASA CLI 9 cisco I0S® CLI.
lJpdyule |dpuuegspd

oo Iegdsple 1Uslss B 03l Idpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

« 2ol IJiole, ASA 5500-X Series Security Appliance. 1Jl_osl, 9.x 19 |_ool) Tese
* 1Jpszole pu IJuvduvds 1800 oy Cisco

op louble LJPEJB.D'U |,J_9|_po OGS o3l IJpwews pu Ulao_)o 1J 09296 WS wSiS6 pgpdso gluoo.
u>|u apse Ulao_,o U,ouuua),oo -.95 03l |JrOuAJuu) uu-J_9..5u prou.uja (Idujluos) Bl Jdlpo

peJ9ple Il uss

S99, w9w9d9d DHCP pedpele ldodsso IdodBlss: pod euslo IP cdule uvods W,es6.
9ldoslws IJIe,)lsoss: 9euslu gbpe DNS: 9gu9ly €300 luwp IJloe,oe J Windows (WINS)
Jdppsdsu. Bs IJwslss: Jsuw Jgedle DHCP Ls oo pedele Idodsse oso. JJzuesd eds
030 IJpgd9ple: s yuwdso bdo wo Jol. guopl s 13 DHCP o3l lJbJ: s98, ¢l DHCP
lJeedsple Iduos9ss6. whb)l be@&énbdyk) lJoo 030 Sgw i SY9u gpsd DHCP 9lJgbpe eds
lJubedo [Jw,es0 oo wol. Jl o @§9p Iz IUbw @6 3 pod IJpszole 9zaslu 1Jzplss gl Llglbo
w9gso bdole IJow 030 wuvdd el os.

Jl o9y pelads weass 988 gpdle DHCP 98150 DHCP gJs 1w s 1Jd 886 oS wol
puluwwo slispl. Bs pod 030 1Uglds spdud luwwgsle wyzsd DHCP. guspl suwede 99U
<yesd DHCP gJds gols I.Jiplg bJo DHCP oy puosd gJs 9lzoo slgdso: Wluo ses> wozso
IJbdo |Js i@ &9l>p DHCP 1Jpg>56 gJs 9lzoo ¢glhzss. gudpl )s glbe DHCP gds 1Ug psJ:
Souwd golj Uiplo 3JY 1. soldelds: sgpd 99sd wyzsd DHCP Jydsd Jgpsd DHCP W
roab&v;)o P& ébp DHCP.

w98 Uz 00

S9uo 03l 1Juo9,y6 wr 9@ 25p6 DHCP guspl Jl swp luwwésle 99dsd oyzsd DHCP:



DHCP
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g Hequ est ) =

Acknuwledge

Seeyuo I ASA o3l )ub 9580s 0p WOs DHCP ¢ esd wouwsd:

Relayed

m Discovered
Client l m

Relayed

Request

W ASA
Acknowledge

Relay-Reply

<yesd DHCP Clgwedsle IJo@lb 1Uz)e eds 9lzos ASA 1UsIEJsé 9lJgbzsd

390 pdlebs JJezess Idpyde wldize Jio 309 o9 1Jb,s86 IJos sgsd wol ASA opoJud
lJz89J-

1. in order to wsle 1J DHCP g pJsé: pose IJouble 9luvde oo suwlJs (DHCPDISCOVER)
IJs IUglss gosle 255.255.255.255 - UDP psole 67.



Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
ethernet II, Src: vmware_84:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:7T: FFfT)

Internet Protocol Version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255 255 255 255))|

[ E|[E]E

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
Bootstrap Protocol

Message type: Boot Reguest (1)

Hardware type: Ethernet

Hardware address length: &

Hops: O

|TI‘ ansaction ID: 0x79dbf3ar | Transcation id should be same for Discover, Offer, Request and Ack (DORA)

seconds elapsed: 0

5rc IP: Mo ip on dient
Dst: L3 Broadcast

+ goorp Tlags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
vYour (client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
rRelay agent IF address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)

Client hardware address padding: 00000000000000000000

server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP DiEchEr| DHCP Discover sent by dient

# option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
# option: (t=61,1=7) Client identifier
# option: (t=12,1=14) HOST Name =
& option: (t=60,1=8) vendor class identifier = "MSFT 5.07
® option: (t=55,1=11) Parameter Request List
End Option
Padding

~ pdlebs: 3l bdo gpsd uvwods VPN gusly IP. Blo gosle IP Jsdsd 1Ueszsd o9 lad

ewdly IP Blod JJlpwegsle sop wgrso w9luwbs IJie, DHCP-network-scope.
w2pu voe lpepsgs.

2. g6 5990 ASA Cluwillb Idoe. sdIdu vl Jivo op wdyswo JJgpd Jo,zsd DHCP.

Bluo SES> wozSo uwldé DHCPdiscover Jz 6 wo lzbs IJs puos,y IP Jéle DHCP oy
lJ9lzos IP !.Jo..g o9lzo 1UEbe. W 030 IJzlJs: 09 1Uglzos 1Ughzso guslu. Jigb lJegss,)
Ss 2dd uluw IP 99dsd 1deszsd:



Frame 1: 342 bytes on wire (2736

Ethernet IT, Src: Cisco_6Cc:bB:cF (5B:8d:09:6c:b8:c7), Dst: Cisco_dd:48:cB (00:19:e7:dd:48:c8)
Internet Protocol versiom 4, Src: 108.51.100.1 (198.51.100.1), Dst: 19B8.51.100.2 (198.51.100.2)]
:zs;sgrggg;ﬂtzzﬁocUW. Src Port: bootps (67), Dst Fort: bootps (ﬁ?éirc AiAﬁutﬂdEIPhnngthemrver

Message Type: Boot Reguest (1) SIS S

Hardware type: Ethernet

Hardware address length: 6

Hops: 1

Transaction ID: 0x79dbf3a7

seconds elapsed: O

[ Hre =

& Bootp flags: Ox0000 (Unicast)
Tient IP address: 0.0.0.0 (0.0.0.0)
vour (client) IP address: 0.0.0.0 {0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0) Relay apent/IP of A5A interface facing the clients, where relay is

rRelay agent IF address: 192.0.2.1 (192.0.2.1) | enabled
Client MAC address: vmware_584:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
& option: (t=53,1=1) DHCP Message Type = DHCP D1scover|
F option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
@ option: (t=61,1=7) Client identifier
[E option: (T=12,7=14) HoST Wame =
F option: (t=60,7=8) vendor class identifier = "MSFT 5.0"
[ Option: (t=55%,1=11) Parameter Request List
End option
Padding

N oUlebs: wuvon loadlz 1Jesez B persd coopse Iisble ao Cisco CSCL089924,
ASA G 1Jluoslle 9.1(5.7) 9 9.3(1). 9l wes spdu lebs wozso zip e IUlzbs
lJs puosy IP Jglbe DHCP o0 goglo IP JJslzoes 1Uss sslzoe lJg psd (giaddr) gse
Swp wedsy dhepPrelay. Vs o030 IJzlJs: 09 suwebse Joo IJELu slgds guslo.

3. syuwd IJglse suwlJs DHCPpoffer Jzje6 unicast |Js ASA. 09206 1Us 99sd IJe,zsd IP
IUss ©p leslse s DHCPDISCOVER- UDP psule 67. B 030 IUzlJé: 09 gusle IP oo
IJSho sleds (giaddr). zse dheprelay pdoe. Jizbe 1JEkss IP B 1Jbwds 3 i


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo89924

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet IT, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:b8:c7)
Internet Protocol Wersion 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (19210.2+1ﬂ
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOTSTrap Protocal

Message type: Boot Reply (2}

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: 0x79dbf3a7

seconds elapsed: 0

sootp flags: 0x0000 (unicast)

e E

Sre: DHCP server
Dst: Relay agent IP

[

Client IP address: 0.0.0.0 (0.0.0.0)

your (clienmt) IP address: 192.0.2.4 (192.0.2.4)| offered P
MexT server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 192.0.2.1 (192.0.2.1)

cTient MAC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not giwven

oot file mame not giwven

Magic cookie: DHCP

= option: (T=53,1=1) DHCP Message Type = DHCP offer OHCR offer
® option: (t=54,1-4) DHCP Server Identifier = 198.51.100.2 | pHCP server IP
# option: (t=51,1=4) IP Address Lease Time = 1 day Lease

® option: (t=58,1=4) Renewal Time value = 12 hours
F option: (t=59,1=4) Rehinding Time value = 21 hours

E option: (t=1,1=4) Subnet Mask = 255.255.255.0 Subnet mask info
& option: (t=6,1=8) Domain Name Serwver )
= option: (t=15,1=9) Domain Mame = "cisco.com” Domain name
End option
radding

4. syuwd ASA o3l ,ubb pu IJB8Lu sIEJs - UDP psule 68. Jlgb IJogss) R _,iuu IP osupl
ooy 1Jgseé 1Uslzos 1UsIgJse:



Frame 2: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
Ethernet II, src: Cisco_6C:b8:cd (58:8d:09:6C:b8:C6), DsT: vmware_84:39:6a (00:50:56:84:39:6a)

Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)

O BEE®E =

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (6E)
BOOTSTrap Protocol

Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: @

Hops :

Transaction ID: Ox7odbf3ar

seconds elapsed: O

# Bootp flags: Ox0000 {(Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

vour {client) IP address: 192.0.2.4 (192.0,2.4)
Mext server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 192.0.2.1 (192.0.2.1)

Cclient MaC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not giwven

goot file name not
Magic cookie: DHCP

aiven

Offered IP

¢ option: {T=53,7=1) DHCP Message Type = DHCP Offer
® option: {t=54,71=4) DHCP Server Identifier = 198,51.100.2
M option: (t=51,1=4) IP Address Lease Time = 1 day
= option: (T=58,T=4) Renewal Time value = 12 hours
F option: (t=59,7=4) Rebinding Time value = 21 hours
@ option: {(t=1,1=4) Subnet Mask = 255.255.255.0
# oprtion: {T=6,1=8) Domain MName Server
@ option: {t=15%,1=9) Domain Name = “cisco.com”
@ option: {t=3,1=4) Router = 192.0.2.1

end option

radding

&rc: ASA interface /Relay agent IP
Dst: Offered IP

AasA interface IP

DHCP Offer
DHCP server IP
Lease

Subnet mask info

Domain name
Default Gateway for cient

5. ol & suwede lue IJ DHCPoffer ,ulJé. [,uvJe DHCPprequest ,wulJs in order to >Jo Iy
SOROR TON AN S0



Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet II, Src: Vmware_B4:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:ff:ff:ff:ff:f)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255M
User Datagram protocol, Src Port: bDootpc (68), Dst Port: bDootps (G7)
Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 0

Transaction ID: 0x79dbf3ar

Seconds elapsed: 0

Src: 0.0.0.0 as dient hasn't
accepted the IP yet
Dst: L3 broadeast

0 BrEhE B

& Bootp flags: Ox0000 (Unicast)
Client IP address: 0.0.0.0 {(0.0.0.0)
your {client) IP address: 0.0.0.0 {(0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)
client hardware address padding: 00000000000000000000
server host name not given

goot File name not given

Magic cookie: DHCP

# oprion: (T=53,71=1) DHCP Message Type = DHCP RequestT DHCP request
w option: (T=61,1=7) Client identifier
v option: (t=50,1=4) Reguested IP Address = 192.0.2.4 Requested IP
v option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
v option: (t=12,1=14) Host Name = _ Hostname
W option: (t=81,1=18) client Fully qualified Domain Name
v option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
© Option: (t=55,1=11) Parameter Request List

End option

6. sp ) ASA IJ DHCPprequest |Js ¢l>e DHCP.

Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet IT, Src: Cisco 6c:bB:c? (58:8d:09:6c:b8:c7), Dst: Cisco_dd:48:c8 (00:19:e7:dd:48:c8)
Internet Protocol Version 4, Src: 198.51.100.1 (198.51.100.1), DsT: 198.51.100.2 (193.51.1&0.2H
User Datagram Protocol, src pPort: bootps (67), Dst Port: bootps (67) Sre- ASA patside Interiace
Bootstrap Protocol DﬂlDHCPstWtr

Message Type: BooT Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 1

Transaction ID: Ox7adbfiar

Seconds elapsed: 0
= Bootp flags: 0x0000 (Unicast)

o @ [FE @

Client IP address: 0.0.0.0 {0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client MAC address: vmware_84:39:6a (00:50:50:84:3%9:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

# Option: (t=53,1=1) DHCP Message Type = DHCP Request DHCP request
® option: (t=-61,1-7) Client identifier

# option: (r=30,1=4) rRequested IP address = 192.0.2.4 Requested IP

@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2 | DHCP server IP
@ option: (t=12,1=14) Host name - TN Hostname

= option: (T=81,1=18) client Fully qualified pomain name

F Option: (t=60,1=8) vendor class identifier = "MSFT 5.0"

@ Option: (t=55,1=-11) Parameter Request List

end option



7. v 1o seued IUghs e eJs DHCPprequest. Wluo s)yuud DHCPACK )6 i) Joldss IP
IJeers2-

Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernmet II, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:bB:c7)
Internet Protocol versjon 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (192.0.2.1)
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOTSTrap Protocol

Message tType: Boot Reply (2}

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox7%dbf3ar

seconds elapsed: O
# Bootp flags: 0x0000 (Unicast)
Klient IP address: 0.0.0.0 (0.0.0.0) Current IP on client
vour {client) IP address: 192.0.2.4 (192.0.2.4)| IPoffered to dient
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client MaC address: vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
goot File name not given
Magic cockie: DHCP

B E

5rc; DHCP server
Dst: Relay agent IP

@ oprion: (t=33,1=1) DHCF Message Type = DHCP ACK DHCP Ack

3 option: (t=54,1=4) DHCP Server Identifier = 198.51.100. 2| DHCFserver P

@ option: (t=51,1=4) IP Address Lease Time = 1 day Lease

# option: (t=58,T1=4) Renewal Time value = 12 hours

@ option: (t=59,1=4) Rebinding Time vValue = 21 hours

# option: (t=1,1=4) subnet mask = 255.255.255.0 Setmcima e

£l ﬂptjun: {t=06, 1=8) Dnmai? Name Serfer § Domain name

4 option: (t=15,1=9) Domain Name = “cisco.com Default pateway for chent
End option
Padding

8. spuy ASA IJ DHCPack ey IJ DHCP ulbd IJds iooigio Sup ldgyds.



7 Frame 4: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
# Ethernet II, Src: Cisco 6c:b8:c6 (5B:8d:09:6c:bB:cC6), DsT: Vmware 84:39:6a (00:50:56:84:39:6a)
[# Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)]|
i User Datagram Protocol, Src Port: bootps (&7), DSt Port: bootpc (68)
-] BOOTSTrap Protocol
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3a7?
Seconds elapsed: 0O
+ Bootp Flags: O0x0000 {unicast)
Client IF address: 0.0.0.0 (0.0.0.0) Current IP on dient
Your (client) IP address: 192.0.2.4 (192.0.2.4)| IPofferd to client
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client mac address: wmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot Tile name not given
Magic cookie: DHCP

src: Relay agent IPSASA int
Dst: IP offered to dient

F option: (t=53,1=1) DHCP Message Type = DHCP ACK DHCP Ack
@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
® oprion: (T=51,1=4) IP address Lease Time = 1 day Lease

@ option: (t=58,1=4) Renewal Time value = 12 hours
#= oprtion: (r=539,1=4) Rebinding Time value = 21 hours

m option: (t=1,1=4) subnet Mask = 255.255.255.0 Subnet mask info
= option: (t=6,1=8) Domain Name Sarwver
® option: (t=1%,1=9) Domain Mame = "cisco.com” Comain name

Default gateway for client

@ option: (t=3,1=4) Router = 192.0.2.1
end oprion
Padding

wuoese IJigble g syslogs Jz,dle o psd DHCP

031 bbJow DHCP s ) wd 1Js 9lz06 ¢l DHCP 198.51.100.2:

DHCPRA: relay binding created for client 0050.5684.396a.DHCPD:
setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: Adding rule to allow client to respond using offered address 192.0.2.4

w8 odds Iy pu e DHCP. 890 zols IJiele Llglé wozsoo |Us gpsd DHCP Ll ueésle
guslu MAC 0050.5684.396a. 9s€s) euslu IJwsloo |Js [dslzes 1UsIgdss 1Ugloé wo.

DHCPRA: forwarding reply to client 0050.5684.396a.

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPD: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: exchange complete - relay binding deleted for client 0050.5684.396a.
DHCPD: returned relay binding 192.0.2.1/0050.5684.396a to address pool.



dhcpd_destroy_binding() removing NP rule for client 192.0.2.1
DHCPRA: forwarding reply to client 0050.5684.396a.

oo,y v IJpgleds B syslogs ls ol:

%ASA-7-609001: Built local-host inside:0.0.0.0
%ASA-7-609001: Built local-host identity:255.255.255.255
%ASA-6-302015: Built inbound UDP connection 13 for inside:
0.0.0.0/68 (0.0.0.0/68) to identity:255.255.255.255/67 (255.255.255.255/67)
%ASA-7-609001: Built local-host identity:198.51.100.1
%ASA-7-609001: Built local-host outside:198.51.100.2
%ASA-6-302015: Built outbound UDP connection 14 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:198.51.100.1/67 (198.51.100.1/67)

%ASA-7-609001: Built local-host inside:192.0.2.4
%ASA-6-302020: Built outbound ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
%ASA-7-609001: Built local-host identity:192.0.2.1
%ASA-6-302015: Built inbound UDP connection 16 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302015: Built outbound UDP connection 17 for 1inside:
192.0.2.4/68 (192.0.2.4/68) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302021: Teardown ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1

lJodosy

VO 03l IJGuwe: o @30 JI IJpedyple Idpuwegsrps Jodssu ldpsile lJpsoes B o3l
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Suwwgde o3l Idpuwows lesh Idgvods IJolds:

158.51.100.0/24
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* wdysu wyesd DHCP lyuwesle CLI

c lJodssu lJuoliss Joyzsd DHCP
* wdgsuy ¢lbpe DHCP

od9su wyesd DHCP olwegsle CLI

dhcprelay server 198.51.100.2 outside
dhcprelay enable inside

dhcprelay setroute inside

dhcprelay timeout 60

IJodssy IJuolss Joszesd DHCP

show run
!
hostname ASA
names
!
interface Ethernet0/0
nameif inside
security-level 0
ip address 192.0.2.1 255.255.255.0
!
interface Ethernet0/1
nameif outside
security-level 100
ip address 198.51.100.1 255.255.255.0
!
interface Ethernet0/2
no nameif
no security-level
no ip address
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
!
ftp mode passive
no pager
Togging enable
Togging buffer-size 40960
Togging buffered debugging
mtu inside 1500
mtu outside 1500
no failover

icmp unreachable rate-1limit 1 burst-size 1



no asdm history enable

arp timeout 14400

timeout xlate 0:30:00

timeout pat-xlate 0:00:30

timeout conn 3:00:00 half-closed 0:30:00 udp 0:15:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 0:30:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfT1tAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no shmp-server contact

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

telnet timeout 5

ssh timeout 5

console timeout 0

dhcprelay server 198.51.100.2 Outside
dhcprelay enable inside
dhcprelay setroute inside

//Defining DHCP server IP and interface//
//Enables DHCP relay on inside/client facing interface//
//Sets ASA 1inside as DG for clients in DHCP reply packets//

dhcprelay timeout 60

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

webvpn

|

!

prompt hostname context

no call-home reporting anonymous

call-home

profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:7ae5f655ffe399c8a88b61ch13425972

: end

od9sy ¢lbp DHCP

show run
Building configuration...



Current configuration : 1911 bytes

!

! Last configuration change at 18:36:05 UTC Tue May 28 2013
version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Router

!

boot-start-marker

boot-end-marker

!

|

logging buffered 4096
|

no aaa new-model

!

crypto pki token default removal timeout 0

!

!

dotll syslog

ip source-route

!

ip dhcp excluded-address 192.0.2.1 192.0.2.2

ip dhcp excluded-address 192.0.2.10 192.0.2.254

//IP addresses exluded from DHCP scope//
!
ip dhcp pool pooll
import all network 192.0.2.0 255.255.255.0
dns-server 192.0.2.10 192.0.2.11 domain-name cisco.com

//DHCP pool configuration and various parameters//
!
!
!
ip cef
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
Ticense udi pid CISCO1811W-AG-A/K9 sn FCTxxxx
!
!
!
interface DotllRadioO
no ip address
shutdown
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root
!
interface DotllRadiol
no ip address
shutdown
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root
!
interface FastEthernetO
ip address 198.51.100.2 255.255.255.0



dupTlex auto

speed auto

!

interface FastEthernetl
no ip address

dupTlex auto

speed auto

!

interface FastEthernet2
no ip address

!

interface FastEthernet3
no ip address

!

interface FastEthernet4
no ip address

!

interface FastEthernet5
no ip address

!

interface FastEthernet6
no ip address

!

interface FastEthernet?
no ip address

!

interface FastEthernet8
no ip address

!

interface FastEthernet9
no ip address

!

interface Vlanl

no ip address

!

interface Asyncl

no ip address
encapsulation slip

!

ip forward-protocol nd

no ip http server

no ip http secure-server
!

!

ip route 192.0.2.0 255.255.255.0 198.51.100.1

//Static route to ensure replies are routed to relay agent IP//
|

|

!

control-plane

|

!

Tine con 0

Tine 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
Tine aux 0

1ine vty 0 4

Togin



transport input all
!

end

<yesd DHCP Glgwegsle g9lbp DHCP 1Jpw 556

Spedud 0V pl suod IJs g 91be DHCP. guspl sHuwd IJgpsd zipd Yo uld DHCP.
owp lehs wogsool |Us gpse ¢9lbpe DHCP.

Ispl sds pold:

dhcprelay server 198.51.100.2 outside
dhcprelay server 198.51.100.3 outside
dhcprelay server 198.51.100.4 outside
dhcprelay enable inside

dhcprelay setroute inside

ouoese IJigble og 29150 DHCP oog36

Ispl sJs weu2 Uip&Jé eds wuoese Uiablc ewd luwwedle g9lbe DHCP pugsy6:

DHCP: Received a BOOTREQUEST from interface 2 (size = 300)

DHCPRA: relay binding found for client 000c.291c.34b5.

DHCPRA: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.2.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.3.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.4.

IJedlb pg #9150 DHCP IJpcg356

Ospl sds peld geds Idodlb 1Uzje eus luveésle 91> DHCP oo gss6:

ASA# show cap out
3 packets captured
1: 18:48:41.211628 19 7 > 198.51.100.2.67: udp 300

2.0.2.1.6
2: 18:48:41.211689 192.0.2.1.67 > 198.51.100.3.67: udp 300
3: 18:48:41.211704 192.0.2.1.67 > 198.51.100.4.67: udp 300

IJo280 pu lduors



luwogae 03l IJSuwe Joldss gpd IJodssu wubdd Lozse.

Jeruo Ipedsple IUleuolisss 2od g0l wyesd DHCP. Isgd 1Jie, show dhepPrelay statistics
£Jes 5lzoé Lub, 1JIsle, (CLIY IUzl o6 o ASA:

ASA# show dhcprelay statistics

DHCP UDP Unreachable Errors: 1
DHCP Other UDP Errors: 0O

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O OO RrEKEOo

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

O Rr RO

5395 03l [tz pedses e £36 DHCP , ulJs uog. psd DHCPdiscover. DHCP b J.. DHCP
l>J. DHCP |lbJ1 . 9 DHCP ACK.

« show dhcprelay >9J6 ¢Js ASA CLI
* & lewolssle gbe ip dhep eds 9lzos yulb, IUIsle, (CLI) JJesze

lweduuld IJlgble gl oJlzol

S99, 031 1dGuwp pedsple spdud luueeslpol Jlgued bl igble IJodsse sluadlzol.

Router#show ip dhcp server statistics

Memory usage 56637
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

(el eNelol el

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE

OO RrRrOo



DHCPINFORM 0

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 0

ASA# show dhcprelay state

Context Configured as DHCP Relay

Interface inside, Configured for DHCP RELAY SERVER
Interface outside, Configured for DHCP RELAY

Spdud ks ol luwaesle 191, wuoese IJigble IJolss:

» debug dhcprelay packet
+ debug dhcprelay event

¢ 1Joblb
» Syslogs
N LUlebs: g 1Us pedssle 2006 20 isle, leozsz Sod luvessls isle, debug.

pedyple dlo Lods

wllb ASA
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https://www.cisco.com/c/ar_ae/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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